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321 #iE%E

[T 5% WAN /7 o= g

PR (P AT S PR U 2 3
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Quick Setup - WAN

MAC Address ®Default Mac O User Defined MAC

Downstream Rate 102400 (khps)

Upstream Rate 102400 {khps)

Type Fast Ethernet v

Physical hode : Auto Hegotiation ~

IP Mode @otatic OoHcp OPPPoE O PPTR
’—| PPROEFPTR

Configuration

IP Address 172 16.3.279 HostMame
Subnet WMask: 056 255,256 11 Darmnain Mame :
Default Gatewsy 172.16.3.1 (Host Marme and Dorain Marne are required for some 1SPs.)
[P S 168.95.1.1

Secondary NS 168.05.192.1

IP Alias List

1. 2

3 4.

| B

7. 8.

[ Nex>> |

i 32 R

IP Address (IP #55H) £ WAN /7 157 fidl— {[a 2 B IP 1 g

Su’bnet Mask £ WAN ﬁlfx-[;ﬁig (= Al Vi o
e

Default Gateway F%fgfﬁﬁjiﬁgfjifa IP b Hho

CRR=IE)

Prlmary DNS F%?F {132 DNS fiu £ IP 4o

(f1:£ DNS)

Secondary DNS F%fﬁ [F) " DNS [ 29 1P 4t

(1”1 DNS)

IP Alias List I/ [ F%{ﬂ P IS 1P A g

(IP W £7511%<)

5% WAN /i plr%fﬁ % > EIJFIF[JH» Next>> (h— #7>>)i 7 LAN }/TE.IF%PEF[I .

3.22DHCP * = =3k §

e i fE- Internet _F(Y DHCP (Rl S F TEEH — fid 1P o i1« WAN /i PIF%fF'IE@ -
DHCP =]+t rl'ﬁ > 5 - DHCP l'ﬁ ’iFyé‘E{z{& DSL modem v i — {fi IP fib ko

MRS S RS el
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Quick Setup - WAN

IR (ailiess @® DefaltMAz O User Defined MAC

Downstream Rate : 102400 (khps)
Upstream Rate 102400 (kbps)

Fhiysical Mode © [huto Fegotiation v
IF Mode : Ostatic /@pHCP OPPPOE O PPTR
’—| PPROE/PPTR
Canfiguration
IF Address l:l HostMame l:l
Subnet Mask l:l Dornain Mame : l:l
Default Gateway : l:l (Host Mame and Damain Mame are required far some [SPs)
Primary DNE l:l
Secondary DNS l:l
IP Alias List
1 1
3 [ 1] 4 L 1

Next ==

[ 3-3 DHCP fily]

F5% WAN )/TE"I::?;‘[.EF'I' o BIETR R Next>> (R — #>>):5 7 LAN ;’?E'IF%P%,' .

3.2.3 DSL Modem PPPoOE #* ¥

2y DSL modem H |- IF’?F' F*%fﬁ s BE A B E T H - [l PPPOE S
Internet -

R RG] - [ DSL A T @ AR EpVREETER] - 5 PPPOE IS I I
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Quick Setup - WAN

MAC Address : @ Default MAC O User Defingd MAC
Downstream Rate : 102400 (khps)
Upstream Rate 102400 (khps)

Type Fa=st Ethernet w

FPhysical Mode : Auto Hegotiation W

IP Mode : O static O DHoP @PPPoE O PPTR
Static/DHCP

Canfiguration

UserMame : 885588 @hinet . net

Pagswaord : ssmane

Authentication : FAP w

Serice Mame :

FFPTP Local Address

PFTF Subnet Mask :

FFTP Remote Address

Next ==

[fl 3-4 PPPOE [t
User Name S A8 ISP (Internet AR5 iy ) HRALAVE 357 2T 8 o
(F1F1 )
Password S A Y ISP YT Ji'yﬁé,ﬁ% o
(47E)
Authentication 15 PAP Y CHAP 38 &1 & (f Af ﬁ % o 3 r% g
(7= PAP -

%5 WAN i [Pl o BIVT B Next>> (b= #7>2)i  LAN /i [yt -

3.2.4 DSL Modem PPTP % %

PR R 11 ISP (Internet JRassH ispy - = TFJ PPTP Y3345Hv DSL modem ) Vi IP

f
JIRT T *[ﬁl[ﬁt‘»%‘*ﬁj [&F DSL st ks JT? 4ﬂﬁ gu%{—gﬁv[
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Quick Setup - WAN

MAC Address ® Default Mac O User Defined MAC

Downstream Rate : 102400 (khps)

Upstream Rate 102400 (khps)

Type Fast Ethernet w

FPhysical Mode : Auto Hegotiation W

IP Mode : O static O DHCP OPPPoE @ PPTP
Static/DHCP |

Configuration

User Mame : 883955 @hinet. net

Password : [p——

Authentication : PAFP w

Service Mame

PFTP Local Address 10.65.99 85

PPTP Subnet Mask: 55 D55 IEE [

FFTP Remote Address 1?2.66.99.88|

Next ==

[l 3-5 PPTP [iclff

PPTP Local Address £% PPTP ?ﬁ*’{g— (429 1P b gk

(PPTP 7 B4 5H)

PPTP Subnet Mask £% PPTP fiy IP i iﬂ—?ﬁ%ﬁ'i%ﬁﬁﬁﬁlﬁﬁ—f‘.iﬁiéﬁ °
(PPTP JEH)

PPTP Remote Address jf’F',Jt PPTP fﬁjﬁﬁ%’; pfjﬁfﬁ.} IP ko

(PPTP mA 4B

5 WAN fi i o TR Next>> (b= #7237 LAN 7 I -

33LAN/f®m K E

i+ Vigor3300 é?/]JEIfJ‘I‘J{ﬁ?EH LAN J’T]_}i'll%fﬁ[' SEEIHT » ER A FIRTEY NAT R P E 7 1P
Pl R o T ol [ 2P T H e EpaR e IS:’%T’EI [ REFY A 529 ISP
CInternet 455 RS ) FITGRET B8 = AfEd o 2974 39 PC SRR EE IR Y IP A g5t
T ?Y'ﬁﬁ%ﬁ'ﬁjiﬁ , Fir,@}?}% SP [ DSL sliast ™ [1 > 4 25 PCRfi i 2 1] Internet - [FIJE%T
P ORI WP A S R Sl EH A B9 T (PC)

LAN /i [l #1) = P i (2 -

® |P EEIF‘FII[
o 5 i DHCP ly%
e I Qﬁ“\ﬁf} DHCP @ﬁﬁ%&'
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331IPfE

Network - LAN

15t DHCP 2nd DHCF
Server Server

For NAT Usage

15t IP Address : 192.168.1.1

15t Subnet Mask: 2RR 2552550
For IP Routing Usage
(0 Enable & Disahle

2nd IF Address
2nd Subnet Mask:

WA Interface

[l 3-6 LAN /i fﬂ;&fgr

t Vigor3300 - IER IR LAN /7 [rdbed /i it 1) 5 el 1P fi»il%fgf o P #iH
AR R A R Y NAT H IS o jE'[E""“‘ AR Sl P 1SP
CInternet J5 5T Esgty ) flIg—~ ”&EHEILJ%"“ﬁf}” P4 PC pﬂjg%FarLg L IP i fHEs
4T Vigor3300 [ IP 5. i ISP DSL S 5 - 77 % 4 PC I prigey !JF
Fnternet e R ST R el f*tHi"[ﬁ"ﬁﬁfﬁ?~ﬁ3‘$ Hﬁ IR EIH]ET (PC) o &
[F*%‘F&FHJI}IHIL}I"’ Z[| RFC-1918 f[ 1t fus 2 IP #kik-- @ﬁja} PR e e 7
192.168.1.0/24 Q”fﬁ“‘ o

For NAT Usage

1St IP Address IE_}% SR PSRRI R R PR A P A S S
(5%~ =g IP 41 % 192.168.1.1 -

1% Subnet Mask ¢#%1 e POAeE I - IR 255.256.255.0 -

(_J' vﬁf}muhfﬁ%

For IP Routing Usage

Enable/Disable e Enable(’ES‘FI ) JF G Ly
(/) 32 §4 Disable(#FfD)! I -
2nd Subnet Mask B EEEA R P g

(37~ = '“[ﬁ IP #54H)

2" Subnet Mask [ B AR R
(_J'vrﬁmﬁﬁF_L

WAN Interface L}Mﬁ— |7 WAN SifF g o
(WAN /7 1)
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H¥ Apply(55) » SRR I EFTI s s -
3.3.2 DHCP ®PREK Z_

DHCP J[] *Jﬁi~f§e¥ofiblf (Dynamic Host Configuration Protocol) - ﬂ»}{ﬁj’g M ELERT flﬂ"

£, DHCP =]+ Ifﬁ‘pn[:%“ |55 A ViR 1P F%fF' ) %‘xfT [FQITH:P' DHCP |ﬁ qﬁg«gr, FF‘ o

DNS El[ﬁff“z"grﬁ?ﬂ 7=k (Domain Name System): "”?EJ Internet = B~ ISP (g [y
IP 68 g RS TGRS - [ B * 1 EF9 £ 1 www.yahoo.com - DNS {4
}H e gﬁ}g\tuﬁ%ﬁu IP fib o

VR i/D%JAF % DNS Hj{lpfl_—k* 15 E&F[IEJ‘FI,#}EPJ’E It [F[J IP %{ll{t”lﬂ‘_t A BYE R IﬁlJ DNS
s 2o fli DNS Cache - i/[lﬁlﬁrfu@gr FAY IP i 217 4% DNSCache
ﬂﬂﬁ@f‘g U R R ) B [fﬂﬂﬁjmw 9 WAN g (1
DSL/Cable)f| - {#3% DNS %‘]\]H? 224 %ﬁ DNS ]ﬂ IR

% - 3 % DHCP #IREB#% %

Network - LAN

P 2nd DHCP
Configuration SEMVErN

Status : @Enable  ODisable O Relay Agent
Start P 192.168.1.10

EndIP: 192.168.1.254

Primary DME

Secondary DNS

Lease Time (Min) : 1440

Gateway IP{Optional)
Relay Agent

WAR Interface

CDHCP Server [P
Address

M Cancel

[f;ﬂ‘ 3-7 51~ Q'%ﬁ DHCP| %g T

Status(RfE) ““?“ Enable I J?TEMF*JH“ P %{ Disable J‘JEJ%FJ@FJL%J
FJ E & Relay Agent ?rsm j'ﬁb

Start IP(&1f; IP) LBl 1P g
End IPGZ1- IP) r% ERH NP S
Primary DNS TF' ‘F“I{'f’_ DNS (iU IP #4k-
(F13 DNs)
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Secondary DNS
(%] DNS)

FCA ' DNS i 1P B3kt

Lease Time(F= s=HHRH)

PR E T 1P PSS OB -

WAN Interface
(WAN ¥ El)

—

#F’[T{L;WAN fipere

DHCP Server IP
Address

(DHCP 3 & 41

7 DHCP [ 4t

F APPIY(355) > SR PP I EOPP DR -
%= 3% DHCP IR BH& § ¥

Vigor3300 =

Network - LAN

IP 15t DHCP
Configuration Server
Start IP Address 192.168.2.10
IF Pool Size 100

o

JlE 1 2] DHCP [l #-1E -

MAC Address List (MAC Address Format xX:o0xOe e xx)

1. 00:21:33:47:56:23| 2.

3,

5

Apply | Cancel

4 3-8 4] DHCP [l

Start IP Address
({E_lt[F'] IP 4B

r%g IP Pool p@{é_ltf, IP ik ko

IP Pool Size
(IP Pool =)

iR 1P Pool [ 1357 IP & SHIVERT ! -

MAC Address List
(Mac FriHjlI)

[ HER % 10 [ MAC 293 — |1 MAC ISHIZ [
o SR P TR -

fI

F Apply(55) - el PP FI T

_'_r‘l

I TR 1
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System - Reboot

Systern rebooting will take 70 seconds

COresetto factory default

 Apply(£ 7)™ Ei 39?4?5{;‘1*1 Vigor3300 I'J ffl E'Héﬁ’mp?lfg[’ o

[ 3-0 ARREIFIEY
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T

4.1 Status( ix)

RENEHAA - AT Vigor3300 £ E IO FAR T HAR > H IS F

AR PSS o
i System >> Status(+F5->{RfE) -

CQuick Setup = System Netwaork Advanced Firewall Gos VPN VolP 342:15P.M

ﬂj Status
=y Time

System - &) Sysio
ﬂ Access Control

Refresh Optio g Change Passwword
=y Configuration
‘ Firmeware Uporade M Status

Wodel : e‘g Fekioot

Hardware VersZ] Diagnostic Tools ’

Firmwware Vergion :
Build Date&Time
Systern Uptime :
CPU Usage :
Memary Usage :

Current System Time ;

i StatusGIfE) - pﬁé

System - Status

Refresh Option:

Caasi saus [T

Modeal :

Hardware Version :
Firrware Wersion
Build Date&Time
Systerm Uptime
CRU Usage
Memory Usage ©

Current Systern Time

286

Tue Cctd4 18:00:43 CST 2005

4 days 1 hours 48 minutes 55 seconds
3.0596%

B9.6551%

Tue Dec B 07:49:32 2005

[ 4-1 ERFEFIT
Y A FI

ND Refresh b

.Every 10 Second=s
Every 20 Seconds

Every 30 Seconds
Wigard 00y

1.0
2486
Tue Oct4 18:00:43 C5T 2004

4 days 1 hours 48 minutes 55 seconds
3.0596%

G9.6551%

Tue Dec 6 07:49:32 2005
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,%%?BWEEﬁﬁﬁ’ﬁﬁ%§¢%%~uwﬁﬁi

Egﬁl 4-2 ﬁ}':[k'it

« WAN 4z -

Refresh Option E‘}{ﬁ’?ﬁ MEE
(E[ pE i ’F[) “‘Jyp‘k P4 f_E’_fE[ —_
No Refresh(‘j\ﬁlig?) PRI

Every 10 Seconds(& 10 ) : £y 10 FRRUETEIF
Every 20 Seconds(&) 20 ) : EIy 20 FRRUETEIF
Every 30 Seconds(& 30 ) : & By 30 FPRIFTEIF o

R R 8 | 0P o

4.1.1 Basic Status(z # i i)

ﬂ¢#ﬁ%ﬁﬂﬂ@“ﬂ%‘@ﬁ%¢ WRASE e LR

PRI R SR B Ui (2 P T B s R A et e

System - Status

- CPU [0 [+ e

Fefresh Option: Ho Refresh w
| LAMN Status WYAN Status
model Wigor3 300y
Hardware Yersion : 1.0
Firmware Yersion 2486
Build Date&Time Tue Oct418:00:43 CST 2005
Systern Uptime 4 days 1 hours 48 minutes 55 seconds
CPULUsage 3.0596%
Mermoary Usage GY.6551 %

Current System Time © Tue Dec B 07:49:32 2005

i 4-3 F s

Model(%]%f)

R R EIE £

Hardware Version(fli#iif5 )

o B

Firmware Version(#/#/{5 %)

P ¢

Build Date&Time(;ﬁi b T

BRI ]

System Uptime( -7 k3 Eﬂj )

[ERICE I;mj:ﬁf_' = lé[ij%[j fH]

CPU Usage (CPU IEI HIER)

CPU i F5fifi 7 [

Memory Usage( fEfii 17 1)

r%[‘l‘/%j\?%lé[fjj‘ BRI

Current System Time

(F i Ak )

e f U S ]
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4.1.2 LAN Status (LAN # i)
P FI Elj{ﬂﬁj 5t 3854 fﬁ—f?\_ﬁ UPRFEFEL o

System - Status

Refresh Qption: Ho Refresh v
Basic Status | | WAN Status
IP Address : 19216811
MAC Address : 00:00:00:00:00:01
High Availability Status ;
R Packets 134408
TH Packets : 157854
B 4-4 LAN P4
IP Address(IP #3455 LAN /7 F1fi9 1P &b -
MAC Address LAN /7 21y MAC i -
(MAC #4341
High Availability Status ’gl[_r.ljaﬁ i) Iiﬁj F;ﬁ fjj SRR
T NG
(ﬁu’J fl *'JEEJL{J‘F&\) %JZ/[“\ M[[ﬁifjjﬁ

L[ Vigor3300 T iy it F T 1kt it
(4 + Vigor3300 i i = 1 i 1 ey €1«
RX Packets(if 5 &) | LAN /i i s = i o Bkl -
TX Packets({{2Ff &) | LAN /i igils 2 = i o ppst -

4.1.3 WAN Status (WAN j# )

P IR B A R A NER L -
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System - Status

Refresh Option: Ho Refresh L
Basic Status LAN Status | |
WANT1 : WANZ :
IF Address 172.16.3.229 IF Address
MAC Address 00:00:00:00:00:02 MAC Address 00:00:00:00:00:03
Frimary DME 168.895.11 Frimary DME
Secondary DMES © 168951921 Secondary DMES ©
Gateway 172.16.31 Gateway
Rx Packets 1423069 Rx Packets
T Packets : 154067 T Packets :
Connection Status connected Connection Status
Up Time : 4 days 2 hours 13 minutes 32 seconds Up Time ;
WANS3 : WAN4 :
IF Address : IF Address :
MAC Address 00:00:00:00:00:04 MAC Address 00:00:00:00:00:05
Frimary DME Frimary DME
Secondary DS Secondary DS
Gateway Gateway
R Packets : R Packets :
T Packets : T Packets :

Connection Status

Up Time :

Connection Status

Up Time :

[l 4-5 WAN J<E

iﬁ%ﬂ%ﬁ T4l WAN S ifi— gl A v o

(1" DNS {3 )

IP Address (IP £345) WAN /7 [y 1P ik 41k
MAC Address (MAC #75H WAN /i 19 MAC &F 4=
Primary DNS 53 [RIAYETE DNS Baft-
(13 DNS ffi/I55)

Secondary DNS 53T ff P ] DNS #1t-

Gateway([#ili1)

73 el 5% [B1E1iRE b

RX Packets(#% | f &)

F,][4WAN fi [ L[iﬂhiﬁ Ff gyl

TX Packets(3% 2] &)

Fi 5 1 WAN /7 3= = Sﬁﬁﬁ tEPE

Connection Status

GHFETYE)

B9 WAN 7 IRy EIJ?[ﬁaMconnected)ﬂl%

#s(disconnected) -

Connected : f‘i‘,gl S, “F’ i T ﬁ‘/ [’fFJ['}}”

VR R R RS 8 - RS
[ﬂ%— FUT (B [ ﬂl_gﬁ:d’}ﬁﬂ\lﬁiﬂﬂgh ﬁnﬁw

Up Time(fLf§ )

,“EH EL II&E jlg:_ﬂg“ﬂﬁjjfﬂ °

4.2 Time(pF 3%

?)
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S —Fiﬁﬁ%fp'

e e i L L e
F'Jﬁ“('ﬁ/[[ﬂf%.l 755~ URL Ef%@iﬁr)’ R ghpsu E%@[;’H > ARy NTPF%
f{*[ [9'] % [Tl P R R T T [l sl 2 l fg H e Fgﬁ" ﬂlp Llfk o

Vigor3300 ("= VIR el il I p smefi k! = A5 7 [l 11

Quick Setup | System Network Advanced Firewall QoS VPN VolP 4:12:23 P.M
ﬂj Status

=y Time
System 143 <0

ﬁ Access Control
Refrezh Cptio ﬁ Change Passward

=y Configurstion
‘ Firmyvare Upgrade VAR StEtUS

Model : ¥ Reboot

Hardwrare Yer:[Z] Disgnostic Tools 3

Firmware Version 256

Build Date&Time Tue Oct 4 18:00:43 CST 2005

Systemn Uptime : 4 days 2 hours 18 minutes 57 seconds
CPU Llsage : 3.2149%

Memary Usage B9.6551%

Current System Time : Tue Dec B 08:19:48 2004

il 4-6 Eﬁf’Eﬂ?‘fﬁi’
¥ System >> Time(s5f >> E%TFEFJ) }[fjﬁé* Y EIFr e

System - Time

& Use Browser Time
O Use NTP Time

MNTPF Server

Tirme Zone

Daylight Saving

Tirme - Mot Llse Usze

Update Interval :

Apply | Cancel

ﬁ%’,' 4-7 E\*J F'EFJ%L

Use Browser Time FIFE s I ’F”ﬁ S 5 E%%Zﬁﬂa
GEERE AR £ AP
Use NTP Time IR IE-NTP [ RN ‘{»%‘%Zﬁf i o
(F'1 NTP (g 50k E)
NTP Server (NTP fii) | S0~ fif NTP (g% 1P & i ity 76
i
Time Zone(Eﬁ &) 2 Vigor3300 At %pfjﬁﬂjﬂa o
Daylight Saving Time HE Use ')A F cliney jjﬁ
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(F 154 AT i
Update Interval ) NTP [l i R e v pudlig -
(R il I

F Apply ()] T e % 35 -

4.3 Syslog (% &% <)

Vigor3300 79[| ¥ $2 5k 2 (syslog ) 7= ™ [ Gl & EL-HE AT 2R AR € 52 Syslog
¥ €0 5] Internet Ay syslog (k! ’xﬁf VR E Y I RARSE 2 5 Vigor3300 fpﬂ;ﬁ
e

Quick Setup | System Network Advanced Firewall QoS VPN VolP 4:18:31P.M
ﬂj Status

=y Time
System 1) sysieg

ﬁ Access Contraol
Refresh COptio ﬂ Change Pazssword

0y Configuration
‘ Firmware Upgrade VAR SEEtUs

Model : '“J'— Rehoot

Hardware Yer j Diagnostic Tools 3

Firmware Wersion : 2.9.6

Build Date&Time Tue Oct 4 18:00:43 C5T 2005

Systern Uptime : 4 days 2 hours 26 minutes 12 seconds
CPU Lsage : 16521 7%

Memary Usage B9.6551%

Current System Time : Tue Dec B 08:25:37 2004

il 4-8 [IEA
¥ System >> Syslog(-fafi >>5lER) 1 g3 T YN S FI e

System - Syslog

(' Disable & Enable

Syslog Server P 10.1.1.10
Syslon Server Port: 514

49 PR
Disable/Enable # Enable I'|Tif- ) + Disable FIRLRHRfIF=)E= -
(TR
Syslog Server IP fFITY syslog il ay 1P #9i-o JPHH iRy IP L
(s A AR AR 1P) “0.0.0.0" - syslog e i il I »ﬂfjriﬁz Vigor3300
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0 rlg’ﬁ [fil syslog ffilly 8 5855 syslog i &
Syslog Server Port £ Syslog E%%#F’dlf— (R o
(el SRR 6Y)

F Apply ()] T e % 35 -

4.4 Access Control (il s34 %)

ST 11V 2 ) [59 1OMP 88« g LAN P S
JF’[EFJ/]F LAN [ JEJ plng ﬁJHb ° iF(_— ﬁkﬁjuﬂ I E[lﬁjjﬁ F[j[ﬁ'{% /HQP iMFEJT %%7‘ —Lﬁfj
T 1] PR Mﬁﬂ»%gr@% ~Hi ﬂj%jxﬁup .

Guick Setup & System Network Advanced Firewall QoS VPN VaolP 4:24:14 P.M
.ﬂj Status

iy Time

.ﬂj Syslog

ﬂ Access Control

O Disahle ﬂ Change Pazsward
Syslog Server =y Configuration

‘ Firmmeevare Lpgrade

¥ Reboot

j Diagnostic Tools 4

System -

Syslog Server

Apply Cancel

[ﬁl 4-10 ﬁ{&%ﬁjﬂrﬁfﬁ.‘
¥ System>>Access Control(sF7k >>§gﬁﬁ5q~z_tﬁjﬂ) ; /E{fjﬁ YIRS I

System - Access Control

Management Access Control

Allow Managerment from the YWAN

@ Disable  OEnable &l O Enable User Defined WAN IP

Allowed [P1:
Allowed [P2:
Allowed [P3:
Management Port
® Default Ports (HTTF Part:20 Telnet Port:23) O User Defined Parts
HTTF Port:
Telnet Port:

PING Restriction
[ pisable PING fram the LAN

[ Disable PING from the YA

Apply | Cancel

[ 4-11 SR
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Management Access Control(“s 7+ r’f#;“[fﬂi A B )

Disable(l?%lﬂf E@F}ﬂﬂ’? | WAN /v ]?il IJFT%, H“ o

Enable All( “Sﬁ EP) HF JFFIT‘)-’V?EJ WAN /i E-[Fﬁ;ﬁ,lwf: o

Enable User Defined P HFFM 3 ([ IP b - S WAN 7 Elﬁ*{l o
WAN IP (ZeZFH [
# WAN) IP
Management Port (?T%Jiﬁ&)
Default Ports(?ﬁr%’kiﬁ&) ffi"] Hitp % Telnet pfﬁ‘ﬁ?@ o (Http:80 ; Telnet: 23)
User Defined Ports ZHETEI ."?;f‘F’[{g HTTP * Telnet I
(FIFTEIESSIR)
PING Restriction (Bfifﬁu PING)

Disable PING from the | ;25 FZ 1 JHR67E ) F I LAN v ICMP $f &y
LAN(j# Fl;f <F I LAN ¥ ,r.J
[ PING)

Disable PING from the | #4811 [HERe e F 1| WAN iV ICMP $f &)
WLAN(ZE [ F T WAN
ifﬁ.}ﬁfi PING)

F Apply ()1 | il & 75

4.5 Reboot(& #7fcd % T)

B Web 17 e ;9??9{;‘1*1 Vigor3300 -

Quick Setup | System Network Advanced Firewall Qos VPN VolP 4:34:40 P.M
& status

~y Time

| Syslog

ﬂ Access Contral
Refresh Optio ﬂ Change Password

=y Configurstion
Ii % Firmmwvare Upgrade WWAR Status

System -

Model : éﬁ Reboot i

Hardware Wer j Diagnostic Tools 3

Firmware Version : 2568

Build Date&Time : Tue Oct 4 18:00:43 CET 2005

Systern Uptime ; 4 days 2 hours 42 minutes 41 seconds
CPU Usage 21135%

Memary Usage : BY. 6551 %

Current System Time Tue Dec 6 08:42:06 2005

H%ﬁ[ 4-12 f:lig{‘?;mﬁ'* PFI

¥ System >>Reboot(e.§,§“3l3>>1gl FIE) }{"’%’77 YN RS I BT 'Jg“a%ﬁlﬁf’?’?jﬁ
Vigor3300 [ - [’%i’r%'EFJEJF RS Hpl = i’ﬁﬁfp °
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System - Reboot

System rebooting will take 70 seconds

[ reset to factory default

Apply

[ 4-13 FFTEEE
¥ ADPIY( ) | £ PP 6 o~ 4RFHEI T0 SFG KR B R

System iz rebooting, please wait ..

g secands left
If wour current interface or managemert port configuration has been changed, please access with the new URL.

414 EIFTTRITHY

4.6 Firmware Upgrade(# 8 < &% )
Vigor3300 il ™ F|[F 7k 1k - ,-p‘[n&ﬂ E ST A B2 5 45 Router Tools » &)
fH Firmware Upgrade Utility - ™ =1+ &' ') 5{° %qubﬁﬁﬂ’ﬁﬁ‘v‘ b o

d web i3 2 &irtl
Vigor3300 ¥ 5 web 17 1| %EQ?JEE}

Quick Setup | System Network Advanced Firewall Qos VPN VolP 5:07:44 P.M
.ﬂj Status
=y Time
System ey
E Access Control
Refresh Optio &8 Change Password Refresh

=y Configuration

li ‘ Firmuweare Upgrace M Status |

Maodel ; < ¥ Reboot

Hardware WeriiZ] Diagnostic Tools »

Firmmvare Yersion : 2562 (EM)

Build Date&Time : Mon Mow 28 14:29:17 C5T 2005
Systern Uptime : 0 days 0 hours 0 minutes 58 seconds
CPU Usage: 98.6939%

Memary Lsage 38.3364%

Current Systern Time : Tue Dec 6085410 20058

[l 4-15 SRR R R
¥ System >>Firmware Upgrade(ﬁi;ﬁﬁ»ﬁ?ﬂﬁ%}ﬂ #B)
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Vigor 3300 Z3j[]fi ™ [= ]

System - Firmware Upgrade

Caution You need to rehoot device no matter upgrade succeeded arnot Il
Current Wersion ; WVigor330ow 2.5.6.2 (EN)
Location ; @ Local O Remote

Firmware :

TFTF Server IP

Remaote File Mame

Apply | Cancel
[ﬁl 4-16 @J‘EEHE?BI%EH
Location(#74H) ¥ Local F57¥ Remote 71 » I' #8420 .

Local = fiA 2apy TRTP [y s | A -
Remote : ’(%;ﬁ_fl%.jﬁfj TETP ffilfly ] A -

Firmware(#/) TR 0 45 R P
TFTP Server IP t@i@fﬁ%‘#[;@gg TETP fﬁﬁﬁ%ﬁ'?ﬁ?’fﬂg IP H431-

(TFTP (54 IP)

= 4 FRLE Windows ﬁiﬁf[ll%%‘c’ T L%%@'Jﬂﬁ%l%ﬂﬁ 3= 554 SREFVE

1. ¢ DrayTek fu= Jifﬁ%#l‘www.draytek.com.tw (F5# 4 Papy DrayTek Tﬁ%ﬁ,‘) iy FTP ifl![‘
%#rftp.draytek.com N EE ;@ﬁ’ﬁ@lﬁg o }{ﬁ’ %JFE} (ANE A ey M

2. HYBBEEO RO ADPIY(E ) o A RFHIIEE E R
EE TS » ~ B AL ny - 5330 Fpi > BEEHEURY IR (4 )7 Vigor3300
[y L ACT SRl -

PR © P PR ST 3] 5 T IR T A -

3. fF Apply(R55) ) il FL AR -

Kidle e 2oy

AL 4 T Windows U] [F%Jt o

1. HF FEREpY ) - Dray Tek F[U,%Fﬁ\f’zfl‘ﬂ[ FTP fﬁ%ﬁm gyﬁgg;ﬁg@?g .

2. BT 5 - 401 Vigor3300 A1 DBY iy RIAS H il $hih (1= B RS232 S F
o %’ﬁﬁ”itﬁ*ﬁ'fif’EJ?r@ Y0 ek 57600 0 S FifEER > 8 (R TR R 1

o i
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SHEHETE: | 57600 v
ERETO: (8 v
FTHEE: & v/
LETE: |1 v
RELE: @ v

[ BEREHER) |
@ | ®m& |[ =A@ |

[ 417 FEHE I 36

3. LVIgOI‘33OO s T —ﬁ&'ﬁah ;[W?ﬁﬁﬂ i PC _H#~ ENTER - Vlgor3300}HF’7§“ﬂ_
S TRTP &I @ e P e B

********************** *****

* DrayTek V3300 Bootloader *

khhkkkhkkhkkkhkkhkkkhkkhkkhkkikkhkikkhkikkhikkikik

Press [ENTER] key within 5 sec. to download image...1
Current LAN IP is 192.168.1.1
New IP:
Prepare downloading
4. & [ﬁfﬁ/ﬁu “FET T PC S TFTP E'Jt’[fl%.} BT Y Y
TFTP |192.168.l.1 PUT [Vigor3300 image file name]

5. A RARRA S o R I D

4.7 Diagnostic Tools(z# %71 £)

EEEN Y P TR £ Vigors300 [k Lo ﬁ?@ﬁ:;ﬁ}gﬁﬁtﬁqé;
Ry & -~ [;}»%L 72 Vigor3300 {fl 4 FEPHZN RIS LT - il
FTR PRI FIRORR AR E VR A R -

Vigor$00 1% 4 Y £ U AP 1 BT RIPEARFORI - HIETRC A 3 e
B~ ARP ~ DHCP AI NAT Iifefiu— £
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Vigor 3300 = 5[[fflr = [ ]

., VIGOROUS BROANL NS AGEESS

Vi ] .
MuItiSewioaSecurity- §

Network Advanced Firewall Qos VPN VolP 8:04:31 A M

Quick Setup
‘j Status
% Time
System &) sysi0s ade

@ Access Control

L ) I
Caution ﬁ Change Password oot device no matter upgrade succeeded or nat !
Current\iersic% Configuration 6.2 (EM)
Location : ‘ Firmuare Upgrade emaote
Firmware ; &P Reboot IE

Diagnostic Toolks » Ij Wiew Routing Table
TFUP BERE | @] View ARP Cache Table

Rermate File Mame WaK31 all &) \izw DHCP Assignment Tabls

Ij Wigwer MAT Active Sessions Takle

M Cancel
B?:ﬁ' 4-18 Z%r— = jJH
4.7.1 View Routing Table(& 5 8¢ %)

[FH_F'z/U?T‘iEIE'I [ Vigor3300 frosg ik o El;}ﬁf’g LFED 1P A g [ J«HF E?ﬁ%ﬂﬁ ,
f‘[J’:I'KFJ" v Y P' I[jf\_ethOf‘, LAN }IE[ ) Ethlf'[WAN 7 PI 5

System - Diagnostic Tools - View Routing Table

De=stination Gatewvay Subnet Mask Flags Interface
192 . 168.1.0 * 2065 2ZGL 2550 u =thi
127.0.0.0 * 255.0.0.0 u lo

Refresh

Wl 4-19 7R
4.7.2 View ARP Cache Tabel (4 ARP Cache #)

IF=F I%j|[#% Vigor3300 iy ARP Cache #. -
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System - Diagnostic Tools - View ARP Cache Table

IFP Addres= MAC Addres= Interface
192 .168.1.17 00:0E:A6:24:D5: A1 ethi

Refresh

[ﬁ' 4-20 g‘,{, ARP Cache #.

4.7.3 View DHCP Assignment Table(% 5 DHCP 4 2 4 )

IF=E 1%j]% Vigor3300 i DHCP 55 il -

System - Diagnostic Tools - View DHCP Assignment Table

Az=igned IF HAC Addres=s Time Left
192.168.1.17 00:0E:&46:2A:D5: AL 20 hours, 37 minutes, 41 seconds

Refresh
[ 4-21 {1 DHCP 53fii%

4.7.4 View NAT Active Sessions Table(%  NAT ## 35 4)

IF=E 1512 Vigor3300 vzl iﬁ‘;‘wgfj NAT ‘;#ﬁféh °
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Vigor 3300 = [[ffr =

System - Diagnostic Tools - View NAT Active Sessions Table

Type Expire in State Source IP Dest IF sPort dPort Rep Source IF Rep Dest IP sPort dPort
< I | 3
Page Index:1234567891011121314151647161820
Refresh

q\%ﬁ' 4-22 3{2{, NAT iﬁ‘ﬁ%ﬂ‘ﬁ:ﬁ%

4.8 Configuration (3 %)

HiH IR N 0 Vigor3300 HH - [’[airjrﬁtajyh'%gi%__j Ao SRS s BT R R
A “%'S'E\ﬂj‘ P R RV el prpTE- «*’E‘—nﬁ‘l%)’]%fJFl"I‘%f“?L°

Vigor3300 series , VIGOROUS BRO

MultiService Security
Quick Setup - Network Advanced Firewall QoS VPN VolP B8:53:14 AM

‘J Status
o Time

System &) sy

------------- @ Access Control e

Refresh Opti & change Passward Refresh
4, Configuration
& Firmware Uparads | WYAN Status

Model - a Reboot a0y

Hardware Ye Disgnostic Tools >

Firmuyare Yersion : 2.8.6.2 (EM)

Build Date&Time : o Mow 28 14:29:47 C5T 2005

Systemn Uptime : 0 day= 16 hours 24 minutes 13 seconds

CPU Usage : 58577T%

Memory Usage : 55 7212%

Current System Time : ‘ed Dec 7 00:58:05 2005

[l 4-23 il
¥ System>> Configuration(—:,f»%>>§§“7\4:') R ﬁ«%ﬁﬂ‘ Y™ A I

System - Configuration

Restore
Select 3 configuration file: | HE.. Apply |
Backup

Backup configuration file

Push Backup button Backup

[ 4-24 ]
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7

Restore(f'k &)

Select a configuration

file (2 Y )

TPVT [RME P B EEER R

Backup({f; )

Backup configuration
Push Backup button

(I T
il

S E A

“v3300.cfg” -

£ b
217,
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il
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SRR 1 (1 IR R ARSI 1 WAN AT LAN fi o

5.1 WAN Foie % 8 8K 2

'JFF‘ ‘l%fg[' WAN /i fi 2 I ’Eﬁ‘i Internet UL V" | < Vigor3300 %[ % 4% 4 i WAN
fipn & ﬁWAN;rplflT FEIF u%fF (FIfr e

Vi i

[hn

MultiService Security
Quick Setup System Network Advanced Firewall Qos VPN VolP 9:08:33 A.M
3 wian

=, Load Balance Policy
System - Status 3

= High Availabilty

Refresh Option: Refresh
| LAM Status WAN Status |

Model : Wigora3ooy

Hardware Wersion : 1.0

Firrmware Wersion : 2862 (EM)

Build Date&Time : Maon Moy 28 14:28:17 CET 2005
Systern Uptime : 0 days 16 hours 41 minutes 46 seconds
CPU Usage 269663 %

Memary Usage - A5 7487 %

Current S8ystem Time Wwed Dec 7 01:15:16 2005

Eaﬁ' 5-1 M- r’jfﬁ
H Network>>WAN(,—..Fﬁ,E,>>WAN) }HT? CER IR

Network - WAN

Load Balance : @ Disable OEnable (| Auto Weighty

Backup : @ Disable O Enable

# Edit IP Mode Active Default Route  Load Balance  Weight Backup-Master Backup-Slave VolP
AN Mot Set

VAR 2 Mot Set

VAR Mot Set

AR 4 Mot Set

Apply | Cancel

Al 5-2 WAN i [

Load Balance S LTl “Enable(flg%}?ﬁ)” A H “Disable(%ﬁﬁf)” WAN
(FIENT 6 SR IR e 2 2 Ao ERR 2 R Auto Weight(F TEP
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’@Eﬁ?@ C TR fif%"_ﬁ“]!ﬂ' "EU‘??I}“ °
Backup(ﬁF [53) R Enable(’i?‘}jb) ¥ “Dlsable(%ﬁlﬁf) WAN
LFIJF'JITF Iffjj - °
Edit(a‘!ijﬂiEI) ELLF—@H '3 7 AEUERY WAN ,F.JF%“?FI I e
IP Mode(IP %i=%) S ETH] WAN 7 l}[pj%fF,if;; o
J 4 [HE'TEI — Static, DHCP, PPPoE, PPTP
Active(?TE'J) =gl }?YQMPWAN fiere
Default Route I PLEEIFWAN 7 (B E]%“TE i e
CREo2H)
Load Balance Pl EE I WAN fErp @i s e
(EIET 6F)
Weight()[ﬁf;'l) EEI=WAN 7Ry s g poas e i fEE rE-10%
[ 90% -
Backup-Master(* ﬁFJ IR BEE P WAN SRS e
)
Backup- Slave(rifrﬁﬁ (73) | FIEEN A WAN S e nﬂj;r [l o
VolIP PSR R WAN /21585 VoIP /1 7 -

S SR T S ﬁ,[[ SSRLIE = FIfEsR ] = Vigor3300 5[ 2 P ibiafts s
ARG TS WAN ST e R U T S R PR 1R U -

?%“Edlt(?ﬁri}ﬁﬁl)”q%ﬁle J3E 7 & i WAN /7 FIF%P&F'EJP[ o
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Network - WAN - WAN1

MAC Address

Downstream Rate
Upstream Rate :
Type

Physical Mode :
IP Wode

PPPOE/PPTF
Configuration

IP Address
Subnet Mask:
Ciefault Gateway :
Prirnary DMS :
Secondary DMS

Connection Detection

- Fast Ethernet

@ Defaut MAC O User Defined MAC

102400
102400

(khps)

(khps)

Fast Ethernst

Auto Hegotistion v

@ static OoHCP O PPPoE OPPTP

220.130.52.215

256.266.265.0

220.130.52.208

168.95.1.1

Host Marme :

Dormain Mame

{Host Mame and Domain Mame are required for some 1SPs)

Detect Type Send ARP to Gateway w
Detect Interval(sec) : 10
Max Unreply Times: 2
Detect Destination Host
{IP or Domain Name)
IP Alias List
1. 2
3. 4.
. .
1. .
Apply | Reset | Cancel
[ﬁ[ 5-3 WAN ﬁf&'lr,%f?{
MAC Address (MAC #4415

Default MAC
()

ORI BRI FIJ’_F}UQF[ MAC b ko

User Defined MAC

GEEN

R TR TE 1Y MAC 1

Downstream Rate

()

WE}H Elfol e Y[HA [0 ] 2Mbps fiy DSL ™+ [ » 48

FEWAN TP il o SR 102400kbps
(100Megabit) o =855 Vigor3300 py ™ (Ei Cache 3%
;

=

N {Ey }%ﬁ;[’ £% 2Mbps ©

Upstream Rate

()

;rii WAN /i F1p 5 - TRl 102400Kkbps -

1 aaf;l{?r/“’ D%’L ffli¥| 2Mbps [y DSL Hg“ﬁ} B[l e
LGRS 2Mbps ¢

S5 Vigor3300 FfE: Cache?ﬁf ] EL e D 0 E"

r

Type(ZHE])

R WAN i Ewﬁ@i@%ﬁfﬂ °

Physical Mode

:{‘%‘* » '] 10M #1 100M @Y1T$ o

I WAN /v U st o F FI B 28T
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Vigor 3300 Z3j[]fi ™ [= ]

(W)

IP Mode (IP f5i=V)

S WAN [T IpuE b 1P ozt o HEp 4707 By
Internet L= Static ~ DHCP ~ PPPOE I'] & PPTP -
'i'F“E'l?I’L [i' 1] 5% WAN /7 [ 242 (#8 & - DHCP - PPPoE
Il PPTP f B FMEJ Cable E'Jt’wﬁﬂj DHCP #t
e L RN i L

".‘ﬁ@}%?ﬂ”gﬁfﬁi@ %ﬁﬁf » f¥]9[1 » DSL/Cable modem > SfFTEE RS > [0 'Elip 1 ISP $£.

FFLRLIEFE o ™ e polion BRI i 4 ]ﬁeﬁf@ﬂ FOFCHLRS S - X %
[EF I - ISP #[HI i £]— [l DSL/Cable modem o REFIBT L) PR UE@;@@

ﬁ“}d‘k ’

DSL/Cable) - *°I') NAT f% IP EEEES T [’lﬂﬁhﬁnﬁxlnternet o

5.1.1 Static Configuration(# i IP % %)

FIRT TS R T WAN ST 1P

Network - WAN - WAN1 - Fast Ethernet

MAC Address : @ Default MAC O User Defined MAC
Downstream Rate 102400 (kbps)
Upstream Rate : 102400 (khps)

Type Fast Ethernst

Physical Mode : Auto Negotistion W

IP Wode : @ static ODHCP OPPPoE O PPTR

PPPoE/FPTR
Configuration

IP Address : 220.130.52.215
Subnet Mask: 256.255.255.0
Default Gatewsy : 220.130.52.209
Prirary DMNS - 168.95.1.1
Secondary DRE

Connection Detection

Host Marme :

Domain Mame

[Host Mame and Domain Name are required for some [SPs.)

Detect Type Send ARF to Gateway
Cetect Interval{sec) 10
Mas Lnreply Times: 2

Detect Destination Host :
(P or Dornain Name)

IP Alias List
T .
MM Cancel
[ 5-4 I IP G
IP Address(IP #5945 Tﬁi’f WAN /7 i g
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-

Subnet Mask ijd’j WAN /T =1y Eﬁ HESBRL o

(7 SRR

Default Gateway f‘[ TR IP £4-

(M)

Primary DNS ijd’;(F 12 DNS i IP Bih-o

(F 1% DNS)

Secondary DNS #ﬁi’fﬁﬁj B DNS iU IP By

(f”] DNS)

IP Alias List fﬁi’fﬁ}ﬁﬁ [ERRA NN |EER L e
(1P Hll £311%)

H¥ Apply(55) 2 £ IR -k -
5.1.2 DHCP #* = =2k 72_

%fﬁl WAN /i 1 I’Ff ?;?[fe,{Vigor33OO}-HF [HJ DHCP |’F %gg;&i:q DSL modem
T

Ela§§|m¥ - g YIS RS P -

Network - WAN - WAN1 - Fast Ethernet

RS Al - @ Default ac O User Defined MAC
Downhstrearn Rate 102400 (khps)
Upstream Rate 102400 (kbps)
Type Fa=t Ethernet «
Physical Mode : Auto Hegotiation v
IP Mode : Ostatic | @pHCP OFPPoE OFFTP
PPPOE/FPTP
Configuration
IP Address : Host Marre ©
Subnet Magk: Dornain Marme :
Default Gateway : (Hast Marme and Domain Mame are required for same ISP}
Prirnary DS :

Secondary DMNS

Connection Detection

Detect Type : Send ARF to Gateway w
Detect Interval{zac) : 10
Maz Unreply Times: 2

Detect Destination Host
{IP or Domain Name)

IP Alias List

1 2
2 4.
g B.
7 g

Apply | Reset | Cancel

il 5-5 DHCP it
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Vigor 3300 =5[Ifi B [= ]
H Apply(£55) » 2 ETFHRE ok«
5.1.3 DSL Modem 7 PPPOE #* Z_

ST EY DSL P PETHE UPIARE o FE R SRRl PPPOE SfifE = Internet -
HIETE lg,lgz?“ ISPf HEH gu?t@}ﬂt{ﬂf

Network - WAN - WAN1 - Fast Ethernet

RSLdEss @ DefaultMac O User Defined MAC
Downstream Rate 102400 (kbps)
Upstream Rate 102400 (kbps)
Type : Fa=st Ethernet w
FPhyeical Mode Auto MNegotiation A
IP Mode : Ostatic ODHOP @ FProE O FFTP
Static/DHCP
Configuration
User Mame : FPTF Local Address
Fagsword : FPTF Subnet hask:
Authentication : FAE PPTF Sarver Address ©
Senice Mame :

Connection Detection

Detect Interval : 10

Max Unreply Times: 2

Apply | Reset | Cancel

[ 5-6 PPPOE =t

User Name(®[ET€) | 4T ISP {751 6
Password(iﬁﬁ%) frﬂ’l' ISP L USR] 1 6 ORI -

Authentication(]%’?) =% PAP or CHAP ;?;}{ En}np J?FEIFL o F%‘E
PAP -

¥ Apply(5t5Y) > ;l%‘?’? TR AR o
5.1.4 DSL Modem 7 PPTP % =_

R S BRI [PV ﬁg;ﬁfﬂ—lﬁﬂ\ﬂ S IR
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Network - WAN -

MAC Address
Downstream Rate 102400
Upstrearm Rate 102400
Type

Physical Mode ©
IF Mode

Static/DHCF
Configuration

User Mame :
Fassward sssss
Authentication :

Service Mame :

Connection Detaction

Detect Intarval ; 10

Max Unreply Times: 2

WAN1 - Fast Ethernet

@ Default MaC O User Defined MAC

ikbps)

tkbps)

Fa=zt Ethernet w
Auto Hegotiation o

O static ODHCP OFFPoE @FFTP

o

833395&hinet. net

PAF |»

PFTF Local Address : 10.66.90.08

PPTF Subnet Mask: 255 D55 IEE [

PPTF Server Address : 1?2.55.99.88|

Apply | Reset | cancel

[l 5-7 PPTP

i

User Name(®'[£T £))

PRV ISP HRF ]

Passwo r(ﬁ'ﬁ’ﬁﬁ)

Fi ISP U S

PR -

Authentlcatlon(r.,q—g;

$#1% PAP or CHAP ¥
PAP -

;;;;{ E“:HE j;FEIFL [&l: o S

i

il

£

PPTP Local Address

FEiVT PPTP i 4 5 1P 353

(PPTP 4 #4844
PPTP Subnet Mask ﬁai’f PPTP Elfj,%[ﬁ TR o
(PPTP s s EY)
PPTP Server Address #F’d’ff PPTP ]’ﬁj’i]é’/%g El@%m,ru IP 294k
(PPTP [y 3 4

H Apply(£75) - P ETPHRED Ak o
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Vigor 3300 :T?Ty[j[g;, ZIES

Vi caad VIGOROUS BROADBAND AGCESS
Quick Setup  System Advanced  Firewall QoS VPN  VoIP 9:24:36 AM
=

% Load Balance Policy

System - Status 3 Lan

S High Availabilty

Refresh Option: fresh
m LAN Status | WAN Status |

Model : Wigor3aoo

Hardware Version : 1.0

Firrware Yersion : 2862 (EMN

Build Date&Time Man Moy 28 14:29:17 CST 20048

Systern Uptime : 0 days 16 hours 58 minutes 20 seconds
CPU Usane 9 FREOE%

Mermory Usage : 55.7926%

Current Systerm Time : Wed Dec 7 01:31:31 2005

q%ﬁl 5-8 LAN ﬁl u%’"f' FF[
¥ Network >> LAN(;nEﬁ,E,»LAN) }[—J%ﬁl BRI FIE

Network - LAN

IP 15t DHCP 2nd DHCP
Configuration SErVEr SErVEr

For NAT Usage

15tIP Address [192.188.11 |

15t Subnet Mask |255.255.255.D |

For IP Routing Usage

O Enable @ Disahle

2nd IP Address ; | |

2nd Subnet Mask: | |

WAM Interface WAN1

Apply | Cancel

[ 5-9 LAN ¢

Ll—“f—FJT-l“EJ 3 WEEFIA > STHIES

(]
® 5%~ <l DHCP fiilffy #
® 7 5} DHCP fillg
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Network - LAN

15t DHCP 2nd OHCP
Serer SERvEr
For NAT Usage
1stIP Address 192.168.1.1
15t Subnet Mask 2652652660

For IP Routing Usage
O Enable @ Disable
2nd IP Address :

2nd Subnet Mask:

WAM Interface

Apply | Cancel

il 5-10 IP &

7t Vigor3300 B IRl Fy— EYTN AR IP G SE o 1P A 4/ SRR e A B
BIFTESE NAT BT s B e e o (SR ISP ?Eﬁ (28 Y= SR
e %g&jcpfﬁ’ﬁf%réﬁjiaﬁfj IP £41 H%%t Vlgor3300 ” IP Byfgho iyt o &= ISP EILJ DSL 31
1 B[4 B PCHIGR [ B 5] Internet - Jﬁiﬂi e N N I tHi”Fﬁ}'“E,NL
BB R A B B T IR [ p N RFC 1918 HE[IUE. Sl

ST SRS P ] 192.168.1.1/24 15 i Aflsh -

For NAT Usage (NAT &R )
15t IP Address BT IP A SHERL 192.168.1.1 -
(33— a‘ﬁ? IP i {l'_)
15t Subnet Mask S ASY - AR > kL 255.255.255.0 -
(83— %,::ﬁ'_;r‘)
For IP Routing Usage (IP BEEF &)
Enable/Disable H “’FY”J 1\?5?“][%%%
# “ﬁrdﬁf *ﬁﬁﬁf 1F=ge
2" IP  Address BT R 1P Bk
(7= 5 1P 9
2nd Subnet Mask CUSISE (| (R0 LA
(972 SREVREY)

R > ;I%"r’?;‘éﬁ-ﬁq&'ﬁ

5.2.2 1°' DHCP Server(% - + % DHCP ®JREX &)
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Vigor 3300 Z3j[]fi ™ [= ]

Vigor3300 [ % #2 [l DHCP frl s

DHCP 4. Dynamic Host Configuration Protocol {4 - ’J*ff FIEo) F‘E'W%EJF"U IP &G
B9 DHCP %+ > s~ [ 42 fgf DHCP [l -

Network - LAN

) i 2nd DHCP
IP Configuration |—| Server

Status ®Enable  ODisable O Relay Agent
Start 1P : 192.168.1.10

End IP: 192.168.1.254

Primary DRS

Secondary DS

Lease Time (Min) 1440

Gateway IP(Optional)
Relay Agent

WAN Interface

DHCP Server [P Address

Apply | Cancel
[ 5-11 1% DHCP ikl

Status(4) F Enable(IREA) | [P -
24 Disable(%sj]ﬂfj)y Wr‘lﬁﬁﬂ pepE -
¥ Relay Agent I |FFE =i -

Start IP(@ﬁF"[ IP) F%Jt{ﬂj;‘zp IP b 3o

End IPGX1F IP) o A 1P R
Primary DNS i EF & DNS iU IP A -
(F1:2)DNS

Secondary DNS F%giﬁj B DNS [ IP Ao
("] DNS)

Lease Time(= IR | &< 2 1P P et [ -

Gateway IP (Optional) ?%Eﬂiﬁ IP fib ko
(s 1P R

i)
WAN Interface Fi’;“t Relay Agent iy WAN /7 1
(WAN £ )
DHCP Server IP At DHCP /RN i -

F f
Address
(DHCP 5 45
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N n”iﬁi’%‘.?ﬁf

1= N F I DNS I M| DNS fﬂﬁ& IR MRS U e 1O P BTG
B2 (R DNS PR RS - 2 5 DNS Cache « I~ [RXPRER@g ¢ #0 IP o i
=l DNSCache [*[[iV5 » BTV @ 0 FPTA@E ¢70 o 1> BT 4% DNS
T AL WAN i (E““i/Lr DSL/Cable st 9t i DNS frlfj & -

FF Apply(55) EI PR 27 -

5.2.3 2" DHCP Server(% = % % DHCP PIRER )

Vigor3300 ¥ #2357~ ~"5f DHCP ffilf i

Network - LAN

IP Configuration

15t DHCP
Server

Start IP Address :
IP Pool Size :

MAC Address List (MAC Address Format X300 Xxoexx)

1 2.
3 4.
5 B.
T 8.
4 100
Apply | Cancel
q%’ﬂ 5-12 37= 41“ﬁf} DHCP fﬁjﬁﬁ%’g’?&%
Star:c IP Address ]%J&@;{F[ IP bt
(& 1P 1)
IP Pool Size ]%E— (e > ?ﬁ%g‘ L1 1P IVElED -
(IP Pool *7]")
MAC Address List 7210 [ MAC b ik — FI5 i MAC r’j"iﬂ—"?fﬁﬂﬁiﬁ’?
- [l FIFT
(MAC $iH2) U o LT RS P RV

F¥ Apply(55)2 EIFTIT Rk -
5.3 Load Balance Policy(# §* # i v % &)

Vigor3300 ¥ # {11 7 i (i (R E - B 0TS WAN f
[ 52 BT B o -
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VIGOROUS BROA AND. ACCESS

Advanced Firewall VPN 10:09:16 A.M

% Losd Balance Policy

23 Lan

4 High Awailabilty

Refresh Option: Refresh
P canstaws | wanstaus |

Madel : Wigor3 300y

Hardhware Version 1.0

Firrmweare Wersion 2562 (EM)

Build Date&Time Mo Moy 28 142917 CST 2005

Systerm Uptime : 0 days 0 hours 34 minutes 57 seconds

CPUUsage : T4251%

Memaory Usage : 57.9358%

Current System Time : ‘Wed Dec 7 02:16:22 2005

[ﬁ' 5-13 giFLL @Jﬁﬁlﬂ
¥ Network>>Load Balance Policy(iff{#>> g1#52 "’Fﬁfj]fl 5) }[—Jgﬁ B (T I e

Network - Load Balance Policy

# Protocol Source IP Subnet Mask DestIP Subnet Mask gf::tpurt gﬁ:‘ [P Network Interface

000000000 ®e®

1

Edit| Delete Delete All

[ 5-14 FrE-T BETOPE
- RIS T EditGREE) S o R N EIp

%ﬁ
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Network - Load Balance Policy - Edit

1

Protocal : TCF w
Source IPf Subnet Mask : 192.168.5.1 1256255 2550
Dest IPf Subnet Mask 192.168.5.100 ;|265 2662550
DestPort Range : 100 - 1200
Metwork Interface WANL
Apply | Cancel
[ 5-15 Ul B — SR
Protocol(f%3%) - R -
Source IP(J:¥5i IP) jf‘F“i’— (it 1P 130 d B I DA |45 15 0 [ JOYLIP A6 g1k o
Subnet Mask ij |[49'%ﬁf}‘[.@ il

(" )
Dest Port Range(f! ?ﬁlﬁ@tlﬁﬁlﬁﬁd g AL

FULRIPRESTAY)
Network Interface EE R LEE]Y 5
(ﬂ\%, [ul] )A I:L [)

Fi Apply (3 59)! T I8 e -
B I RN S QET T T I

[p' 5-16 pidEh GEOES — MIEE
e > AR DR 2 R
¥ Delete All(Z ﬁ[ﬁf—][ﬁ,ﬁ?) 43 ﬁ}HHB%‘IF Iflhiﬁﬁ S/ FL o

5.4 High Availabilty(g ¥ * 1% %)

ﬁp‘ T CHAD LRI PR SR i 2T o R R0 RS b o
;ti([ro

S TRL R TRAOE RS (LRLE I Ji'iﬁ’“ﬁj R TNl L IES S
FVRRFENE - SUYE 2 Iy e 2 TR SR TR o s v *5?
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'i—}‘ [ WJ_‘\ > —[‘"lﬁ%’gl [tﬂj%ﬂ_,[ﬂi&\‘\ \rﬁ’}Z\I:gil:I ;:|J .
?E‘ ’ [E:” £ s ﬂgrﬁll?“f
i irs e o

el o 2 E Flf R NG RE R
'iT iD«ﬁF”?E pd 7_&5&}'?@1351 E343] Iﬁ:o

Network - LAN - High Availability

High svailability: O Disable @ Enable

Group Mumber: (Range: 1~285)

Role:

irtrual 1P

B 5-17 iy P R

°3¥E[

ik A BRI
I PYSRE R o GRS PV R P T R T B UE T PSR
i i ﬁ Fr
- Ewa%m

FBL  FERIERR R e - 0
Al 4 i;ww Frizs 4

@ R T
EA{ 'ldtﬂ r i;f,

e
()

i

High Availability
(e 211)

B Enable(flgs‘Eb)ﬁ‘/%?{ Dlsable(%ﬁﬁfl)

=g -

Group Number (i='8f)

VT~ [FAC A% + ATARL 1 %] 255 -

Role(&]&1) T HJ glES T

IRVEY e PO Ryl

2[R R

fe o [(EELIERE IR

= BRI
Virtual IP(FEE-1P) T kP

ik APPIY(E ) | e 45
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Vigor3300V

o = = B
Mlaster Router Configurations:

LANTIP: 192.168.1.1
LAN MAC: 00-50-7F-0A-0B-01

High Availability: Enable
Group Number®: 1

Role: Master
Virtual IP*: 192
Virtual MAC#*#: 00-00

-5E-00-01-01

=

Master and Slave must have the same Group
Number and Virtual IP

=% Virtual MAC will be generated automatically
by assigned Group Number

WAN/Internet

Vigor3300V

L N N
Slave Fouter Configurations:

LANIP:192.168.1.2

High Avatlabality: Enable
Group Number®: 1

Role: Slave
Virtual IP*: 19 :
| Virtwal MAC**: 00-0

LAN MAC: 00-50-7F-0A-0B-02

Host Network Configurations
(obtained via DHCP client):
IP: 192.168.1.11

Subnet hMask: 255.255.255.0

Default Gateway: 192.168.1.3

ARP Table:

192.168.1.3 00-00-5E-01-01-01
If Master Activated

192.168.1.1 00-00-5E-01-01-01
192.168.1.2 00-30-TF-0A-0B-02
If Slave Activated

192.168.1.1 00-50-7F-0A-0B-01
192.168.1.2 00-00-5E-01-01-01

Host Network Configurations
{obtamed via DHCP client):

IP: 192.168.1.12
Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1 3

ARP Table:

192.168.1.3 00-00-3E-01-01-01
If Master Activated

192.168.1.1 00-00-5E-01-01-01
192.168.1.2 00-50-7TF-0A-0B-02
If Slave Actvated

192.168.1.1 00-50-TF-0A-0B-01
192.168.1.2 00-00-5E-01-01-01
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6.1 Static Route(# s & d

[EI ) A b

Vi

MultiService Security

Quick Setup System

Network

System - Status

Refresh Option:

hiodel

Hardware Yersion :

Firrmeare Wersion

Build Date&Time
Systermn Uptime :
CPU Usage :

Memory Usage

Current Systern Time :

LaN Status |
Wigor3iooms
1.0
286.2(EM)

Firewall

eyt

P

o

VIGOROUS BROADBAND ACCESS

Qos 10:15:29 AM

i, Static Route
AT

S RADIUS
., Port Block
S UPnP

4, DDNS

= Call Schedule

S AN Port Mirraring

S, LAN Port Mirroring
‘Qa LA WLAN

hion Mow 28 14 SHiP

0 days 0 hours 40 minutes 11 seconds

161137%
57 9612%

Wied Dec 7 02:21:30 2005

B 6-1 RS

¥ Advanced>>Static Route(ﬁ{JK&>>fﬁE§E‘%EH) ) }[fj;%ﬁ%ﬂ E‘IFIUF FE['EJ [ e

Advanced - Static Route

# Network Interface

000000 O0CO0OO0®e

Destination IP

Gateway IP

1

Edit | Delete Delete All
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6.1.1 Edit(¥4%)
¥ Elit(EREE) i 5 Rk PRHTRSARE - (BEFIE

Advanced - Static Route - Edit

1

Metwark Interface LAN »
Gateway IP 192.168.1.100
Destination [P 10.1.1.0
Subnet Mask: S24 W
Apply | Cancel
Q%ﬂ 6-3 -TF}EE
Network Interface AR P IPVEIPNEEE ST e éufﬁ, LAN >
(=S /T ) WANL-WANA -
Gateway IP(RT3El IP) ij[ SHPYIP -
Destination IP ;rF[ Elpj IP o
(ETpv IP)
Subnet Mask fF‘JLE VRS P [y AR Y
(7 A IEY)

H Apply(R5)I 5 e =
6.1.2 Delete(# 'J',ﬁ%)

i Delete(PJl=) 1" JFI[E plidke plpo— [wZFIE T

Microsoft Internet Explorer =]
\h? Are vou sure of deleting this ikem?

B

[ 6-4 P

ot el TP I e N T e il L L R
e s e s L

6.2 NAT 2% %_

NAT CHfs 0 ) FLE S~ W5 % 1P 650 W AR 1 s i -
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ST R

fr LAN FlIgsE (22 F Gl 1P Y p[[ﬁiﬁq’tgmﬁ%*[] PP B4 FIAT A IP B

Ew@°¢&WﬁW%f”—lﬁ“ﬁi
(Y% % T8 - Vigor3300 3 F?l b \)w' | NAT % F

ISP T~ = Sk |
. ‘[ﬁﬁl ﬂj |P ob g, :'

ik gl o

[ E e B S [ PC puE gy IP e[ 1 Internet
I{##iz » PPPOE -
igor3300 LB RFC-1918 HfvE.E °[ﬁf" IP <

iy DHCP puiill 15

S AR EY 1P S ST~ (WS pY 1P T

Internet %V o
W Advanced>>NAT(fFJ,' a&%ﬁ; >>NAT) » ﬂJ’ YN
Vi
MultiService Security
Quick Setup System Network Adﬁln:ed Firewall Qos VPN VolP 10:22:12 A M
Sy Static Routs
(5] maT ¥4, Port Redirection
System - Status S RADIUS L, Address Mapping
i Port Block ., DMZ Host
Refresh Option: 4, UPrF S well-known Ports List
4, DDNS

[ LAN Status

Sy Call Scheduls

Model : Wigora300Y S wish Port Mirraring
Hardware Yersion : 1.0 Sy LAM Port Mirroring
Firrmware Wersion : 2A6.2(EMN) |y LANYLAN

Build Date&Time : Man Moy 28 1422] SMP ’
Systerm Uptime : 0 days 0 hours 48 minutes 5 seconds

CPU Usage : BETTT%

mMemary Usage : 57.9755%

Current System Time : Ved Dec 7 02:29:14 2005

B 6-5 NAT
6.2.1 Port Redirection(3# %€ ¥ & T)

Port Redirection = | < BTt [HSE | [ﬁbg'*ujfﬁﬁ fnﬁ&it [ = S Fv}“ﬁ ERU

Internet V= ASH TR W, N IP b I 5 TV JE uﬁﬁjm J | T FTP » WWW Z7 e h [y

(=R e BTG FTP P AR 2 2 Aff e jﬁ[ Y FTP server fLiE = 7 192.168.1.2 fU— B4

B2 - W%%ﬁﬂ%wiﬂw%’ﬁ*ﬁﬂhwﬁﬂﬁpw[%ﬁ“°“”*ﬁ
3 T R R

}# Advanced>>NAT>> Port Redirection(f) m&%ﬁg >>NAT>>RISEE Ep) SRR I
pl
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Advanced - NAT - Port Redirection

Public Port  Public Port Private Port  Private Port WAN

# Comment Protocol Start End Private IP Start End Use IP Alias et IP Alias
1T ®
2 0
i 0
¢ 0
§ O
8 O
T 0
8 O
s O
MmO
1
[Edit| Delete | Delete All

[A 6-6 NAT-IRBRET Efp e
F EditIREs) Ty (S i)

Advanced - NAT - Port Redirection - Edit

1

Comment :
Protocol TCE v
Public Part Range: 200 -|500
Private IP : 192.168.1.10
Private Port Range: 200 - 1500
Use IP Alias (@ Disable O Enable
WWAN Interface WAH1 w»
IP Alias:
Apply | Cancel
[fi 6-7 Al R
Comment(ﬁa‘fl?j%) fiy * L*@?{gﬁ'?ﬁﬁé}ﬁ# °
Protocol (fZ:%) ?‘Fﬁ{g TCP ﬁ? UDP {73 -
Public Port Range ?ﬁ@@izﬁﬁﬁ&% o
(2 P IIpBRERY)
Private IP (%.%] IP) Wb IAIHER Y IP B9gE-e
Private Port Range ij[ Ea e AL o ] = L
AL )
Use IP Alias i Disable(%ﬁF{fJ)E[JiﬁiE'J WAN f7 1o
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(FET PRI E) R nable(’?s,‘ﬁ"l)ﬁlﬁﬁl HIIP I & i e

WAN Interface RIETR T }“_f’)ﬁFJEi?leié &= i WAN /i e
(WAN 17 1)
IP Alias (IP {[l €)) R _'\}‘f‘;fFJlE'i,TF - {55 flﬂﬂ WAN /7 [21fiy

IP || £7394k -

£ Apply(%‘@‘})ﬁﬁq ek

L L Ll ot g P e
P ﬂw s F“BEJ”J* i ﬁ‘-ﬁfsz* )i 1P mffvr IS (I e
Windows [ hosts #lf | 1=~ el alias > b ol g )= FF%EIﬂJfﬁ SRR > T RIEFTER
HE i Jiﬁ*ﬁ’?" Flwa NAEI' [E 1 f T EIR A

PI9t o RIETE T Delete(PFfIIR) S fIl= NAT R -
6.2.2 Address Mapping( = st p: 543k %)

Y ETE - A FRAEAY 1P A g 3 &R (P J"“_"ilFE#{‘}j‘EILFjJFJ‘:?i Vigor3300 - Ei i
FIF0 B NAT RS S EEo 7 S e o RS

VngﬂMsenes_. .. vrc;t;nou.. nno-; Bnn;n 'ACCESS

MultiService Security

Quick Setup System  Network |Advanced

—|

irewall Qos VPN VoIP 10:26:58 A.M

=, Static Route
D] MAT H =, Port Redirection
System - Status E RADIUS 2 Address Mapping
., Port Block i DMZ Host
IRETEEh G <L Upre 2 \el-Knawn Ports List
~, DDNMS
l LAN Status I 4, Call Schedule
Wodel : Vigor3anoy Sl i Port Mirraring
Hardware Yersion : 1.0 i, LAN Part Mirroring
Firrreare Yersion 2562 (EM) |y LANYLAM
Build Date&Time : Man Nav 2g 1405] WP >
System Uptime : 0 days 0 hours 53 minutes 0 seconds
CPU Usage : T0922%
Memory Usage : A7 9826%
Current Systerm Time : Wied Dec 7 02:34:03 20058
Al 6-8 NAT-f 4t
¥ Advanced>>NAT>>Address Mapplng(fFJ,' A >>NAT>> B0 HHYUR) - KT [0 FI o
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Advanced - NAT - Address Mapping

# Protocol Public IP Private IP Mask
T e
2 O
3 0
¢ 0
5§ O
8 O
T O
8O
8 O
1m0
1
[Edit| Delete | Delete All

[f 6-9 NAT-@iﬁﬂ?{E’H%&
F Edit R s PrTs H i g -

Advanced - NAT - Address Mapping - Edit

1

Frotocol : TCE
Public IP v
Private IP

Subnet Mask s24 v

Apply | Cancel

[ 6-10 g O HHECHFF R EEREH ]

Protocol (f#3%) TR Y BRI

Public IP(:* ] IP) DR R IP T LA 1P HI?‘S’TWFE L
e dSFRRTRRI B AR IP &g

Private IP(%-%| IP) prE s PR 1P 0 BTy 4 Al o A o S TR
AR R W] P SR WAN 1P
l’lem TR U IR A b TS NAT 5 -

Subnet Mask b = Sl |5V Soaa U
(= AR EET)

H¥ Apply(#55)1 |7 e -
PA9E o BIETR f Delete(HTRR) 5% NAT ZFif ! -

6.2.3 DMZ i 3% <
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J

R

A ] > DMZ R fff /0 2% IR AER AR A5 Al RO A By
1 AT PadSHT T ﬁg" “Fﬁ QI - DMZ LI 20t Y
F BRI 2 B S (R

o f BRI ] B 2RIy DMZ %fF[HI P [ PR PR f [E T 2
%1ﬂ~ %IV Web f R B 20 Fﬁ NN Sl ki DMZ = #8575 2T Af AR S
EI J%j\ » {['fL. DMZ = %g&j F [FJ% ?J;%,E,?Jﬁflﬁ$ & Ejﬁiggp TR o

Y AR [ E TR S S TV DMZ 2 > DMZ Eaedl B i f_ﬁdzg SR WebaFﬁgl
|EUE" ’-’rE pﬂ’y}ﬁfﬁﬂ LRSS TV o Z/[l%\' 7}% ] 12 DMZ = #5pad = fﬁin&w Web AT
}i—jﬁﬂ%%’ S N | *E]‘J%L"j °

VIQQMSE[IQS_. VIGOROUS BROA Bnﬁb ACCESS

MultiService Security
Quick Setup System Network Firewall Qos VPN VolP 10:30:31 AM
S Static Route
MAT ¥, Port Redirection
System Status _________________ , R&DIS : AddressMapping |

~i, Port Block &, DMZ Host

Refresh Option: “4, UPrP £ Wiell-known Ports List
i, DDNS

LAM Status 4, Call Schedule

Model : Wigor3300y (<L wian Port Mirroring

Hardware Yersion : 1.0 =, LAN Port Mirroring

Firrmware WVersion : 258.6.2 (EM) ‘{3 LA WLAM

Build Date&Time Mon Now 28 1 42] ShvP ’

Systermn Uptime ; 0 days 0 hours 56 minutes 37 seconds

CPU Usage : T E453%

Mermaory Usage : 57 9826%

Current Systerm Time © Wed Dec ¥ 023737 2005

[ 6-11DMZ = 4%
## Advanced>>NAT>>DMZ Host(f,—l,'J,?Js'e»NAT»DMZ =8 }[%]’ ﬁ%ﬁﬂ‘ ULNSIRE

Advanced - NAT - DMZ Host

# WAN Interface Private IP Use IP Alias IP Alias
1T @®
2 0
i 0
4 0O
5 O
8 O
T 0
g O
8 O
10 O
1
[Edit| Delete | Delete All

i 6-12DMZ = By
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H EitGREE)FIE- {PepE 2] DMZ = (-

Advanced - NAT - DMZ Host - Edit

1

AN Interface : WAH1 »

Private IP 192.168.1.56

Use IP Alias : @ Disable O Enahle

IP Alias

Apply | Cancel
[f;ﬂ‘ 6-13DMZ = 7[% ?FE@

WAN Interface HE- 5 WAN [ e

(WAN 17 F)

Private IP(%-%] IP) ?ﬁt DMZ i J‘}Fﬂz%ﬁrﬁalﬂvﬁ@ IP fib g

Use IP Alias(®'] IP F]] i Disable(%F{fJ)E[JiﬁiE'J WAN f7 1o

) gL Enable(?i‘;g‘l*l)ﬁﬁﬁl HLAP |l & 4o

IP Alias (IP H]l &) 7 WAN P 1P £ H - i 1P i

H¥ Apply(# 551 7 e -
¥ Delete(P{]E) F<11f= DMZ = BSAIEVZEET o
Advanced - NAT - DMZ Host
# WAN Interface Private IP Use IP Alias IP Alias
1@ WANIT 192.168.1.56
2 0 Microsoft Internet Explorexr g|
30 \-“E/ Are you sure of delsting this item?
+ © HiH
5 O
8 O
T 0
8 O
8 Q
1m0
1
[Edit| Delete | Delete Al

[ 6-14DMZ = B — iz
MR - R TR -

6.3 Port Block (3 Fe 3% 2)
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B RC

1—1:

TYHRCYR] o
Vigor3300 series ,

TR R ﬁrs
AR TRLR P 3 IF‘ et = 1 R

el AL
ﬂ’ﬁL}? R~

ey W
VIGOROUS BROADBAND ACCESS

S

;LFI_HF’[ ERIRBRAF
B MBI ER ES ERL Internet _FH v

I

JJ_‘L‘

MultiService Security

Network

Quick Setup System

Firewall Qos VPN 10:35:04 A M

S Static Route

rAT »

System -Status Smeus L
&, Port Block

Refresh Option: .g% LPRE
~, DOMS

I | LAN Status | ., call Scheduls

Model : Wigor3 300y % WA Port Mirroring
Hardware Warsion ; 1.0 Sb LA Port Mirraring
Firrnware Version : 2662 (EN) | Sy LANYLAN

Build Date&Time : Mon Nov 28 1402] SHP v
System Uptime : 0 days 1 hours 1 minutes 14 seconds

CPU Usage : 11.8971%

memory Usage 58.0254%

Current Systern Time : Wed Dec 7 02:42:08 2005

[ 6-15 1 Bé'iﬁ

Vigor3300 £ /IJ?LT‘;FL'E 010 [FHEEE - B Port Block(i:ﬁi[f”#F

<
i
=
4
2
=
il
Rl

Advanced - Port Block

Index Status Port NMumber
1. O Disable @ Enable 123
2. O Disable ® Enable
3. @ Disable O Enable [ ]
4 ® Disable O Enable [ ]
5. @ Disable O Enable [ ]
B. @ Disable O Enable [ ]
7. ® Disable O Enable [ ]
8. @ Disable O Enable [ ]
8. @ Disable O Enable [ ]
10. ® Disable O Enable [ ]

Apply | Cancel

[ 6-16 IR
5] *'l{lir,\lf{fﬁ&if?‘*fﬁﬂh ERAVTEIED
s (ks ﬂ'ﬂ‘”?}ﬂ”ﬁ

Index(F: [9F)
Status(fE)
Port Number (i)
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H¥ Apply(F75) 585 el -

6.4 UPNP X &
UPNP (iElEIJE\I[HﬁEI“F' ) B EARFEHAE [IEIJEI[J%EJ[JE'J%%FJ » Windows fu[[5] " | FAR 1S
o BPC B e -

S NAT B8 > Vigor3300 _Ff9 UPNP i I fEH [RL “NAT @& ﬂ»‘%tp*%ﬂ’%‘#}"f
PJ%N’L@“J@‘“E"% VIR 2 B 1Ay ’ig’ﬁ‘&k JEEEp e S BRI R s
T PP AR IR DMZ -

- = F, R R
VIQQI'B_:;_O_O_SQ[IQS_. o VIGOROUS BHOAMAN:J ACCESS

MultiService Security
Quick Setup System Network Firewall VPN 10:37:37 A M
=y Static Route
nAT »
System -Status | WReous L
= Port Block
Refresh Option: S UPOP
i, DONS
LAN Status “4 Call Schedule
todel ; Wigor3300y < wian Port Mirroring
Hardware Yersion 1.0 Sy LAN Port Mirroring
Firrmeare Version 2HE.2(EM |y LAMWLAM
Build Date&Time : Mon Now 26 1452] P ’
System Uptime : 0 days 1 hours 3 minutes 53 seconds
CPU Usage 17.9612%
Memory Usage : A8.0254%
Current Swstern Time : Wind Dec 7 02:44:43 20058
q\?ﬁ' 6-17 UPnP

FIAE( A" UPNP rjrﬁ“: » Vigor3300 £% Windows XP [ 7 [Py MSN Messenger
OB TIPSR 4 UPP N PRI -

Advanced - UPnP

Apply | Cancel

ﬁ‘?ﬂ' 6-18 UPnP I%fg['

Disable/Enable W’ﬁ%q“%ﬁ%ﬂﬁ}??ﬂ UPHP 7 -
AR TR SEIH] UPNP f9 WAN /i

¥ Apply ()RS 2«
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“+ Windows XP [ i H [ 17# Router iy 1P Broadband Connection » [i' I') i F i
FEFS PTG - U1 6-19 -

% Network Connections
Eile Edit Yiew Favorites Tools Advapced Help
@Buck = _J f ‘,'-_\l Hearch | Foldera -

Addres K Network Connections

Internetl Gateway

e bwr ke Tasks

) o IP Broadband Connection on
|
H Craabe anes connackikn ["’ mﬂlﬂ!l
ﬂ Feiup = bome o small | Frahled

oo mesvacrk
LAN or Hiﬂh—Speed Internet

e e Alsn
- Lacal Area Comnedinn
-3 Network Troublashocter Metwork cable unplugged
% 3Com EtherLink XL 100100 PCI For ...
oOther Maces 0 Local Ares Connection B
Enabled
'[} Corkrod Panel —Z% D-Link DFE-%30Tx PCI Fast Ethern...

W Hy hstcek Flaces
Y My Documents
i Hy Computer

[l 6-19 Windows fffsii#%

NAT [ 4] BORf IR g e SRS - 14T UPIP - 20T
7\%‘?[‘11&555[{5}?{;[‘5: fi ! Imjﬁjl'j‘mfjﬁ FF'[I o Tk E'F’ejﬁﬁj[ﬁlﬂ” s

IP Broadband Connection on DrastekRout... 23]

[aruial
Inbernzt G aeway
Shabue: Corrachad
Cluration: 00:07:53
Spead 100.0 Mbps
Bty
Irkenet I nienet Gabeway Iy CompLicer
Fackets:
Gert: 20 2907
Fecsived 115 2491

[ Eroperlies ” Dizable ]

620 SLHIE
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Grersl |

fAdvanced Setlings

Connec! to e Inlernst using Services

& P Emadband Cankecti DraytekFoubs . .
| j e AL S A S A Select the s=rvices running on wour nelwok thet Inteinet users can

AGCEEE,

Senioes
A memags (19216201 10:12670) 2466 TCR

Thiz connection sl vou o connect bo the Inkemet hough &

chared conmection an another computer. Bl iz (152 165 1 10774318 20214 LIDP

Snth'ngs...

[ Show izon in notification aiea when cornecied

ok [ Coeel | Add. Ede. | Deleie

[ ok || corea |

q%ﬁ' 6-21 UPnP F%?[I

Vigor3300 [ UPnP Tﬂfﬁ:? )RR $2 UPnP (IR A= (11911 MSN Messenger ) 54 9 ﬁﬂ
B IP S di e ERER TR PRERIASS - i P UPNP T 20 EEE g 91 IR
EORIEIT FART i L P -

6.5 DDNS 3k Z_

FPfiz DNS ﬁrﬁtf-’u?@%‘,gI%gf;u;c’g,igg@gﬁﬁs DNS frlJiy # A RIFT WAN /7 Fifiozst b 1P
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Firewall - URL Filter

®Disable OEnable

REstrict Web
| SurfCantral ‘ i Filter Schedule

Access Control by Keyword

Kesward: 4 4 _‘

Keyword List:

Block Direct IP Web Access
Block Direct IP Wehb Access
Exception List

Enahle Exception List

IP Address Subnet Mask

Exception List:

Apply | Cancel

qg,l 7-14 URL il — URL @?&Lﬂﬁjﬂ
URL Access Control (URL & s $7 4% %)

Access Control by Keyword(iﬁ;@%g%ﬂfi% f;ﬁ;mﬁiﬂ)
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Exception List(fy]9}%[I%)

Enable Exception List Fl FRAY P B9 3 T I 7+ URL
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IP Address (1P #4945 ?Fd ot IP b g0
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SurfControl % z_

Firewall - URL Filter

@ Disable CEnable

URL Access Restrict Wef
Control |9—| Fegture Filter Schedule

Access Control by Category

CPA Server: Disable Enahle
) Activate Free Trial and Purchase Subscription >
Elellzela Gl ERRER Test a site to verify whether it is categorized | SurfContrel’
Permitted Categories List: Farbidden Categories List
Categories are downloaded from the Sener.

URL Optian - [Aaa” | [Eai|

Exception URL List:
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" ab e org" all items under this host and the host itself will be considered

“wwwn ab e orgfdirect™ all items under this hosts paricular directony, excluding the directory itself, will be considered
“aeare. abc.oradp age.hm® only this particular item (page or file) will be considerad.

Apply | Cancel

Access Control by Category (ﬁﬁﬁﬁ]énﬁ&ﬁ%ﬁjﬂ)
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BTtV URL % i 5 [ URL SERGS 5] -

Ii

i
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Firewall - URL Filter
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URL Access
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Filter Schedule(GE R PF & % & &)
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Firewall - URL Filter
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Vigor3300 ‘”r/[J';'é‘,Elé‘ [V QoS (Quality of Service ) Zfj< » 7o F s FZRIH 4 HFERHEIfIY

AR Ig Eﬂﬁ%ﬂvﬂ SIS PESAEE AR o PP S “ﬁ‘“j ﬁsﬁﬁfj Ty TVES 2]
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& REARUA QoS T » ) 1 2 YA R QoS Thfpy S fAra

Vigor3300 72 (991 QOS TIFZAY * ANE IIFZRUE 1 » SHERLTE » P
PP L S LTy oo LR -

MultiService Security _
Quick Setup System Network Advanced Firewall QoS VPN VolP 11:44:22 AM
=y Incoming Class Setup

=y Incaming Class Fitter

System - Status ~ Outgoing Class Setup

=, Outgoing Class Fitter

Refresh Option: lm Refresh |
| Cewsas | wawstaws |

model : Wigora30ow

Hardware Yersion : 1.0

Firmare Version : 25.6.2 (EM)

Build Date&Time : Man Moy 28 14:29:17 CET 2005

Systerm Lptime 0 days 2 hours 11 minutes 58 seconds

CPUUsage : 10.8824%

Mermory Usage : A8 1609%

Current System Time © Wed Dec 7 03:51.28 2005

' 8-1 QoS =T

8.2 Imcoming/Outgoing Class Setup(i& » /i# I & $g3%
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QoS - Incoming Class Setup

O Dizable @ Enable

Index Class Name Bandwicth
1 learning 25 %
2 &
3 %
4 %
5. £
G £
¥ %
g others %

Apply | Cancel Clear All

QoS - Outgoing Class Setup

Ohisable @Enable

Index Class Name Bandwidth
1 25 9%,
2 %
3 %
4 %
3 %
B %
T %
] others %

Apply | Cancel | Clear All

B 8-2 53 K

Disable/Enable e Enable(ﬁﬁ%‘;‘@)ﬁﬁ{ Disable(Fﬁ‘EJFJfJ)QOS L
Index(39[) 5y {53 B [BE -

Class Name( £)) p ) 55 HE— e e

Bandwidth(3i¥) ol G2 7

HLH 0 g 4 8 [T RIS B < ) ST AR £ 100% BT 1 2 7 53R 9110
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QoS - Incoming Class Filter

Priority Source IP Destination IP Service Type Status DiffServ CodePoint Status Class
1

2

B

cCCcCOoOQCoOo00O0O0e

1

Edit| Delete Delete Al

QoS - Outgoing Class Filter

Priority Source IP Destination IP Service Type Status DiffServ CodePoint Status Class
1
2

3

00000000 ae

1

[Edit| Delete | Delete All

Al 8353 Z'fﬁiﬁﬁ’%n IR

E'J FI Edit(i'?lg—@)ﬁ’i AMEEVEH [ 50 R IRTA T > 7 Edlt(av?!'*-ﬁ)if% HE
FAEEE I o

;hr El Pl

QoS - Incoming Class Filter - Edit

Source IP: 24
Destination IP: 24 ™

Senice Type Status: ®Basic Oadvanced O Mone
Senice Type: [avTH(TCE 113) v
Frotocol

DifiSery CodePoint Status: ®Basic O Advanced O Mone
Diffserv CadePoint Type [BE v|
DiffSery CodePoint DD(HEX)

Apply | Cancel

103



Vigor 3300 Z3j[]fi ™ [= ]

QoS - Outgoing Class Filter - Edit

Source [P:
Destination IP:
Senice Type Status:
Service Type:
Protacol:

Fort:

DiffSer CodePoint Status

Diffgery CaodePoint Type: EE
DiffSery CodeFoint: I
Class:

24 v

24 W

®pasic O advanced O Mona
AUTH(TCP: 113) 3

®Basic O advanced O Mona

P
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undef ined

Apply | Cancel
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Service Type Status

(RFSHRELE)

VR IP Btk ( F'ﬁ HEEAREY) -
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J 3&[—73?1%#[ E’}E‘J
Basic(§L4) - * X FE AT o -
Advanced(ﬁ AR) = HPETR PR e “IRCE

None(Z) - * ]+ lj\\ I [ch[ 0

Service Type(IR¥5E])

< 23 35 fgzsgfgj o AT R -

Protocol (fZ:%)

—4/%;4 3@@?&%% , E{J}‘Ffl : TCP > UDP » TCP/UDP -

Port(i)

IRIBE -

DiffServ CodePoint Status
(DiffServ CodePoint f%&)

fJ Sﬁf?l‘ﬁ g

Basic(JL #)-7 [ 1}i"/ JJIf! “DiffServ CodePoint jfji"
2F

Advanced(ﬁ,lj,%&)-a |5 T mfﬁ"
None(:Z)-* thg\?ﬁg?f .

“DiffServ CodePoint”>fi

DiffServ CodePoint Type
(DiffServ CodePoint 2H%])

3 R 21 FERIE] > [ 105 -

DiffServ CodePoint

4 A SER T
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EE
QoS - Incoming Class Filter - §IE precendsnos 1
precendence 2
IF precendence 3
IP precendence 4
Source IP: IP precendsnce 5
IP precendence 6
I IF precendence 7
DESED (7 AF CLASS 1({Low Drep)
AF CLASS 1(Medium Drop)
Serice Type Status: AF CLASS 1i{High Drop)
AF CLASS 2{Low Drop)
Service Type: 4F CLASS Zi{Medium Drop) zl
AF CLASS 2({High Drop)
Pratocal AF CLASS 3{Low Drop)
AF CLASS 3{Medium Drop)
] 4F CLASS 3{High Drop)
Port AF CLASS 4{Low Drop)
AF CLASS 4({Medium Drop)
DiffSery CodePoint Status: AF CLASS 4(High Drop)
EF CLASS
DiffSer CodePoint Type: BE w
DiffSery CodePoint: DD(HEX)

Apply | Cancel

[ﬁf 8-5 DiffServ CodePoint ZH%|*
i APPIY (95 )2 i i -
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% 9 3
VPN(m & * RR)ERAZFRNKE

B ey

9.1 A=

R %ﬁﬁ‘f‘f\_& A Internet SR P IREZERYATIRL > VPN fif L2 50 2 S IR
FISJTET j ﬁf‘ E EW*?H Iﬁlﬁ J‘

VPN S I35 LR < A TSt VPN PSR 2 B S5 VPN(LAN-to-LAN
VPN) - ‘Cfﬁm I 11&154’ JO R ‘Fff' I [(NAT,[.EIaLhﬁ‘/FL“ﬁ’F[)m;H Internet £ * £ VPN
BRFTRT F},uﬂlé‘amw%ﬁ,t TR 3 LAN-to-LAN VPN JI[J7 | Se3gii [y TR fosfies |
O R %{’7 BFOR - AR RIFSARRE i 1) o 2055 2 RIfsgs > R e

Vigor 3300 | UL % £ 1 RER IO VPN 3% PRI Intermet = K ARIE M T
Y VPN e %0 7100 Internet 7 = 553 (1PSec) - FIfjif& Vigor 3300 » Vigor3300V
SRR e b

IPSecfQ_IP“FE}'“ s = 7 o IPSec FRHIP v = iy Pl R 2 Rl R

CRARTRTEE | o SR = e 2 IPsec 42 g IPSec [l M R 4
Y- W? Dt EEET o P TR R AW BRI (R AR R
BRI AP ﬁ'lﬁﬁg

IPSec 5= SR S o VI~ UG SRR R ~ PR r’?’”’“ ﬁu;lﬁ?(replaw
[R5 T (sequence mtegrlty)ﬂ U [ﬁ*%”’?’yim) H%k EFIE Biﬁiﬁ?ﬁqﬁk WAET pJ
%m » g ”f‘ﬂ Lo i ! [ = Tk - aaf ZZH(AH) ﬁgﬁg = FIBNESP)I
T A A A w,ﬁpuﬁ[ F ?#LE‘/EIJ .

Vigor3300 +=%[| < % ESP Tunnel =4 » fii"| IKE 3£ F”ﬂ%’%ﬁf*‘fi' o Internet i & BafE
(IKE) » kL IPSec ?E'—Fﬁtﬁ Hi— g fIfvEsE o (i Oakley SKEME Y- Sflﬁ[mrﬁkypjgﬁ.lf[
173 > =2 ISAKMP T’"“ ]E[[F' JP&H ISAKMP Fi F’?gﬁu 'fi*ﬁ » '] 2 1Y IPsec DOI Y AH

FIESP 2 il -
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M ¢

o VIGOROUS BHOADﬁAND ACCESS

Vigor3300 series .,

MultiService Security

Network

Quick Setup System Advanced

Firewall QoS VolIP

PSec My Policy Table
PRTR ¥y Log

1:08:07 P.M

System - Status

_______________________________________________________________________________________________ o Trustca,
% User Certificate
Refresh Option: Ho Refresh +| Refresh | 4, Status

[T cawstaws | wanstaws |
Model Wigord3noy
Hardware Version : 1.0
Firmuyare Wersion : 2.8.6.2 (ER)

Build Date&Time blon Mo 28 14:2817 CST 2005

Systemn Uptime : 0 days 3 hours 37 minutes 17 seconds

CPU Usage :
Memory Usage :

Current System Time

T1B258%
58.1805%
Wed Dec 7 05:16:07 2005

[Fﬂ[ 9-1 VPN

VPN fjrﬁuﬁhaﬁﬁ“ JEEH R o S |FEJ,‘{*;J’ TN plﬁ\ljﬁ Jbl—fr,—a\E'na\H

9.2 IPSec %k Z_

9.2.1 Policy Table(¥ & £ % %)

™~ )

VIGOROUS BHOADEAND ACCESS

Vigor3300 series ,

MultiService Security

Network

Quick Setup  System

Advanced Firewall Qos VolP

PSec M=k, Policy Table
FRTF My Loo

1:09:31 P.M

System - Status

77777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777 S TrustCA
% User Cettificate
Refresh Optian: Ho Refresh w | Refresh | “l, Status

P Lewstaws | wanStaws |
model Wigora3oo”
Hardware Yersion : 1.0
Fitrrware Version ; 2,562 (EM)

Build Date&Time Mon Moy 28 14:29:17 CST 2005

Systemm Uptime : 0 days 3 hours 37 minutes 17 seconds
TAE25%
58.1895%

Wied Dec 7 05:15:07 2005

CPU Usage
Wemory Usage ©

Current Systern Time :

q‘?:ﬂ' 9-2 VPN fqﬂé?i

FIgl VPN IPsec fijiss » (<<% VPN >>IPSec>>Policy Table » 1™ [ -
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VPN - IPSec - Policy Table

Connection Name

= - R - e S N
O 0000000 O0 e

IFE PR -

Local Subnet 3¢ te Gat 1y R ite Subnet Interface Admin Status Operational Status Action

1

Refresh | Edit| Delete | Delete Al

q%‘l' 9-3 VPN ™ 5

Refresh(R1#7)

IR T IR oy -

Edit(KF]?.}EiEi)

PR TR W -

Delete(f][=)

Delete All(Z ﬁﬂi"']'ﬂ‘?)

J
J
= A e
F R = 0T -

TE A [IER R (I T IPSec SEiE - U 84 -

Default(Fp &% & 2)

VPN - IPSec Tunnel

| awancee |

Basic

MNarne

Authentication
Preshared Key
Security Protocol
Adrmin Status ;
Local Gateway
VAN Interface

Local Certificate
Security Gateway
Metwork IP 7 Subnet Mask
Mest hop

Remote Gateway
Rernote 1D
DHCP-over-|PSec
Security Gateway

MNetwork [P f Subnet Mask

Preshared Eey

ESF

Enabls e

WANL

I I

efault

efault

IHI

QFF |»

[ len000mordwmamic clieny

(0.0.0.0032 for dynamic client)

Apply | Cancel

g\i‘aﬂ 9-4 IPSec iﬁ]ﬁ*’l]%%fg['
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Basic(F % ]%‘FF‘I")

Name( £75) VPN S O €78 - (U1 “VPNL® o = s i
JpJVPN *“Ezﬁ» PRI IE - Y @A R 20
* TH A~ EIJ BAHEF T .

Authentlcatlon( %3] HE ﬁng1§f5 < SEH P HHES RSA B € -

Preshared Key(3 ‘F_lil | #F’Ju ﬁil H féﬁf#m%?ﬁ.}gu =51 #féﬁzjfbcprll’*

) 'F‘ F R HARA L, 40 iR

Security Protocol TS 4 (B £ ESP - ESP oSy gt IR

CEF=S IFEFL# DES - 3DES - AES 3 &1 m;u J R

Admin Status ?ﬁ,’ﬁ}{ﬁ'ﬁ: JPHN D Enable(fﬂI ’ I*ﬁﬁliﬁ"’kﬁé

(LFFF:—[}{J{EE) ﬁnj e (3]:&, SR EIKE ﬁJFF; b@n Jg:—%:tl%“*(log) St
& Disable(j )EUFFH R R ] 2 SRS U

VPN %'TF HE IO
R WA ] VPN tunnel - lAsLE -

Local Gateway(# F4[i3E)

WAN Interface (WAN | Z{&~ fi# WAN /i1 e

)
Local Certificate YT R ETELERTST RSA W ET IR
(i**ﬁ%%}) PR3 5 R s E [P T | Iig‘"F'JF [p IR -
Security Gateway ¢ﬂféﬁjiﬁglfij?${ﬁ;r AP b gghe S T ]}J%@
(¥ = F3g) “default” e A SFREE /T IO 11Po
Network IP/Subnet T PURHE 1P G ISR
Mask
HE P b 3T ;’.Fﬁﬁ%;r‘
Next Hop b WP B SRl R Fﬁ%&%ﬂ “default” %LjEI%
W‘ﬁl[;[ PIE UTh — BEER g o
Remote Gateway(l_,rr}F 3EL)
Remore ID(I_,F.J ID) ?’F’, Qm_,ru ID -
DHCP-Over-1PSec %E":k‘f"f“' “OFF” JET%F/]FJLF%#J—F’J‘: o
“i% “ON” ;fgﬂ [ PRE -
Security Gateway jfﬁ QV, T R 1P A P b 5’;@]%&[ o I
(¥ = i) a:ﬁ‘.ﬁ WE 'ﬁﬁy}f i 1P A3 [R5 0.0.0.0 ¢
Network IP/Subnet BT ”Fﬁ ) ]ﬂij[l 192.158.2.0/24 > i/[I%J mqufadﬁg 1 IP b 4
Mask tr, ooo Hﬁ“ﬂ-ﬂ ] Zaps TIHP N [?F L £

AR 1P b iH=" "‘Eﬁgﬁl 0.0.0.0/32 -
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Advanced(® && Z)

VPN - IPSec Tunnel

Default

IV VPN SRR

IKE Phase1{main mode}

Key lifetime 480

minutes
Proposal :

IKE Phase2{quick mode)
Key lifetime : g0 minutes

Proposal : des-nd5

des-—nd5-nodp?e8

+ | |de=s—shal

|| des—sha—nodp768 || 3des—mndS5—nodp7e8 || 3des—sha-—modpll24 w

+ || 3des-ndS + | | 3des—=shal b

CIFFs tPerfact Forward Secrecy)

Dead Peer Detection

Status © @ Disable O Enable
Cielay : seconds
Timeout: seconds

Apply | Cancel

il 9-5 VPN ik

IKE Phasel (= =)

IKE Lifetime
(A3 )

&35 IKE 5T R = RS T o
] - it HAEL 5 7] 480 514 (8 1) -

Proposal (&%)

<t
M-

IKE 57~ R I s ol

f |
PiEESAIF 1)) DESI3DESIAES
ZZ H#- 'l MD5/SHAL

/
DH # — F'I'J£, MODP768/MODP1024/MODP1536.

e

IKE Phase2 (THfsi=")

IKE Lifetime
({?ﬁéﬁﬁ iﬁ Eﬂj )

LAY R BRELE PR Ry
CHIEEL 5 E] 1440 S35 (24 /1R

Proposal (&%)

IKE 31~ R a3 ST A

i
YA — F'11%% NULL/DES/3DES/AES.

PFS

SR -

Dead Peer Detection(#54gH])

Delay(?;fﬁ )

PR, i el S0 S
{1} Hello 5« 42115 0 BRIFLEF ) - ST I
i > HIF I 307

Timeout(%]ﬁ)

GG 2R - QAR LR E IR tunnel
=T ARG O I EIRARAF# ] o e
ElJﬁ%@J:% 1207} -

¥ APPIY(K )] |55 IPSec FRATER » S FTHTFTIRIAZ PR
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VPN - IPSec - Policy Table

Connection Name Local Subnet Remote Gateway Remote Subnet Interface Admin Status Operational Status ~ Action

Research 172163228032 1721621 172.16.2.15/32 AN T enable doh Initizte:

1
2
3]
4
5
G
7
g
9

O 0000000 O0O®

10
1

Refresh | Edit| Delete | Delete Al

B 9-6 VPN iy

PP ) OS] IPsec 11 PR B tunnel U TR CUP”
] IPSec SpiEISIATEE T - down ENEE tunne|#ﬂ y El I%]EI—?L_I tunnel pr—

LR -

U%EW¢“% ¢ﬁ4&[ W IKE S - ~UilERLE > SR IKE ﬂﬁihpjaglﬁlKEygp,
[i* VI “Initiate” SR IKE BAgh o o R [T TH “Refresh ™ R e
TSR PO - OPN - B SOR RS IRRL “down™ o it IJH# Initiate FI3E -

9.2.2 Log (P &

VPN> > IPsec>>Log fi' EIJT\FE\I {IF&E;TEL VPN tunnel %7z - 1[4 Ligﬁ}F[Ljf"ﬁ?*ﬁ‘ sppt [
e R IR » T F S R 1 R U R0 100 fBAATEL 'L Clear
PRR FIRE S VPN FIGEIT [ -

VPN - IPSec - Log
Refresh Clear

# Date Time Description

1 Mo log data

Refresh Clear

il 9-8 VPN |1ty
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IV VPN SRR

9.23Trust CA *k %
## VPN>>IPSec>>Trust CA }I’j’ﬂﬁﬁ /UL

VPN - IPSec - Trust CA

Name Issuer

O 000000000 ®e

=]

1

Upload | Delete | View|

[fi' 9-9 VPN IPSec Trust CA F%fgﬂ

IR | S OREE)  IREHE Upload CHBEFE: » (R FIF -

VPN - IPSec - Trust CA # 1 - Upload

Upload CA Certificate

Upload File

Apply | Cancel

[ 9-10 VPN IPSec Trust CA ~ ()
PRI S ORCR - L 5 ApPlY(R5) - <k b Bl (PRl -
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9.2.4 User Certificate(* » % 2)

VPN - IPSec - User Certificate

Status
Ermpty
Ernpty
Ernpty
Ernpty
Ermpty
Ermpty
Ernpty
Ernpty

Ermipty

OO0 0000 0C0OC0C®e

Ermpty

HE P -

1

Import | Delete | View|

Name Issuer
Generme| Download
q\%\' 9-11 VPN IPSec E'Jﬂ%‘%;

Generate(+ &%) &Ry [’[ﬁf;’z‘ﬁ’ﬁﬂjt’[%?;rg o
Download(™ #¥) EE (T @Elfi?ﬁ?{ﬁiﬁ GRS

|mp0rt(ﬁ_‘ )

ilf -

Pl — R

Delete(1][#)

PR F o -

View(g‘l %)

B I

Generate(2 =& )

VPN - IPSec - User Certificate # 1 - Generate

Generate Certificate Signing Request

Certification Marne
1D Type

10 Value

User Certificate Information
Crganization Unit
Organization
Locality(City)
State/Province
Gommon Mame
Gountry

e-mail

Key Size

l'ﬁ[

RO-cormputer
Email

service@draytek. com

epartment

aivwan

R [=]
=
o
<

‘Taiwan

testi@yahoo.com. tw

1024 |+ | Bits

9-12 VPN IPSec ™|+
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Generate Certificate Signing Request(%* E&%T%

B

Certification Name

@ £

FRpE

ID Type

(ID £7E])

AR PRI

P: i IP %{lﬁ;ﬂﬂ °

ESIES e
ﬂﬁ"ﬁg?‘ (P ﬁ&’H’jj Ll EI;EFHTJ °

Email: m@emall%tlwagg o

HE —

ID Value (ID )

P f 1D il o

User Certificate Information(*' | I%%;Tﬁ?")

Organization Unit

(R=BH)

TG, -

Organization(i='7)

Local ity(City)/i*'J%#f(l"ﬁ
)

]| 778 -

State/Province(’}|/ #1) ?F' M EE

qu)lmon Name ?F F ] EE e

(Fi3F] £78)

Country (%) RS e

e-mail ?‘F',t email -

Key Size(af™T) | SR FM 1 - L8| = AR -
1024 b
1536 AP
2048 1P
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Download(™ §# %)

IF=ope R e sl g I%Effﬁ‘/ﬁiy?%" SR EIFTR - PR R i A S bR

=
Ak

VPN - IPSec - User Certifics

# Status &l ssuer
1 ® Request o
9 FEEETHBEE: neweq RD-computer_1pem # 192.168.1.1
2 (0] Ermpty \?/
3 (] Ernpty
. o Ermpty R R T T R A S A
m
" @D
b El
2 et [V B3EER R AT RS (W
i @] Empty
| BEQ | EEEERE [_mE ] |
7 (] Ernpty
g O Ernpty
9 O Ermpty
10 O Ernpty
1
Generate | Download | Import Delete| \J'iew|
ﬁ?ﬂ[ 9-13 VPN IPSec *| t’lar:‘ﬁ?} - NEL
e e e g R
Import(¥ » X %)
VPN - IPSec - User Certificate # 1 - Import
Import User Certificate
Unpload File HE..
Apply | Cancel
[fi 9-14 VPN IPSec ™|+ %‘{F‘f —#7
o

(e PITEIREY - WP £ Apply(9)] | 4R
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SVl VPN

Delete(# ']',ﬁ%?,k )

VPN - IPSec - User Certificate

# Status Name Issuer
1 ® Request Generated RD-computer

? o Ermpty Microsoft Internet Explorer

3 (5] Empty

. o Empty 3/ Aire you sure of deleting this ser Certificate Itemn?
5 O Ermpty HLiH

G O Ernpty

7 O Empty

8 o} Empty

] (5] Ermpty

10 O Ernpty

1

Generate | Download | Im|)ort| Delete| View|

[ 9-15 VPN IPSec ™" i3
- R MIRpE -
View(% %)

- P

ﬁ“H-L

VPN - IPSec - User Certificate # 1 View

Certificate Detail Information
Certificate Mame ;

Issuer:

Subject:

Walid Fraom

Walid To:

Back

q*aﬂ 9-16 VPN IPSec |7 %:F’f - g‘,{,
CTEN gp— uﬁlrﬁaﬁo

9.2.5 Status(ii 4 1)

# VPN>>1PSec>>Status > 75| Fiff -

VPN - IPSec - Status

Packet Byte Packet Byte

# Name Status Algoerithm Remote IP Remote Subnet n n out out Uptime
1 (® Research down o 17216.2.1 172162145032 0 il 0 0 1]
Refresh Disconnect

[ﬁ[ 9-17 VPN ﬁ}%ﬂkﬁﬁ[ﬁl
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9.3 PPTP &% =

9.3.1 General Setup(# % 2)

Vigor3300 (¥ 4% VPN - PPTP fif -

Vigor3300 series , VIGOROUS BnOMNn'hccEss
MultiService Security '

Quick Setup System  Network  Advanced  Firewall QoS

B:40:42 AM

=, General Setup
System - Status 4 Group Table

S, Authertication
Refresh Option: [Wo Refresh v| _Refresh | L Status

| Lewstaus | wanstas |

hodel : Wigor3zoo

Hardware Yersion : 1.0

Firrmweare Version : 2.85.6.2 (EM)

Build Date&Time : Mon Mov 28 14:2917 C5T 2008

Systern Uptime 0 days 23 hours 31 minutes 55 seconds
CPU Usage : 28.9973%

Memary Usage A8.26T9%

Current System Time - Thu Dec B 00:46:15 2005

i 9-18 VPN PPTP

General Setup(& 2% =)
¥ VPN >> PPTP>>General Setup ° }[—JﬂE D*nﬁfﬁ

VPN - PPTP - General Setup

Status ® active O Inactive

PPTP Authentication -

FPTF Encryption : Ho Encryption

Lzer duthentication : @ Local O RADIUS Server

Mutual Authentication

O Enable @ Disable

Liser Mame | |

Apply | Cancel

[l 9-19 PPTP JL 4

Status( &) ¥ Enable(FE)! [ T7 [T -
4 Dlsable(%ﬁ]]ﬂaE Tgifj[#%ﬁj <o

PPTP Authentication PRI R A R U PE 5@%%?%
(PPTP 75) CHAP -
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SYTefi VPNE :&IE 1

PPTP Encryption
(PPTP 1)

AT T R = PR I 76 -

User Authentication

(51T

1J =<
/Fg“ﬁﬂ °

¥ Local(% Pa)i 1&-4 #9=
¥ Radius Server(Radius ﬂ ﬁli/%E')p

—EJ o

" Radius |ﬂ EJF/ELF@J

Mutual Authentication(%[r'qrﬁ,ﬁn%)

Status(<FE)

=T
e Disable(%ﬁ]ﬂfj)%gﬁfj Lk%rjrﬂ:

ﬁ, Enable()?élrﬁ{,)} J flzyslrEl Jﬂ—“

User Name(®'J£T £))

}“F‘[?\L_’EIJ}:’[ z

Passwo rd(iﬁﬁﬁ)

G -

Group Table(fe7] 4 & 2)
JIEE AN R 2

Vigor3300 =

VPN - PPTP - Group Table

Group Start IP
A 182 168.1.224
B
c

o]

Subnet Mask Accessed IP

S28 v
<24 W
<24 v

s34 v

il 9-20 PPTP 7t

Subnet Mask

24w
24w
S24 v

24w

Apply | Cancel

Start IP(@?{F"[ IP) }“F"%‘;E[t[ﬁ[ IP ik H-o
Subnet Mask tﬁétlf[ IP F%fﬁ[—’ AT o

(:J )\%ftl

Accessed IP ?ﬁt—ﬁ{&k IP #55k-

(HI7EL 1P)

Subnet Mask Esfiasl 1P rﬁﬁﬁ%&ﬁ AR o
(MR EEY)
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Authentication(Gai#E % €)

VPN - PPTP - Authentication

1 ® ‘
10
i 0
£+ 0
i (]
i O
T 0
80
Ll (]
10 O
[Edit| Delete | Delete Al
[ﬁ[ 9-21 PPTP angr%“t
[F“EI%EI—I User Name (| =1 €#5) A1 GroupGie! [[)F ke [ FT I - SRRy Edit(i*lf.}f:'i%i)
e [EEp R
VPN - PPTP - Authentication - Edit
1
LserMame:
User Password
Group
M Cancel
User Name(®'| £ 1 €)) ?FHJ' [F1 g e
User Password LIRS o
2 FI N
(2 [FTD)
Group (i Hll) TR
H Apply(F 7)1 |55 el -
Status(i #&HK &)
VPN - PPTP - Status
# Index Remote P Assigned IP User Byte In Byte Out Up Time

Refresh

B 9-23 HELIE
P FI T PPTP S PO ar - 1 10 FHaf iy i F iR i1 -
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¥ 1
VolIP

B

B
E

T

w O

10.1 A=

Voice over Internet Protocol (VolP)klL— {laersefrie=> 7' ' i 13 ZEIQ Internet [fi] T RLHEA
F,Jﬁ' c&eﬁ;ﬁﬁ EhiRS iy HFIJﬂHFJ > Vigor 3300 fi' I’} T‘«LJ?%\L EJJ%: =
[F FEYE 8 {lit FXS/IFXO fi ﬁ%ﬂf PRS- ﬁ/#ffff'ﬂﬁf B IR _| %
Mt [?ﬁgﬁﬂﬁdﬁt ﬁf[ EMS(nﬁ*jvw YRS AR )R IR TR J;chﬁfu Vigor 3300-

RADIUS Data HNMS
Saerver Basze Servaer

| S N (m

<Alarm message>

e
EMS Administrator

Server WPhone
) : .. })
.))) ((({ ’ LPBX R LI\Hl"'tB""et BSTN )) (ﬁ'll

Base station

IR
““;.:N/EJ_g

of Cordless Phone
e.g.DECT

Italy

Vigor3300 series .,

MultiService Security
Quick Setup System  Network Advanced Firewall QoS VPN 4:30:27 P.M
=, Protocol
Sy Port Settings
System - Status L, Speed Die

Sy Advanced Speed Disl
=y Miscellaneous
=y Tone Settings

Refresh Option: [Ho Refresh ~| Refresh

| | Lewstatus | wanstats |

S Gos
Model Wigora3on ~§ MAT Traversal
Hardware Version : 1.0 Incoming Call Barring 3
Firrmware Yersion : 2.5.6.2 (EM) i, Call History
Build Date&Time : Mon Mow 28 14:28:17 CET 2005 S Status
Systermn Uptime ; 0 days 7 hours 3 minutes 40 seconds
CPU Uszage 8.2192%
Memory Lsage : 58.2109%
Current System Time ; Wed Dec 7 08:37:25 2005

qa' 10-2 VolP fjfﬁ‘i%lﬁ
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Vigor 3300 5[l £ = 1]

10.2 VoIP ¥ 3% &

¥ VolP>>Protocol » ZHY[I™ [RilH FilfEl Frer o

VYoIP - Protocol

Select Protocol : ®sP OMGCP

MGCP
| Configuration

SIF Local Port:  [4DBD |

# Active Olg:?;;m :;?:: Proxy Address Pprg;y Registrar Addr Regi)srttrar EI(SIZS;S Domain

1O | I I I I | I |
2 0O | | | | |[posn_J[so0 ] |
3 0O | | | | |[poe0_J[soo ] |
Example iptel iptel.org iptel.arg iptel.org

ﬁ%‘l' 10-3 VolP {77t F' PF'E'

Vigor 3300 VolP ﬁrﬁ:f [H R @ SIP '] MGCP > EEF%ﬁ 7 SIP o

10.2.1 SIP Configuration (SIP & %)

Vigor3300 fi'l') [ﬁJEﬂj‘@f%ﬁ 3 {[& SIP

VoIP - Protocol

PPV -

Apply | Cancel

Select Pratocol ; @®sP OMGCP
MGCP
| Configuration
SIP Local Part:  [50B0 |
# Active Olg:?;:m :;T:: Proxy Address Pprool}_{ty Registrar Addr Regi)srttrar E;{;i::‘-;s Domain
1.0 | | | | |[posn_J[so0 ] |
2 0O | | | | |[sos0_J[so0 ] |
30 | | | | |[poen_J[3oo ] |
Example iptel iptel.org iptel.arg iptel.org
Apply | Cancel
[ 10-4SIP B

SIP 3 ¥981 Bt i B2 SIP

Er VR %Efs?tir, 5060

Active(‘?l%r )

FIJ}’I L,J

P PSSP L

Outbound Proxy

Z/l:[%\[ Fl

PR

e El[JF’?‘ H SIP DF,%, ek

o Bl WL g
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5% fi VoIP ?’fﬁx’

(5t ) ZE]H SIP P -

I?roxy Na}me F% F:Z SIP Proxy ™ €77 -

RERTE)

P’roxy Address F%EE:’} SIP Proxy fi* IP i gk

(FE 4

Proxy Port( [ zEES) F%{L_Fj‘i SIP Proxy EREEFES

Registrar Addr. Fi’;“t IP :t (Fillg AR Y 1P o Sy g = Ae e 7
R4

Registrar Port(?_til']tﬁi) F%t SIP :t AT PR P i -

Expires (¥}) F%Jt:! FJ J/%J/ Vigor 3300[ Rl %é‘é‘eﬁiﬁ sl H'%“
Domain i) o SIP I IP A iy ﬁjﬁiﬁéﬂgrfﬁ‘ §

H Apply(#7) » Syt .

A BB T VoIP IP %wﬁ% # LAN/VPN - 25 [ 1 o e i SIP
Proxy 31 » I'| f7E VoIP fUifiesgis

10.2.2 MGCP Configuration (MGCP #*% )

VoIP - Protocol

Select Pratocal : Oalp @MGCP
SIP
Configuration
MGCP Lacal Port: 2427

MGCP Call Agent Address 192 163,100,100

MGCP Call Agent Port 2797
EndPaint Mame Style : ® aalnig@lip_add] O mac_addr#@lip_addr] O aalnft@mac_addr
Wild-carded RSIP : @ Each endpoint sends its own RSIP O Send only one wild RSIP
Apply | Cancel
il 105 MGCP -
MGCP Local Port £ MGCP i%ﬁ?i‘fﬁ}?‘f@b (i UDP I} o
(MGCP 4 P41
MGCP Call Agent F%{L_’PEFIL[[’JJ%@H@%QEIU IP b gk o
Address

(MGCP g 4 2H 2 41
MGCP Call Agent Port %@P‘—‘PL[[’*‘EE]FHR/%SEQ UDP # %4 -

(MGCP e foapitf) ||
EndPoint Name Style HIETR *y = fn#‘ﬂ ISR U
*f‘fﬁ EPEERE]) aaln/#@[lp_addr]
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mac_addr/#@[ip_addr]

aaln/#@mac_addr

Wild-carded RSIP E'Jt’réjﬁxjfgi:_?_ -3
DAL e 1 RSIP L

E 32~ i wild RSIP -

10.3 Port Settings(7 55/ K% )
:LF%HS:[ %J:E[j\% -~ F&L&JT-F[B]} EIUF%}EII °

10.3.1 X T T #F5B

} VoIP >>Port Settings » £z [/ [l F I -

VolP - Port Settings

Group
Active | Groupy Username Proxy Codec
W 1 1001 G.728A-8kbps
i 2 1002 G.728A-8kbps
W 3 1003 G.729A-8khps
W 4 1004 G.729A-8khps
W ] 1008 G.729A-8khps
W 4 1006 G.729A-8khps
W 7 1007 G.729A-8khps
b g 1008 G.729A-8kbps

I 106 PR
N J?Fle['%TEI BIETET {'?F%ii—’ : Type(HTE]) ~ Active(’F%‘E'J) ~ Group(i=' {|l) ~ Username(* |

“1)) ~ Proxy({UE)A]! Codec it - -

FRAIEIR. - 327~ R
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VolIP - Port Settings - Port1 - Edit

Port 1 (FXS)
O Disable ® Enable

Usernarne 1001

FPasswaord: LTI

Display Marme: 1001

Froyy Server: nong v
YolP IP Address: AN w

Hotline

Hotline Mumber to Internet;

Hotline Mumber to PEX T
FPETRM:

FXO

manual Disconnection:

Codec

Frefarred Codec G 7294 —8kbp= w
Codec Rate : 20 % |(ms)

Codec VAD: @ Disable O Enable

CAS

R Gain: 1] (Range:-32 ~31)
TH Gain: 1] (Range:-32 ~31)
FAX

F Ak Mode: T.38 Relay W

FAx Bypass Codec:

FAx Bypass Codec Rate : {ms)
DTMF
DTMF Relay: O Disable @ RFczaaz O SIPINFO

Call Forwarding

® Disable

O call forwarding all calls
O Call forwarding busy

O call farwarding no answer after rings {Range:1~10)

SIF URL (Example: 3001 @iptel org)

M Cancel
107

Port 1(i! 1 (FXS))

Disable/Enable 4 Enable(flg%‘grﬁ) ‘?’ﬁh?ﬁﬁ& ;
= Disable(%sﬁfj) Fﬁ%ﬁfj?ﬁﬁ& o

Username(¥'|£7 €)) F T R

Password (f}ﬁ;’ﬁﬁ) F%PEF'" ’3“?155 o

Display Name %fg['ﬁs%%gii %FF/FSE, o
(&= £7) F

Proxy Server Fi’;“t SIP Proxy fﬁjﬁﬁ%ﬁ °

(PRl )

VolIP IP Address r%{u_ call infout V7 /i 1 «

Hotline

Hotline Number to | 1% FXOIFXS =21~ [W9KHE - Hi € Eaf 1 Internet #i
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Internet E EHJ: ) F@EH%E'K# El‘ﬂ}iﬁ}% l"‘%”FﬁFE °
Hotline Number to £ FXO JJFZ%&[— [ﬁyFE’F’E ﬁ PBX/PSTN #i
PBX/PSTN TE “S‘E"“’f&fﬁ"ﬁ?ﬁ% BE - | U35 FXO s
E3
FXO
Manual Disconnection | ™ [F=£" i }{ﬁ’ F*ﬁ N }qﬁﬁ&; oL o
Codec
Preferred Codec e ~D§Jﬁq FRRFRE Eﬁfr’}@.ﬁ - T ﬁcr:;ﬁ? ['ﬁ' TR
Codec Rate( }ﬁ?ﬂf}) HEE R c[J ARk & PRIl U”F‘jﬁ YT o
Codec VAD = Enable(’tljﬂ“,g‘[ﬁ)llﬁSr el i
H Disable(%ﬁﬁfj)%%ﬁfjﬁ%ﬂﬁ: °
CAS
RX Gain % RX F%Jw (ST 2 fiff > 5 F% £ 0 s aElRl1E-32 ] 31 -
TX Gain L TX - TWHRR G I O A 132 2] 31
FAX

FAX Mode (FAX V) | S48 FAX TPgepoffizt » 208 1™ = FEffispe I g
Transparent : Z/[IE,J’H@?EEE B G711 o L (S B st

T.38 Relay : FIF%F%JL

Bypass : YN B FTE P H]l Vigor 3300 ;{s‘jaﬁ]ﬁ%ﬂﬁ
[CIPYRY [’[ﬁ%‘fF FAX Bypass Codec #[I FAX Bypass

Codec Rate °
FAX Bypass Codec P FAX Fg;? % Bypass 520 E R AP JTSEE -
FAX Bypass Codec g FAX FHJF%L,”.J Bypass f&i=¢ » gg; IR e
Rate
DTMF
DTMF Relay ER- W DTMF SISl o2 > H =7

il

RFC2833

SIP INFO

Call Forwarding

Call forwarding all TFE ] VOIP T T | FlEE = b o D BRAE -

calls

Call forwarding busy ﬁ%qs@hﬂ_[iﬁ&ﬁ El| DIFE | VoIPj» B R = ;FF'

LLJO

Call forwarding no ’gl TR AR GRS VR 1SS R F
answer after ....rings 5@% 5 JL}%LI%??’FFFE
“ps v

SIP URL ERE T TR
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H Apply(# 7)1 g -

;; i gfﬁumuw FED (0L 7 02 . FT R AR G g

PP H:L:FZ,I ™ FAX ﬁJ <o ﬁ@f ’%ﬂxﬁ.}ﬁuvlgor 3300 fiv FAX ﬁJJm .ﬁ[rjfr;z
fis J%E,“‘“‘[ o YN H | * 17 FAX f8=UElS E’H%—J “Transparent” F&ﬁ% “T.38” 1> FAX ﬁJF }I—J fil
5 Codec field F%F&F i3

RV R -

Codec FAX F=R FIiH -
G.711U Transparent > T.38 » Bypass
G.711A
G.729A T.38 » Bypass
G.723.1
G.725

10.3.2 Group (3% %)

LW

._ﬁi'%ﬁp#w B RIEVES Ejbmfdl?ﬁ RIS > HIETR T8~ (W9RpR=E- A ERE
RETIE ,E Vigor 3300 = Llaaf A L8 ﬁEFEﬁEHJ@Eﬁ PN TFiIR F ] e | :[Jj[rif: T
ot - i %?W%W*W“ i PELF“‘L« o PRI
F H P jﬁw4ﬁ&8|%VolPtﬁﬁfﬂ%‘7[E{ Jy- FF%HF'F =) Flclpjr_,ﬁﬁﬂgo

Fl st E “F S~ ¢r|ﬁ e z ot
SN = Rk P! B A > ST R PV A R Tl RS R
VoIP - Port Settings
Phong Mumber | |
Graup : O Disable @ Enable
Group Port
1 2 3 4 a 4} T g
1 ® © O © o O O O
] o ® O © o O O O
El o © ® © o O O O
4 o o O ® o O O O
5 o © O © ® O O O
g o o O © o ® O O
7 o © o © o O @ O
g o © O © o O O @
Incomming Call Rings
® Rings all ports in the group o] Rings the first available port

Default Group | Apply | Cancel

[ 98 AL

= B R f[ﬁ'é‘ﬁ?ﬁmé Srpen s QNS &y A TP BE R A el
SRR SIS  2 E E’@;J%'&ﬁl A FEL 1
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10.4 Speed Dial(P-:# #5.% %)

RSO SR R EF'LJ@E/T%”JIﬁF Vigor 3300 %51
89 PRl % 30 ]ﬁliﬁf‘%‘“ﬂ? ¥ VolP >> Speed Dial (VolP >>FGiiEsE) » (g™
[ﬁlﬁ’?ﬁ FIpr:

VoIP - Speed Dial

= Speed Dial Phone Number — Speed Dial Destination Memo
1

2

3

4

5

Example 101 101 @iptel.org

123456768310 =

I 9-9 ‘[%ﬁ?ﬁ%?fﬁf
zﬁi 3ial Phone F%fg{— l[ﬁ‘[ﬁﬁ?ﬁ?ﬂ"‘r_ﬁ% o
(’l‘?&ﬁiﬁ%ﬁ@%ﬁ?%ﬁﬁ)
Speed Dial Destination | &/ BRARSEPIEAVE g F -
(pme o ||
Memo(ﬁpjﬁ%*) Q?EI%"EJF*%JF;?%EU/E%’LQWQ °
24 Apply(%”?%)%”??%fgl' o
10.5 Advanced Speed Dial (i 14 £-i# #5.% ¥ )

¥ VolP>> Advanced Speed Dial » 2R+ q%\“" f‘ﬁ (I
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VolIP - Advanced Speed Dial

4 Prefix S'(I'il) Lellg‘[ll Append Destination Memo
1 ®

10

10

10

5 O

8 O

70

g O

s O

[e)

Delete | Delete All

Index No. (#39 [FKAR) IJ“%H&@@?”F?EL °

Strip Length B A R R (50 -

(Strip £7%)

Append CTEE fF f‘[’ﬂ@?ﬁ

Destination Ze=. 1Y IP/domain & g

Memo(ﬁﬁjﬁ%) T ERE | FT;J R EEE .
o PSP OISR i - R BRRRE T R

VoIP - Advanced Speed Dial - Edit

1

Prefix E%@_F e ngtt BESER R BIp IS 3 AlTE
?*Jfgﬂﬁ Fliﬁ%ﬁfﬂiﬁ,lﬂﬁf
Strip Length I VSRS () > DI IEE T 3 AFEe
F’?EJ[“J‘F\[I##F”J?‘*?DFF'J ﬁﬁmr  FEIE= -
Append RO R “7Jf/['fuﬁﬁﬁ“ A AT T
fll#ﬁF”ﬁ‘#FF'JP'?ﬂfl{ﬁj’ 3
Destination ﬁﬁ? F1f~ IP/domain -
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Memo(ﬁﬁjﬁa‘})

AT R = T -

10.6 Miscellaneous(#

¥ VolP>>Miscellaneous (VolP>>l f*‘J%‘fF'[') .

VoIP - Miscellaneous

RTP Starting Port: 13456

T.38 Starting Port: 49170

T.38 Redundancy number: 1
Dialing Completion Timeaut: 4
WolP ToS : g al

F¥0 auto disconnection it no packetis received in 3

L Qg‘,l’-”% EEIE

‘W‘I‘Y

§

(Fange: 0~4)

=ec (Range: 1~60)

minutes (Range:1~80, 0:no auto disconnection)

M Cancel
i 9-10 H pot
RTP Starting Port F@J&R R B LR R Ifﬁﬁ °
(RTP &51)
T.38 Starting Port F%JLT 38 PRI B SRR [PV B - y
(T.38 &IiH) 49170 -

T.38 Redundancy
number
(T.38 Redundancy gf)

£ T.38 ﬁﬁg%‘fp redundancy g -

disconnection if no
packet is received in ...

Dialing Completion RS - ¥ G0 n—;rrr;ﬂ R i 2
Timeout T & e I/%

VOIP TOS F%’“JL VolIP Be<tufiv TOS [;E’l ) vgl%[;@t Oxao0 o
FXO auto

BRI ¥ 2 AE [T’ﬁup HUREITHT FXO ==

H Apply(R ) R L -

10.7 Tone Settings (3% 3 3

EH
=

_E\JJEU‘ \—

j\%&lufﬁﬁ ik o # VolP>>Tone Settings (Vo|P>>T;3FI'I
[

X T)

s HHER qg‘llﬁ)?ﬁ
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VoIP - Tone Settings
Region ;| TK w

Tone Classfication Low Frequency{Hz)

Dial tone
Ringing tone
Busytone

Congestion tone

Caller ID Type :

High Frequency(Hz) Ton1

[ 10-11 @

(10msec)

TOMm1
(10msec)

57 1 VolP

Tom2
(10msec)

Ton2
(10msec)

Apply | Cancel

Region(#yiak)

BT TS - b

WETEBEA 2R -

Call ID Type

(P=HLH 1D ZRE])

(/D%\m“ ae}mnjt‘ltf_i@f ) ﬁlJr’[F[ I [:’g,@oypﬁl
Fljy hala']:g# _5“[/%1 [[;ﬂ %&

I

H P“[*‘Er'nﬂ?l E%@%(ﬁiﬁ
P~ 7111 B

k_F“f

FHTi-

,

SRGH  ffARE  FE) IR T ERS AR .
SE R -
BEHTi— DR ] o SR -
(fiAskph— DR s > SRE] VR, -

4wMﬁﬁﬁﬂW@%°

Low Frequency ({54
(H2))

S SHF [l (P F

-

o

High Frequency(fF,I,l
(Hz))

%‘fﬁfﬁfﬁﬁﬁﬁ TRCETEY)

Ton1(10msec) FIESREpp E] (HTAP £ 10 27 ) -
TOff1(10msec) FIo W RN ] CHEEP £ 10 =27 ) -
Ton2(10msec) 1 ﬂ%ﬁgmﬁ?@ F T o

Toff2(10msec) Y2 RS TR ] -

10.8 Q0S % %

¥ VolP>>QoS » Iy &;ﬂifﬁﬁ

—

BRI
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VolP - QoS
O Disable { non-guaranteed vaice quality, higher data throughput )
& Enahle { guaranteed voice quality, normal data throughput )

Apply | Cancel

Al 10-12 QoS F

T T TR Fi3] QoS T Bk QoS T -

1= SE HIAY Quality of Service (QoS)fjJﬁ: b VolP 24 3% F{I,’I»EIJ t’[?s[raj LFBTLF’J‘: »Vigor 3300
R BLRR VoIP DRI & - 150 @%ﬂﬁtﬂ#'ﬁ i

R 1 BT -

10.9 NAT Traversal (NAT 7 4x3% %)

BPEHT A 1P SRR R R B NAT i IR | il NAT &8 vEsg-
Vigor 3300 7 k% NAT F5 [ '}‘}% P | TR 3 s F'UfﬁJEﬁ CSEINT R NAT B8
PRI A o EJZ_Q:}{J'iFEF FHJEE » BET j‘}—kﬁ‘ﬁ[ﬁ;lﬁfjﬁ[ﬁ%’ﬁ%@ Internet 3% Elfj;:—ﬁ?ﬁ Y 2l
PRS- Vigor 3300 % FEIFbpc » 1T (G VOIP ZhR=HIflee NAT B FIJ,‘J}ﬁfJ‘j (e

VoIP - NAT Traversal

NAT Traversal
@ Disahle
O Manually Input MAT IP Address
MAT IP Address
O Auto Discover NAT IP Address

Semi-auto, need to config NAT Full-auto, no need to config MAT

STUM Local Port:
STUM Server Address :

STUM Server Port:
symmetric Media

(® Dizahle symmetric RTP and T.28 () Enahle symmetric RTP and T.38
MAT Status

MAT Type: MiA, Local IP Address: 172.16.3.229 WAN P Address: 172163228

Apply | Cancel

il 10-13 NAT & &

= [RECER PP TEE - Disable( ﬁf]) ~ Manually Input NAT IP Address(= ﬁ“
NAT IP k31 Auto Discover NAT IP Address(F TES(ERE] NAT IP &b4H) -
Disable(HfiFf) UPHA Vigor 3300 SUE| B IP o BT RIS ©
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Manually Input NAT IP Address(=" &> NAT IP #4h)

NAT IP Address Ui = ]I Vigor 3300 F NAT # » [l NAT f ¢
(NAT IP #334H IR S P B Iﬁ?“ = IP rﬂLPo

Auto Discover NAT IP Address(F I/ {ERE] NAT IP & 11F)

STUN Local Port Fi’;“t STUN [y it -

(STUN 7% P4iE)

STUN Server Address r%g STUN fﬁj%g%gpfj IP b 7k o
(STUN frliR 3894

STUN Server Port F%E STUN fﬁﬁﬁ%ﬁfmiﬁ& o
(STUN (R siz)

Symmetric Media

Disable symmetric E%JF{JF* e
RTP and T.38

Enable symmetric RTP | % [ ZJi:
and T.38

A “FIES{ERE NATIP &4 f;:, I LE Fé' Vigor 3300 ljgjﬁl"‘l& = NAT S
FURE Al IP R T E SV'SF’ EJJ’:} i EEE Internet Fpy— ¢ T STUN filflyay T =" (=
STUN il fEiER | g‘ 1\ %% t ﬁi‘é‘,@plvlgor 3300 ¥: NAT l J Y P Bag
STUN | %a”gfl Vlgor 3300 j’F il Vlgor 3300 fiv STUN ﬁJ o1 ﬁt ] -

10.10 Incoming Call Barring( % T & » *241)

WP R HS VOIP e AT « 1T RPN [ %ﬁfﬁﬁ?ﬁ%ﬁ&ﬁ@
gl o BT IJF 15 M ,:FIF%EJ[ JJI/t'rF’?‘JpJVoIP?%p

10.10.1 Set(% %)

VoIP - Incoming Call Barring - Set

Barring Class
Allow only calls from speed dial entries w
Match Method
@ Disable  OEnable

Marme : FEenind: match username in s=peeddial destination

_ @ Disable  OEnahle
IPiDormain Remind: match hostname in speseddial destination

Speed Dial Entries

From:| 1 ¥| To: 150 »

Apply | Cancel

i 10-14
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Barring Class

(LRI

TR R
R R i

A= U%‘H'F'J%Lﬁﬁ

e FERE
AR A1
HRGIETE 4 P

Match Method (™ Fiel ™ 33

Name( £75) HE Dlsable(%ﬁﬁf M ’ﬁ@\ GRS FlIpY EPEAR -
= Enable(f’ﬁ*l)ﬂﬁﬁﬁ TR e A
IP/Domain & Disable( F%f A ?fi%g‘ GRS i 1P/

Domaln FPEN

HE Enalble(’??“,g‘[ﬁ)EHf;a‘gk “H@IERE” 1% IP/ Domain
u*ﬂﬁ%ﬁ

Speed Dial Entries

(BRREEEEIET)

TR TASRORPRE ORI 7S L1 2] 30 -

10.10.2 Allow List(ezF 7] )

VoIP - Incoming Call Barring - Allow List

Name

IP Domain

1
2
3
4
L
Example John 19216811 oriptel.org
123456
M Cancel
il 10-15 S @R EE
Name( £/75) ?'J&?ﬁfﬁw ¢
IP/Domain ?&iﬁ?}*ﬁﬁ’v IP AP tﬁ‘\}ﬁﬁ:@%’f’?ﬁﬁ 0

UM A =R FJ SIP J:%‘F i SIP PR Al R
FZp =Rl £ 5 YN AT E ] SIP J:w‘F E'U*?J k
b2 il [J?%?f i |P P {f?&gm'ﬁ:ﬁj ﬂE@'E}F[[

1= 1 Vigor3300 - [ER R ¥ % 30 {7 7 o

10.10.3 Deny List (8% 5] %)

134




57 1 VolP

VoIP - Incoming Call Barring - Deny List

# Name IP/Domain

4

5

| | | |
| | | |
3 | | | |
| | | |
| | | |

Example Jaohn 19216811 oriptel.ory
123456

Apply | Cancel

B 10-16 4RI

Name( £%5) ARG

IP/Domain F%fgr;zm;ﬁ%’fm P $1515 F o AR £ 7

DN S S IR SIP I=BE > Hili * SIP PRI
E@fﬁ'ﬁ:@%«mgﬂ w%ﬁi EFER SIP [R5 E'Hﬁ@‘
B FUTEE 1P & Iy AR éﬁrnﬁ“ °

= Vigor3300 =[#5 a2 30 [latFimet# -

10.11 Status(if 424 i)
H VoIP>>Status(VolP>> ) » LI [ Ui Fije

VolP - Status

Refresh Option: Ho Refresh v Refresh

= Register Call Caller Callee . Remote RTP  Remote e Codec Packet DTMF
Status (G Type Humber Humber S UL Address RTP Port G S0 Type Period e Relay

ldle
Idle
Idle
Idle
ldle
Idle
Idle

Lo R e T R

ldle
*PS: Packets Sent, 085 Octets Sent, PR: Packets Received, OR: Octets Received, PL: Packets Lost,  JI: Interarrival Jitter Estimate{ms), LA Avg TX Delayims)

A 10-17 VoIP iy
IR PR R R

Refersh Option EERETE IR Refresh(RIEDFFER1F A FIFVEL ©
(RIE-EE)
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Register Status /i FLjﬁ:tF IR
(FEPLIE)

Call Status (PZPLARRER) | /7 [F1fvs “F—JFFV%F

Call Type (HEBRIFE]) | & f“ T
Caller Number Eig

(1 )

Callee Number B PLpT LB -
(L= LB

Start Time(BIEFRT) | RE 5 il 1

Remote RTP Address | &7 ;Ej[ﬁﬁ’ﬁﬂ IP & g
(L,ru RTP #¥y4B

iim

Remote RTP Port 5 “F-Jﬁ SRR
(15_*.«[' RTP i)

RTP Statistic

Codec TypeGRIERIE]) | H17 Aﬁ_jﬁ? TR E]

Packet Period 2. 5 [l VolIP E}H F o poRR & ]
EaCIPEN: )

VAD Bi5 VADINE -

DTMF Relay BT DTMF JRFE -

AT Refresh(RI) § RIPH|_ER¥» B[R ) 10 FRhE | BRI oy -

10.12 Call History(®* v B ¢ izék)

I 1T Eﬂ?g ’?alﬂﬁ i SE SR o

VoIP - Call History

Refresh Option: Every 10 Seconds v Refresh
Remote Remote
Port Call Caller C 1llee . . e Release RTP Codec Packet DTMF
M - Type Number ~ Start Time End Time Duration Freery RTP RTP Statistic Type Period Relay

Address Port

*P3: Packets Sent, O3 Octets Sent, PR: Packets Received, OR: Qctets Received, PL: Packets Lost, JI: Interarrival Jitter Estimatedms), LA Awg T Delayims)

Eéﬁ‘ 10-18 VolP ﬁ_}%’?al IR

Refersh Option EEREE IR Refresh(RIEDFHFER1F A FIFVEL ©
(RIEFHEF)

Port Number(i£i %) HEn f’“;r VoIP [

Call Type(BEEFZEE]) | Bi=- 4 " @ HE -

Caller Number B = LSRR -

(L BT
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Callee Number HE PSR -
(=B sl

Start Time(ff t{F[EﬂJ‘F 2Ry @HF[F‘ﬁZIF",EﬁF'EFJ o
End Tme(if‘ﬂ—ﬂﬁlE gl "'ﬁ"’?ﬁq EﬁFaJ o
Duration(jf:ﬁ,'@ﬁﬁﬁfj) EE 3] [Fﬁﬁﬁﬂaj o
Release Reason -] !ﬂﬁiﬂ%ﬁﬁgu I
(YRLEN)

Remote RTP Address | &=} “EJFF B IP Abg-
(:L_«["J RTP #y4H)

Remote RTP Port B3R ﬁ"ﬁﬁ;fﬁ

(lJr-J RTP )

RTP Statistic 25 RTP AREHeYF e
(RTP 5#5t)

Codec Type e p = e e R s ] -
(@ﬁﬁﬁfﬁ) IR rﬁ’EKF 5
Packet Period B 2 VoIP v ) g & ]
(FF tv HE)

VAD g7 VAD JINE -
DTMF Relay YT DTMF JfRfE -

PITR T Refresh(RIFn) e RUERT vt » B AR ¢ B[ 10 FLEE
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