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NO:AP1101-2 V.1 

Release Note for Vigor3200 Series 
 

Firmware Version: 3.8.8.2 

Release Type: Critical 

Applied Models: Vigor3200/Vigor3200n 

 

Vigor3200 Series is a broadband router with multi-WAN feature. It integrates IP layer QoS, and 

NAT session/bandwidth management to help users control works well with large bandwidth. 

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the router 

increases the performance of VPN greatly, and offers several protocols (such as IPSec/PPTP/L2TP) 

with up to 64 VPN tunnels. 

This is a critical update - You should upgrade such Vigor router immediately with firmware 

containing these improvements. 

New Features  

 None. 

Improvement 

 This firmware includes improvements to harden the web interface against attacks. We 

have become aware of specific attacks against router, including DrayTek models where 

hackers have altered specific settings relating to your DNS servers and DHCP settings.  

You should urgently check those settings on your router. If they appear to have been 

tampered with, correct them and change your admin password and for any other config 

anomalies. Restore a config backup if you have one (from prior to the attack). We 

continue to investigate this issue but the first priority was to issue updated firmware. 
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Known Issue 

 None 

Notes 
If the firmware of the router is upgraded from 3.6.6(or before) to 3.6.7 firmware, “.all” 

and “.rst” will have different effects for the incoming packets. 

1) .all --> keep routing configuration in 3.6.6 (or before), (both IPv4 and IPv6). 

2) .rst --> block routing packets from WAN in default, (both IPv4 and IPv6). 
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