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written permission from the copyright holders.

Trademarks
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Microsoft is a registered trademark of Microsoft Corp.
Windows 8, 10, 11 and Explorer are trademarks of Microsoft Corp.
Apple and Mac OS are registered trademarks of Apple Inc.

Other products may be trademarks or registered trademarks of their respective manufacturers.

Safety Instructions

° Read the installation guide thoroughly before you set up the router.

[ ] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

[ ] Do not place the router in a damp or humid place, e.g. a bathroom.

[ ] The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

° Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

[ ] Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

[ ] Do not power off the device when saving configurations or firmware upgrades. It may damage the data in a
flash. Please disconnect the Internet connection on the device before powering it off when a TR-069/ ACS
server manages the device.

[ ] Keep the package out of reach of children.

[ ] When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

® We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship

or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation







I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

The Vigor2962 Series integrates a rich suite of functions, including NAT, firewall, VPN, load
balance, and bandwidth management capability. These products are very suitable for
providing multi-integrated solutions to SME markets.

A Virtual Private Network (VPN) is an extension of a private network that encompasses links
across shared or public networks like an Intranet. A VPN enables you to send data between
two computers across a shared public Internet network in a manner that emulates the
properties of a point-to-point private link. The DrayTek Vigor2962 Series VPN router supports
Internet-industry standards technology to provide customers with open, interoperable VPN
solutions such as X.509, DHCP over Internet Protocol Security (IPsec), and Point-to-Point
Tunneling Protocol (PPTP).
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

LED Status Explanation
Blinking The router is powered on and running normally.
ACT Off The router is powered off.
On The fiber connection is established.
SFp Blinking The data is transmitting.
Off No fiber connection is established or the system is
hanged.
On The USB device is installed and ready.
UsB Off No USB device is installed.
Oon/ MSG means this LED is user-defined. It will be on / off /
MSG Off / blinking according to the rule defined on WUI.
Blinking
On The Ethernet link is established.
Left Off No Ethernet link is established.
Blinking The data is transmitting.
Right On The Ethernet link is established with 1/2.5Gbps.
Off The Ethernet link is established with less than 1Gbps.
On The Ethernet link is established on corresponding port.
Left Off No Ethernet link is established.
P2 Blinking The data is transmitting.
(Right) on Tr_\e Ethernet link is established on corresponding port
~P6 . with 1Gbps.
Right Off The Ethernet link is established on corresponding port

with less than 1Gbps.

Interface

Description

Reset

The Factory Reset button is used to restore the default settings. Turn
on the router (ACT LED is blinking). Press the hole and keep for more
than 5 seconds. When you see the ACT LED begins to blink rapidly than
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usual, release the button. Then the router will restart with the
factory default configuration.

Connector for local network devices (LAN) or a modem for accessing
Internet (WAN).
P2 (Left) Connector for SFP module with the rate of 1G bps.

Connectors for remote network devices or local network devices
P2 (Right)~P4 (WAN/LAN) with the rate of 1G/100M/10M bps.

Or connector for a modem for accessing Internet (WAN).

5 Connectors for local network devices (LAN) with the rate of
P>-P 1G/100M/10M bps.

USB1~2 Connector for the USB device.

Connector for a power cord.
ON/OFF - Power switch.

Info 1 P1 to P4 port can be configurable as WAN / LAN interface. At least,
up to two of them can be set as the WAN port at one time.
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|-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly. (For the
hardware connection, we take “ac” model as an example.)

1.

Connect a modem to any WAN port of Vigor2962 with Ethernet cable (RJ-45) to access
Internet.

Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN LED
for that port on the front panel will light up.

Connect the power cord to Vigor2962°s power port on the rear panel, and the other side
into a wall outlet.

Power on the device by pressing down the power switch on the rear panel. The PWR LED
should be ON.

The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

Below shows an outline of the hardware installation for your reference.
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I-2-2 Wall-Mounted Installation

The Vigor2962 Series can be mounted on the shelf or on the wall by using standard brackets
shown below.

Here we take mounted on the wall as an example.

Choose a flat surface (on the wall) which is suitable for placing the router. Make the screw
holes on the short side of the bracket aim at the screw holes on the router. Next, fasten both
the bracket and the router with two screws; and fasten both the wall and the bracket with
another two screws. Refer to the following figure.
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Then, continue to fasten the screws on the other side of the router and the wall with other
screws.

When you finished about procedure, the router has been mounted on the wall firmly.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password. Please enter “admin/admin” as the

Username/Password and click Login.

Username

DrayTek

Password

Vigor2962 = essessssses
Copyright® 2000-2025 DrayTek Carp. All Rights Reserved.
Info If you fail to access to the web configuration, please go to “Trouble

Shooting” for detecting and solving your problem.

3. Next, the page will appear to guide you change the login password. You MUST change
the login password before accessing the web user interface. Please set a password with

the highest level of strength for network security.

For security reason, please change user password before proceeding to the
router webpage

User Password

Password [eensene [(Max. 21 characters allowed)
Confirm Password o J(Max. 31 characters allowed)
Note: 1.Password can containonly a-z 8-Z0-9,;:."<> +=\|?7@ & ~1()

2.Password can't be only *.Example:™' or "=*' or "***" ig illegal, but '123*" or '*45" is OK.

Password Strength:
Strong password requirements:
. Minimal length is 8 characters.
. Must use at least 1 Upper and 1 lower character.

1

2

3. Must use at least 1 numeric or special character.
4, The Password cannot contain only the character *
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4.  Now, the Main Screen will appear. Take Vigor2962 as an example.

5. The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout
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|-4 Dashboard

The Dashboard provides a convenient way to monitor the current status of the router,
including firmware version, system resource usage, LAN and WAN connection uptimes, and
interface usage. It is refreshed every 5 seconds with the latest information.

earch Menu

For the Dashboard is the landing page after logging into the web configuration utility, you can
also bring up the Dashboard by clicking on the Dashboard on the menu bar.

The figure below shows the Dashboard of the Vigor2962. The Dashboards of other Vigor2962
models are may vary slightly due to differences in features.

Dashboard

F . | Vigor2962
f e e I %
'y u’ AT WAN2 LAN LAN LAN

use1
Sl AR iy |: ] i m E
Re p2 use2

P3 P4 P5 P&

B 10/100M iG M2.5G

System Information

Model Name Vigor2962 System Up Time 1 day 22:20:00 System Status
Router Name FAE2962ACSGW Current Time Fri Jul 04 2025 11:42:47 Dynamic DNS
FW /Loader version o :0-RCS Build Date/Time Jun 25 2025 21:52:40 TR-0B9

r5161_8043_7cfc57ae90/v24
User Management

IM/P2P Block

LAN MAC Address 14-49-BC-3C-8B-10

Schedule
SysLog / Mail Alert

System Resource

CPU Usage: _ 16% e

Co-Proc CPU: l 1% RADIUS

Memory Usage: 83% Firewall Object Sefting
Session (cur/max.): I 196/1% Data Flow Monitor

Certificate Status

IPv4 LAN Information

‘

IP Address DHCP IP Address DHCP ® Expired (0)
LAN1 192.168.62.1/24 v LAN2 131.107.2.206/24  x
LAN3 192.168.72.1/24 v LAN4 102.168.82.1/20 v
LANG 192.168.100.1/24 \' ® OK | 12}

The System Information section displays general information about the router, such as system
uptime, current time, firmware version, LAN MAC Address and so on.

The IPv4 Internet Access section shows the IPv4 connection status of the WAN ports, including
their access modes, IP addresses, MAC addresses and uptimes.

The IPv6 Internet Access section shows the IPv6 connection status of the WAN port that has
IPv6 enabled. Unlike IPv4, IPv6 support is limited to one WAN port at a time, so there is
always at most one IPv6 WAN connection shown.

The Interface section shows the physical connection status of the WAN and LAN interfaces.
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The Security section shows the states of the security-related features, including VPN, MyVigor
and DosS.

Router Name, Current Time, LAN#, WAN# will bring the configuration page for modification.
Simply move the mouse cursor on these items to access the web pages.

I-4-1 Virtual Panel

At the top of the Dashboard page is the Virtual Panel, a graphical simulation of the front
panel of the router.

The WAN and LAN connectors are shaded with various colours to indicate their status at any
given point in time.

Vigor2962

Security VPN Router

Port Color Description
WAN# Black WAN port is disconnected.
Green WAN port is connected at 1/2.5 Gbps.
Orange WAN port is connected at 10/100 Mbps.
P1 ~P6 Black LAN port is disconnected.
(LAN) Green LAN port is connected at 1/2.5 Gbps.
Orange LAN port is connected at 10/100 Mbps.
USB Black No USB device is connected.
Green A USB device is connected.

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.

1-4-2 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. For your convenience, some of the most-frequently-used items in the Web
Configuration Utility are listed under the Quick Access section on the Dashboard.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.
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10

Quick Access
System Status
Oynamic DNS
TR-069
User Management
IM/P2P Block
Schedule
SysLog / Mail Alert
LDAP
RADIUS

Firewall Object Setting

Data Flow Monitor

Move your mouse cursor on any one of the links and click on it. The corresponding setting
page will be open immediately.

Hyperlink

Destination

System Status

System Maintenance >> System Status

Dynamic DNS

Applications >> Dynamic DNS Setup

TR-069

System Maintenance >> TR-069 Setting

User Management

User Management >> User Profile

IM/P2P Block

CSM >> APP Enforcement Profile

Schedule

Applications >> Schedule

SysLog / Mail Alert

System Maintenance >> SysLog / Mail Alert Setup

LDAP

Applications >> Active Directory /LDAP

RADIUS

Applications >> RADIUS/TACACS+

Firewall Object Setting

Objects Setting >> IP Object

Data Flow Monitor

Diagnostics >> Data Flow Monitor
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In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

IPv4 LAN Information

‘

® Expired (0)

IP Address DHCP IP Address DHCP
LANT 192.168.62.1/24 v LAN2 131.107.2.206/24  x
LAN3 192.168.72.1/24 v LAN4 192.168.82.1/20 v
LANG 192.168.100.1/24 v ® ok (12)
Line / Mode 1P Address MAC Address Up Time View More
WAN1 Ethernet / DHCP Client Disconnected 14-49-BC-3C-8B-11 00:00:00
WAN2 Ethernet / PPPoE 220.132.88.33 14-49-BC-3C-8B-12 1 day 22:19:05

IPv6 Internet Access

Mode Address Scope Up Time
2001:B011:7009:55FF:0:E19:8B12:1/128 Global 1 day
\ /
AN i FE80::E19:8B12:1/128 Link 22:19:04

WAN Connected : 1, JWAN1 @WAN2

JLAN Connected : 7, @Port3 PPort4 @Ports _Port6

=AY Connected : 4 Remote Dial-in User / LAN to LAN
3 Myligor Activate : 2, Web Content Filter, DrayDDNS License

1 Dol Attack Detected :

3 Rofjtca

Bryte Force Protection Blocked IP : 155 ( view list )

Note that there is a plus (J ) icon located on the left side of LAN/VPN/MyVigor/DoS. Click it
to review the detrailed information.

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time
WAN1 Ethernet / DHCP Client Disconnected 14-49-BC-3C-8B-11 00:00:00
WAN2 Ethernet / PPPoE 220.132.88.33 14-49-BC-3C-8B-12 1 day 22:20:23

IPv6 Internet Access
Mode Address Scope Up Time
2001:B011:7009:55FF:0:E19:8B12:1/128 Global 1 day

\ / }
ik [T FEB0::E19:8B12:1/128 Link 22:20:22

Interface
WAN Connected : 1, | WAN1 WWAN2Z2

ﬂLAN Connected : 7, @Port3  @Port4  @Ports  (Ports \

Host 1D IP Address MAC Port
152.168.62.100 08-BF-B8-D5-DF-64 P4
VigoraPo12C 192.168.62.10 14-49-BC-44-81-8E P5
R1000816 192.168.62.11 00-E0-4C-68-00-CF P5
192.168.62.12 00-1D-AA-00-00-00 P5
Vigor 192.168.62.15 14-49-BC-02-37-D9 P5
192.168.62.17 08-00-27-AC-17-F2 P4

K 192.168.62.36 14-49-BC-39-AF-09 P3 j

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).
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1-4-3 GUI Map

AOEBEEE

'R-069

| GUI Map l

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map

Dashboard
Wizards

Online Status

Port Setup
WAN

LAN

Hotspot Web Portal

Quick Start Wizard
Service Activation Wizard
VPN Client Wizard

VPN Server Wizard

Physical Connection
Virtual WAN

General Setup
Internet Access
Multi-VL AN
WAN Budget

General Setup

VLAN

Bind IP to MAC

Port MirroriPacket Capture
PPPoE Server

Profile Setup

Nepre Infarmatinn

VPN and Remote Access

Certificate Management

USB Application

Vigor2962 Series User’s Guide

Remote Access Control
PPP General Setup

SSL General Setup
IPsec General Setup
IPsec Peer Identity

VPN Matcher Setup
OpenVPN

WireGuard

Remote Dial-in User

LAN to LAN

VPN TRUNK Management
Connection Management

Local Certificate
Trusted CA Certificate
Certificate Backup
Self-Signed Certificate

USB General Settings
USB User Management
File Explorer

USB Device Status

Tammaratnre Sanemr




I-4-4 Web Console

BEEBRE A

Web Console

It is not necessary to use the telnet command via DOS prompt. The changes made by using

web console have the same effects as modified through web user interface. The

functions/settings modified under Web Console also can be reviewed on the web user

interface.

Click the Web Console icon on the top of the main screen to open the following screen.

D Console - Google Chrome l=[3] & |
A F=2 | 192.168.1.120/doc/console.htm Egl
Type ? for command help
> ?

% Valid commands are:

csm ddns dos exit internet ip

ip6 ipf log ldap tacacsplus mngt
msubnet ocbject port portmaptime gos quit
show SPv switch SYS testmail fs
upnp ush vighrg vlan vpn wan
hsportal radius local ge21x  wol usepr appaos
nand apm ha SWm cert service
> 1

I-4-5 Config Backup

BEEBHE

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Vigor2962 Series User’s Guide 13



14

I-4-6 Manual Download

al=l=laja)e

[ Manual Download

-

Click this icon to open online user’s guide of Vigor router. This document offers detailed
information for the settings on web user interface.

DrayTek

Vigor2962 Manuals

Vigor2865

USERS G

() Vigor2062 | DrayTek - Google Chrome =[@] = |
&8 draytek.com/support/manuals/vigor2962 <7

DrayTek

Vigor2962 series

2.5G Security VPN Rauter

FY

Fv".'f‘w.*’igor | ':*:'GC'}B:"E\ v

|-4-7 Logout

BEEEEE

Click this icon to exit the web user interface.

Vigor2962 Series User’s Guide



I-4-8 Online Status

Dashboard
Online Status

Search menu

|-4-8-1 Physical Connection

The Physical Connection page displays the status of all the physical network interfaces,
including LAN and WAN.

The information shown for every interface can be in green, indicating the interface is enabled
and online; or red, indicating the interface is either disabled or offline.

Physical Connection for IPv4 Protocol

This IPv4 tab displays IPv4 related information of all the LAN and WAN interfaces.

Online Status

Physical Connection System Uptime: 2days 23:21:10

IPvd IPv6
LAN Status
IP Address TX Packets RX Packets Router Primary  Router Secondary
192.168.1.1 201,030 79,214 8.8.8.8 3.8.4.4
WAN 1 Status == Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
ol 0 0 0
WAN 2 Status == Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
-- --- 1,854 0 3,383 0

Detailed explanation (for IPv4) is shown below:

Item
LAN Status

Description

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

WAN# Status Enable - Yes in red means such interface is available but

not enabled. Yes in green means such interface is enabled.
Line - Displays the physical connection (VDSL, ADSL, or
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Item

Description

Ethernet) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Physical Connection for IPv6 Protocol

This IPv6 tab displays IPv6 related information of all the LAN and WAN interfaces.

Online Status

Physical Connection

System Uptime: 2days 23:22:10

IPv4 IPv6

LAN Status

IP Address

FES0::1649:BCFF:FEOD: 1F48/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1,114 259 86,908 26,354
WAN1 IPv6 Status

Enable Mode Up Time

Mo Offline ---

IP Gateway IP
WAN2 IPvG Status

Enable Mode Up Time

Mo Offline ---

IP Gateway IP

Detailed explanation (for IPv6) is shown below:

Item

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN# IPv6 Status

Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in

16
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Item Description

red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready
for accessing Internet; the words in red mean that the WAN connection of
that interface is not ready for accessing Internet.

|-4-8-2 Virtual WAN
The Virtual WAN screen displays the status of the virtual WAN interfaces.

Virtual WAN are used by TR-069 management, VolIP service and so on.

The field of Application will list the purpose of such WAN connection.

Online Status

Virtual WAN System Uptime: 2days 23:26:39
WAN 8 Status

Enable Line Name Mode Up Time Application

Yes Ethernet --- 00:00:00

P GW IP TX Packets TX Rate(bps) RX Packets RX Rate({bps)

WAN 9 Status

Enable Line Name Mode Up Time Application
Yes Ethernst - 00:00:00

P GW IP TX Packets TX Rate(bps) RX Packets RX Rate(bps)

Detailed explanation is shown below:

Item Description

Enable Yes- Virtual WAN interface is enabled.
No- Virtual WAN interface is disabled.

Line The WAN port and connection mode used for this virtual
WAN.

ADSL- ADSL mode on WANL1.
VDSL- VDSL mode on WANL1.
Ethernet(WAN2)- The Ethernet WAN2 port is used for this

Name The IPv6 addresses of the WAN interface. The global address
is routable whereas the link local address is for LAN use only.

Mode Gateway address of the IPv6 WAN connection.

Up Time Yes: IPv6 support on the WAN interface is enabled.
No: IPv6 support on the WAN interface is disabled.

Application The IPv6 access mode, which can be one of Offline, PPP,