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- BT RIREEAF THRY "Upgrade” EHRBIBIEERT{ER -
FPSTRE - TFTR AR E BT R8T -
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FBET SR [ E"fﬁ‘”ﬂﬂffb?"n%ﬁﬁl“ S F R B S -
IRTIESES gibbed:{pd l

HEZE LH

P EREDS

g 1:E

P ARP thHR %
P DHCP %

P NAT R8I ER

P EEE VLAN 82 T ERIE
P EHEERGE

P EE%

P Ping B &2k

P ERRKH

3.13.1 FHSHEE I B

HE IS ST S OB 2 B F SEL o ARBEAREESEAS(T PPPOE HY PPPOA) [ 1 i
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ERZHLHE -~ BEBIE

ERESEHN AR | EHEm |
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00 00 00 000000 00 00-00 00 0000 00000000
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3.13.2 BFfhi&
FECSR R S OEREAAR A TR A PR RAE TRV IP B R
HEZHLH >> R¥BHE

Har{T oy 3s sk | EWEm |
Kav: C - commected, § - static, R - EIP, * - default, ~ - private -~
* 0.0.0.0f 0.0.0.0 wia 172.16.3.4,  WaNl
- 192, 168.1.0f 255.255.255.0 is directly comnected, Lt
C 172.16.0.0/ 255.255.0.0 is directly commected,  WANI

PFER HIE R T -

3.13.3 ARP Pva.

HEISSET 519 ARP VR4 25 13 11 ARP(Address Resolution Protocol) (VY
PJ?‘[' ’ LFLA?JFE‘[%ET;% OO T HHMAC SR SRR A SHE] VRS -
BEZE LH >> a4l ARP {3k

2k H0E ARP thEYIE | &K | BEHEm |
IP fddress MaC Address -
192, 168, 1.10 00-0E-&6-24-D5-41
172.16.2.141 00-15-F2-pc-21-91
172.16.2. 111 00-0E-4A-39-D1-C0
172.16.2 136 00-ED-13-BE-464-EF
172.16.2.213 00-50-7F-30-1E-E9
172.16.2.109 00-0C-6E-05-16-F9
172.16.3.200 00-10-B5-34-32-3C
172.16,2.18 00-50-FC-2F-3D-17
172.16.2.133 00-0C-AE-5E-CA-0C
172.16.3.204 00-50-7F-25-FA-4D
172.16.,2.181 00-0E-46-24-D5-EF
172.16.2.236 00-50-7F-12-55-77
172.16.3 163 00-50-7F-14-58-20
172,163,198 00-50-7F-14-57-AE
172.16.3 156 00-50-7F- l&-56-0E w
RUFFEIT PR A
i FE IRt A -
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3.13.4 DHCP %.
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Index B SRR E R rﬂvo
IP Address B, E"a“af'd’f ﬁj{% [ 1P b Jgho
MAC Address 517 DHCP f{ Tt L TRAY MAC A it
Leased Time R ?‘F’[i%’%ﬁ ILJFH%EJ]‘ i o
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3.13.5 NAT 8 EHT =
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HEZE LH == NAT FEgMiReR

NAT 2R Sk e | EHEm |
_______________________________________________________________________________ s
Private IP :Port #Pseudo Port Peer IF :Port Interface
192.163.1.10 1374 50960 207.46.106.13 B0 WANI
192 163.1.10 1381 50067  207.46.26.254 7001 WANI
192, 163.1.10 1381 50067 207.46.26.254 9 wanl
192, 168.1.10 1381 50967 207.46.26.253 7001 WAl
w
Private IP:Port AR 1P O HAIRBE
#Pseudo Port REFER B EUE NAT Al E'Jﬁfj?ffﬁﬁﬁ?&iﬁ& o
Peer IP:Port L_,F,J S OESAYE Y IP A IR
Interface i WAN SgIR5LT [2
[Ea03 Al I

3.13.6 SEELVLAN 5L BT

B ZET L ERTGELVLAN U2 AR ?WFEITJ AGED o A FIRT BT A
VLAN = #§[i5 IP & g~ MAC o 4HA1ET 1D e

HEZELE >> SSVLANS E 18
#58 VLAN &8 LE&AIR | EFEDE |
IF Address MaC Address Login ID o
192.168.1.15 00=-14=-85=-2 6=-00=-8C Civy
192.168.1.16 OD-0E-35-AB-A44-E7 Home
v
IP Address B 2GR Y 1P b g o
MAC Address HE 2 A8 B0 MAC P diEo
Login ID 2 AR %@W’T’Eﬁu‘“ D -
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BHEF: 1 ESeH'NALEE PC FPEUEIRMEEE 5 S o
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3.13.9 Ping FIZyZ %

HNFISSBET 8 SEE Ping FISSEHITART -
BB TH >> Ping 25

Ping Sk
BaY: GUREIEE Ping ERE4EEE ERTER - 2R TIEIEEE EEHE WAN AEH
1T ping BIE - F5EE "TIEE" -
e | TIEE v
Ping = Eﬁ’fp W bl ﬁ-ﬂt
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3.13.10 Ff1#EEEEN

F FISSBET 3 SR ) - & 1 e 2

L
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EREHNE
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TS
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TIEIE v
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VPN BR3ERFEN == IPSec HASHE

VPN IKE / IPSec st
EiREA T RHE RS P ERATEASEE (LAN to LAN)

o

IKE 2B H A
ficBradslee snee
TERETE R e snee
IPSec ZREEL A
iR (AH)
HHERIETIREE - BT EETINE -
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HEHETREME -
[ TEE ] [ A ]
3. % LAN-O-LAN Rty 23 s [T | (EApestfi f
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H=~ IKE =z e FHFUAIIPSec 4= Bﬁ%’%r °
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B HNAREER EiEET
O 150N ERELR
< PRTP =
@ 1PSec PEP H
O B IPSec FHIAY L2TP V1 B B P
ISDM EHEsRis IKE S35 =%
B VPN FRREZFAIRRSE 1P Fiits.
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PPN EE AL PPP BB = pRSRTE T (S0 T ] BRSO G E - Jfri[y[ EAES 1P AP g
0= 158 £ ﬁ‘fﬁﬂ‘ VI SRS

2. @ihEne
i alicicli oo r ]
O I5DN
@ PRTP
O IPSec
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5 VPN BTz RGeS 1P S,

(N 5551234, draytek.com & 123.45.67.59)
220,135 240210

EiERT

A A
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PPP Eige

v [E4E BRRE - REEA

IKE 83575 %
TRsEH SR

iR (4, 509)

IPSec 22y 7=
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EE

FISEB(1-15) B HE g
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e e
121 ISDN SRRE FiEs

L™ R R T [ ] BA VPN s
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FERIPITrERIEL -
3. BASOE

FLETHIE A
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IPSec

[ 5% 1PSec [FHIAIL2TP
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G D

FURL IPSec » [S 1] BB PGS E - w;
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ﬁij ‘—r“ b

EREAE
Eett
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IKE S35 75 %
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HigshiE (CBCP)
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LS 1P o
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3. ARG
SLRFRR AT
[ 1s0M
PRTP
[ 1psec
[ =2 1psec FHIg L2TP

Specify ISDN CLID = iEk vPN Bis
#1477 1SDN SRIBE 475 VPN FINRSE 1P
220135240210

5 1D
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ERREEIP 0000
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EmEREEE 2552552550
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v EEE @ gy O BARA
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BRIEFE(<.509)
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BEEEE
EETTIERER
R
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it ‘f‘.}ﬁ[ﬁE’f‘. P/ 5+ I e BETIE A

o £ i B Vi L -
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BT EREREER
B v
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F
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e -

VPN SERRTFIN > PPP BEETHE

THEIBEN PR B UL

T %1_,]1.1 rqf‘,—’fVatleru HEH | 4 EY VPN RIS

(L PPTP + L2TP 37+ 241 PPP — ESBE

PPP HA SR
PPP/MP 232 159 P BB ATHE
18 PPPEGE PAP T CHAF AEE 1P Sk 192,168,220
85, PPP {15 (MPPE) $BfE MPPE 3
BEHERE (PF) OROZ
BRELE
=
SESEF™ 1PSec KL= AVARASS » fatkL IPSec FyRLI) IPSec P«Tﬁt@* Y L2TP » [
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& VPN IKE/ IPSec 314 BRIl - BN POt |2 -

VPN BEERRTEHL > IPSec BATHE

VPN IKE / IPSec A5
R EHEREE P ERASASNE (LAN to LAN) -

IKE 338752
EEET R ense |
AR SR enee |
IPSec ZRBTHHA

PR (AH)

HEHETEE - BT EETMmE -

&R (ESP) oes [“apes  [MaEs
HEHETER R0 -
3. % LAN-to-LAN Rl - S2isked [ BRI | Fpieitii, -
4 AL R (ST VPN S PIERE 7 HT T VPN i

VPN BRERFFM >> LAN to LAN

SrgEdl 1
1. —gae
ST Biranchi s ® e O g O @A
O pemitst e O sigimis
iiceialss 30| #p(s)
VPN Bl E: | AN S v O] B PING LAgiSiEes
fe52 1P firdl

S. RN [ S R g R 2 Es g a1 B e

L L IPSes - G711 PRI WA LRI 1P
i~ IKE F?':ij*h;“ﬁl IPSec ¥’ gﬂ@%ﬂjr °
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2. i3
FiFHARERR
O 150N
O PPTP
® IPSec
O B 1Psec [FHIEY L2TRP

1SDN {§ERRiED;
I VPN i AR 1P B
({40 5551234, draytek.com = 123.45.67.859)

220.135.240208

Y
h~ ]
2. {BHEnE

HigHmA RS

O 150M

® ppTR

O IPsec

O B IPSec [FHIFIL2TP

ISDN SRR
S VPN IR AARSE [P s,
(Pl 5551234, draytek.com & 123.45.67.89)

220.135.240.208

g VEL PPP 32 VRIS
H P~ A VI B

EEEn

RREEE

i

PPP it

VI B BARE  REED

IKE 8232530
© faskHAER

IEE s SR

O ghitrge(x.509)

IPSec Z2EREER
© ipaH)

O mipESP)

FEEE

FASR(1-15) B PR S

o ' '

EgTIEE (CBCP)
P S
1244 ISDN EIE Tifk

FUo ST T RIS ASE - AR S IP

EiEEa
e RE AR drayiek
ki [TITTTT)
PP B PAPCHAF
W1 R © pag O BaRg
IKE EasE 5=
TRsEHER

B EE(X.500)

IPSec BREAEL A
ERCAHY
mRIESP)

SRS

FIIRIE(1-15) it HhE &

i@ hEs (CBCP)

% BB
1Rfi ISDN SRIEFHER

R R T T SR AT VPN -

YL R pARSR

F%J%'El [ [EG‘T\L‘_§§LF JI:%';‘QL: °

UL IPSec [T RIS - 4 SR 1P ¢
I~ FERE VA IPSec = ’F\IE[U*J}HF ;I*J,E\ufu%

H] 3 IPSec §l¢
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3 BASOE
SR AER
[ 150K
O rrTR
PSec
O B4 Psec [FRAy LaTh | B v

Specify ISDN CLID 3% 35 vPN BEiE
$H7 1SDN IR $07 vPN fRIfREE 1P
220,135, 240,208

FE#% 10

YN F"J%ﬁﬂ
IP b g1~ il ™ [

3. |ARNE
FSLITOTIR A S
[ 15DH
PPTP
[ 1Psec
[0 E# Psec [EHIAy L2TP

Specify ISDN CLID o iR VPN BB
5 1SDN SERES H5 VPN RERER 1P
220,135 240,208

g 1D

ERELRE
TE
W1 B4R

IKE 833875 %,
TaseHFER

IKE TR A a8

Otz 509)

IPSec ZRBRFEH R

P (4H)

EiE (ESP)
DES

S ighE: (CBCP)
B AT TSRS
EATFIREES
IR
Tl gk g RS

FIRL PPTP £ U5 »
EPE R VI ST

EREEE
fit]
VI SR

IKE 33675 7
TastH g

BRI (%.509)

IPSec REBHHT A
PR (AH)
iR (ESP)
DES

=R (CBCP)
B HENSThEE

ERTFISRE R

Bzt
T BxENEIEA

7. &7+ TCP/IP Network Settings 557t 5mt

RNE]

1. TCPIPHER
FHAT WAN TP
ER RS 1P
ERERE 1P

1=

0.000
0,000
19216810
2552552550

¥2)
[id

RIP J58

© e O BEE

30ES AES

Fi(s)

L_n FV J\} T@ FAA Eﬁizsii;ﬂéi%

drayick
ssses

© papr O pemA

3DES AES

5(s)

r’ IfIRE P/ AR > g s

VPN ﬁﬂ@[%ﬂjﬁ‘ﬂ E"FJ = DQE [%EA [/1mﬁ,1ﬂfﬁ”[, o

=i v

B TR R R AR
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EET |

EIEH VPN BIELTHRRE
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4.2 b 7 (ALY R VPN SRR

bl I'[E‘ﬁjE'JEfJﬁl"ﬂﬂ: (B8 W7 (E=H - [ =i = P9 2 R - (Mg
[E IR ORISR > [T Jﬁﬁﬁiﬁ‘?féﬁmﬁﬁ‘ﬁé%j ﬁfﬁ}E'JtWF@%ﬁi’ S
B =95k Smart VPN Client »

£ SZE R
it @ffu:

VPN Router
210.135.240.208
Remote Network \h
192.168.1.0
192.168.1.6 for IPSec
210.135.240.210 for

PPTP or L2TP

192.168.1.2 192.168.1.3

BN AT VPNE B

1. F'ﬁji% VPN _%fifﬁjﬁ?vr%%ffﬂ ljg%f_fﬁ}a,vgﬁ]” , ?TE' |4 Fifis VPN 55;»,%3; a
N '“’;‘L: o
B

2. B BRI PPPOELT VAR o fithl PPTP ~ L2TP 57> [T PPP ﬁli?&‘”—{—_]%‘f
L

VPN BRiEEE7FHY >> PPP HA ¢

PPP BAESE

PPP/MP 52 159 IP B A B

oo e
182,90 08 (PP

B HEEGE (PAP) ORG@FE

w2 E—

UGS ARSI TR IPSec « 911 IPsec AL IPSec FEILY L2TP » (s i

IKE/IPSec £ % F%”Q‘:mﬁﬂ“—;—“—ﬁjﬁﬂ T IEAUTHEH P & 6 -
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VPN BRI == IPSec HASNE

VPN IKE / IPSec BEAIHE
ERBAEAERARE IP ERATRAGE (LAN to LAN] -

IKE 23575,

T AR sses
TR A sses
IPSec Z2EAET A

iR (AH)

HERETRSE » BT EETIE -

& (ESP) Flpes [#lapes  [FlaEs
ERERETRE R -

e ) ()

3. ESEMR PR - T A e -
4 HE? l%ﬂ\l__ﬁm [ S 1) PRt = B B VPN St o
iz *'F'“%"’r IFURL IPSec » [EF ) I B A wg%ﬁfﬁ}ﬁéﬁm IP i

T IKE 551 =VA1IPSec 4 = [ “ﬁﬁ“ F E‘[JTAJD}HEIE*JE y[EFRH] B IPSec FL
ir%‘—}_ﬁpm}{ F[Jﬁ}‘{ °

I
VPN BRI >> RIS A S
FIEE 1
FHEEERZS
BERYIE IHIRSE BRI
BAS s 300 # =
FEFRTE A B IKE s2t28 %5 5%
0 =on eI P
- EEEEE T
IPSeci@ig [ #yfergres (%.509)

[0 g4 1PSec [EHIE L2TP

EEIERENE,
IPs
iERE PEES 1S0N $EiE ec HREHEH R
210135240210 PR (AH)
=ik (ESP)

T 1D DES 3DES AES
F48 1D (HHEEHE)

EiRTE
BB [EISTIEE
IEIEEERNE
SRS
Bt BNl & (=t f 4
T ehENS AT EiN

() [(#F ) (%% ]
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B
1.

YPHGEE EVRL PPP EL = pUARSELE

IP b3 {7 £~ R VO S

VPN GEERF ~> ERBAEHNE

EE]ET
EHEERRZE
BEREIE MRS
B AF

SEFRTRA B

O 150M
PPTP
O 1PseciEd

[0 B# 1Psec EHIgT L2TP
fisaba i

300 | w

EHEAE drayick
=B [T
IKE ZEH =
ikt ]

BLEE (%.500)

Flos fo !EF = EL P E

o A A

S

SRR A [SON 368 (Pec SEMEDA
2101535240210 Ei&q:ij(Ii\H)
I ID DES 3DES AES
=] (HFEHEA)
R TEE
BB SR
R EERE
Bl
BB &5 S T
Al e e 5
(®= ] [(#& ) (7%
1= A I—Fw%ﬂ‘—
%} WIn98/ME =53k F > [&7f' '] [fi '] Dial-up Networking g =" PPTP 3f[3gia
2y 5 %F Win2000/XP 5t J]EJ“J Network and Dial-up connections */i Smart VPN
Cllent ﬁj?ﬁ'ﬁ‘ri@ﬂ' PP P L2TP #1 L2TP over IPSec il » [&f' 1) o AERY-A
HHISE Ulﬁjﬁgﬁ/ ' http://www.draytek.com/ aﬁﬁ!ﬂ BV LTV S RIHET

%ﬁy_‘ R 2 F[ °
T IR T s S EY- TR H AR T 424 g Step O fl1fY Configure f#E:
FUPPITE i -
3, Smart VPN Client 3.2 2 (WinXP) =3

Step 0.

Step 1. Dial ko ISP

Skep &, Connect to VPN Server

This step will add the ProhibitIpSec reqgistry value to computer in
order to configure a L2TPIPSec connection using a pre-shared key
or a LZTP connection. For more infomation, please read the article
Q240262 in the Microsoft Knowledgement Base.

Configure

If wou have already gotten a public IP, vou can skip this step.

Inserk ] l Remove

Stakus: Mo connection PPTP ISP & VPN @
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it Step 2. Connect to VPN Server [[1 > $# 7~ Insert & #ig— [F#fiu ™ [ 1o

e

Dial To ¥FN

Session Mame:

VPN Server IPJHOST Marme{such as 123.45.67.69 or dravtek.cam)

IOIRSE ETRL IPSec Tunnel » 417+ [l

X

|OfFice |

192.168.1.1 |
User Mame : | |
Passwoaord | |
Type of WP
COPpTR OLete
(CIL2TP over IPSec

PPTF Encrypkion

[ use default gateway on remote network

Cancel

[ Al NS
e

IPSec Policy Setting

My IF
Type of IPSec

() Standard IPSec Tunnel
Remate Subnet : | |

Remaote Subnet Mask | |

(&) Virture 1P

(#) Obtain an IP address automatically (DHCP over IPSec)
() specify an IP address

Security Method
(2 Medium{aH)

Authority Method
() Pre-shared Key :

() Certification Authority:

RAITES
ORISR VPN BRI 5

&

]

172.16.3.100

| DrayTek Virture Interface w |

IP Address:

Subnet Mask:

sokkokok |

i/pf;\l“"“ SIURLPPP B PUIRFTEE o (BT )0

GRS EREFIE T R
F”[ f“ = wfﬂaﬁ FrTE
F“ 1381 [ = VPN | ﬁF/aL” R F R E

IV IP -~ = RN R R

133 4% Pre-Shared Key -

- AL VPN (I IP i
‘7?'71‘[[ '?TF M, 'Eﬁr & VPN ,[IE[[#'SH[FH—%—L
AR IR o AT A m,J,.J ¥ = Ml [}'1»/
fepigses - i

RO RER B i
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Dial To YEN &'
Session Mame: office

WPN Server IPfHOST Mamefsuch as 123.45.67.89 or draytek.com)

192.168.1.1
User Mame : dravtek_userl
Password Hebobodek
Type of VP
(®PPTP CLate
() IPSec Tunnel (CILZTP over IPSec

FFTF Encrypkion

O Mo encryption

OMaximum strength encryption

Use default gakeway on remote network,

4. $F Connect & g = sfiasl > g,l{aﬁa&&’fﬁ [/EJJ‘ BT F[T T SRR E R ]

£.1°

4.3 QoS Ly

F
b S I 00 g 1 e i L S i L
[IEJE?[EHELQH IHHTTPS [S'fQ_VPN £ Jac SEF A fi] qwg ) _Hﬁﬁf Sy T,
P PP ERI L flEjj: ) *H@I@Skype P -
1. & PR VARSI

HEEH >> EEME(00S)

HAESNE
w3l iR HE HrE mpi1 &y zmpa Hih uormzEed
waMl BHR  10000Kbps/io0000Kbps B 25w 25w 259 25% TRLH i
waMz BH 10000Kbps/i0000Kbps £ 25w 25w 25w 25% TRLH FOE
Echii bl
E-4] Hil HH EHE=
Al 1 £E
Al 2 =15 E- =L
Al 3 £5

2. HPWANL ORI » G b ISR (QSHAI- b= = i st > 2
BRI = Sﬂi il - i et f
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HEEH >> EBmE (003)

WANT B3
M B S 6 B (Qo Syt LR v
BT

WAN TS | Ly

3. [ b et AT L ORREERT i S T L 7 “E-mail” s b

HEEH -> BERE
EEL
#7m  [Fmal IHJ
3 DiffServ
e 3 2 ER Bk it i it
10 B {Eff—1E {EfR—iE ANY AMY
i
[ HEE ] [ A ]

VI o Y -

4. [RIHEE %éﬂéﬁg%ﬁ(fﬂw 25%) Ap i iEPOP3 AISMTPEIR o L [MLEHV Y

HEEY >> BB HE(00S)
WANT £S5
7] BSR4 QoS e e
WAN FT#3E Kbps
WAN L #E3as Kbps
E1) B REmE I
0 1
= 2 "
=5 3 N
it e
[ B UDP EERH mERE | | %

BB

() [(#F ) (%]

5. [ I Tt » FITHI) 2 PORREERAAL " S I 2 Y €78 A S
PR ERPL(IYN 25%)5G " HTTP -
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HEEH >> EEME(00S)

HAESNE
-GN N HE Bl w1 s mms Hit uormEikd
wanl BER 10000Kbps/io0000OKbps  EE 25% 25% 25% 25% TRgH S :l
waMz BH 10000Kbps/i0000Kbps £ 25w 25w 25w 25% TRLH TIE
Echii bl
E-4] Hil HH EHE=
Al 1 £E
Al 2 =15 E- =L
Al 3 g5

6. EBHWANI Ui -
7. SIEER JUDPHIFCIEII L VoIP - EIFSUDPY R R fopofist At -

FEEH >> BEME(QoS)

WANT BAT0E
] BB 0 (o S B
WAN T#daE Kbps
WAN E#35E Khps
#HIRE mH4E EmEHA
=i 1 E-mail 2 e
H 2 HTTR %
2 3 % e
it [ Jae
BitH UDP $BEEHER SEE RSt %
ERv e

T LT I

B U [ YA S BRI R T (e VRN
—Wl%fl"“bl%iiﬁréfu[ %n“?ﬁ];ﬂﬁ%piﬁgw e T I
Bk ;}H i gtu - PN;E;A;EJ[E J,I;EIP%JL o

@ VPN Router @
‘:\}11}.135.24&.2&3

o e _—

R "l w 4 @

e
T VPN Tunnel
& o= P oy
Private Network
192.168.1.0 Cooperate Network

102.168.2.0
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9. R I -
HEEY > BEag
FHESIE
#pg  [Fwal |
5 e B st DiffSery BEES
CodePoint
10 RitH {EiRl—iE EiR—& ANY ANY
FEE B
Ij% E”i@ [H8pd %%H‘Yk’lﬁ?%*ﬁ'% R T (B h E - AR A
+]_l~ jtiyl_flﬁi "ﬁ“ﬂtfigﬁﬁé"%*fl&l Eng»i W& b ik [[%FUEEI‘LES'E[[JT@‘ IR
];%_k
ﬁﬁﬁﬂ == Eﬁﬁﬁﬁ
gEEm
B A
AL | | (%)
SR {LhE | | iREE
DiffServ CodePaint |ANY V|
B ANy v
BEY: sty A !
[ TEE ] [ i ]

4.4 [{iF] NAT 4 Bulsiigiise

7

F'Ef SIe A AR e | ﬁ?ﬁﬂﬂgﬁ— i ,;gr%usc S U g P n‘{]_H—J'“ﬁ*j%‘ B,
68.1.1/255.255.255.0 » [* |V DHCP [ EJHEL”“["*TF“ [ﬂ[FL“‘}‘F[ LBy NATE - S
- {l# 192.168.1.x {J IP "“fﬁ_" e[ - 192. 168 1.10 (] i e
Internet

ﬂ DHCP Server
Public IP Address et
;ri:at:S:b:et_ TTTT T TN .I g
Router IP Address:192.168.1.1

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

WS SEEO ATCD L R 1R NAT S RERO R
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ER#E - E430E

EX#ss TCP / IPER DHCP 3652

Es (P gl DHCP HESEHIS:

B NAT g OrE OBH

F— 1P firkt DHCP it OB—F488  BoTHE
B THEEE *eHh 1P firdl
1P s O BE © BR P BEHE

AP it R 1P firkt
BT catmEG | |

1 DHCE 48 DNS HERZE IP feht

[J @RI DNS FEhEs
P LN T

U 1S DHCP AT g 0O A o it g o

Internet

Public IP Address ﬁ

220.135.240.207

— e
Private Subnet "] P‘ oy
Router IP Address:182.168.1.1 I

192.168.1.22 192.168.1.11
DHCP Server

182.188.3.22 192.16&.3.11

B SAEAOAL R EE F SEEHITEE > 1R NAT PR -
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ER#E > EEATE

E&$ TCP / IPE DHCP S55E

EREE P S DHCP & 3t 48

fE MAT TER Opr ©ER

R 1Pkt 19216811 DHCP cofsttifnt OB —F4  BoFHEE

FoTHEESR 2552552550 05 TP it

e EE O R © 24 P REERE

B IP ikt 19216821 R IP I

BoTHERES 155.255.235.0 B R P (AL

=98 DHCP | DNS FREE P Boit

H DNS Fafes

RIP 3524 =H v = 1P it 1000150
WE P ik
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4.5 R s

160

RUPTIEL LV iy [ (A B PR T 51> Firmware Upgrade Utility ] 60 2 Fi it CD {1

L JRpRRRA B RRAG -

2. %Elﬂ HEI 5T SIAEFE &ﬁf#&“ FIfte

3. I SIAEFGHEI F o #F Install Now! (50 4% Syslog @i ™ ) I') i%{ﬁljﬁi% o
Please remermiber to set as follows in your DrayTek Router

o Derver [P Address TP address of the PC that runs the Syelog
& Port Mumber : Default value 514

Install Now!

4. RTSxxx.exe ﬁ?i}{ﬁ’ﬁ?ﬁ?ﬁﬁ?ﬂféﬁﬁlﬁ%ﬁiﬁ# %“ =T R R )
5. 37 www.draytek.com.tw Fffifi - I zsri"‘fE'F'jﬁ“ﬁ,uE“aL SR PRI -

6. &7 VIRIGET >> MR A SEPEET] (ALY o S AR
Vigor router 7 S E PRI

CEE
FEMPIEE-TEIAE - SRR T EMEERENE - LTHRMNESMHsEMRRN 54 - FRiEEmEErESRER
2T -

THHEWE HirHH A fEERER IR T

Router Tools 9sE IR R 361 MS-Wind ows FFFES i}
Srmart WPk Client asESHIS R 326 M S-Yfincd owes ZFRAES zip
LPR MESHITH 1.0 MS-Wind ows BFrint hiEZ B zin
WTA WEIHISH 28 Windows 20000:P ISON BEdh zip
DialPlan asE L B B 2.4_lite W S-Wind owes YolP B zip

7. %ﬁ‘* HEFINAU CD > % ﬁljﬁiﬁﬁ PEE Jﬁ?ﬂﬁﬁ%ﬁ % (zip fi%) -

8. 1 > ESH ZIP Hi% -
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0. TREAFI T SN T o SRR R

|'9EL Eetup - DrayTek Rounter Tools ¥3 5.1 Elil@

Welcome to the DrayTek Router
Tools ¥3.5.1 Setup Wizard
This will install DrayT ek Router Tools ¥3.5.1 on your computer.

It iz recommended that pou close all other applications before
continuing.

Click Mext to continue, or Cancel bo exit Setup.

[ Mew> |[ Cancel

10. I#E%”*i%ﬁ“ﬂ PEEIF=T S B Finish IEER A 5L -
11. FIBF ZIF EHI ?F,[H%,E_Jﬁﬁ R Router Tools XXX >> Firmware Upgrade

Utility -
%, Firmware Upgrade Utility 3.5 1 A=l
Time Cuk{Sec, ) Router IP;
5 | L]
Part Firrmware file:
E )
Password:

12. ﬁ“ HEFES 1P E jﬂﬁ £ 192.168.1.1 -

13. i}!@‘ﬁﬁ‘frﬁ’v,i(ﬁrmware file)fay * AT B S S 2 IR g #h VR
S E 5L Ij VA T TR F“T’gift xxxx.all (f fﬁ\ﬁ“ [FVRA R xxxx st
(}HF' IE [%JL W]l@pgl%@) %}if il FJ%’Q:E' FEip- e

%, Firmware Upgrade Utility 3.5.1 A=
Time Cuk{Sec, ) Raouter IP:
5 192.168.1.1 [..]
Port Firmware file:
63 D:}/5500 Series\wPsS00_twol.rst| ...

Password;

Vigor2950 =Y/ 1Y 1ol



14. ™ Send -

®\. Firmware Upgrade Utility 3 5.1

Time Cuk{Sec, ) Router IP;

5 | |192.168.1.1 (]
Port Firrmware file:

63 | |DiY 5500 Series\vPss00_twoLrst| [, ]
Password:

| | #bort Zend
Sending. ..

[----------------------

15. Zpii WRIET IR o
4.6 7 Windows CA i i et

CA ServerA CAServerB

Internet

9 User imports the certificate
as local certificate to Vigor
Router via Web GUI

o Userrequests a certificate
issued by CA Server Aand

Saves it.

1. EEEE Ef&”l>>‘¢){§§mﬁﬂ el F%—EEJT-IO

B0EY -> RS0

X509 FESEE TN
il S A ihee =15
- il
(%) (=] (W
X509 |0

162
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2.l REHHOERTR B R RN ST -

BEEY - FRES

ELEETE

TEELER

bcpi] Pk«
P

T4
EAE
&fB
BEME
e
HHEENL
BHEE
ETEMH:

£REn
PG

(EE)

3. HEHI Y X500 ESIRGET o FEH O [E T -
BEEH -» 2850

X509 FEBHBIE
Hi EX ] 7N L
i JC=Tw/O=Draytek/emailaddress. .. Requesting ks
(EE) [(®1] [ ]
X509 #EHIHERER

————— BEGIN CEETIFICATE REQUEST----- L
MI 1B ] CCARMC A A TELMAKGH | UEBWMCVE ¢xEDAOBzNVBAoTE ORy Y1 02Ws x IDike
Bekghk 1G9wlBCOEWENByERN zQORy Y1 02Wau V2 9 t MIG fMAONGC 808 ThADOERAQUA
A4GNADCE 10KB2ODPi oahuf gFQaVE 1 ceSOERSD fWknldHbl o1k 1BcTdLIDaFkEs 84
SwDeQytoVILEIz2 IDFDxj X6 ipTev] 87 twwTs gd 1 260k rGhuVTKA 9] 6F 1 crnkP 7
dufd t 23t WEAMDAWSCEVindvD | Shih] dxVYPWpNEYI rOT2RE] KEMaHEWpVpw I DAQAR
olCkw ] w¥IEoZ v e HNAQEOMRE owlDAWE s NVHEEED z ANz £+ cnF 5 GVt Liniwh TANE kg
hk iG0w0EAQTF AA0BzQAu SERUG AW LHONE/ HwToenl tHbew] Fvg/ t TRF 12T il
uRLI4CIE ] AnVAhMEy t cxEpEZAsMa 1 8zREE rAERo0BT x0 14556 0xCE/ N1GhIv09T]
I19Fgk ] IN1hipdTC] ec SHNE nQo SWT+Bce ATG+SCECwe jqud fo/ ATQF 2 BT0viw==

4. BT IR CA (RS - lﬂ&ﬁﬁ*‘iequestﬁ‘ﬁﬁ‘?i RS

Icate -

Windows 2000 CA {f/Jfy a8 Fbdi 4 - i a Certi

Welcome

‘You use this wieh site to request a certificate for your web browser, e-mail client, or other secure program. Cnce you acquire a certificate, you
will be able to securely identify yourself to other people over the web, signyour e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you requast.

Select a task:
O Retrieve the CA certificate or certificate revocation list
@ Request a certificate
& Check on a pending certificate
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& Advanced request SR Next -

Microsoft Cert

Choose Request Type

Flease select the type of request you would like to make:

O User certificate request

@ Advanced request

735E Submit a certificate request a base64 encoded PKCS #10 file or a renewal
request using a base64 encoded PKCS #7 file » Rix4¥ Next -

Microsoft Certific

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification
authority (CA) will determine the certificates that you can obtain

O Submit a certificate request to this CA using a form
@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a baset4 encoded PKCS #7 file.

© Request a certificate for a smart card on behalf of another user using the Smart Card Enroliment Station
You rust have an enrollment agent centificate to submit & request for another user.

Bzt X509 AR A - E4¥ Router (Offline request) F PSec (Offline
request)

Microsoft C

Submit A Saved Request

Paste a basetd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web
server) into the request field to submit the request to the certification authority (CA).

Saved Request:

1
I
1
1
|

=]

=

@

&

=

a

=

w

=

=

!

&

2]

=

=]
=
w
=
o
=]
=
w
e
i
I
1
1
|
>

MITBoi CCARMCAQAWOTELMAKGAIUEEWMCVF cxXEDLO

Basebd Encoded | BgkghkiG9wOECQEWEXEYZ XNz QGRYVELIDZUSu¥29t
Certificate Request | A4GNADCEiQKBgODOYB7muZF £FHNS/ Te0nGO3 Xk++
(PKCS #10 or #7): h¥4bp&9cUF9d1oACGGiN/ teBOekde ZdPFFwIXePS
®/GOATCTVO/ £0zpxroCwlITILS 150/ BndvE0951G ¥
< | k3

Erowse for a file to insert.

Certificate Template:
Administratar v

Administratar
Additional AttributAuthenticated Session

Basic EFS
EFS Recovery Agent
Attributes: || 00

Subordinate Certification Authority
Web Server

%

et ﬁlﬁé%"a e R - i ase 64 encoded 1RGN ANHIRGT -
Wi i e vin - isas | e i

164 Vigor2950 =il /=



Vigor2950 =

5.

S 9=

[FIEER AR 2

WSS ARG - R IR TR B
[ e B g I 5 G F I ROPT > S )6 SO o e
ESEYH >> £KES
X509 FEERIE

#E IA 1y =1

=X

fC=Tw/O=Draytek/emaildddress... Requesting

EEENEEES

X509 FEELBIHER R

I B § CCARMC AQ dwOTELMAkGA | TEERNCVF cxEDACE 2NVE A TEORy T 1 0ZWs £ TDAR
Bzkqhk 1G9y BCOEVENE vERN zQGRy VL DZWau T2 9 t MIG fMAOGC 3qGE Th3DOEBAQUA
AAENADCBIQKBz0DP 1oabn/ gFQaVE lceS0ERSD i Wkn[dHb 1 olk +9cTdLUDaFkés 8d
3whedwtoVILET =2 IDFOxj¥6ipTev]l 87 twuwTs gd 1 gZ260k/ rGhuVTRA9] AF L rnkP7
dudd 123 tWBAMDAWS cBVindwD | Shih] d xVYPWpNEVI :0T2RZ ] KEMaHEWpVpw IDAQAR
aCkwlw¥IKoZ T hweHAQE OME owGDAWE s NVHREED = ANz £ th conF 5 GV 1 Lintwh TANE gk
bl i GOwIBAYUF A0BzQAnSERUG t AW LLHONE  HwToen | tHQbow] Kve/ t75F 12T 1Hh
uRLTACIE T AnV4hMErt CxZpEE6 s Ma 18 zRRE rBAR0OBT x0 145560 xCE N1GhIVGAT 1

[9Fgqk ] IN1hipdTC] ecBNNZ] nQoSWU+BCef TO+SCECve jqu/ fof ATQFa BTG lws==

[T TR PR G VA TR AR

b |
o R R ES
iTE:
T8 JC=TW/O=0raytek/emailaddress=press@draytek.com
TREtanE: DNS:draytek.com
HAME:
AR

AR
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4.7 {1 CARGET K ‘/I%%:Z Windows CA [ﬁjﬁﬁ%ﬁ'fé’ NI

-

T
<
:\/
e

fur

CA ServerA CA ServerB

Interhet

9 User imports the certificate
as local certificate to Vigor

Router via Web GUI

o Userrequests a certificate
issued by CA Server Aand
Saves it.

1 02 RIES = CA TRV AERIORE - # Retrive the CA
certificate or certificate recoring list #* -

a Microsoft Certificate Services - Microsoft Internet Explorer

WEE EEE WO ENeEw TAO RAE@

O+7 - © HMRG Pus Jrmme= @ue @ -5 F-3

A D) €] htpi172.16.2.1 icerteres

v|Bnz &
msa - v| Puws - smEEmT EE X HERERE GI9) - o Homel 3§ Mesenesr (R B M

Microsoft

Welcome

You use this web site to request a certificate for yourweb browser, e-mail client, or other secure program. Once you acquire a certificate, you

will be able to securely identify yourself to other pecple over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:

@Retrievathe CA certificate or certificate revacation list
ORequest a certificate
O Check on a pending certificate
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2. 7 Choose file to download Bhfli - ¥ CA Certificate Current I'| »> Base 64
encoded - JRi1¥ Download CA certificate [ h4HiHh cer. ffi% o

% Microsoft Cerlificate Services - Microsoft Internet Explorer BEE
BEED A/ED WRD RHSEW IAD HAE >
Q7O X[@G Oue e @ue @25 3-8

At D) (€] hip#172.16.2.1 9hcertsovloentoans asp v| B = E

Y] pme - sEERR AIEE R0 SHERERS 010 - oo Homel 3§ Mesengr [ 389 MW

Microsoft Certifi

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

Choose file to download:

CA Certificate
Previous [vigor]

QDER encoded or @ Base 64 encoded
Doiwwnload CA certificate

Download CA cerfification path

Doiwnload latest certificate revocation list

3. [IEEE A R R 2 A CATRER » T S R
e Y o (B R R %ﬁ%%pw ﬁﬁﬁw«ﬁ@wwwo

EREY > HAfRhe CAES

X509 Ha{Sire CAREINE
Eut EA: iR =
Trusted CA-1 -—= --=

Trusted CaA-2 --- -

HEIE
Hm| | om| | e
==z *
¥ | ¥ | ¥

Trusted CA-3 - --=

[(Ex) [ =9 |

4. [T EFRE R AT - AR -

LEFAER
iRt Trusted Ca-1
TE: fC=USICN=vigor
T [C=USICH=vigar
THEMEE: DNS: draytek,com
HRHHE Aug 30 23:08:43 2005 GMT
FHIHHE: Aug 30 231 747 2007 GMT

EE "‘i?{gﬁ%ﬂfﬁq ’ ﬁ%%%ﬁ%fﬁﬁﬁ%‘»El AR Elplﬂlglﬁlg?% SRR VE
f] o
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5.2 fffi Kfit © FEI ORISR L T
| [ AR e 'J“lﬁdiiﬁ”’“[ﬁ“‘&ﬁ UL - ¥ T Ehi
l#‘/ﬂiﬁf\EV %l*‘ 1) j\ﬁ[JH‘%”E “]’ﬁlﬁtlg;%gg_‘ LR Jj

= Windows

—l EEC NIPEETRLT ] Windows XP - {F 2550 4 FLRS o '[f.i"EILJ?‘:’ﬁﬁﬁ“
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3. A7 BRIESHER A 0 SEH Internet Protocol (TCP/IP) » 57+ T J]«ﬁ%

I EiEHE AE
—f BpsE || R

SERRAE
ES Eealtek ETL3139 Family PCI Fast Ethemet NIC

ERTEC)..
IEEERER THIEB O
%C]jﬁnt for Microsoft Networks
gFﬂE and Printer Sharing for Microsoft Wetworks

B (108 Packet Scheduler
Internet Protocal (TCTAFR)

EEW.. FEER)

e

ﬁﬁ]?‘”%ﬂ:&ﬂbﬁﬁfﬁﬁﬂﬂﬁ:@?ﬂbﬁﬁ (TCPAP) - SEET
%EI*JE FEr e tRaE ¢ 1R -1l sig 2 FER T RE

SEARE - SRR TR AR A )

2IX

[ wme [ me

)

Internet Protocol (TCEAP) AE

—# | HihEE

INFAEEAERS S RIS TRThEE ¢ AT LIENE BEEsiRe [P 20E « &
Rl $npaR e M A eI S IERERT [F 5006 -

(&) BEhETE IP firdk (D)
O {ERATFFE IP fahbE):

© B#TE D ellaa{u i )

C{ERATFIA DN SRS L E):
| |
| |

R

e | wa
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iﬁE'JFS‘ MacOs

1.
2.
3.

T HTE 1 R T A Y MacOS s i“’{f%’iﬁ»gg: j\

& Applications i3 [ 1 Network fif{% 7 -
22" Network & [“1 > 7 Configure IPv4 £ Eif[1 > 245 Using DHCP -

8een Network =)
¢« = H O G
Show All : Dlspla-,rs Sound Ne[wnrk Startup Disk
Location: | Automatic |
Show:  Built-in Ethernet & ]
{ TCPfIP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4:  Using DHCP b5 ]
P Address. 152.168.1.10 Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains (Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
(" Configure IPv6... | @
I Click the lock to prevent further changes. | Assistme.. | [ Apply Now |
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5.3 fEEPV  FEIN Ping BTN RL S e
g S ORI T 192.168.1.1. [ KR5S 0 SRR " ping " 45 b A !
B OIS o ggﬁiw%q}:\' LA AIEE[ P E1 192, 168 LY f9lpvs » K/DFM%“EJ iﬁﬁ
e

(.—

}
El

—rrv

*Lﬁr&uwﬁ@w%ﬁﬁaukﬁﬁﬁwim%xtﬁwW@m#t
ﬂéﬁ Tt PR POAREE R AL ) - i IR IR AR ping

"_ ﬁﬁm%

= 1HT Windows
L I R R (B REE > BT ) -

2. ﬁﬁ?‘“ command (ﬁj“ [ Windows 95/98/ME )5 cmd (3™ [ Windows NT/
2000/XP) - DOS ik Jﬁh S ﬂﬁjﬁiﬁﬁjﬁ&q'fﬁl °

= Command Prompt

Microsoft Windows ¥P [Version 5.1.26881
(C> Copyright 1985-2801 Microsoft Corp.

D:“\Documents and Settings“fae>rping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255
Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255

Ping statistics for 192.168.1.1:

Packetz: Sent = 4, Received = 4, Lozt = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms. Average = Bns

D:“Documents and Settings:\fael>_

3. ﬁE?TJ“ ping 192.168.1.1 4§~ Enter » J[I{Hl ks %ﬂﬁllﬁﬂf@u# F1192.168.1.1
fYlpiE “Reply from 192.168.1.1: bytes=32 time<lms TTL=255" -

4. i/[@i@%iﬂ?(?ﬁ; iR L) %FEFHI[_{ * gﬁﬁ’FQ’IEJ IP rﬂf%;’“i"rl\[fj%' o

= %S MacOs (azf‘fﬁ.ﬂ%&)

1 rj;Flfpl T rJF’?]EJF' f MacOS ®ihxts - i"lﬁ’iﬁgg: L
2. #J¥ Applications fifi# =k f[ 11y Utilities % 7

3. 3{;&}5@ ™~ Terminal ; {E‘f‘.ﬂﬁ& Uﬂ‘}fl[fi[}{ﬁ’ ol @Elfiﬁ‘ﬁ o
4

fi* ping 192.168.1.1 ™ &' Enter 4 - i/[l%\'iﬁ_%rm ’ ?S‘Eujﬁkﬁjﬁ’il L1 64
bytes from 192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” F~F Ll
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SESNE) Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seg=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeq=2 ttl=2E6 time=A.716 ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=255 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 time=A.72 mz
B

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8,.723/8.756 ns

Yigori@:~ drovtekd ||

54 ﬁ%g\[ (v ISP I%%ﬁ iff‘\, I—fﬁﬁ
FERFIREE A o o WAN>>SISRE A g h ISP o -
# WAN1/WAN2 ﬁ\ﬁEléﬁF%@ﬁ%;aﬁ AR -
WAN => SHPESR2RFRR

SR

#3l _

pleges HrhE HEEA A

WANL Z AR EREHEF || HSZE
WANZ | = v
HEA

EETEREF «
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i%EIJR‘\ ADSL jﬁ}m;\%ﬁjﬂ(PPPOE)
- ﬁ%ﬁﬂ_ﬁ\lugﬁfﬁ%‘ajgﬁ .
2. W R EFEERRAL f ISP RS i -

WAN >> SR e g

WAN 1
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©rE OmH FRP

PSS e

ISP R WENTRIE
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EREEE lB40ETES @hinet net | i (PCP)
BEP O 8 ©F EEP)

wacow pame v E—
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@ FESL MAC firdt
O 455 Mac firdt

MAC ik
[(#E | [ %% )
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WAN 1
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