NO:AP1101-2 V.1

Release Note for Vigor2915 Series

Firmware Version: 446

Release Type: Important — Review release notes and upgrade if the changes

affect your system stability, performance, or security

Applied Models: Vigor2915, Vigor2915ac

Vigor2915 series is a dual band router which integrates IP layer QoS, NAT session/bandwidth

management to help users control works well with large bandwidth.

New Features

e Support XMPP.
e Support to show MAC address information of CPE in Syslog.
Improvement

e Improved: Improve the WebGUI Security.

e Improved: Improve the network security related to the system memory.

e Improved: Improve the WiFi Driver Security. (CVE-2025-20674, CVE-2025-20681,
CVE-2025-20692).

e (Corrected: An issue with a loop occurred for hotspot web portal.

e Corrected: An issue with reversed IP occurred in using DynuDDNS.

e (Corrected: An issue that the router did not sync the DrayDDNS daily.

e Corrected: An issue with LAN IP Conflict after receiving ARP Probe from LAN.

e Corrected: An issue with wronly display of IP list in Dianostics>>DoS Flood Table.

e Corrected: An issue with the telnet command " vpn remote xxx on/off " not working.

e Corrected: An issue with missing the Leave info login method for hotspot web portal.

e Corrected: An issue with the HTTPS server response when accessed by a domain name.

e Corrected: An issue that failed to establish a VPN connection if the VPN server used
UBDDNS.

e (Corrected: An issue with abnormal server response and query timeout related to Web
Content Filter.

e Corrected: An issue with TR-069 settings disappeared after rebooting the device based on
the time schedule.

e Corrected: An issue with DoS Defense log not shown in Web Syslog when Firewall was
selected as the Syslog Type.

e Corrected: An issue with failed to use Outlook if StartTLS was selected and SMTP port

value was set to 587 for the SMTP server.

Known Issue

None.

RD NO: 114 07 24



