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Release Note for Vigor2915 Series

Firmware Version: 4.4.6.2

Release Type: Critical — Upgrade immediately to address urgent security issues or major
system risks

Applied Models: Vigor2915, Vigor2915ac

Vigor2915 series is a dual band router which integrates IP layer QoS, NAT session/bandwidth management

to help users control works well with large bandwidth.

New Features

® None.

Improvement

® |mproved: Improve the WiFi Driver Security (CVE—2025 20710, CVE-2025-20715, CVE-2025-20716,
CVE-2025-20718, CVE-2025-20719, CVE-2025-20720, CVE-2025 20724, CVE-2025-20733,
CVE-2025-20734, CVE-2025-20736, CVE-2025-207337, CVE-2025 20738, and CVE-2025 20739).
Improved: Add new TR-069 parameters for LTE SIM 1/2 priority by CLI.

Improved: Add options to customize RSRP & RSRQ signal quality values, and display these values
on the router login summary.

Corrected: An issue with the failure to sync the DrayDDNS daily.

Corrected: An issue with the device losing connection with VigorACS.

Corrected: An issue with failure to configure TR-069 parameters by CLI.

Corrected: An issue with stopping to send periodic inform to VigorACS server.

Corrected: An issue with the failure to reboot the router from the VigorACS server.

Corrected: An issue with the failure to use AES256 and set the Proposal to DH Group with a value

higher than 14.

® Corrected: An issue with the failure to enable the "Ping Gateway IP* option for PPPOE under
WAN>>Internet Access.

® Corrected: An issue with the failure to create DHCP option 15 under LAN>>General Setup, DHCP

Server Customized Status.

Known Issue

® None.
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