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NO:AP1101-2 V.1 

Release Note for Vigor2915 Series 
 

Firmware Version: 4.4.5 

Release Type: Critical - Upgrade immediately 

Applied Models: Vigor2915, Vigor2915ac 

Vigor2915 series is a dual band router which integrates IP layer QoS, NAT session/bandwidth 

management to help users control works well with large bandwidth. 

New Features  
 None.    

Improvement 

 Improved: Improve the Web GUI Security (CVE-2024-46550, CVE-2024-46568, 
CVE-2024-46571, CVE-2024-46580, CVE-2024-46586, and CVE-2024-46588 ~ 
CVE-2024-46598.). 

 Improved: Support new APP item for Google Services on CSM>>APP Enforcement 
Profile. 

 Improved: Password mechanism changed to force admin to change the password from the 
default password. 

 Improved: Modify TOTP information and running mechanism on System 
Maintenance>>Administrator Password.  

 Corrected: An issue that the URL Filter did not block HTTPS websites when TLS 1.3 
hybridized Kyber enabled in the browser.  

 Corrected: An issue with failure to get DrayDDNS domain name.  

 Corrected: An issue with reversed Internet IP for DDNS.  

 Corrected: An issue with failure to dial-up IPsec VPN to the server with Domain Name 
when the server changed to a new IP (due to DNS cache time being too long). 

Known Issue 

 None. 
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