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Release Note for Vigor2912 Series

Firmware Version: | 3.8.17

Release Type: Important — Review release notes and upgrade if the changes
affect your system stability, performance, or security

Applied Models: Vigor2912/Vigor2912n/Vigor2912F/Vigor2912Fn

Vigor2912 series is a broadband router which integrates IP layer QoS, NAT session/bandwidth

management to help users control works well with large bandwidth.

New Features

®  Support for Huawei E3372h-320 LTE USB Dongle.

Improvement

® Improved: Improve the WiFi Driver Security (CVE-2025-20631, CVE-2025-20632 and
CVE-2025-20633).

® Improved: Improve the network security related to the password, DHCP and the APPE
(CVE-2024-41334 ~ CVE-2024-41338).
Improved: Improve the Buffer Overflow issue (CVE-2024-51138 and CVE-2024-51139).
Corrected: An issue with a router reboot due to the Web GUI.

Corrected: An issue with a router reboot when receiving a suspicious TCP packet.

Known Issue

® None.
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