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Release Note for Vigor2767 Series

Firmware Version: 5.4.0.2

Critical — Upgrade immediately to address urgent security issues or major

Release Type:
P system risks

Applied Models: Vigor2767, Vigor2767ax, Vigor2767Vayx, Vigor2767ax-4G, Vigor2767-4G

Vigor2767 Series is a Dual-WAN DSL and Ethernet VPN security router available in wired and Wi-Fi 6 (IEEE
802.11ax) models. It delivers load balancing, automatic failover, secure VPN connectivity, and integrated
cybersecurity for reliable, high-speed business networking.

New Features

[ ] None.

Improvement

® |mproved: Change the VPN MFA authentication.
Improved: Update OpenSSL version from 3.6.0 to 3.6.3.

Improved: Improved security issues identified during the internal SDL product security check.

Improved: Prevented the local administrator account's last login timestamp and IP address from
being included in exported .def configuration files.

Corrected: An issue where the Device Name configuration did not conform to the specification.
Corrected: An issue where Teleworker VPN login could cause the router to become unresponsive.
Corrected: An issue where the WAN2 MAC address was overwritten by the WANI MAC address
during boot.

®  Corrected: An issue where special characters (e.g., A, {, }) could not be used in the TR-069 ACS

Server Password.

Known Issue

[ J None.

File and Modem Code

®  "Vigor2767_v5.4.0.2.zip" provides modem code 5.16.19.0.



Note

®  Please ensure that you use the "rst" firmware file when recovering the router. Note that uploading
the "rst" file will reset the router to factory default settings.
For certain models, a separate "rst" (reset) firmware file may not be provided. If the ".rst" version

is not available, please manually rename the file extension of the ".all" or ".sfw" firmware file to
"rst" to create an equivalent RST firmware file.

Example:

Rename Vigorxxxx_1.2.3.4.sfw — Vigorxxxx_1.2.3.4.rst

Please ensure you back up your configuration before applying a "rst" firmware, as all settings will

be erased during the process.
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