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Copyright Information

Copyright © 2022 All rights reserved. This publication contains information that is protected by

Declarations copyright. No part may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language without written permission from the copyright
holders.

Trademarks The following trademarks are used in this document:

Microsoft is a registered trademark of Microsoft Corp.

Windows 7, 8 and Explorer are trademarks of Microsoft Corp.

Apple and Mac OS are registered trademarks of Apple Inc.

Other products may be trademarks or registered trademarks of their respective
manufacturers.

Safety Instructions and Approval

Safety ®  Read the installation guide thoroughly before you set up the modem.

Instructions ®  The modem is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the modem
yourself.

® Do not place the modem in a damp or humid place, e.g. a bathroom.

®  The modem should be used in a sheltered area, within a temperature range of +5
to +40 Celsius.

® Do not expose the modem to direct sunlight or other heat sources. The housing
and electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  \When you want to dispose of the modem, please follow local regulations on
conservation of the environment.

Warranty We warrant to the original end user (purchaser) that the router will be free from any
defects in workmanship or materials for a period of two (2) years from the date of
purchase from the dealer. Please keep your purchase receipt in a safe place as it serves
as proof of date of purchase. During the warranty period, and upon proof of purchase,
should the product have indications of failure due to faulty workmanship and/or
materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem
necessary tore-store the product to proper operating condition. Any replacement will
consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is
modified, misused, tampered with, damaged by an act of God, or subjected to abnormal
working conditions. The warranty does not cover the bundled or licensed software of
other vendors. Defects which do not significantly affect the usability of the product will
not be covered by the warranty. We reserve the right to revise the manual and online
documentation and to make changes from time to time in the contents hereof without
obligation to notify any person of such revision or changes.

Dray Tek iii Vigor130 Series User’s Guide



Table of Contents

A

INEFOTUCTION e 1
1.1 Web Configuration BUttons EXPIanation .............cooueeiiiiiiieiiiiiee i 1
1.2 LED INdicators and CONNECIOIS ......ciiiiiiiiiiiiieei ettt e ettt e e e e e e e ae e e e e e e e e snnbeaeeeaaeas 2
1.3 Hardware INSTAlIALION ..........oooiiiiiiiiiiiie et e e e e e e e nneeeaeas 4

BaSIC SEUUPD co i 5
2.1 ACCESSING WED PAJE .. .eeeiiiiiiee ettt e e e s s e e e e e e e e st e e e e e e e e e snnre e e e ae e e e e annreeees 5
2.2 Changing PasSSWOIT ..........uiiiiiiiiiieiiie ettt e st e e s st et e e sbbn e e e saneeas 6
PRl @ V1o Qs = YV 2= 1 o PR 7

2.3.1 Setting PPPOE/PPPOA CONNECLION .......ueiiiiiiiie ettt e e 7
2.3.2 Setting MPoA/Static or Dynamic CONNECHON ..........ooiiiuuiiiiieiee et e e 11
2.4 Introducing DaShDOAIT. ........coiiiiiiiii et e e st e e e e e e e e anneeee 14
24 L VIRUAL PANEI ...ttt e et e e e e e e e e s nbraeeee e e 14
2.4.2 NaME WIth @ LINK ....eeeeiiiiiie ettt sttt e e s st e e e s snbaee e e snneeeens 15
2.4.3 Quick Access for Common USEd MENU..........c.uuveiiiieiiiiiiiiiiieee ettt e e e stnran e e e 15
N U ] 1Y =T o PRSPPI 16
245 WED CONSOIE ..ottt e et b e e et e e e nnree e 16
WA @ T ) o T = 7= Tox U o RSP 18
2.5 ONIINE SEALUS ... eeeiie ittt s e e s bbbt e e s a bt e e s snbb e e s anbbe e e e snbeeaesbbeeeeannee 19
2.5.1 PhySICaAl CONNECTION ......viiiiiiiiiie ettt ettt e e st e e e s nbb e e e s sareeeens 19
2.5.2 VUL WAN ..ottt e e ettt e e e sttt e e e st e e e e stb e e e e stbeeeeassbeeaesastaneessnteeeaas 21
2.6 SAVING CONTIGUIALION ...ttt e e et bt e e e et e e e e snbreeeaneee 22
A A =T o 1Y (=] T aTo IRV To T gt T O B PP RO PPPTPR 22

Web CoNfigUuIration ......oooeeiiiiie 27

T 101 (=] g [ Y ool 2] SO PPPPPR T UOPPPPPPR 27
3.1.1 Basics of Internet Protocol (IP) NEtWOIK..........ovuviiiieiiiiiiiiieec e e e 27
3.1.2 GENEIAI SEIUP . .eeieitiiie ettt ettt e et b e e e s bb e e e e abb e e e e s atbe e e e s anbeeeea 28
B. LB PPPOE/PPPOA. ...ttt e e e e e e e e e e e araaaeas 29
3.1.4 MPOA /StatiC OF dYNAMIC TP .....coiiiiiiiiiiiiiii et 32
0 S Y RSP PSPSTPRR 35
3.1.6 MUILI-PVCIVLAN ...ttt ettt et e sttt e e e st e e e et e e e e etbe e e e e snbaeeessntaeeeeanreeeans 43

G0 I L PSRRI 48
0 N = - T Tt o L RSP PPRPPRRN 48
I C1=T =T = LS T (U o JR PRSP 50
3.2.3 SEALIC ROULE ....eeieeiiiiie ettt ettt ettt e e e st e e s s tb e e e st e e e e sbbeeeesnbbeeeesnreeaeans 55
324 BINA IP 10 MAC ...ttt sttt ettt e et e e e s b e e e s bbe e e e nrreee e 59

Vigor130 Series User's Guide iv Dray Tek



R 0 A = o 2 {To [T (=T i o] o PP PPPPPUPRRPRRN 62
R I 1V A o o ) SRR OUPRRPRR 65
3.3.3 OPBN POMS ...ttt et e e e e e 68
G T N L X PR SURSTPRI 70
RO T Y7 || T PPETPPRURTPPPPRRPT 71
3.4.1 BaSICS fOF FIFBWALL..........eeeeiiiiiee et e e e e e e e e e e 71
R 1=t 1T = IS (1] o PP TR 73
G 11 =T Y= 11 ] o USSR 77
I A B Lo ISR B LY (=] E] = PSR PRPPTUPRRPRR 83
RN @ o] [=Tex SRR Y=Y 1] o S SEERRRPUPRRP 87
G 28 0 T | o =X USSR 87
B TR T2 | {0 U | o R 89
TR B 1Y I @ o] =Y ot PP UPRRPRP 91
.54 IPVGB GIOUP ....ettieeiieee ettt ettt et et e e e s e e et e e e e s e s s b e et e e e e e s e snnnre e e ee e e 93
3.5.5 Service TYPE ODJECE ... et 94
3.5.6 SEIVICE TYPE GIOUP .. .uetieeieeieee ittt e e e e e e ettt et e e e e e s e s aaabbeaeeeaaesaaaanbbeaeeaaaeeaaannbsneeaaaaaaas 96
3.5.7 KEYWOIT ODJECT ...iiiiiiiiieee ettt ettt e e e e e e et e e e e e e e e e sanbraeeeeaaann 98
3.5.8 KEYWOIT GIOUP ..cciiiiiiiiitiiiteta e ettt e e ettt et e e e e ettt e e et e e e e e s anbbeaeeeaeeesasnbbnneeeaaaaaas 100
3.5.9 File EXtENSION ODJECT.....uuuiiiiiie i s e e e e e s e saarae e e eae s 101
TG @RS 1V I = (o] 1= PR PTPPRSPPRRN 102
3.6.1 URL Content Filter Profile...........oouiiiiii s 103
R T Y o o] o= 11 1 1 PSR USRRR 107
3. 7.1 DYNAMIC DINS ..ooeeiiiie e e e s e e e e e e s et e e e e e e e s snn b ae e e e e e e e e snnnrranneeeeeaas 107
I S Yol o 1= [ PP 110
A T | o = PP OTRP 113
A 1€/ PSP 115
3.8 SYSIEM MAINTENANCE. .......eiieeiiiie ettt e e e st r e e e e e s s st eeeaaeessansssreneeaeeeeanes 117
BL8LL SYSIEIM STATUS ... e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaeas 117
S A I = 1 PR 119
3.8.3 AdMINISIratOr PASSWOIT......cciiiiiiiiiiieiei ettt e e e e st e e e e e e e e e ennbaeeeeeaeas 120
3.8.4 Configuration BACKUP ......ueeiiiieieiiiiiieiie e e e e sttt e e e e e s st ee e e e e e e s et ba e e e e e e e s e snnranneeeaens 121
3.8.5 SYSIOGIMAIl AT ... e e e e e e e e e e e reeaeaan 123
3.8.6 TIME ANA DALE .......veeiieiiiiie ettt sttt e e e s snbe e e e snbe e e e snneas 125
G T\ = U g T= Vo 1= 1T o 126
3.8.8 Self-SigNed CertifiCAte ......uuvieeii i e e e e e 130
3.8.9 REDOOL SYSTEM ..ttt 131
3.8.10 FIrMWare UPGrade ..........oeiiiuiiieiiiiiie ettt ettt e e e e e ennees 133
B JRe I =T [ 01 1o PR SOUPRRRR 134
e I I DT o1 | I T [ [T € o [P PUPT PR PRPTPPRRT 134
3.9.2 ROULING TADIE ...ttt e e e e e e e e e e e e eaas 135
3.9.3 ARP CaChe TabIe ... ... a e 136
3.9.4 IPV6 NeighboUr TabIE ......cooiiiiii e 136
e SR B [ = - o = PRSPPI 137
3.9.6 NAT SESSIONS TADIE ......eeiiieiiiiie et e e e 138
3.9.7 DNS CAChE TaDIE....ciiiiiiiii et eb e e 139
e RS T o =T [ T 1 LRSS 140
3.9.9 Data FIOW MONIEOI....ccoiiiiiiiiiiiiiie ettt e e e nnneeas 141
G TR I 0 T I = Vo ST 01 U1 = P 143
3.9.11 IPV6 TSPC SHAIUS ....cciutiiieiiiiie e ittt e s ettt e e st e e e s ebae e e s et e e s st e e e snta e e e s antaeaesansreeeeenees 144
O I 2 1S IS 7 (1 1 PRSP 145

Dray Tek v Vigor130 Series User's Guide



Application and EXamplesS ... 147

4.1 LAN — Created bBY USING NAT ..ottt ste et e s sibee e s sstae e e s sntae e e e sneaeeeeennees 147
Trouble SNOOTING ..coviiiiiiiiiiiiie e 151
5.1 Checking If the Hardware Status IS OK OF NOL..........cccoiiiiiiiiiieiie e cvrree e 151
5.2 Checking If the Network Connection Settings on Your Computer Is OK or Not ................. 152
5.3 Pinging the Modem from YOUr COMPULET.........cceuuiiiiiie e ieiiiiie e e e e e e s s e e e e e e e s ssnrnrneee e e e 155
5.4 Checking If the ISP Settings are OK OF NOL..........cuuiiiieiiiiiiiiiie e 156
5.5 Backing to Factory Default Setting If NECESSAIY .........cviiiiiiiiiiiiiie e 156
5.6 CONtACHNG DIayTEK ...cieeiiiieiiiiiieee ettt e e e s e s e e e e e e s e s sns e eeeeaeesessnnsreneeeeeeanns 157
Telnet Command ReEfEIENCE ... e eaans 159
Accessing Telnet Of VIgOrL30........uuuiiiiiiiiiiiiiiiieiee e e st e e e e e st rar e e e e e e e s st r e e e e e e e e s s snnnnreeees 159
Telnet Command: adsl tXpCt /adsS| IXPCL ......vvviiveeee e 159
Telnet Command: ads| StAtUS .........cooeeiiiiiiiii e 160
Telnet Command: AAS] PPP....ouveeeeiiiiie e 160
Telnet Command: adsl BrAgE. ... 162
Telnet Command: AdSIIAIE .........ovueeiiiiieee e e e e e e eeaaaes 163
Telnet Command: adsl AriVEMOAE...........cuuuiiiiiiiee e e e eaaaaaes 163
Telnet Command: ads| rEDO0O0T .........ci i e eaaaaa 163
Telnet Command: adsl 0AMUD.........ooiii e eeaaaa 164
Telnet Command: adsl VCIlIMIt.........oooooiiiiiiii 164
Telnet Command: adS| ANNEX........ccooeviiiiiiiiiiie e 165
Telnet Command: adsl aUtOMOE ..........cooeeeiiiiiiiiii 165
Telnet Command: adsl ShOWDINS.........cooooiiiiiii 165
Telnet Command: adsS| OPtN........uuiiiiiiie e e e s e e e e e e e snnrnreees 166
Telnet Command: adsl fEMEC.........cooiiiiiiiii 167
Telnet Command: adsl SAVECTY .......uveviiiiiii e 167
Telnet Command: ads| VENAOIIT. ........coooiieiiiiiieeeeeeee e e e e e e eeaaaes 167
Telnet Command: AdSI AtM.........uuuiiiiiiii e e e e e e e e e e e eeraaas 168
Telnet Command: ads! pvehinding ... 168
Telnet Command: VAS] STATUS .....vuuiiiiiiee ettt e e e e e e a s e e e e e e eenbanes 169
Telnet Command: VASIIAIE .......ooviiii e eeeeearaans 169
Telnet Command: vdsl drivermode..........oooooviiiiiii 170
Telnet Command: vAsl reD00t..........ooooiiiiiii 170
Telnet Command: VASI aNNEX.......coooeiiiiiiii 170
Telnet Command: vdsl SHOWDINS..........coooiiiiiiiii 171
Telnet Command: VASI OPIN.......uuuiiiiiiee e s e e e e s s s rr e e e e e e e e snnrnneees 171
Telnet Command: VASI SAVECTY .....c.vviiiiiiiieie e 172
Telnet Command: VASI VENAOTIA ........ooooiiiiiiiiieeeee e e e e eeaaaes 172
Telnet CommaNd: VASI SN ... ..ot e et e e e e e e e et e e e e e e e eeaaaes 172
Telnet ComMMAaN: BP@ .....ooiii e e e e e 173
Telnet Command: CSM @PPE PrOf ..ot e e 173
Telnet ComMMAaNd: CSM GPPE P2P «eveeeeeeeeiaiiitieieeaaa e e aaitreeeeeaaaesaaasbaeaeeeaaaeaaaanbabeeeeaaesesaasaneees 175
Telnet Command: CSM APPE MISC ..vviiieeeiiiiiiiiieeeee e e s e siirreeeeeeeesssntrrrrereeeeessastnreereaaeessansnneens 176
Telnet Command: CSM UCT........coooiiiiiiii 177
Telnet Command: cSm UCT ODJ INDEX UAC ....cccceeiiiiiiiiiiie ettt ee e e e s ee e e e sananane s 178
Telnet Command: csm UCf OB] INDEX W ......eoviiiiiiiiiiiie e 180

Vigor130 Series User’s Guide vi Dray Tek



Telnet CommaNd: CSM WCT .. ..oeeeie it e e s e e e b s e e e e e e erab e e e eeseeebanes 181

Telnet Command: dAdNS [0Q......cuuuiiiiieie i e e e r e e e e e e snnnnneees 183
Telnet Command: ddNS IME.........uuiiiiieiiiiiee e e e e e s e e e e e e s e nnneeees 183
Telnet COMMANG: OS ....eiiiieiiiiiiiiie et e e e e e s e st e e e e e e e s snbbareeeeeeeessnnnrnneees 184
TelNet COMMANG: EXIt.....ciiiiiiiiiiiiiiii e e e e e s s e e e e e e e s e sntnbareeeaeeessannraeeees 185
Telnet CommaNnd: INTEINEL..........ueiiiiiii e e e e et e e e e e e e e e snereneeas 185
Telnet Command: ip 2NASUDNEL.........cooi e 186
Telnet Command: ip 2NAAAAN ........eoiiiii e 186
Telnet Command: ip 2NAMASK......ueeiiiiiii i e e 187
Telnet COMMANG: 1P AUX..eiiiiiiiiiiiiiiieeee e e e e e st e e e e e e s e s it er e e e e e e s e s aatbaaeeeeeeesssasrnteeeeaaeeesannrnrenes 187
Telnet CommaNnd: iP AN ... e s e e e e s e s e e e e e e e saarnraees 188
Telnet Command: iP NMASK.........uuuiiiiiee e e e s s e e e e e e s s e e e e e e e e snnrnnnees 189
=L L= AT g =g o BT o - g o T PSSR 189
Telnet Command: iP ANCPC.......uuiiiiiie e 190
Telnet ComMmMAN: I PING .. eee it ettt e et e e e e b e e e e s anbreeesaannes 191
Telnet Command: iP tFACEIT ... ...ceii ettt ab e e 191
Telnet CommaNnd: i tEINEL. ...t e e e e e e e 192
Telnet COMMANT: I TP weeeiiieiiiii ettt e e e e e e s e e bbb e e e e e e e s e s aanbbas e e e e e e e e e annrnneeas 192
Telnet ComMMANT: IP WANEID .......eeiieeiiee ettt e ettt e e e e e e e s e ab e e e e e e e e s e snnbeaeeeeaeeseannreeneeas 193
Telnet CommaNd: IP FOULE .........uiiiiiiiee e et e e e s e e e e e s st r e e e e e e s e san e re e e e e e e s e annnrranees 194
Telnet Command: IP IGMP . PIOXY .uueeiieeieiiiiiieiee e e e e e eeitrte e e e e e e e e s s st rr e e e e e s s s sarbareeeeaeeseananrreneees 195
Telnet Command: ip WaNAAAT.........ciiiieiiiiiiieie e s e e e e s e s re e e e e e e e e snnrneeees 196
Telnet Command: IP WaNTE..........uuieiieee e s s e e e e s s e e e e e s s s snr e e e e e e e e e snnrnneees 196
Telnet CommaNnd: IP OMZ......coiieieee e e e e e s e s e e e e e e e e s snra e eeeeeeeesnnnrnnnees 196
Telnet CommaNd: IP SESSION .....uvuiiiiieiee e ieicie e e e s s e e e e e e s s s e e e e e e s e asstaaeereeeeeeeannrnneees 197
Telnet Command: ip BaNAWIAIN .........cooiiiii e 198
Telnet Command: ip DINAMAC........ccuuiiiiii e 199
Telnet Command: iP MAXNALIUSEN ........ccoiiiiiieiiieie ettt et e e e sibe e e e e sabee e e e nanes 200
Telnet CommaNnd: iP6 AU ...........ueiiiiiiii e e e e e e e e 200
Telnet Command: ip6 ANCP rEO_OPL ..o 201
Telnet Command: ip6 dNCP CENT.......cooiiieiee e 201
Telnet Command: ip6 ANCP SEIVET ... e e 202
Telnet Command: iP6 INTEIMET .......uuiiiiie e e e e e e e e e s earaaeees 204
Telnet Command: iP6 NEIGN........uuiiiiiei e e e e e e e 205
Telnet Command: iP6 PNEIGN.......uuiiiiie e e e e e e 206
Telnet Command: IP6 FOULE ........uuiieiieee e s s e e e e s s e e e e e e s s st e e e e e e e e e nnnernneees 206
Telnet Command: IP6 PING........uveeeiiiiiee ittt e st e s st e e s abbe e e e annees 207
Telnet Command: IP6 TFACEIT ......cciiieiii ettt 208
Telnet CommaNd: IPB ISPC....ciiuuiiieiiiiie ettt et e s st e e s b e e e ennees 208
Telnet Command: iP6 rAAVA ..........eiiiiiiii e e e e e eae s 209
Telnet Command: IP6 MNQL ........uuiiiiiiieie e e e e e s s rb b e e e e e e e e e snreeeees 209
Telnet Command: iP6 ONIINE ..........iiiiii e a e e e sereae e 210
Telnet CommaNd: IP6 GICCU ........uuuiiiieeeeiiiiiiiieie e e e e e s s s e e e e e s e s e e e e e e e e s sntbrreeeeeeeeesnnrnreees 211
Telnet Command: IP6 NP ...cooiiiiiiiie e e e e e e s e s r e e e e e s e s snrarreeeeeeeeesnnrnneees 212
Telnet Command: IPf VIBW ... e e e e e e e e re e e e e e e e e snnrnaeees 212
Telnet Command: IPf SEL.....iiii i e e 213
Telnet Command: ipf fIOWELTACK .......evieiiiiiec e e 214
=L =2 AT 4 =g o 1o Yo SR 215
Telnet Command: MNQGL fEPPOM.......veiii e 216
Telnet Command: MNGE NEPPOIT........eiiiiiiiie e 217
Telnet Command: MNGE NEPSPOIT ......eeiiiiiiie e 217
Telnet Command: MNGL tEINEIPOIT ......coii e 217
Telnet Command: MNGE SSNPOIT .....coooiiiiiii e 218
Telnet Command: MNQGE fIPSEIVET .......coiiiieeee e e e e e e e sneraaeees 218
Telnet Command: MNGE NOPING ...vveeiieeeii e e e e s s e e e e e e e s b r e e e e e e e e e snnnrnneees 218
Telnet Command: MNgt defENSEWOIM .........uiiiiiiiii e 220
Telnet Command: MNGE FMECTY ...vvvveiieieie e e e 220
Telnet Command: MNgt €COICMP......ccii i e 221
Telnet Command: MNGt ACCESSIISE ......ooieeiiiiiiie e 221
Telnet Command: MNGE SNIMP ...eeiiiiiiiee et e e e e b e e e e anbeee e e eanes 222

Dray TCk vii Vigor130 Series User’s Guide



Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:

Vigor130 Series User's Guide

(o] o] [=Tox 0T o 1o ] [P S 223
(o] o] 1=Tox i o JN o o 1SS 224
ODJECE SEIVICE OB .eeiiiiiiieiiiie e 225
ODJECE SEIVICE GIP e 227
ODJECT KW . 228
(o] o] [=Tod B 1= TSP PPRTRTP 229
POIT - 231
POFTMAPTIMIE ...eeiiiiiiiiiiie ettt e e e e e e e e e e e e e e e annbeeeaeaaens 231
(0 [0 LR ] (U] o J PSSP 232
(o [0S od - 1T EEUR 234
(0 {01317/ 0 L= PSPPSR 235
o R 236
SNOW TANT ... 236
SNOW JANZ ...t 236
SNOW ANCP . 236
SNOW AIMZ ..ot e e e e e s e s ar e e e e e e e e annes 237
SROW ANS .. e e e e e e e e e 237
LS gL )V A o] o 1=] o] o Lo ] AP PR UPUTUPPRRTR 237
SPOW NAL...cceiie e e e e e e e e e e e e 237
LS gL 1T 0] 1 1 = o T PSRRI 238
SHOW PIMEIME ... e e e e e e e e e e annes 238
SNOW SESSION...cciiiiiiiie ettt ettt e e e st e e e s st e e s ataeeeean 238
SNOW STALUS ...eeiiiiiiee ettt rre e e e 238
SNOW @S| ... 239
SNOW SEALISTIC....eivvieie et 239
LS Y2 £ F= Lo [ 22 2SR PEERR 249
SYS T ettt 253
SYS CIMAIOG ..ttt et et e e s e e s e e 254
SYS FUPA et a e 254
SYS AOMAINNAIME ....eeiiiieii ittt e e e e e e st e e e e e e e e e snbbeeeeeaaeeeeannns 254
SYS ITACE i 256
YT 1= 11 01 PSP PP PSPPI 257
SYS PASSWE. .. .iiiiiiieiiee e e e ie it e e e e e e s s e r e e e e e e s e r e e e e e e e e e narrrarreaeeeaaaan 257
SYS TEDOOL. ... 257
LSV LU (0] 1= o To o 1 PSR 258
SYS COMIMIL 1iieiiieititiee e e e e e e e e e e e e e e s e e e e e e s e et r e e e e e s e s nanraneeeeeeeeaannnns 258
SYS TP ettt 258
SYS CC eerrvrnnrniniiinnni s 258
SYS VEISION ...ttt ettt ettt ettt ettt e et e e e st e e e abb et e e s abbe e e e s anbreeeeaa 259
SYS QIYDUT e 259
SYS POIDUT . 259
SYS DILASK .ot 261
SYS T0BD. ..ttt 261
SYS SIP_Al0 1oiieeiieiiie e e e a e e e e aans 263
SYS lICENSE....cc it e e 263
LSV e 7= Vo [ [ o PSSR 264
EESEMAL....eeee e 266
07 0] 8T o 1o ) 1 SO 266
(U] oTaT oI o] o IO P PP PP PP PPPPPPPRPPPRPRPPIN 266
UPNP NAT ... 266
UPNP SEIVICE ..ttt ettt ettt ettt e bt e e s b e e s e e e e anees 267
UPNP SUDSCIIDE ... 267
BT o] o] o 100101V A TP PP PP UP PP PP PP 268
U] o] 0] 0 IR T o DO PP PPPPPPPRP 269
A ViTo] o1« o] 1S USRS 269
VIGDIG Off oo 269
(VAo o] £ TS = (0 £ PP 269
(Vi To] o] {0 1] o PP 270
(Vi To T o IR, T 1 o o PSR 270
VIgDIg WaNLOff. ..o 270

vii DrayTek



Telnet Command
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:
Telnet Command:

DrayTek

Y= LI o) o o T 01 270

{7072 1 1L TR 271
WAN DF_CNECK ..ot 271
WAN QISADIE ...ttt e e e e et e e st e e e e e e araaaeaes 272
WAN EBNADIE ...t e e e e e e e e ra e 272
V2= I (0] 4T1TZ= 1 (o 1T 272

ix Vigor130 Series User’s Guide






( Introduction

Vigor130 Series is a VDSL2/ADSL2/2+ modem.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. It is flexible and makes your network be safe. By the way,
DoS/DDoS prevention and URL content filter strengthen the security outside and control
inside.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

Cancel Cancel current settings and recover to the previous saved settings.

Clear

-
P

Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

Add Add new settings for specified item.

St Edit the settings for the selected item.

Delete

Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed
explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor modem, please get acquainted with the LED indicators and
connectors first.

L) v d =N ‘

Vigor130

ACT  LAN  DeS  DSL

LED Status Explanation
Off

ACT The system is not ready or is failed.
Blinking The system is ready and can work normally.
LAN On A normal connection is through its corresponding
port.
Off LAN is disconnected.
Blinking Data is transmitting (sending/receiving).
DoS On The DoS/DDaoS function is active.
Blinking It will blink while detecting an attack.
DSL On DSL connection synchronized.
Blinking DSL connection is synchronizing.

Vigor130 Series User's Guide 2 Dray Tek



— ——
: - Factory
Reset
M hen
= QN
DSL LAN M OFF PWR
Interface Description
DSL Connecter for accessing the Internet through VDSL2/ADSL2/2+.
LAN Connecter for local networked devices.
Factory Reset Restore the default settings.

Usage: Turn on the modem. Press the button and keep for more than 10
seconds. Then the modem will restart with the factory default
configuration.

. ON/OFF: Power switch.

L |

M OFF

. Connecter for a power adapter.
FWR
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1.3 Hardware Installation

This section will guide you to install the modem through hardware connection and configure
the modem’s settings through web browser.

Before starting to configure the modem, you have to connect your devices correctly.

1.  Connect the DSL interface to the MODEM port of external splitter with a DSL line
cable.

2. Connect the LAN port to your computer with a RJ-45 cable.

3. Connect one end of the power adapter to the Power port of this device. Connect the
other end to the wall outlet of electricity.

4.  Power on the modem.

Check the POWER, ACT, LAN, DSL and INTERNET LEDs to assure network
connections.

(For the detailed information of LED status, please refer to section 1.2.)

Land line jack (POTS)

(=]
Internet =

LINE

1 S ¢
Spg:ter E_‘ ) 7@?

(Microfilter)

MOOEM PHONE
- Phone (home use)

—_—
| — — —_—
e

B ==——-_
—f — e
Factary
Resel
- - ® . .
= QN
nsl ¥ '] ML OFF BNVR
- .|/--\-
’“ Power Adapter

PC or Broadband Router
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Basic Setup

For using the modem properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

2.1 Accessing Web Page

1.

DrayTek

Make sure your PC connects to the modem correctly.

Notice: You may either simply set up your computer to get IP dynamically
from the modem or set up the IP address of the computer to be the same subnet
as the default IP address of Vigor modem 192.168.1.1. For the detailed
information, please refer to the later section - Trouble Shooting of the guide.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type “admin/admin” as the username

and password. Then click Login.

Username |admin |

Password  [ssses |

Login

Copyright © 2000- 2022 DrayTek Corp. All Rights Reserved.

Notice: If you fail to access to the web configuration, please go to “Trouble

Shooting” for detecting and solving your problem.
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2.2 Changing Password
Please change the password for the original security of the modem.

1. Access into the web user interface of Vigorl30. The Main Screen will appear as
below.
l)‘fﬂyitﬁl\ fgor' i e e
fon ] m 0 Dashboard

|
L

Wizards —
Cnline Stahus - —
e
—== gt A0

Internat Accoss

ACT LA Dos DSsL
Fiewall
(i Setting !
C5M
Applications
ST M System Information
Modal Nama Ul'gnr! 30 sxnnm IJE Time 0:25:31 i:mm i“lu
Hoater Name Current Time 2000 Jan 1 Sat 0:25:28 Dypamis DN
2 Firmware Version | 3.8.5 Build Date/Time |Apr 26 2022 13:21:20
Product Registration DEL Version 548006 _A/B/C HW: A LAN MAC Address | 00-1D-AA-B4-34-64 Scheduly
IPv4 Internet Access
Line | Mode 1P Address MAC Address Up Time
WANT | ADSL / Static 1P | Disconnactad |oo-1D-AA-B4-34-65 |  oo:00i00 |

IPvE Internet Access

RADVD [ DHCPvé | FEBD::21D:AAFF-FEB4: 34564/64 Link

DSL__ | Connected : Down Stream : OKbps / Up Stream : OKbps

WAN | Connected : 0, JWANL 1
1 LAN Connected : 0, W@LANL |

2. Goto System Maintenance page and choose Administrator Password/User
Password.

System Maintenance == Administrator Password Setup

Administrator Password

Old Password | |
| (Max. 23 characters allowed)

Mew Password |

Confirm Password | | (Max. 23 characters allowed)

Note: Password can containonly 8-z A-Z0-9, ;. "= = +=\|?2@# "~ 1()

3. Enter the login password (the default is blank) on the field of Old Password. Type
New Password. Then click OK to continue.

4.  Now, the password has been changed. Next time, use the new password to access the
Web User Interface for this modem.

Dray Tek (T

Username ‘admin ‘

Password  [ssses |

Login

Copyright © 2000- 2022 DrayTek Corp. All Rights Reserved.
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2.3 Quick Start Wizard

Notice: Quick Start Wizard for user operation is the same as for administrator’s
L operation.

The configuration provide here can help you to deploy and use the modem quickly.

2.3.1 Setting PPPoE/PPPoA Connection

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE connection, please select PPPoE for this modem.
1. Click Quick Start wizard.

2. The first screen of Quick Start Wizard is entering login password of the web user
interface. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 232 characters).

0ld Password | |

Mew Password | |

Confirm Password | |

[ Next> | | Cancel |
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3. Onthe next page, please select the WAN interface (at present, only WANL1 is available)
that you use and specify the DSL mode.

Quick Start Wizard

WAN Interface

WAN Interface: WANT v
Display Name: |

Physical Mode: ADSL f VDSL2
DSL Mode:

Physical Type:

< Back | | Mext = |

4. You can configure the modem to access the Internet with different protocol/modes such
as PPPoE/PPPoA or MPoA/Static or Dynamic IP. The modem supports the ADSL
WAN interface for Internet access. In this case, choose PPPOE/PPPOA.

Quick Start Wizard

Connect to Internet

WAN 1
Protocal [PPPoE / PPPoA v
For ADSL Only:
Encapsulation [PPPoAVC MUX |
VPI 8 Auto detect
Fixed IP ®ves (O No(Dynamic IP)
1P Address
Subnet Mask 0.0.0.0
Default Gateway 0.0.0.0
Primary DN
VLAN Tag insertion (ADSL):
VLAN Tag insertion (VDSL2):
<Back ] [Nes
Available parameters are listed below:
Item Description
For ADSL Only You have to select an appropriate WAN connection type for

connecting to the Internet through this modem according to
the settings that your ISP provided.

Auto detect - Click it to detect suitable values below by the
modem automatically.

Vigor130 Series User's Guide 8 Dray Tek



5.

DrayTek

ltem

Description

Encapsulation

Select an IP mode for this WAN interface. There are several
available modes for Internet access such as PPPoE,
PPPoA.

VPI

Stands for Virtual Path Identifier. It is an 8-bit header
inside each ATM cell that indicates where the cell should
be routed. The ATM, is a method of sending data in small
packets of fixed sizes. It is used for transferring data to
client computers.

VCI

Stands for Virtual Channel ldentifier. It is a 16-bit field
inside ATM cell’s header that indicates the cell’s next
destination as it travels through the network. A virtual
channel is a logical connection between two end devices on
the network.

Fixed IP

Click Yes to specify a fixed IP for the modem. Otherwise,
click No (Dynamic IP) to allow the modem choosing a
dynamic IP. If you choose No, the following IP Address,
Subnet Mask and Default Gateway will not be changed.

IP Address

Assign an IP address for the protocol that you select.

Subnet Mask

Assign a subnet mask value for the protocol of
MPoA/Static or Dynamic IP.

Default Gateway

Assign an IP address to the gateway for the protocol of
MPoA/Static or Dynamic IP.

Primary DNS

Assign an IP address to the primary DNS.

Second DNS

Assign an IP address to the secondary DNS.

VLAN Tag insertion

Determines whether 802.1ad VLAN tags will be added to
outbound WAN traffic in ADSL/VVDSL 2 mode. Check
with your ISP to determine if this is required, and if so, the
proper tag and priority values to be used.

Enabled - Tagging enabled.
Disabled - Tagging disabled.
Tag value -Value must be between 1 and 4095.

Priority - Priority code point (PCP). Value must be
between 0 and 7.

After finished the above settings, click Next to access into next page.
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Quick Start Wizard

Set PPPoE / PPPoA

WAN 1

Service Name (Optional)
Username

Password

Confirm Password

|carrie

Available parameters are listed below:

| < Back | | Next =

Cancel

Item Description

User Name Assign a specific valid user name provided by the ISP. It
will be used to access Internet.

Password Assign a valid password provided by the ISP. It will be

used to access Internet.

Confirm Password

Retype the password.

6.  Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
VPI:
VCI:

Protocol / Encapsulation:

Fixed IP:

IP Address:
Subnet Mask:
Default Gateway:
Primary DNS:
Secondary DNS:

WANL

ADSL f VDSL2

8
a8

PPPoA [ WVCMUX

Yes

0.0.0.0
0.0.0.0
0.0.0.0
8.8.8.8
8.8.4.4

7. Click Finish. The Quick Start Wizard Setup OK page will be displayed.

Vigor130 Series User's Guide
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| | Cancel
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Quick Start Wizard

Quick Start Wizard Setup OK!

2.3.2 Setting MPoA/Static or Dynamic Connection

1.
2.

DrayTek

Click Quick Start wizard.

The first screen of Quick Start Wizard is entering login password of the web user
interface. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

0Old Password

.
H

.
H

Mew Password

Confirm Password |°"°' |
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3. You can configure the modem to access the Internet with different protocol/modes such
as PPPoE/PPPoA or MPoA/Static or Dynamic IP. The modem supports the ADSL
WAN interface for Internet access. In this case, choose MPoA/Static or Dynamic.

Quick Start Wizard

Connect to Internet

WAN 1
Protocol [1MPoA | Static or Dynamic IP |
For ADSL Only:
Encapsulation | 1483 Bridged IP LLC v|
VPI B | [ Auto detect |
VCI 88
Fixed IP ®ves O No(Dynamic IF)
1p Address
Default Gateway
VLAN Tag inserticn (ADSL):
VLAN Tag insertion (VDSL2):
| <Back | | Next> | | Cancel |
Available parameters are listed below:
Item Description
For ADSL Only You have to select an appropriate WAN connection type for

connecting to the Internet through this modem according to
the settings that your ISP provided.

Auto detect — Click it to detect suitable values below by the
modem automatically.

Encapsulation Select an IP mode for this WAN interface. There are several
available modes for Internet access such as 1483 Bridged IP
or 1483 Routed IP.

VPI Stands for Virtual Path Identifier. It is an 8-bit header
inside each ATM cell that indicates where the cell should
be routed. The ATM, is a method of sending data in small
packets of fixed sizes. It is used for transferring data to
client computers.

VCI Stands for Virtual Channel Identifier. It is a 16-bit field
inside ATM cell’s header that indicates the cell’s next
destination as it travels through the network. A virtual
channel is a logical connection between two end devices on
the network.

Fixed IP Click Yes to specify a fixed IP for the modem. Otherwise,
click No (Dynamic IP) to allow the modem choosing a
dynamic IP. If you choose No, the following IP Address,
Subnet Mask and Default Gateway will not be changed.

IP Address Assign an IP address for the protocol that you select.

Vigor130 Series User's Guide 12 Dray Tek



Item Description

Subnet Mask Assign a subnet mask value for the protocol of
MPoA/Static or Dynamic IP.

Default Gateway Assign an IP address to the gateway for the protocol of
MPoA/Static or Dynamic IP.

Primary DNS Assign an IP address to the primary DNS.

Second DNS Assign an IP address to the secondary DNS.

VLAN Tag insertion | Determines whether 802.1ad VVLAN tags will be added to
outbound WAN traffic in ADSL/VDSL 2 mode. Check
with your ISP to determine if this is required, and if so, the
proper tag and priority values to be used.

Enabled - Tagging enabled.
Disabled - Tagging disabled.
Tag value -Value must be between 1 and 4095.

Priority - Priority code point (PCP). Value must be
between 0 and 7.

4.  Click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANL
Physical Mode: ADSL / VDSL2
WPI: 8

WCI: 88

Protocol / Encapsulation: 1483 Bridge LLC
Fixed IP: Yes

IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
Primary DNS: §.8.8.8
Secondary DNS: 8.8.4.4

| <Back | | Finish | | Cancel |

5. Click Finish. The Quick Start Wizard Setup OK page will be displayed.

Quick Start Wizard

Quick Start Wizard Setup OK!
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2.4 Introducing Dashboard

The Dashboard (home page) shows the connection status including System Information,
IPv4 Internet Access, IPv6 Internet Access, Interface (physical connection), Security and
Quick Access.

Dashboard

"I III
System Information
Model Name Vigorl3o System Up Time |2:25:46 System Status
Router Name Current Time 2000 Jan 1 Sat 2:25:45 Dynamic DNS
Firmware Version | 3.8.5 Build Date/Time | Apr 26 2022 13:21:20
DSL Version 545006_A/B/C HW: A LAN MAC Address | 00-1D-AA-84-34-64
IPv4 Internet Access
Line / Mode IP Address MAC Address Up Time
WAN1 | ADSL / Static IP | Disconnectad |00-1D-AA-84-34-65 |  00:00:00 |

IPv6 Internet Access
Mode Address Scope Up Time
LAN RADVD / DHCPvGE | FE80::21D:AAFF:FE84:3464/64 | Link

DSL Connected : Down Stream : OKbps / Up Stream : 0Kbps
WAN Connected : 0, WANL
JLAN Connected : 0, @LAN1

2.4.1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the modem)
displays the physical interface connection. It will be refreshed every five seconds.

e e T e e
Vigee 1 2O

ACT LAN DosS (=1

Port Color Explanation
Displayed

LED (left side) | Black It means the modem or the function is not working.
Green It means the modem or the function is working.

For detailed information about the LED display, refer to 1.2 LED Indicators and
Connectors.
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2.4.2 Name with a Link

A name with a link (e.g., Current Time, WANZ1/LAN and etc.) below means you can click it
to open the configuration page for modification.

Model Name Wigorl3o Systemn Up Time| |2:25:46
rROUEr Name | \—-EurremtFirre— | 2000 Jan 1 Sat 2:25:45
Firmware Version | 3.8.5 Build Date/Time Apr 26 2022 13:21:20
DSL Version 548006_A/B/C HW: A LAM MAC Address [00-1D-AA-84-34-54
Line | Mode IP Address MAC Address Up Time
[ WAN1 ADSL / Static IP Disconnected 00-1D-AA-84-34-65 00:00:00
Byk Internet A
Mode Address Scope Up Time
LAN RADVD / DHCPvG |FE80::21D:AAFF:FES4:32464/64 Link

2.4.3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

Quick Access |
System Status
Dynamic DM S
TR-069
Schedule
SysLlog / Mail Alert
Firewsall Object Setting

The function links of System Status, Dynamic DNS, TR-069, Schedule, Syslog/Mail Alert,
and Firewall Object Setting are displayed here. Move your mouse cursor on any one of the
links and click on it. The corresponding setting page will be open immediately.

Note that there is a plus (2 ) icon located on the left side of LAN. Click it to review the
LAN connection(s) used presently.

DsL Connected @ Down Stream @ Okbps / Up Stream @ OKbps
WAN Connected : 0, WANL
dLAN Connected : 1, WLANL

Host connected physically to the modem via LAN port(s) will be displayed with green
circles in the field of Connected.

 Interface |
oS0 Caonnected : Down Stream @ Obps / Up Stream @ Okbps

WAN Connected : 0, WANL
4 LAN Connected : 1, WLANL
Host ID IP Address MMAC
CARRIE-0C7CB251 192.168.1.10 E0-CE-4E-DA-48-79
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2.4.4 GUI Map

= WE o

All the functions the modem supports are listed with table clearly in this page. Users can

click the function link to access into the setting page of the function for detailed

configuration. Click the icon on the top of the main screen to display all the functions.

GUI Map

Wizards

Online Status

Internet Access

LAN

Firewall

Objects Setting

CSM

Quick Start Wizard

Physical Connection
Virtual WAN

General Setup
PPPoE/PPPoA
MPoA f Static or dynamic IP
1PvE

Multi-PVE

General Setup
Static Route
Bind IP to MAC

Port Redirection
DMZ Host
Open Ports
ALG

General Setup
Filter Setup
DoS Defense

IP Object
IP Group

IPvE Object

|PvE Group

Service Type Object
Service Type Group
Keyword Object
Keyword Group

File Extension Object

URL Content Filter Profile

Applications

System Maintenance

Diagnostics

Dynamic DNS
Schedule
UPnP

IGMP

System Status

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert
Time and Date
Management

Reboot System
Firmware Upgrade

Dial-out Triggering
Routing_Table

ARP Cache Table
|PvE Meighbour Table
DHCP Table

NAT Sessions Table
Ping Diagnosis
Data Flow Monitor
Trace Route

|IPvE TSPC Status
DSL Status

2.4.5 Web Console

= HE &

It is not necessary to use the telnet command via DOS prompt. The changes made by using

web console have the same effects as modified through web user interface. The

functions/settings modified under Web Console also can be reviewed on the web user

interface.

Vigor130 Series User's Guide
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DrayTek

Click the Web Console icon on the top of the main screen to open the following screen.

@ 1921681 30/doc/console htm - Google Chrome
A F=2 | 192.168.1.30/doc/console.htm

Type ? for command help

> ?

% Valid
adsl
exit
mngt
shew
vigbrg
>

commands are:
wdsl
internet
object
Srv
wan

bpa

ip
port
switch
ethoam

csm
ip6
portmaptime
5¥s

ddns

ipf

qos
testmail

| = = pxe |
o3
dos
log
quit
EECATp

17
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2.4.6 Config Backup

= MM E B

There is one way to store current used settings quickly by clicking the Config Backup icon.
It allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen to save the settings.

2.4.7 Logout

=M E o

Logout

Click the Logout icon to exit the web user interface.
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2.5 Online Status

2.5.1 Physical Connection
Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

If you select PPPoE as the protocol, you will find out a link of Dial PPPoE or Drop PPPoE
in the Online Status web page.The online status shows the system status, WAN status, ADSL
Information and other status related to this modem within one page. If you select
PPPoE/PPPoA as the protocol, you will find out a link of Dial PPPoE or Drop PPPoE in
the Online Status web page.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection

LAN Status
IP Address
192.168.1.1
VAN Status
Enable
Yes
IP

ADSL Information
AT Statistics

ADSL Status

Mode

System Uptime: 0:2:57

IPv4 IPv6
Primary DNS: 5.8.8.8 Secondary DN5: 8.8.4.4
TX Packets RX Packets
o] 1851
== Renew
Line Name Mode Up Time
ADSL DHCP Client 00:00:00
GW IP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
I 0 0 0 0
( ADSL Firmware Version: 05-04-04-04-00-01)
TX Cells RX Cells TX CRC errs RX CRC errs
0 0 o]
State Up Speed Down Speed SHR Margin Loop Att.
TRAINIMNG 0 0 0 0

Detailed explanation is shown below:

ltem

Description

LAN Status

Primary DNS-Display the primary DNS server address for
WAN interface.

Secondary DNS -Display the secondary DNS server
address for WAN interface.

IP Address-Display the IP address of the LAN interface.

TX Packets-Display the total transmitted packets at the
LAN interface.

RX Packets-Display the total received packets at the LAN
interface.

WAN Status

Enable — Yes in red means such interface is available but
not connected. Yes in green means such interface is
connected.

DrayTek
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Item Description

Line — Display the physical connection of this interface.
Name — Display the name of the modem.

Mode - Display the type of WAN connection (e.g., PPPoE).
Up Time - Display the total uptime of the interface.

IP - Display the IP address of the WAN interface.

GW IP - Display the IP address of the default gateway.

TX Packets - Display the total transmitted packets at the
WAN interface.

TX Rate - Display the speed of transmitted octets at the
WAN interface.

RX Packets - Display the total number of received packets
at the WAN interface.

RX Rate - Display the speed of received octets at the WAN
interface.

ADSL Information ATM Statistics — Display the ATM layer information.

TX Cells —Display the total number of ATM transmission
cells.

RX Cells —Display the total number of ATM received cells.

TX CRC errs — Display the total number of transmission
CRC errors.

RX CRC errs —Display the total number of CRC errors
received.

ADSL Status —Display the ADSL layer information.

Mode - Display the type of ADSL mode, such as T1.413,
G.DMT, ADSL2+(G.992.5), and so on.

State — Display the ADSL connection status, such as
Ready, HANDSHAKING, SHOWTIME and so on.

Up Speed — Display the upstream rate.

Down Speed — Display the downstream rate.

SNR Margin - Display number of SRR Margin.
Loop Att .- Display the number of Loop Attenuation.

Physical Connection for IPv6 Protocol

Online Status

Physical Connection System Uptime: 0:6:50
IPv4 IPvE
LAN Status
IP Address
FES0::21D: AAFF:FES2:EBFO/64 (Link)
TX Pachkets RX Packets TX Bytes RX Bytes
5 0 390 0
WAN IPv6 Status
Enable lMNode Up Time
Mo Offline ---
IP Gateway IP
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Detailed explanation (for IPv6) is shown below:

Item Description

LAN Status
interface..

LAN interface.

interface.

LAN interface.

LAN interface.

IP Address- Displays the IPv6 address of the LAN

TX Packets-Displays the total transmitted packets at the
RX Packets-Displays the total received packets at the LAN
TX Bytes - Displays the speed of transmitted octets at the

RX Bytes - Displays the speed of received octets at the

WAN IPv6 Status

gateway.

Enable — No in red means such interface is available but
not enabled. Yes in green means such interface is enabled.
No in red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.
Gateway IP - Displays the IP address of the default

Note: The words in green mean that the WAN connection of that interface (WAN1) is
ready for accessing Internet; the words in red mean that the WAN connection of that
interface (WANL1) is not ready for accessing Internet.

2.5.2 Virtual WAN

Such page displays the virtual WAN connection information.

Virtual WAN are used by TR-069 management, VVolP service and so on.

The Application field will list the purpose of such WAN connection.

Online Status

Virtual VWAN
WAN 3 Status
Enable Line Name
Mo Ethernet
IP GW IP TX Packets
- - (0]
WAN 4 Status
Enable Line Name
Mo Ethernet
IP GW IP TX Packets
-—- --- (0]
WAN 5 Status
Enable Line Name
Mo Ethernet
IP GW IP TX Packets

DrayTek 21

Mode

TX Rate(Bps)

Mode

TX Rate(Bps)

Mode

TX Rate(Bps)

Up Time
Qo:00:00
RX Packets

Up Time
Q0:00:00
RX Packets

Up Time
Q0:-00:00
RX Packets

System Uptime: 0:4:36

Application
Management
RX Rate(Bps)

Application
Management
RX Rate(Bps)

Application
Management
RX Rate(Bps)
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Detailed explanation is shown below:

Item Description

WAN Status Enable — Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line — Display the physical connection (Ethernet, or USB)
of this interface.

Name — Display the name of the modem.

Mode - Display the type of WAN connection (e.g., PPPoE).
Up Time - Display the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Display the IP address of the default gateway.

TX Packets - Display the total transmitted packets at the
WAN interface.

TX Rate - Display the speed of transmitted octets at the
WAN interface.

RX Packets - Display the total number of received packets
at the WAN interface.

RX Rate - Display the speed of received octets at the WAN
interface.

2.6 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find
messages showing the system interaction with you.

Status: Ready

Ready indicates the system is ready for you to input settings.
Settings Saved means your settings are saved once you click Finish or OK button.

2.7 Registering Vigorl30

You have finished the configuration of Quick Start Wizard and you can surf the Internet at
any time. Now it is the time to register your Vigor modem to MyVigor website for getting
more service. Please follow the steps below to finish the modem registration.

1 Again, login the web configuration interface of VVigor modem by typing
“admin/admin” as User Name / Password.
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Dray Tek

Username |admin |

Password  [seeee |

Login

Copyright © 2000- 2022 DrayTek Corp. All Rights Reserved. 4

2  Click Support Area>>Production Registration from the home page.

Product Registration

3 A Login page will be shown on the screen. Please Enter the account and password that
you created previously. And click Login.

(e

Password
DrayTek

MyVigor

\ Create Account / Get Help

Tarms of Service / Privacy Policy

If you haven’t an accessing account, please refer to section Creating an Account for
MyVigor to create your own one. Please read the articles on the Agreement regarding
user rights carefully while creating a user account.

4 The following page will be displayed after you logging in MyVigor. Type a nickname
for the router, then click Submit.
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Product register ( Add Device)

Device Name Vigor130

Model Vigor130

MAC 1448BCO237E8

Serial Number 2019122611165901

5  When the following page appears, your router information has been added to the
database. Your router has been registered to myvigor website successfully.

MyVigor MY PRODUCT HIGH AVAILABILITY SETTINGS CUSTOMER SURVEY AGENT

WCF APPE DrayDDNS

yren BPjM

License Status L

License Action Activate License Force Sync

License History

Today

Product Registration
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DrayTek

Clicking MYPRODUCT for viewing the general information of the registered router
on MyVigor website.

DrayTek MWigﬂ! M L HIGH AVAILABILITY SETTINGS CUSTOMER SURVEY AGENT carriend
My Product D
Device Name - Model - Register Date MAC - Serial Number Service Status
25 Vigor130 Series User’'s Guide



This page is left blank.
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Web Configuration

This chapter will guide users to execute advanced (full) configuration. As for other examples
of application, please refer to chapter 5.

1. Open a web browser on your PC and type http://192.168.1.1. The window will ask for
typing username and password.

2. Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Note that “Admin mode” will be displayed on the
bottom left side.

Dashboard

ACT LAN DusS DSL

System Information
Modal Nama vigar130 System Up Time [ 0:25:31 System Status
Bouter Name Current Time 2000 Jan 1 Sat 0:25:28 Dynamic DS

Firmware Version | 3.8.5 Build Date/Time | Apr 26 2022 13:21:20 | IR.063
DSL Version S4B006_A/B/C HW: & LAN MAC Address | 00-1D-AA-B4-34-64 Scheduly

Eirgwall Objget Selting

DSL__| Connected : Down Stream : OKbps / Up Stream : 0Kbps
| WAN [Connected : 0, SWANL 1

[EZLaN__ | Connected : 0, @LANL |

3.1 Internet Access

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
modem. Moreover, if you want to adjust more settings for different WAN modes, please go
to WAN group and click the Internet Access link.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including modems, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANSs), such as host PCs under
the management of a modem since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255
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What are Public IP Address and Private IP Address

As the modem plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor modem. The modem itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor modem will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the modem will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a modem begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

Below shows the menu items for Internet Access.

Internet Access

3.1.2 General Setup

This section will introduce some general settings of Internet.

Internet Access »> General Setup

WAN 1
Display Name: |
Physical Mode: ADSL
DSL Mode:
VLAN Tag insertion Customer Service
ADSL
Tag value  Priority
0 0
[0~4085) (0~7)
vostZ
Tag value  Priority Tag value  Priority
0 0 0 0
(0~4005) (0~7) (0~4095) (0~7)
| OK | | Cancel |
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Available settings are explained as follows:

Item Description

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

DSL Mode Specify_which DSL mode can be used for such WAN
connection.

Auto — The system will choose the suitable one
automatically.

ADSL only  |w
Auto

YDELZ anly

A0

Line Speed If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion Enable — Enable the function of VLAN with tag.

The modem will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

After finished the above settings, click OK to save the settings.

3.1.3 PPPoE/PPPOA

PPPoA, included in RFC1483, can be operated in either Logical Link Control-Subnetwork
Access Protocol or VC-Mux mode. As a CPE device, Vigor modem encapsulates the PPP
session based for transport across the ADSL loop and your ISP’s Digital Subscriber Line
Access Multiplexer (SDLAM).

To choose PPPOE or PPPoA as the accessing protocol of the internet, please select
PPPoE/PPPoA from the Internet Access menu. The following web page will be shown.
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Internet Access >> PPPoE | PPPoA

PPPcE | PPPoA Client Mode

PPPoE/PPPoA Client  (Enable @ Disable ISP Access Setup
Service Mame!
DSL Modem Settings (for ADSL mode only) Username
Multi-PWVC channel Channel 1 +
Password
VeI cat
- PPP Authentication
vel IP Address From ISP | WAN IP Alias |
E lating T VC MUY v
neapsuiating type Fixed IP ) Yes @ No (Dynamic IP)
Protocol PPPoA hd .
Fixed IP Address |
Madulation [Multimode v
O]
PPPoE Pass-through Default MAC Address
() Specify a MAC Address
For Wired LANZ pecily
WAN Connection Detection
Mode ARP Detect v Index(1-15) in Schedule Setup:
Ping IP | | => | | | | b |
TTL:
MTU (Max:1500)
[ ok |

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

DSL Modem Settings

Set up the DSL parameters required by your ISP. These are
vital for building DSL connection to your ISP.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>
Multi-PVC/VLAN.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the protocol, PPPoE or
PPPOA.

Modulation — Choose a suitable method for PPPoE/PPoA
connection.

PPPoOE Pass-through

The modem offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor modem. When PPPoA
protocol is selected, the PPPoE package transmitted by PC will
be transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different with
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the Host PC) to access into Internet. However, if this box is
checked in PPPoA protocol, only PPPoE clients on the LAN
will be served and only one session is allowed.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
will be 1500.
ISP Access Setup Enter your allocated username, password and authentication

parameters according to the information provided by your ISP.
If you want to connect to Internet all the time, you can check
Always On.

ISP Name — Type the name of the ISP if required.
Username — Type in the username provided by ISP in this

field.

Password — Type in the password provided by ISP in this
field.

PPP Authentication — Select PAP only or PAP or CHAP for
PPP.

Always On - If you want to connect to Internet all the time,
check the Always On box.

Idle Timeout — Set the timeout for breaking down the Internet
after passing through the time without any action. This setting
is active only when the Active on demand option for Active
Mode is selected in WAN>> General Setup page.

IP Address From ISP Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WANL only. Type the additional WAN IP
address and check the Enable box. Then click OK to exit the
dialog.
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@ WAN1 1P Alias - Goegle Chrome [=|=] &
A F== | 192.168.1.30/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1. [0.0.0.0
2 O 0.0.0.0
3 O 0.0.0.0
4 O 0.0.0.0
5. O 0.0.0.0
& O 0.0.0.0
7 O 0.0.0.0
g O 0.0.0.0
| oK | | ClearAll | | Close |

Fixed IP — Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address - You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the modem.

Specify a MAC Address — Type the MAC address for the
modem manually.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Applications >> Schedule web page and you
can use the number that you have set in that web page.

After finishing all the settings here, please click OK to activate them.

3.1.4 MPoA /Static or dynamic IP

MPoA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely

multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP

address to the WAN interface.

To use MPoA /Static or dynamic IP as the accessing protocol of the Internet, select MPoA

mode. The following web page will appear.
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Internet Access => MPoA [ Static or dynamic IP

MPoA [ Static or dynamic IP

Encapsulation

MPoA (RFC1483/2684) @ Enable ) Disable |WAN IP Network Settings

) Obtain an IP address automatically
DSL Modem Settings (for ADSL mode only) |\-’igor |
Multi-PVC channel Router Name =

Domain Name | |

[ 1483 Bridged IP LLC v =
VPI [J DHCP Client Identifier =
| |
Modulation [Multimode v| Password | |

WAN Connection Detection

® Specify an IP address | WAN IP Alias |

[J Enable Bridge Mode

1P Address [0.0.0.0 |
Mode Always On
, Subnet Mask [0.0.00 |
Ping IP | | 5000
TTL: Gateway IP Address | .0.0. |
MTU 15 (Max:1500) ' Default MAC Address
) Specify a MAC Address
RIP Protocol MAC Address: 00 |-1D -AA:84 -34 -65
[J Enable RIP
DNS Server IP Address
Bridge Mode Primary IP Address |B.B.8.8 |

Secondary IP Address |B.B.4.4 |

| Advanced [You can configure DHCP client options here.

*: Required for some ISPs

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

DSL Modem Settings

Set up the DSL parameters required by your ISP. These are
vital for building DSL connection to your ISP.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access — Multi PVCs.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.
Modulation — Choose a suitable method for such connection.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
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value is set by telnet command.

MTU It means Max Transmit Unit for packet.

RIP Protocol Routing Information Protocol is abbreviated as RIP(RFC1058)
specifying how modems exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode If you choose Bridged IP as the protocol, you can check this

box to invoke the function. The modem will work as a bridge
modem.

WAN IP Network
Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

Modem Name — Type in the modem name provided by ISP.

Domain Name — Type in the domain name that you have
assigned.

DHCP Client
Identifier for some ISP

This feature is offered for certain ISP with special request.

Enable — Check this box to enable the function of DHCP client
identifier for some ISP.

Username — Type a username used for such function.
Password — Type a password used for such function.

Specify an IP address

Click this radio button to specify some data.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using. Notice that this setting is
available for WANL only. Type the additional WAN IP
address and check the Enable box. Then click OK to exit the
dialog.
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@ WAN1 1P Alias - Google Chrome (=B 2
A == | 192.168.1.30/doc/wipalias.htm

WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1. [0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

L I - S

| oK | | ClearAll | | Close |

IP Address — Type in the private IP address.
Subnet Mask — Type in the subnet mask.
Gateway IP Address — Type in gateway IP address.

Default MAC Address | Type in MAC address for the modem. You can use Default
MAC Address or specify another MAC address for your

necessity.
MAC Address — Type in the MAC address for the modem
manually.
DNS Server IP Type in the primary IP address for the modem. If necessary,
Address type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

3.1.51Pv6

Offline
When Offline is selected, the IPv6 connection will be disabled.

Internet Access »> IPv6

WAN 1

Internet Access Mode

Connection Type

PPP
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During the procedure of IPv4 PPPOE connection, we can get the IPv6 Link Local Address

between the gateway and Vigor modem through IPv6CP. Later, use DHCPV6 or Accept RA
to acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means

of the generated prefix.

Internet Access => IPv6

WAN 1
Internet Access Mode
Connection Type PPP v
O Auto @ Manual
Prefix Configuration
. |/ | |
Subnet Prefix (default:ea)
Note : IPv4 WAN setting should be PPPoE client.
| oK |
Available settings are explained as follows:
Item Description
Auto No need to type any other information for PPP mode.
Manual Subnet Prefix - Enter the subnet prefix address obtained from
service provider.

Below shows an example for successful IPv6 connection based on PPPOE mode.

Online Status

Physical Connection
IPv4 IPvE

LAN Status
IP Address
2001:B010:7300:200:21D:AAFF:FE7A: 3E58/64 (Global]
FEBD::21D:AAFF:FE7A:3E58/64 (Link)

TH Packets RX Packets TX Bytes RX Bytes

7 8 618 b72
WANZ IPvG Status

Enable Mode Up Time

Yes PPP 0:00:11

IP Gateway IP

2001:B010:7300:200:21D: AAFF:FE7A: 3E5A/128 (Global) FE80::90:1A00:242:AD52

FEBD::1D:AAFF:FE7A:SESA/128 (Link)
DNS IP

2001:8000:168::1
2001:8000:168::2

TX Packets RX Packets TX Bytes RX Bytes
¥ 4 544 616
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UK.

Note: At present, the IPv6 prefix can be acquired via the PPPOE mode connection
which is available for the areas such as Taiwan (hinet), the Netherlands, Australia and

TSPC

Tunnel setup protocol client (TSPC) is an application which could help you to connect to

IPv6 network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network

connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6
prefix from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting modem advertisement daemon (RADVD), the PC
behind this modem can directly connect to IPv6 the Internet.

Internet Access »> IPv6

WAN 1

Internet Access Mode
Connection Type

TSPC Configuration

Username
Password
Confirm Password

Tunnel Broker

TSPC hd

Available settings are explained as follows:

Item Description

Username Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

Password Type the password assigned with the user name.

Confirm Password

Type the password again to make the confirmation.

Tunnel Broker

Type the address for the tunnel broker IP, FQDN or an
optional port number.

After finishing all the settings here, please click OK to save the configuration.
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AICCU

Internet Access == IPvG

WAN 1

Internet Access Mode

Connection Type AICCU ~

AICCU Configuration
[ always on

Username

Password

Tunnel Broker tic_sixxs net

|
|
Confirm Password |
|
|

Subnet Prefix

Available settings are explained as follows:

Item Description

Always The IPv6 network connection will be always on when this box
is checked.

Username Type the name obtained from the broker. Please apply new

account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.

Password Type the password assigned with the user name.
Confirm Password Type the password again to make the confirmation.
Tunnel Broker Type the address for the tunnel broker IP, FQDN or an

optional port number.

Subnet Prefix Type the subnet prefix address getting from service provider

After finishing all the settings here, please click OK to save the configuration.
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DHCPv6 Client
DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

Internet Access >> IPv6

WAN 1
Internet Access Mode
Connection Type DHCPwE Client
DHCPv6 Client Configuration
Identity Association @® Pprefix Delegation O Non-temporary Address

IAID (Identity Association ID) |380I}6?1211

Available settings are explained as follows:

Item Description

Identify Association Choose Prefix Delegation or Non-temporary Address as the
identify association.

IAID Type a number as IAID.

After finishing all the settings here, please click OK to save the configuration.

Static IPv6
This type allows you to setup static IPv6 address for WAN interface.

Internet Access >> IPv6

WAN 1
Internet Access Mode
Connection Type Static IPvG e
Static IPv6 Address Configuration
IPve Address / Prefix Length
] [Ches

Current IPv6 Address Table

Index IPvé Address/Prefix Langth Scaope

Static IPv6 Gateway Configuration
IPv6 Gateway Address
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Available settings are explained as follows:

Iltem

Description

Static IPv6 Address
configuration

IPv6 Address — Type the IPv6 Static IP Address.
Prefix Length — Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete — Click it to remove an existed entry.

Current IPv6 Address
Table

Display current interface IPv6 address.

Static IPv6 Gateway
Configuration

IPv6 Gateway Address - Type your IPv6 gateway address
here.

After finishing all the settings here, please click OK to save the configuration.

6in4 Static Tunnel

Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than any cast endpoint. The mode has more reliability.

Internet Access => IPv6

WAN 1

Internet Access Mode

Connection Type
6ind Static Tunnel
6in4 IPvE Address

LAM Routed Prefix
Tunnel TTL

Gind Static Tunnel v

Remote Endpoint IPv4 Addre55| |

| |/ 64 |(default:64)
| |/ |64 |(default:64)
255 (default:255)

Available settings are explained as follows:

ltem

Description

Remote Endpoint IPv4
Address

Type the static IPv4 address for the remote server.

6in4 IPv6 Address

Type the static IPv6 address for IPv4 tunnel with the value
for prefix length.

LAN Routed Prefix

Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL

Type the number for the data lifetime in tunnel.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.
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Online Status

Physical Connection
IPvd IPvé

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FES0::21D:AAFF:FES3:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6ind Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) e
FES0::COA8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
41
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6rd
This type allows you to setup 6rd for WAN interface.

Internet Access == IPv6

WAN 1
Internet Access Mode
Connection Type erd v
6rd Settings
&rd Mode O auto 6rd @ Static 6rd

Static 6rd Settings
IPv4 Border Relay: |

IPv4 Mask Length: |D |
&rd Prefix: | |
6rd Prefix Length: |0 |
L ok |
Available settings are explained as follows:
Item Description
6rd Mode Auto 6rd — Retrieve 6rd prefix automatically from 6rd

service provider. The IPv4 WAN must be set as "DHCP".
Static 6rd - Set 6rd options manually.

IPv4 Border Relay Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.
IPv4 Mask Length Type a number of high-order bits that are identical across

all CE IPv4 addresses within a given 6rd domain.
It may be any value between 0 and 32.

6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in
number of bits.

After finished the above settings, click OK to save the settings.
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3.1.6 Multi-PVC/VLAN
Multi-PVC/VLAN allows users to create profiles for specific WAN interface and bridge
connections for user applications that require very high network throughput. Simply go to
WAN and select Multi-PVC/VLAN.

General

This page shows the basic configurations used by every channel.

Internet Access == Multi-PVC/VLAN

Multi-PVC/VLAN

General Advanced
Channel Enable WAN Type VPIVCI VLAN Tag
1 ADSL 8/88 None
3. WAN3 O ADSL 1/43 None
4, WAN4 O ADSL 1/44 MNone
5. WANS - ADSL 1/45 None
| oK | | Cancel |

Available settings are explained as follows:

ltem

Description

Channel

Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 3 ~ 8 are configurable.

Enable

Enable or disable the settings for this channel.

WAN Type

Displays the physical medium that the channel will use.

VLAN Tag

Displays the VLAN tag value that will be used for the

packets traveling on this channel.

Click any index (3, 4 and 5) to get the following web page:

DrayTek

43

Vigor130 Series User’'s Guide



Internet Access == Multi-PVC/VLAN == Channel 3

Enable Channel 3:
WAN Type :
General Settings ATM Qo$§
VPI ] QoS Type
VeI PCR .
Protocol SCR D
Encapsulation MBS D
[ add VLAN Header
WLAM Tag 0
Pricrity 0
] Open WAN Interface for this Channel
WAN Application: | Management v
WAN Connection Detection
Mode
Ping IP
PPPoE/PPPoA Client MPoA (RFC1483/2684)
ISP Access Setup Obtain an IP address automatically
ISP Name Router Name Vigor =
Username Domain Name =
Password *: Required for some ISPs
PPP Authentication Specify an IP address
Always On IP Address
Idle Timeout 86400 second(s) Subnet Mask
IP Address From ISP Gateway IP Address
Fixed IP Yes No (Dynamic IP) DNS Server IP Address
Fixed IP Address Primary IP Address 8888
Secondary IP Address 8844
| ok | | cancel |

Available settings are explained as follows:

Item Description

Multi-PVC/VLAN Enable - Click it to enable the configuration of this channel.
Channel 3/4/5 Disable —Click it to disable the configuration of this channel.
WAN Type The connections and interfaces created in every channel may

select a specific WAN type to be built upon.

General Setting VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

Add VLAN Header — Check the box to enable VLAN tag
configuration.

VLAN Tag — Type the value as the VLAN 1D number. Valid
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settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may
not configure the same VLAN tag value.

Priority — Choose the number to determine the packet priority
for such VLAN. The range is from 0 to 7.

ATM QoS

Such configuration is applied to upstream packets. Such
information will be provided by ISP. Please contact with your
ISP for detailed information.

QoS Type - Select a proper QoS type for the channel.
PCR - It represents Peak Cell Rate. The default setting is “0”.

SCR - It represents Sustainable Cell Rate. The value of SCR
must be smaller than PCR.

MBS - It represents Maximum Burst Size. The range of the
value is 10 to 50.

Open WAN Interface
for this Channel

Check the box to enable relating function.

WAN Application —

Management — It can be specified for general management
(Web configuration/telnet/TR069). If you choose Management,
the configuration for this VLAN will be effective for Web
configuration/telnet/ TR069.

IPTV - The IPTV configuration will allow the WAN interface
to send IGMP packets to IPTV servers.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode — Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference. TTL
value is set by telnet command.

PPPoE/PPPoA Client

Enter your allocated username, password and authentication
parameters according to the information provided by your ISP.

ISP Access Setup
® |SP Name - Type in the name of your ISP.
® Username — Type in the username provided by ISP in

this field. The maximum length of the name you can set
is 80 characters.

® Password — Type in the password provided by ISP in this
field. The maximum length of the password you can set is
48 characters.

® PPP Authentication — Select PAP only or PAP or

CHAP for PPP.
® Always On — Check it to keep the network connection
always.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any
action.
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IP Address From ISP

® Fixed IP - Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

MPoA Obtain an IP address automatically — Click this button to
(RFC1483/2684) obtain the IP address automatically.
® Router Name — Type in the router name provided by
ISP.
® Domain Name — Type in the domain name that you have
assigned.
Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.
® Subnet Mask — Type in the subnet mask.
® Gateway IP Address — Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address for
the router if you want to use Static IP mode. If necessary, type
in secondary IP address for necessity in the future.

WAN link for Channel 3, 4 and 5 are provided for modem-borne application such as TR-069
and IPTV. The settings must be applied and obtained from your ISP. For your special request,
please contact with your ISP and then click WAN link of Channel 3 or 4 to configure your
modem.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

Internet Access == Multi-PVC/VLAN

Multi-PVC/VLAN

General Advanced
ATM QoS
Channel QoS Type PCR SCR MBS PVC to PVC Binding
1. [UBR ~| [0 | o | o
3. 0 a 0
4. 0 0 0
5. 0 0 0
Note:

1. If the parameters in the ATM QoS settings are set to zero, then their default settings will be usad.
Also, PCR{max)=ADSL Up Speed /53/8.

2. Multiple channels may use the same ADSL channel link through the PVC Binding configuration. The
PWC Binding configuration is only supported for channels using ADSL,please make sure the channel
that you are binding to is using ADSL as its WAN type. The binding will work only under PPPoE and
MPoA 1483 Bridge mode.

| oK | | Cancel |

Available settings are explained as follows:

Item Description
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QoS Type

Select a proper QoS type for the channel.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR - It represents Sustainable Cell Rate. The value of SCR must be
smaller than PCR.

MBS It represents Maximum Burst Size. The range of the value is 10

to 50.

PVC to PVC Binding

It allows the enabled PVC channel to use the same ADSL
connection settings of another PVC channel. Please choose the
PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by modem. The design
of network structure is related to what type of public IP addresses coming from your ISP.

3.2.1 Basics of LAN

The most generic function of Vigor modem is NAT. It creates a private subnet of your own.
As mentioned previously, the modem will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does is
to translate the packets from public IP address to private IP address to forward the right
packets to the right host and vice versa. Besides, Vigor modem has a built-in DHCP server
that assigns private IP address to each local host. See the following diagram for a briefly
understanding.

Internet

m b DHCPServer
v

HUB
Public IP Address

—— e — — — — — — — — — —— e —— — —

Private Subnet

Router IP Address:192.168.1.1 I
192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor
modem will serve for IP routing to help hosts in the public subnet to communicate with other
public hosts or servers outside. Therefore, the modem should be set as the gateway for public
hosts.
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Internet

f‘h‘ i
Public IP Address: V

220135280207 L ___ . HUB
Private Subnet L1 TTH
Router IP Address:192.168.1.1 Public Subnet

192.168.1.22 192.168.1.11 220 135 240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor modem will exchange routing information with neighboring modems using the RIP to
accomplish IP routing. This allows users to change the information of the modem such as IP
address and the modems will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way
for connection is the Static routes function rather than other method. You may simply set
rules to forward data from one specified subnet to another specified subnet without the
presence of RIP.

Internet

=
e

HUB
\’l.‘\'“[) \,l-‘\r‘1
192.168.1.11  192.168.1.10 192.168.1.13 192.168.1.12
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3.2.2 General Setup

This page provides you the general settings for LAN. Open LAN>>General Setup.

Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on
IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations for

detailed information.

LAN == General Setup

Ethernet TCP /IP and DHCP Setup LAN 11Pv6 Setup
LAN IP Network Configuration DHCP Server Configuration
For MAT Usage @® Enable Server O Disable Server
st [P Address [192.168.1.30 | Relay Agent: (O 1st Subnet  2nd Subnet
1st Subnet Mask |255.255.255.0 ||oHCe server 1P Address
For IP Routing Usage O Enable ® Disable Start IP Address [192.168.1.10 |
2nd 1P Addrass 192.168.2.1 |[p Pool counts [100 |
2nd Subnet Mask |255.255.255.0 | Gateway 1P Address |192_153_1_30 |
| 2nd Subnet DHCP Server | ) (86400 |
Lease Time
(s
RIPF Protocol Control |M|You can configure DHCP server opticns

here.

DNS Server IP Address
Primary IF Address | |

Secondary IP Address | |

[J Force router to use address for DNS

L Ok |

Available settings are explained as follows:

ltem

Description

LAN IP Network
Configuration

For NAT Usage,

1°" IP Address - Type in private IP address for connecting to
a local private network (Default: 192.168.1.1).

1* Subnet Mask - Type in an address code that determines
the size of the network. (Default: 255.255.255.0/ 24)

For IP Routing Usage - Click Enable to invoke this
function. The default setting is Disable.

2nd Address - Type in secondary IP address for connecting
to a subnet. (Default: 192.168.2.1/ 24)

2nd Subnet Mask - An address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

2nd Subnet DHCP Server - You can configure the modem
to serve as a DHCP server for the 2nd subnet.
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@ Router Web Configurator - Google Chrome [=]=] = |
A FZ= | 192168.1.30/doc/pubdhcp.htm og]

2nd DHCP Server

Start IP Address
IP Pool Counts E {max. 10)

Index Matched MAC Address Given IP Address

MAC Address : I:I\:“:H:I\:“:I

| Add | | Delete | | Edit | | cancel |

| ok || claran | [ cClose |

[3

®  Start IP Address: Enter a value of the IP address pool
for the DHCP server to start with when issuing IP
addresses. If the 2nd IP address of your modem is
220.135.240.1, the starting IP address must be
220.135.240.2 or greater, but smaller than
220.135.240.254.

® [P Pool Counts: Enter the number of IP addresses in
the pool. The maximum is 10. For example, if you
type 3 and the 2nd IP address of your modem is
220.135.240.1, the range of IP address by the DHCP
server will be from 220.135.240.2 to 220.135.240.11.

® MAC Address: Enter the MAC Address of the host
one by one and click Add to create a list of hosts to be
assigned, deleted or edited IP address from above
pool. Set a list of MAC Address for 2" DHCP server
will help modem to assign the correct IP address of the
correct subnet to the correct host. So those hosts in 2™
subnet won’t get an IP address belonging to 1% subnet.

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
modems. (Default)

®  1st Subnet - Select the modem to change the RIP

information of the 1st subnet with neighboring
modems.

® 2nd Subnet - Select the modem to change the RIP
information of the 2nd subnet with neighboring
modems.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol.
The modem by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the modem enabled as a
DHCP server if you do not have a DHCP server for your
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network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.

Enable Server - Let the modem assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Relay Agent — (1% subnet/2™ subnet) Specify which
subnet that DHCP server is located the relay agent should
redirect the DHCP request to.

DHCP Server IP Address —Set the IP address of the DHCP
server you are going to use so the Relay Agent can help to
forward the DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your modem is 192.168.1.1, the
starting IP address must be 192.168.1.2 or greater, but
smaller than 192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the modem, which means the
modem is the default gateway.

Lease Time — Enter the time to determine how long the IP
address assigned by DHCP server can be used.

— If required, click it to set option number for DHCP.

Advanced DHCP packets can be processed by adding option number
and data information when such function is enabled.

LAN == General Setup

DHCP Server Options Status

Options List
Enable Option Type Data

Enable:

DataType: ® ASCII Character (EX :0Option:18, Data:/path)
O Hexadecimal Digit (EX: Option:18, Data:2f70617468)
O Address List (EX :Option:44, Data:172.16.2.10,172.16.2.20...)

Data:‘ |
[ Add | [ update | [ Delete |

Enable/Disable — Enable/Disable the function of DHCP
Option. This modem allows you to add up to five Option
Numbers. Each DHCP option is composed by an option
number with data. For example,

Option number:100

Data: abcd

When such function is enabled, the specified values for
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DHCP option will be seen in DHCP reply packets.

Option Number — Type a number for such function.
Different number means different meaning. Please contact
with your ISP for obtaining the correct number value.

DataType — Choose the type (ASCII or Hex) for the data to
be calculated.

Data — Type the content of the data to be processed by the
function of DHCP option.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the
user-friendly name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the modem will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the modem will automatically apply default secondary DNS
Server IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPv6
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 o] 41533

If both the Primary IP and Secondary IP Address fields are
left empty, the modem will assign its own IP address to
local users as a DNS proxy server and maintain a DNS
cache.

If the IP address of a domain name is already in the DNS
cache, the modem will resolve the domain name
immediately. Otherwise, the modem forwards the DNS
query packet to the external DNS server by establishing a
WAN (e.g. DSL/Cable) connection.

Force router to use address for DNS- Force Vigor modem
to use DNS servers in this page instead of DNS servers
given by the Internet Access server (PPPoE, PPTP, L2TP or
DHCP server).

After finishing all the settings here, please click OK to save the configuration.

Details Page for LAN1 — IPv6 Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on
IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information. Below shows the settings page for IPv6.
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LAN == General Setup

Ethernet TCP [ IP and DHCP Setup LAN 1 IPvb Setup

Router Advertisement Server
® Enable ' Disable

Advertisement Lifetime | 1300 Seconds (Range : 600 - 2000)

DHCPv6 Server
) Enable Server

End IPvE Address

® Disable Server
Start IPvG Address

DNS Server IPv6 Address
Primary DNS Server
Secondary DNS Server

Static IPv6 Address
IPvo Address

/ Prefix Length

P A
Delete
Current IPv6 Address Table
Index IPve Rddress/Prefix Length Scope
1 FEBO::21D:RLAFF:FEE4:3464/64 Link

It provides 2 daemons for LAN side IPv6 address configuration. One is RADVD(stateless)
and the other is DHCPvV6 Server (Stateful).

Available settings are explained as follows:

ltem

Description

Router Advertisement
Server

Enable - Click it to enable RADVD server. The modem
advertisement daemon (radvd) sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable — Click it to disable RADVD server.

Advertisement Lifetime - The lifetime associated with the
default modem in units of seconds. It's used to control the
lifetime of the prefix. The maximum value corresponds to
18.2 hours. A lifetime of 0 indicates that the modem is not a
default modem and should not appear on the default modem
list.

DHCPvV6 Server

Enable Server —Click it to enable DHCPV6 server.
DHCPv6 Server could assign IPv6 address to PC according
to the Start/End IPv6 address configuration.
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Disable Server —Click it to disable DHCPV6 server.

Start IPv6 Address / End IPv6 Address —Type the start
and end address for IPv6 server.

DNS Server IPv6 Address

Primary DNS Sever — Type the IPv6 address for Primary
DNS server.

Secondary DNS Server —Type another IPv6 address for
DNS server if required.

Static IPv6 Address

IPv6 Address —Type static IPv6 address for LAN.
Prefix Length — Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete — Click it to remove an existed entry.

Current IPv6 Address
Table

Display current used IPv6 addresses.

When you finish the configuration, please click OK to save and exit this page.

3.2.3 Static Route

Go to LAN to open setting page and choose Static Route. The modem offers IPv4 and IPv6
for you to configure the static route. Both protocols bring different web pages.

Static Route for IPv4

LAN == Static Route Setup

IPv4 IPvi Set to Factory Default View Routing Table |
Index Enable Destination Address Index Enable Destination Address
1. Od 777 6. O 777
2 (] 277 1. O 277
3. (] 227 8. O 227
4. (] 277 9. O 277
5, O 277 10, O 277
| OK | | Cancel |

Available settings are explained as follows:

ltem

Description

Index

The number (1 to 10) under Index allows you to open next
page to set up static route.

Destination Address

Displays the destination address of the static route.

Status

Displays the status of the static route.

Set to Factory Default

Clear all of the settings and return to factory default
settings.
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Viewing Routing Table Displays the routing table for your reference.

Diagnostics >> View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |

Key: C - connected, S - static, R - RIP, * - default, ~ - private ~
182.168.1.0/ 255.255.255.0 directly comnected LANL =

Add Static Routes to Private and Public Networks (based on IPv4)

Here is an example of setting Static Route in Main Modem so that user A and B locating in
different subnet can talk to each other via the modem. Assuming the Internet access has been
configured and the modem works properly:

® use the Main Modem to surf the Internet.

®  create a private subnet 192.168.10.0 using an internal Modem A (192.168.1.2)
® create a public subnet 211.100.88.0 via an internal Modem B (192.168.1.3).
[

have set Main Modem 192.168.1.1 as the default gateway for the Modem A
192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Modem A can only forward
recognized packets to its default gateway Main Modem.

Internet
Set
Static Route
Router C
192.168.1.1 : .
Router A Router B
192.168.1.2 192.168.1.3
(Gateway:192.168.1.1)

ﬂ

Sy >

Private subnet Private subnet

192.168.10.0/24 @ j 211.10.88.0/24

UserA UserB

1. Goto LAN page and click General Setup, select 1st Subnet as the RIP Protocol
Control. Then click the OK button.
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Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring modems via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet
via the modem, and continuously exchange of IP routing information with different

subnets.

2. Click the LAN - Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN == Static Route Setup

Index No. 1

Enable
Destination IP Address |192.168.1.10 |
Subnet Mask |255.255.255.0 |
Gateway IP Address [192.166.1.2 |
Network Interface

Note: WAN2, WAN3, WAN4 are router-borne WARNs.

[ ok | | Cancel | | Delete |

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.

Address

Subnet Mask Type the subnet mask for such static route.

Network Interface Use the drop down list to specify an interface for such static
route.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be

forwarded to 192.168.1.3.

LAN == Static Route Setup

Index No. 2
Enable

Destination IP Address |211.1OD.88.0 |
Subnet Mask |255.255.255.0 |
Gateway IP Address [192.168.1.3 |
Network Interface

Note: WANZ, WAN3, WAN4 are router-borne WANs.

| OK | | Cancel | | Delete |

4.  Go to Diagnostics and choose Routing Table to verify current routing table.
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Diagnostics == View Routing Table

Current Running Routing Table IPvE Routing Table | Refresh |

~ — private ~

Key C statiec, R - RIP, * - default,
S~ 55.255.255.0 via 192.168.1.2 LAN1
C~ 535.2535.2535.0 directly connected LANI
5~ 55.255.255.0 via 192.168.1.3 LAN1
w

Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

LAN == Static Route Setup

IPwd IPv6 Set to Factory Default View IPv6 Routing Table |
Index Enable Destination Address Index Enable Destination Address
1. O 22/ n. [l 220
2. O /0 12. O /0
3. O ::/0 13. O ::/0
4. O /0 14. O ::/0
5. O ==f0 15. [l .0
6. O /0 16. O 1:/0
1. O ::/0 17. [l 1]
8. O /0 18. O /0
9. [ /0 19. O /0
10. O /0 20. O ::f0
1-20|21-40 = Next ==
| oK | | Cancel |

Available settings are explained as follows:

Item Description

Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing IPv6 Routing Displays the routing table for your reference.

Table

Click any underline of index number to get the following page.
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LAN == Static Route Setup

Index No. 1

[ Enable

Destination IPve Address / Prefix |33 |f
Len 0

Gateway IPv6 Address

Network Interface

| oK | | Cancel | | Delete |

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address | Type the IP address with the prefix length for this entry.
/ Prefix Len

Gateway IPv6 Address Type the gateway address for this entry.

Network Interface Use the drop down list to specify an interface for this static
route.

When you finish the configuration, please click OK to save and exit this page.

3.2.4 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening
control in network. When this function is enabled, all the assigned IP and MAC address
binding together cannot be changed. If you modified the binding IP or MAC address, it
might cause you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.
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LAN == Bind IP to MAC

Bind IP to MAC

O Enable @ Disable O Strict Bind

ARP Table | SelectAll | Sort | Refresh | IP Bind List ( Limit: 300 entries ) | Select All | Sort |
IFP Rddress Mac Rddress Index IP Address Mac Address

152.168.1.1 14-43-BC-02-36-30

182.1€8.1.10 g0-A4-4C-E€-5R—-4F

1%2.168.1.20 14-43-BC-28-03-148

Add or Update

IP Address |

Mac Address DDDDDD

Comment |

[J show Comment
| Add | |Update | | Delete |

Note:  IP-MAC binding presets DHCP Allocations.
If you select Strict Bind, unspecified LAN clients cannot access the Internet.

L oK |

Backup IP Bind List : | Backup |

Upload From File: | EEEE |=‘<§?§1§Eﬂ1§;’i | Restore |

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect
to Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Click this radio button to block the connection of the
IP/MAC which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this modem. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can
be selected and added to IP Bind List by clicking Add
below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest

ARP table information.
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Add or Update IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to
bind with the assigned IP address.

Comment - Type a brief description for the entry.

Show Comment - Check this box to display the comment
on IP Bind List box.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table
or the IP/MAC address typed in Add or Update to the table
of IP Bind List.

Update It allows you to edit and modify the selected IP address and

MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply
click and select the one, and click Delete. The selected item
will be removed from the IP Bind List.

Backup Store the configuration for Bind IP to MAC as a file.
Restore Restore the previously stored configuration file and apply to
such page.

Note: Before you select Strict Bind, you have to bind one set of IP/MAC address for one
PC. If not, no one of the PCs can access into Internet. And the web user interface of the
modem might not be accessed.

When you finish the configuration, click OK to save the settings.

3.3 NAT

Usually, the modem serves as an NAT (Network Address Translation) modem. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
modem, the modem will change its source address into the public IP address of the modem,
select the available public port, and then forward it. At the same time, the modem shall list
an entry in a table to memorize this address/port-mapping relationship. When the public
server response, the incoming traffic, of course, is destined to the modem’s public IP address
and the modem will do the inversion based on its table. Therefore, the internal host can
communicate with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.
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On NAT page, you will see the private IP address defined in RFC-1918. Usually we use
the 192.168.1.0/24 subnet for the modem. As stated before, the NAT facility can map one
or more IP addresses and/or service ports into different specified services. In other words,
the NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.

NAT

3.3.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of
the modem, and identified by its private IP address/port, the goal of Port Redirection
function is to forward all access request with public IP address from external users to the
mapping private IP address/port of the server.

Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12 192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.
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NAT == Port Redirection

Port Redirection | Setto Factory Default |

Index Enable Service Name WAN Protocol Public Port Private IP
Interface

All
All

All

All

All

all
All
All

2 | [N | @ = e e =

All

|
=

All

miEpEEEEE RN

=
(%]
=
W
=
D
£
et
W

—
N
=

| OK | | Cancel |

Note: The port number values set in this page might be invalid due to the same values configured for
Management Port Setup in System Maintenance>>Management.

Each item is explained as follows:

Item Description

Index Display the number of the profile.

Service Name Display the description of the specific network service.

WAN Interface Display the WAN IP address or interface used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Display the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.
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NAT => Port Redirection

Index No. 1
[ Enable

Mode
Service Name |
Protocol
WAN IP
Fublic Port E
Private IP |
Private Port E

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP
have been entered.

| OK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the system
will calculate and display the ending IP of private IP
automatically.

Service Name Enter the description of the specific network service.
Protocol Select the transport layer protocol (TCP or UDP).
WAN IP Select the WAN IP used for port redirection. There are eight

WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Simply type the required number on the first box. The second
one will be assigned automatically later.

Private IP Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point) and the
fourth digits in the second box (as the end point).

Private Port Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the modem has its own built-in services (servers) such as Telnet, HTTP and FTP
etc. Since the common port numbers of these services (servers) are all the same, you may
need to reset the modem in order to avoid confliction.
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For example, the built-in Web User Interface in the modem is with default port 80, which
may conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the modem’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup.
You then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance == Management d
IPv4 Management Setup IPv6 Management Setup
Router Name |
[J Default:Disable Auto-Logout Management Port Setup
@® User Define Ports () Default Ports
Internet Access Control Telnet Port (Default: 23)
I allow management from the Internet HTTP Port (Default: 80)
Domain name allowed
HTTPS Port (Default: 443)
i . 3
TP Server FTP Port (Default: 21)
f . A
HTTP Server TROG9 Port 8059 (Default: 8069)
HTTPS Server SSH Port (Default: 22)
Telnet Server
SNMP Setup

TROGY9 Server

[J Enable SNMP Agent
S5H Server

Get Communit ublic
Disable PING from the Internet Y E
Set Community private
LAN Access Control Manager Host IP
Allow management from LAN Trap Community public
FTP Server Notification Host 1P
" .
B HTTP Server Trap Timeout 10 seconds
HTTPS Server
Telnet Server TLS/SSL Encryption Setup
/]

SSH Server B Enable TLS 1.2

3.3.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
modem provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.
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http://192.168.1.1:8080/�

Internet

Destined to
220.135.240.207
Protocol: Any
Port: Any

192.168.1.22

192.168.1.11

Weab Server
192.168.1.13
Port 80

FTP Server
192.168.1.12
Port 21

The inherent security properties of NAT are somewhat bypassed if you set up DMZ host.
We suggest you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page:

NAT == DMZ Host Setup

DMZ Host Setup

WAN1
WAN 1
Private IP
MAC Address of the True IP DMZ Host 0o - |00 - 00 :00 - 0O - OO

Note:If True-IP DMZ is enabled the routers WAM connection will be forced to remain on.

Available settings are explained as follows:
Item Description
WAN 1 Choose Private IP or Active True IP first.

Private IP
Active True IP

I.

Active True IP selection is available for WANL1 only.

Private IP Enter the private IP address of the DMZ host, or click
Choose PC to select one.
Choose PC Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
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one private IP address in the list to be the DMZ host.

@ch. [=[3] € ]|

A F== | 192..

192.168.1.1
192.168.1.10
192.168.1.20

When you have selected one private IP from the above
dialog, the IP address will be shown on the following screen.
Click OK to save the setting.

If you previously have set up WAN Alias for PPPoE/PPPoA or MPoA mode, you will find
them in Aux. WAN IP for your selection.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1
WAN 1
Index Enable Aux. WAN IP Private IP
1. ] ===
2. F 192.168.1.56
[ ok | [ Clear

Available settings are explained as follows:

Item Description

Enable Check to enable the DMZ Host function.

Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.
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Choose PC Click this button and then a window will automatically pop up,
as depicted below. The window consists of a list of private IP
addresses of all hosts in your LAN network. Select one private
IP address in the list to be the DMZ host.

(@ch. (=]E@] 5%

A fz==| 192..

192.168.1.1
192.168.1.10
192.168.1.20

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click
OK to save the setting.

After finishing all the settings here, please click OK to save the configuration.

3.3.3 Open Ports
Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |
Index Enable Comment Local IP Address
1. O
2. (]
3. (]
4. (]
3. O
B. O
I8 O
8. (]
9. O
10. O
110 | 11-20 = Next ==
| OK | | Cancel |

Note: The port number values set in this page might be invalid due to the same values configured for
Management Port Setup in System Maintenance>>Management.
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Available settings are explained as follows:

Iltem Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding
entry.

Enable Check to enable the entry.

Comment Specify the name for the defined network service.

Aux. WAN IP Display the IP address defined in WAN Alias for

PPPoOE/PPPoA or MPoA mode.

Local IP Address

Display the private IP address of the local host offering the
service.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.

NAT == Open Ports == Edit Open Ports

Index No. 1
Enable Open Ports
Comment | |
Private IP | | [ Choose IP |
Protocol Start Port End Port Protocol Start Port End Port
1 = v] o o | 2. [= ¥ o o |
3. = vl o o | 4 [= v o | o |
5. = ¥] [o E | 6 [= v [o | o |
7. |- ¥] [o | o A — ¥ [o | o |
o0. |- v] o | o | 10 [— ¥] [o | o |
OK | | Clear | | Cancel |

Available settings are explained as follows:

ltem

Description

Enable Open Ports

Check to enable this entry.

Comment

Make a name for the defined network application/service.

WAN IP

Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP

Enter the private IP address of the local host or click
Choose IP to select one.

Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol

Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.
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Start Port Specify the starting port number of the service offered by
the local host.
End Port Specify the ending port number of the service offered by

the local host.

After finishing all the settings here, please click OK to save the configuration.

3.34ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and
received correctly via NAT by Vigor router.

NAT == ALG

ALG (Application Layer Gateway)

Set to Factory Default

Enable ALG

] Enable Protocol Listen Port TCP uppP

RTSP {1~65535)

5060 | (1~es533)

| Ok |

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet
from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet

from UDP transmit and receive via NAT.
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3.4 Firewall

3.4.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
modem helps to protect your local network against attack from unauthorized outsiders. It
also restricts users in the local network from accessing the Internet. Furthermore, it can filter
out specific packets that trigger the modem to build an unwanted outgoing connection.

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall
facilities:

®  User-configurable IP filter (Call Filter/ Data Filter).
®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

® Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter
rules. If legal, the packet will pass. Then the modem shall “initiate a call”” to build the
Internet connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the modem.

The following illustrations are flow charts explaining how modem will treat incoming traffic
and outgoing traffic respectively.

Call Filter —— Initiate a call
| down pass

l block

Outgoing WAN link Drop
Traffic status packet
| up pass
Data Filter — Sepodvzi?\lket
l block
Drop
packet
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pass -

Send packet | "7 o e _LAN U"k‘.

to LAN

1 block

Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all interfaces
of the firewall and makes sure they are valid. The stateful firewall of Vigor modem not just
examine the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor modem to inspect every incoming packet based
on the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as
warning, if you set up Syslog server.

Also the Vigor modem monitors the traffic. Any abnormal traffic flow violating the
pre-defined parameter, such as the number of thresholds, is identified as an attack and the
Vigor modem will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unknown protocol
8. Trace route

Below shows the menu items for Firewall.
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3.4.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

Firewall == General Setup

General Setup

General Setup Default Rule
Call Fitter (® Enahle Start Filter Set | Sef#l |«
() Disahle
Data Filter & Enable Start Filter Set | Set2? |«
() Disahle

Accept large incoming fragmented UDP or ICMP packets (used in some games
and streaming)
Enahble Strickt Security Firewall
Block routing packet from WaM
O 1pva IPvE

MNote: The packets will be filtered by the following firewall functions sequentially:
1. Data Filter Sets and Rules
2. Block routing packets from \Wan
3. Default Rule

[ ok | [ cancel |
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Firewall »> General Setup

General Setup

General Setup Default Rule
Call Filter @® Enable Start Filter Set
) Disable
Data Filter ® Enable Start Filter Set
) Disable

Accept large incoming fragmented UDP or ICMP packets (used in some games and
streaming}

Enable Strict Security Firewall
Block routing packet from WaN
[ 1pva IPVE

Note: The packets will be filtered by the following firewall functions sequentially:
1. Data Filter Sets and Rules
2. Block routing packets from WARN
3. Default Rule

[ ok | | Cancel |

Available settings are explained as follows:

Item Description

Call Filter Check Enable to activate the Call Filter function. Assign a
start filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a
start filter set for the Data Filter.

Accept large incoming... | Some on-line games (for example: Half Life) will use lots
of fragmented UDP packets to transfer game data.
Instinctively as a secure firewall, Vigor modem will reject
these fragmented packets to prevent attack unless you
enable “Accept large incoming fragmented UDP or
ICMP Packets”. By checking this box, you can play these
kinds of on-line games. If security concern is in higher
priority, you cannot enable “Accept large incoming
fragmented UDP or ICMP Packets”.

Enable Strict Security For the sake of security, the modem will execute strict
Firewall security checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor modem, will be filtered by
firewall. If the firewall system (e.g., content filter server)
does not make any response (pass or block) for these
packets, then the modem’s firewall will block the packets
directly.

Vigor130 Series User's Guide 74 Dray Tek



Block routing packet Usually, IPv6 network sessions/traffic from WAN to LAN
from WAN will be accepted by IPv6 firewall in default.

IPv6 - To prevent remote client accessing into the PCs on
LAN, check the box to make the packets (routed from WAN
to LAN) via IPv6 being blocked by such router. It is
effective only for the packets routed but not for packets
translated by NAT.

IPv4 - To prevent remote client accessing into the PCs on
LAN, check the box to make the incoming packets via IPv4
being blocked by such router. It is effective only for the
packets routed but not for packets translated by NAT.

Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor modem.

Firewall > General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter O
Sessions Control 0 /(10000 O
URL Content Filter O
Advance Setting [ Edit |

| 0K | | Cancel |

Available settings are explained as follows:

Item Description

Filter Select Pass or Block for the packets that do not match with
the filter rules.

Sessions Control The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

URL Content Filter Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this modem. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
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section Syslog/Mail Alert for more detailed information.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall =» General Setup

Advance Setting
Codepage |ANSI(1 252)-Latin | v
window size: |65538 |
Session timeout: |1440 | Minute
| OK | | Close |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

Dray Tek sy slog Urility |
_—_————emeeesmsememstsise ===y

192 1681 1 w

RECOMMENDED CODEPAGE.
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2003

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout — Setting timeout for sessions can make
the best utilization of network resources.

After finishing all the settings here, please click OK to save the configuration.
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3.4.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |

Set Comments Set Comments

1. Default Call Filter i.

2. Default Data Filter 8.

3 9.

4. 10.

3. 1.

6. 12,

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1
Comments : |Defau|t Call Filter
Filter Rule Enable Comments Move Up Move Down

|L| Block MetBios Down
(2] O up Down
| 3 ] O up Down
] O up Down
[5 ] O up Down
6] O up Down
[7] O up

Next Filter Set

| oK || Clar | | Cancel |

Available settings are explained as follows:

Item Description

Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click
the button will open Edit Filter Rule web page. For the
detailed information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the

current filter run. Do not make a loop with many filter sets.

To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1

Enable
Cemments: |Elock NetBios |
Index(1-15) in Schedule Setup: | |, | |, | |f | |
Clear sessions when schedule ON: [J Enable
Direction: [ LAN/RT/VPN -> WAN v]
|Any |

Source IP: | Edit |

. | Any |
Destination IP: | Eait |

, [TCP/UDP, Port: from 137~139 to any |
Service Type: | Edit |
Fragments:
Application Action/Profile Syslog
Filter: | Block Immediately w O
Branch to Other Filter Set:
Sessions Control 0/ 10000
MAC Bind IP
URL Content Filter:
Advance Setting [ Edit |

| Ok || Clear || Cancel |

Available settings are explained as follows:

Item Description

Check to enable the Filter | Check this box to enable the filter rule.

Rule

Comments Enter filter set comments/description. Maximum length is
14- character long.

Index(1-15) Set PCs on LAN to work at certain time interval only. You
may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this field is blank and the function will
always work.

Clear sessions when Check this box to clear the sessions when the above

schedule ON schedule profiles are applied.

Direction Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.

LAMBETAPM - WA, w

LAN/RTAEN -> WAN |

WAN - LANRTAPMN

LAMABTAPN -= LANRTAPN
Note: RT means routing domain for 2nd subnet or other
LAN.

Source/Destination IP Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.
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&) IP Address Edit - Google Chrome
A FZ== | 192.168.1.30/doc/ipfipedt.htm

IP Address Edit

== 25

Address Type Any Address v
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Invert Selection
IP Group
or IP Group
or IP Object
or IP Object
|Pv6 Group
or 1Pv6 Object
or IPv6 Object
or IPv6 Object

[ oK | [ Close

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address
as the Address Type and type them in this dialog. In
addition, if you want to use the IP range from defined
groups or objects, please choose Group and Objects as the
Address Type.

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to
choose the object that you want.

Service Type

Click Edit to access into the following dialog to choose a
suitable service type.

@ Service Type Edit - Google Chrome |l= B &

A T2 | 192.168.1.30/doc/ipfstedthtm B

Service Type Edit

Service Type User defined A
Protocol TCP/UDP »
Destination Port ~

Service Group

or Service Object

or Service Object

or Service Object

[ ok |

Close

To set the service type manually, please choose User
defined as the Service Type and type them in this dialog. In
addition, if you want to use the service type from defined
groups or objects, please choose Group and Objects as the
Service Type.

Protocol - Specify the protocol(s) which this filter rule will
apply to.
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Source/Destination Port —

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for
this profile.

Service Group/Object - Use the drop down list to choose
the one that you want.

Fragments

Specify the action for fragmented packets. And it is used for
Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short
to contain a complete header.

Filter

Specifies the action to be taken when packets match the rule.
Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be
passed immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed
through.

Branch to other Filter Set

If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
branch from the drop-down menu. Be aware that the
modem will apply the specified filter rule for ever and will
not return to previous filter rule any more.

Sessions Control

The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

MAC Bind IP

Strict — Make the MAC address and IP address settings
configured in IP Object for Source IP and Destination IP
be bound for applying such filter rule.

No-Strict - no limitation.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this modem. Please set at least one profile for choosing in
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CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1

Advance Setting
Codepage |ANSI(1 252)-Latin | hd
Window size: |E‘>5535 |
Session timeout: |1440 | Minute
DrayTek Banner:

| ok | | Close |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

Dray Tek P’ Syslog Utility |
— .4

4i DEPACE.
S50 (ANSUOEM - Tradisonal Chissse Bagh)
0] 1 DXk e (k) 53 ke 51 (X0t Dl 52 0002 73 0083 32 009 1 Obsn 67 0] 41 O] 81 002 81 003 41 (0

T

SiasfBERiifEETd

Tavw Codepages

CE X T

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the

performance will be. However, if the network is not stable,
small value will be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with
the firewall rule.
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DrayTek Banner — Please uncheck this box and the
following screen will not be shown for the unreachable web
page. The default setting is Enabled.

The 1equested Web page has been blocked by Web Content Filter.
Pleazge contact your system administrator for further information.

[Powered by Draviek]

Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even
link them in a serial manner. Each filter set is composed by 7 filter rules, which can be
further defined. After that, in General Setup you may specify one set for call filter and one
set for data filter to execute first.

Firewall »> General Setup

General Setup

General Setup Default Rule
Call Filter ® Enable Start Filter Set
O Disable
Data Filter ® Enable Start FilteNSet
© Disable

v . . . -
Accept large incoming fragmented UDP or ICMP packets { foNgome gi Firewall »> Filter Setup
Enable Strict Security Firewall

Filter Setup | Setto Factory Default |

Comments Set Comments
Default Call Filter I
. Default Data Filter 8.
Y a
4. 10.
X n.
5. 12.
Firewall >> Filter Setup >> Edit Filter Sg
Firewall >> Edit Filter Set >> Edit Filter Rule
- Comments Filter Set 1Rule 1
Block NetBios Check to enable the Filter Rule
Comments: Block MNetBios
Index(1-15) in Schedule Setup: B
] gl’sgar sessions when schedule O Enable
o )
on: LAMNRTAPM -= WWAN v
o Source IP: Wy
O Destination IP: Wy
o Service Type: TCPIUDF, Port from 137 ~138 10 any
Fragments: Don't Care v
Application Action/Profile Syslog
[ oK ] [ Clear I [ Cancel Filter: Block Immediately v O
Branch to Other Filter Set:
Sessions Control 0/ (12000
MAC Bind IP
URL Content Filter :
Advance Setting Edit
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3.4.4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall >= Do$§ defense Setup

DoS defense Setup

[J Enable DoS Defense |  SelectAll |
Enable SYN flood defense Threshold 2000 packsts / sec
Timeout 10 sec
Enable UDP flood defense Threshold 2000 packsts / sec
Timeout 10 s&c
Enable ICMP flood defense Threshold 250 packsts / sec
Timeout 10 sec
Enable Port Scan detection Threshold 2000 packsts / sec
Block IP options Block TCF flag scan
Block Land Block Tear Drop
Block Smurf Block Ping of Death
Block trace route Block ICMP fragment
Block SYN fragment Block Unassigned Mumbers
Block Fraggle attack
4
[ oK | | ClearAll | | Cancel |
Available settings are explained as follows:
Item Description
Enable Dos Defense Check the box to activate the DoS Defense Functionality.
Select All Click this button to select all the items listed below.

Enable SYN flood defense | Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor
modem will start to randomly discard the subsequent TCP
SYN packets for a period defined in Timeout. The goal for
this is prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor modem.

By default, the threshold and timeout values are set to 50
packets per second and 10 seconds, respectively. That
means, when 50 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable UDP flood defense | Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor modem
will start to randomly discard the subsequent UDP packets
for a period defined in Timeout.
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The default setting for threshold and timeout are 150 packets
per second and 10 seconds, respectively. That means, when
150 packets per second received, they will be regarded as
“attack event” and the session will be paused for 10
seconds.

Enable ICMP flood
defense

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the modem will discard the ICMP echo
requests coming from the Internet.

The default setting for threshold and timeout are 50 packets
per second and 10 seconds, respectively. That means, when
50 packets per second received, they will be regarded as
“attack event” and the session will be paused for 10
seconds.

Enable PortScan
detection

Port Scan attacks the Vigor modem by sending lots of
packets to many ports in an attempt to find ignorant services
would respond. Check the box to activate the Port Scan
detection. Whenever detecting this malicious exploration
behavior by monitoring the port-scanning Threshold rate,
the Vigor modem will send out a warning.

By default, the Vigor modem sets the threshold as 150
packets per second. That means, when 150 packets per
second received, they will be regarded as “attack event”.

Block IP options

Check the box to activate the Block IP options function.
The Vigor modem will ignore any IP packets with IP option
field in the datagram header. The reason for limitation is IP
option appears to be a vulnerability of the security for the
LAN because it will carry significant information, such as
security, TCC (closed user group) parameters, a series of
Internet addresses, routing messages...etc. An eavesdropper
outside might learn the details of your private networks.

Block Land

Check the box to enforce the Vigor modem to defense the
Land attacks. The Land attack combines the SYN attack
technology with IP spoofing. A Land attack occurs when an
attacker sends spoofed SYN packets with the identical
source and destination addresses, as well as the port number
to victims.

Block Smurf

Check the box to activate the Block Smurf function. The
Vigor modem will ignore any broadcasting ICMP echo
request.

Block trace router

Check the box to enforce the Vigor modem not to forward
any trace route packets.

Block SYN fragment

Check the box to activate the Block SYN fragment function.
The Vigor modem will drop any packets having SYN flag
and more fragment bit set.

Block Fraggle Attack

Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
blocked.
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Activating the DoS/DDoS defense functionality might
block some legal packets. For example, when you activate
the fraggle attack defense, all broadcast UDP packets
coming from the Internet are blocked. Therefore, the RIP
packets from the Internet might be dropped.

Block TCP flag scan

Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK
scan, SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop

Check the box to activate the Block Tear Drop function.
Many machines may crash when receiving ICMP datagrams
(packets) that exceed the maximum length. To avoid this
type of attack, the Vigor modem is designed to be capable of
discarding any fragmented ICMP packets with a length
greater than 1024 octets.

Block Ping of Death

Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will
hang once they re-construct the packets. The Vigor modems
will block any packets realizing this attacking activity.

Block ICMP Fragment

Check the box to activate the Block ICMP fragment
function. Any ICMP packets with more fragment bit set are
dropped.

Block Unassigned
Numbers

Check the box to activate the Block Unknown Protocol
function. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than 100
are reserved and undefined at this time. Therefore, the
modem should have ability to detect and reject this kind of
packets.

Warning Messages

We provide Syslog function for user to retrieve message
from Vigor modem. The user, as a Syslog Server, shall
receive the report sending from Vigor modem which is a
Syslog Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.

System Maintenance >» SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

DrayTek

SysLog Access Setup Mail Alert Setup —_—
B Enable EEenzble \ Send a test e-mail |
Syslog Save to: SMTP Server :
B sysiog sarver SMTP Port
Router Name Mail To :
Server IP Address I:I Return-Path :
Destination Port ) use ssL
Enable syslog message: [J Authentication
Firewall Log Username
User Access Log Password
WAN Log Enable E-Mail Alert:
Router/DSL information DoS Attack
[ ok | [ Clar |
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I DrayTek Syslog 4.5.3

DrayTek
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3.5 Objects Settings

For IPs in a range and service ports in a limited range usually will be applied in configuring
modem’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

Objects Setting

3.5.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting => IP Object

IP Object Profiles: | Setto Factory Default |
Index Name Index Name
1 17.
2 18.
3. 19.
4 20.
2. 21.
6. 22,
i 23.
8. 24,
9. 23.
10. 26.
1. 2.
12 28.
13. 23.
14. 30.
13. .
16. 32
<= 1.32 | 3364 | 65.96 | 97128 | 129.160 | 161.192 == Mext

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
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2. The configuration page will be shown as follows:

Objects Setting == IP Object

Profile Index : 1

Mame: | |
Interface: Any A

Address Type:

Mac Address: 00 00 ;0D |: 00 ;00 |z 00
Start IP Address: 0.0.00

End IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Invert Selection:

| oK || Clear | | Cancel |

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose a proper interface.

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN or any IP
address. If you choose LAN as the Interface here, and
choose LAN as the direction setting in Edit Filter Rule,
then all the IP addresses specified with LAN interface will
be opened for you to choose in Edit Filter Rule page.

Address Type Determine the address type for the IP address.
Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet
for IP address.

Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.

MAC Address Type the MAC address of the network card which will be
controlled.

Start IP Address Type the start IP address for Single Address type.

End IP Address Type the end IP address if the Range Address type is
selected.

Subnet Mask Type the subnet mask if the Subnet Address type is
selected.

Invert Selection If it is checked, all the IP addresses except the ones listed

above will be applied later while it is chosen.

3. After finishing all the settings here, please click OK to save the configuration. Below is
an example of IP objects settings.
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Ohjects Setting == |P Object

IP Ohject Profiles:
Index Name Index

1. RD Department 17.
2 Financial Dept 18,
A HR Department 19,
4. 20.
5. 21,
R 29

3.5.2 IP Group
This page allows you to bind several IP objects into one IP group.

Objects Setting == IP Group

IP Group Table: | Setto Factory Default |
Index Name Index Name
1 17.
2 13,
3. 19
4. 20.
5. 2.
6. 22,
7. 23
8. 24,
8 25
10. 26,
1. 2.
12 28,
13 29.
14, 30.
15. 3.
16. 32,

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
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2. The configuration page will be shown as follows:

Objects Setting >> IP Group

Profile Index : 1

Name: | Administration| |
Interface:
Available IP Objects Selected IP Objects

1-RD Department
2-Financial Dept
3-HR Department

| oK || Clear | | Cancel |

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects | All the available IP objects with the specified interface
chosen above will be shown in this box.

Selected IP Objects Click >> button to add the selected IP objects in this box.

3. After finishing all the settings here, please click OK to save the configuration.
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3.5.3 IPv6 Object
You can set up to 64 sets of IPv6 Objects with different conditions.

Objects Setting == [PvG Object

IPv6E Object Profiles: | Setto Factory Default |
Index Name Index Name
1 a7.
2 18,
3 19,
4 20.
3 21
6. 22,
I 23,
8. 24,
5. 25,
10. 26.
. 27,
12, 28
13. 24,
14, 30.
15, 31.
16. 32
1-32 | 3364 == Hext ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >> IPv6 Object

Profile Index : 1

Mame: |
Address Type: Subnet Address v
Mac Address: 00 - 00 : 00 =00 ;00 :/00

Start IP Address: |
End IP Address:

Prefix Length: | |

Invert Selection: [

| oK || Clear | | Cancel |
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Address Type Determine the address type for the IPv6 address.

Select Single Address if this object contains one IPv6
address only.

Select Range Address if this object contains several IPv6s
within a range.

Select Subnet Address if this object contains one subnet
for IPv6 address.

Select Any Address if this object contains any IPv6
address.

Select Mac Address if this object contains Mac address.

Mac Address Type the MAC address of the network card which will be
controlled.

Start IP Address Type the start IP address for Single Address type.

End IP Address Type the end IP address if the Range Address type is
selected.

Prefix Len Type the number (e.g., 64) for the prefix length of IPv6
address.

Invert Selection If it is checked, all the IPv6 addresses except the ones listed

above will be applied later while it is chosen.

3. After finishing all the settings, please click OK to save the configuration.
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3.5.4 IPv6 Group
This page allows you to bind several IPv6 objects into one IPv6 group.

Objects Setting => IPvE Group

IPvE Group Table: | Setto Factory Default |
Index Name Index Name
1. 17.
2 18,
3. 18,
4. 20.
5. 21.
6. 22,
I 23.
- 24,
8. 25.
10. 26.
1. 2r.
12, 28,
13. 29.
14 30.
15. .
16 32,

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting == IPv6 Group

Profile Index : 1

MName:

Available IPv6 Objects Selected IPv6 Objects

L> ]

L« |

| OK | | Clear | | Cancel |

Available settings are explained as follows:
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Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available IPv6 All the available IPv6 objects with the specified interface

Objects chosen above will be shown in this box.

Selected IPv6 Objects | Click >> button to add the selected IPv6 objects in this box.

3. After finishing all the settings, please click OK to save the configuration.

3.5.5 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Service Type Object Profiles: | SettoFactory Default |
Index Hame Index HName
1 17.
2 18,
3. 19.
4. 20.
5 21,
5. 22,
A 23.
L 4.
8. 25,
10. 26.
n, 2.
12, 28,
13. 24,
14, 30.
15, 3.
16. 32,

Hext ==

-
L
[
[
Ca
=]
B
=]
th
o
=

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »= Service Type Object Setup

Profile Index : 1

Name |www |

Protocol TCP v| 6

Source Port [= ~| |1 |v |6553-w |

Destination Port [= v| |1 |-v |6553o |
[ ok || Clar | | Cancel |

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Protocol Specify the protocol(s) which this profile will apply to.

Source/Destination
Port

Source Port and the Destination Port column are available
for TCP/UDP protocol. It can be ignored for other

protocols. The filter rule will filter out any port number.

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.
(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for
this profile.

3. After finishing all the settings, please click OK to save the configuration.

Objects Setting >> Service Type Object

Service Type Object Profiles:

Inclex Hame Ind

WIWW

SIP

ol o AR
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3.5.6 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting =* Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Hame Group HName
1 17
2 18,
3 19,
4 20.
5. 2.
[ 22.
i 23,
8 2.
9. 25.
a0. 26,
n 27.
12 28.
13. 28
14, 30.
15, 3.
16. 32,

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Group column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »> Service Type Group Setup

Profile Index : 1

Mame: VolP
Available Service Type Objects Selected Service Type Objects
T-www
2-SIP
L |
L |
| OK | | Clear | | Cancel |

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available Service All the available service objects that you have added on

Type Objects Objects Setting>>Service Type Object will be shown in
this box.

Selected Service Type | Click >> button to add the selected IP objects in this box.

Objects

3. After finishing all the settings, please click OK to save the configuration.
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3.5.7 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL
Web Content Filter Profile.

Ohjects Setting »> Keyword Object

Keyword Object Profiles: | Set to Factory Default |
Index Name Index Name
1 17.
2, 18,
3. 19,
4 20.
5. 2.
6. 22
L 23.
8 24,
8. 25
10. 26.
L 27.
12 28
15. 29.
14, 30.
15, 3.
186. 32.
< 1-32 | 33-64 | 65-96 | 97-128 | 129-160 | 161-192 | 193-200 == Next ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> Keyword Object Setup

Profile Index : 1
MName

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ OK ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Name Type a name for this profile, e.g., game. Maximum 15
characters are allowed.

Contents Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3. After finishing all the settings, please click OK to save the configuration.
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3.5.8 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups
set here will be chosen as black /white list in CSM >>URL /Web Content Filter Profile.

Objects Setting == Keyword Group

Keyword Group Table:

Index Hame

@ | [N @ [ e e |

J T [ Ty
Al Eol O [ i =)

=,
=zl

| Setto Factory Default |
Index Hame

Available settings are explained as follows:

ltem

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting == Keyword Group Setup

Profile Index : 1

Name:

Available Keyword QObjects

Selected Keyword Objects(Max 16 Objects)

1-Key-1
2-Key-2

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:
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3.

ltem

Description

Name

Type a name for this group. Maximum 15 characters are

allowed.

Available Keyword
Objects

You can gather keyword objects from Keyword Object
page within one keyword group. All the available
Keyword objects that you have created will be shown in

this box.

Selected Keyword
Objects

Click button to add the selected Keyword objects

in this box.

After finishing all the settings, please click OK to save the configuration.

3.5.9 File Extension Object
This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter. All the files with the extension names specified in these profiles will be processed
according to the chosen action.

Objects Setting >> File Extension Object

File Extension Object Profiles:
Profile

[ ol [

Name

Profile

Available settings are explained as follows:

o ™ = 0

| Setto Factory Default |
Hame

ltem

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Profile column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> File Extension Object Setup

Profile Index: 1 Profile Name:
Categories File Extensions
Image
Select All O.bmp O.dib  [.gif O.pes O.pg  O.pg2  [.jp2
— [ .pct O .pex [.pic O.pict  O.png [ .tif [ tiff
Video
Select All O .asf O.avi O.mov  Ompe Ompeg O.mpg [O.mp4
— O.qt O .rm Cwmv  O.3gp O.2gpp  O.2gppz [.3g2
Audio
Selact Al [.aac [1.aiff [.au Omp2 Omd4a O.mdp [O.oagg
— O.ra Ooram Owex Owav  O.wma
Java
Selact Al [O.class  [O.jad .jar .jav O.ava O.jem O.js
Clear All Dise  Dasp [tk
ActiveX
Seleci Al [ .alx [.apb .axs [J.ocx .olb .ole .t
— [ .viv O .wrm

Comnressinn

Available settings are explained as follows:

Item Description

Profile Name Type a name for this profile. The maximum length of the
name you can set is 7 characters.

3. Type a name for such profile and check all the items of file extension that will be
processed in the modem. Finally, click OK to save this profile.

3.6 CSM Profile

Content Security Management (CSM)

CSM is an abbreviation of Content Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor modem equips with URL Content
Filter not only to limit illegal traffic from/to the inappropriate web sites but also prohibit
other web feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk
who won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide
a job-related only environment hence to increase the employee work efficiency. How can
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URL Content Filter work better than traditional firewall in the field of filtering? Because it
checks the URL strings or some of HTTP data hiding in the payload of TCP packets while
legacy firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor modem can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature.
If malicious code hides inside, it may occupy user’s system.

For example, if you add key words such as “sex”, Vigor modem will limit web access to web
sites or web pages such as “www.sex.com”, www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

mler Profile

3.6.1 URL Content Filter Profile
Click CSM and click URL Content Filter Profile to open the profile setting page.

CS5M == URL Content Filter Profile

URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name

1 5.

2 6.

3. 1

4 8.
Administration Message (Max 255 characters) Default Message
<body><center><br><p>The requested Web page has been blocked by URL Content
Filter.<p>»Please contact your system administrator for further
information.</center></body>

Each item is explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Profile Display the number of the profile which allows you to click
to set different policy.

Name Display the name of the URL Content Filter Profile.

Administration Message | You can type the message manually for your necessity.

Default Message - Click this button to apply the default
message offered by the modem.

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.
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http://www.sex.com/�
http://www.sex.com/�

CSM == URL Content Filter Profile

Profile Index: 1

Profile Name:

Priority:

|Either: URL Access Control First v| Log:

Action:

1.URL Access Control

[JJEnable URL Access Contraol [Jprevent web access from IP address

Group/Object Selections

[Pass |

| | [ Edit |

2.Web Feature

Action:

[[JEnable Restrict Web Feature

[Jcookie [Iproxy [Jupload File Extension Profile: [None v|

| OK | | Clear | | Cancel |

Available settings are explained as follows:

ltem

Description

Profile Name

Type a name for the CSM profile. The maximum length of
the name you can set is 15 characters.

Priority

It determines the action that this modem will apply.

Both: Pass — The modem will let all the packages that
match with the conditions specified in URL Access Control
and Web Feature below passing through. When you choose
this setting, both configuration set in this page for URL
Access Control and Web Feature will be inactive.

Both:Block —The modem will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and
Web Feature will be inactive.

Either: URL Access Control First — When all the
packages matching with the conditions specified in URL
Access Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the modem will process the packages with the conditions
set below for URL first, then Web feature second.

Either: Web Feature First —~When all the packages
matching with the conditions specified in URL Access
Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the modem will process the packages with the conditions
set below for web feature first, then URL second.

Log

None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.

Block — Only the log about Block will be recorded in
Syslog.
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All — All the actions (Pass and Block) will be recorded in
Syslog.

URL Access Control Enable URL Access Control - Check the box to activate
URL Access Control. Note that the priority for URL
Access Control is higher than Restrict Web Feature. If
the web content match the setting set in URL Access
Control, the modem will execute the action specified in this
field and ignore the action specified under Restrict Web
Feature.

Prevent web access from IP address - Check the box to
deny any web surfing activity using IP address, such as
http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control. You must clear your
browser cache first so that the URL content filtering facility
operates properly on a web page that you visited before.

Action — This setting is available only when Either : URL
Access Control First or Either : Web Feature First is
selected.

®  Pass - Allow accessing into the corresponding
webpage with the keywords listed on the box below.

® Block - Restrict accessing into the corresponding
webpage with the keywords listed on the box below.
If the web pages do not match with the keyword set
here, it will be processed with reverse action.

Group/Object Selections — The Vigor modem provides
several frames for users to define keywords and each frame
supports multiple keywords. The keyword could be a noun,
a partial noun, or a complete URL string. Multiple
keywords within a frame are separated by space, comma, or
semicolon. In addition, the maximal length of each frame is
32-character long. After specifying keywords, the Vigor
modem will decline the connection request to the website
whose URL string matched to any user-defined keyword. It
should be noticed that the more simplified the blocking
keyword list is, the more efficiently the Vigor modem
performs.
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Object/Group Edit

or Keyword Group MNaone v
or Keyword Group MNone +

or Keyword Group MNaone v

Keyword Object MNone v
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Object
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group
or Keyword Group

[None v |

|

| oK | | Close

Web Feature

Enable Restrict Web Feature - Check this box to make
the keyword being blocked or passed.

Action - This setting is available only when Either: URL
Access Control First or Either: Web Feature Firs is
selected. Pass allows accessing into the corresponding
webpage with the keywords listed on the box below.

Pass - Allow accessing into the corresponding webpage
with the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
great value to provide the blocking mechanism that filters
out the multimedia files downloading from web pages.

Upload — Check the box to block the file upload by way of
web page.

File Extension Profile — Choose one of the profiles that
you configured in Object Setting>> File Extension
Objects previously for passing or blocking the file
downloading.

File Extension Profile; |Mone |

Mone

1-image

After finishing all the settings, please click OK to save the configuration.
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3.7 Applications

Below shows the menu items for Applications.

Applications

3.7.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your modem changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the modem to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the modem is online, you will be able to use the
registered domain name to access the modem or internal virtual servers from the Internet. It
is particularly helpful if you host a web server, FTP server, or other server behind the
modem.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The modem provides up to three accounts from three different
DDNS service providers. Basically, Vigor modems are compatible with the DDNS services
supplied by most popular DDNS service providers such as www.dyndns.org,
www.no-ip.com, www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com.
You should visit their websites to register your own domain name for the modem.

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Inthe DDNS setup menu, check Enable Dynamic DNS Setup.

Applications => Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |

[J Enable Dynamic DNS Setup

Auto-Update interval Min(s) (1~14400)

Accounts:

Index Enable Domain Name

i ([
2. O
3. ([
4. O
5 ]
B. O

[ ok | [ ClearAl

Available settings are explained as follows:

Item Description

Enable Dynamic Check this box to enable DDNS function.
DNS Setup
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Set to Factory
Default

Clear all profiles and recover to factory settings.

View Log

Display DDNS log status.

Force Update

Force the modem updates its information to DDNS server.

Auto-Update
interval

Set the time for the modem to perform auto update for
DDNS service.

Index

Click the number below Index to access into the setting
page of DDNS setup to set account(s).

Domain Name

Display the domain name that you set on the setting page of
DDNS setup.

Active

Display if this account is active or inactive.

3. Select Index number 1 to add an account for the modem. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and

Password: test.

Applications > Dynamic DNS Setup => Dynamic DNS Account Setup

Index : 1

Service Provider
Service Type
Domain Name
Login Mame
Password

[ wildcards
[ Backup Mx
Mail Extender

Determine Real
WAN IP

Enable Dynamic DNS Account

[dyn.com (www.dyn.com) v

I | [ v

| (max. 64 characters)

| (max. 64 characters)

| OK | | Clear | | Cancel |

Available settings are explained as follows:

Iltem

Description

Enable Dynamic
DNS Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

Service Provider

Select the service provider for the DDNS account.

Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen
in the Domain Name field.

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Login Name

Type in the login name that you set for applying domain.

Password

Type in the password that you set for applying domain.
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Wildcard and
Backup MX

The Wildcard and Backup MX (Mail Exchange) features
are not supported for all Dynamic DNS providers. You
could get more detailed information from their websites.

Mail Extender

If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as
backup mail exchange.

Force WAN IP
Update

When the IP address of the WAN interface in Vigor modem
is private IP, the system will detect the Public IP used by
the modem in front of Vigor modem and use that Public IP
to update DDNS server forcefully.

Determine Real
WAN IP

If a Vigor modem is installed behind any NAT modem, you
can enable such function to locate the real WAN IP.

When the WAN IP used by Vigor modem is private IP, this
function can detect the public IP used by the NAT modem
and use the detected IP address for DDNS update.

There are two methods offered for you to choose:

WAN IP - If it is selected and the WAN IP of Vigor
modem is private, DDNS update will take place right away.
Internet IP — If it is selected and the WAN IP of Vigor
modem is private, it will be converted to public IP before
DDNS update takes place.

4. Click OK button to activate the settings. You will see your setting has been saved.

The Wildcard and Backup MX features are not supported for all Dynamic DNS providers.
You could get more detailed information from their websites.

Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button
to disable the function and clear all accounts from the modem.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear

All button to delete the account.
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3.7.2 Schedule

The Vigor modem has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the modem to dialup to the Internet at a specified time, but also restrict Internet
access to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor modem’s clock to current time of your PC.
The clock will reset once if you power down or reset the modem. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
modem’s clock. This method can only be applied when the WAN connection has been built

up.

Applications == Schedule

Schedule: | Setto Factory Default |

Index Enable Index Enable
|

=3 B9
=
000

3 . 3 =3
=

e R Ol

OK | | Cancel |

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all profiles and recover to factory settings.
Index Click the number below Index to access into the setting

page of schedule.

Status Display if this schedule setting is active or inactive.

You can set up to 15 schedules. Then you can apply them to your Internet Access settings.
To add a schedule:
1.  Click any index, say Index No. 1.

2. The detailed settings of the call schedule with index 1 are shown below.
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Applications == Schedule

Index No. 1

Enable Schedule Setup
Start Date (yyyy-mm-dd)}  [2000 v[[1 ~|[1 +|
Start Time (hh:mm) :
Duration Time (hh:mm) :

Action [Force On v
Idle Timeout 0 minute(s).{max. 255, 0 for
default)

How Often

O Once

® weekdays

[ sun Mon Tus Wed Thu Fri [ sat

| oK || Clear | | Cancel |

Available settings are explained as follows:

Item Description

Enable Schedule Check to enable the schedule.

Setup

Start Date Specify the starting date of the schedule.

(yyyy-mm-dd)
Start Time (hh:mm) | Specify the starting time of the schedule.

Duration Time Specify the duration (or period) for the schedule.
(hh:mm)
Action Specify which action Call Schedule should apply during the

period of the schedule.
Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up
again during the schedule.

Idle Timeout Specify the duration (or period) for the schedule.

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays -Specify which days in one week should
perform the schedule.

3. Click OK button to save the settings.

Example

Suppose you want to control the PPPoE Internet access connection to be always on (Force
On) from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).
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Ofﬁce IDH-I : 2 IDH . 2
Hour: A i A o
8 8
5

(Force On) 7 5 7
Mon - Sun 9:00 am to 6:00 pm
Make sure the PPPoE connection and Time Setup is working properly.

Configure the PPPoE always on from 9:00 to 18:00 for whole week.

Configure the Force Down from 18:00 to next day 9:00 for whole week.

A w0 oE

Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE
Internet connection will follow the schedule order to perform Force On or Force
Down action according to the time plan that has been pre-defined in the schedule
profiles.
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3.7.3 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
modems, the major feature of UPnP on the modem is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a modem. It is more reliable than requiring a modem to work out by itself which ports need
to be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnNP is available on Windows XP and the modem provide the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

Applications => UPnP

UPnP

Enable UPnP Service

[ Enable Connection Control Service

[] Enable Connection Status Service

Note: If you intend running UPnP service inside your LAN, you should check the appropriate service
above.

| OK | | Clear | | Cancel

Available settings are explained as follows:

Item Description

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on
Modem on Windows XP/Network Connections will appear. The connection status and
control status will be able to be activated. The NAT Traversal of UPnP enables the
multimedia features of your applications to operate. This has to manually set up port
mappings or use other similar methods. The screenshots below show examples of this
facility.

— -
Aiddress | & Network Cannections

- "2 IP Broadband Connection on Router Status @E|

- p=a | bBroadband
e o ;
| Network Tasks = | . | General |
= hiret: —
| [E] Create anew cannection IH v, DII.:E(\nnECtEd
i ‘? et up-a home or small [ WAN Miniport (PPROE) Internet Gateway
office netwark Status: Connected
= S Al Diuration: 00:19:06
| Seeal & - :
i ! & - o
i W Disconnected
i) Nebwork Traubleshooter ﬂ !
o DrayTek ISOH PR i
‘—L dagl Bictivity
- : Internet Internet Gateway My Computer
Other Places Internet Gateway ‘-;) .II
e - p -
[} Contral Pane! T 1P Broadband Cannection on = 1‘
W) My Network Places . Router :
-rg . Enabled Packets:
23 My Documents — Sent; 404 734
W My Comput: Received: 1135 EEE
-J L LAN or High-Speed Internet
[ Propeties | [ Disable
Details - Local Area Connection i R — — =
Enabled
5 'l
e T4, Realt=kRTL3138/810% Famiy ...
System Folder —

The UPnP facility on the modem enables UPnP aware applications such as MSN Messenger
to discover what are behind a NAT modem. The application will also learn the external IP
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address and configure port mappings on the modem. Subsequently, such a facility forwards
packets from the external ports of the modem to the internal ports used by the application.

Advanced Setfings @]
"G aneral ["Services
Tonnect to the Intemet using: Select the services mnning on your network that Intemet users can
- - ACCEeSE.
% IF Broadband Connection an Router T -~I
[ Ftp Example
mshmsar (192.168.29.11:13135) 0654 LIDP
mznmsgr [192.168.29.11:7524] 13251 UDP
This Cnnnectinn_ allowez pau to connect to the Intermet through a menmegr (192,168 29,11:8789) 53231 TCP
shared connection on another computer.
e Lo W
Show icon in notification area when connected Add. Edit . | : J
Ok ] l Cancel ] I Ok ] [ Cancel ]

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software
Enabling firewall applications on your PC may cause the UPnP function not working

properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some modem functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware

applications. When the applications terminate abnormally, these mappings may not be
removed.
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3.7.4 IGMP

Internet Group Management Protocol (IGMP) is an IPv4 communication protocol for
establishing multicast group memberships.

To configure IGMP settings, from the Main Menu select Applications >> IGMP.

3.7.4.1 General Setting

Applications == IGMP

General setting Working groups

[1IGMP Proxy
IGMP Proxy acts as a multicast proxy for hosts on the LAN side. Enable IGMP proxy to access any multicast
group. This function takes no effect when Bridge Mode is enabled.

Interface WAN1 v
IGMP version
General Query Interval (seconds)

Add PPP header
(Encapsulate IGMP in PPPOE)

| OK | | Cancel |

Available settings are explained as follows:

Item Description

IGMP Proxy Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface — Specify an interface for packets passing
through.

IGMP version — At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version based
on the IPTV service you subscribe.

General Query Interval — Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit the
frequency of query sent by Vigor router.

Add PPP header — Check this box if the interface type for
IGMP is PPPOE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable,
simply contact your ISP providers.

To save changes on the page, select OK; to discard changes, select Cancel.
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3.7.4.2 Working Status

Displays a list of active multicast groups.

Applications == IGMP

General setting Working groups

Refresh |

Working Multicast Groups

Index |

Group ID

P1

Available settings are explained as follows:

Item Description

Refresh Click to reload the Multicast Group Table with the latest
information.

Index Index number of the multicast group.

Group ID ID port of the multicast group, which is within the IP range
reserved for IGMP, 224.0.0.0 through 239.255.255.254.

P1to P4 LAN ports that have IGMP hosts joined to this multicast
group.
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3.8 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog, Time setup, Reboot System,

Firmware Upgrade.
Below shows the menu items for System Maintenance.

Systemn Maintenance

3.8.1 System Status

The System Status provides basic network settings of Vigor modem. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.

System Status

Model Name : Vigor130
Firmware Version 13.8.5
Build Date/Time tApr 26 2022 13:21:20
LAN
MAC Address 1st IP Address 1st Subnet Mask DHCP Server DMS
LAMN 00-1D-AA-84-34-64 192.168.1.30 2553.255.255.0 ON 8.8.8.8
WAN
Link Status MAC Address Connection  IP Address Default Gateway
WAN1 Disconnected 00-1D-AA-84-34-65 Static IP 0.0.0.0 0.0.0.0
IPv6
Addrass Scope  Internst Access Mode
LAN FE80::21D:AAFF:FES4:3464/64 Link ---

Available settings are explained as follows:

ltem

Description

Model Name

Display the model name of the modem.

Firmware Version

Display the firmware version of the modem.

Build Date/Time

Display the date and time of the current firmware build.

LAN

MAC Address

- Display the MAC address of the LAN Interface.

1°' IP Address

- Display the IP address of the LAN interface.

1°* Subnet Mask

- Display the subnet mask address of the LAN interface.
DHCP Server
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- Display the current status of DHCP server of the LAN
interface

DNS
- Display the assigned IP address of the primary DNS.

WAN Link Status

- Display current connection status.

MAC Address

- Display the MAC address of the WAN Interface.
Connection

- Display the connection type.

IP Address

- Display the IP address of the WAN interface.

Default Gateway

- Display the assigned IP address of the default gateway.

IPv6 Address - Display the IPv6 address for LAN.

Scope - Display the scope of IPv6 address. For example,
IPv6 Link Local could only be used for direct IPv6 link. It
can't be used for IPv6 internet.

Internet Access Mode — Display the connection mode
chosen for accessing into Internet.
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3.8.2 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance == TR-069 Setting

ACS and CPE Settings

ACS
Server On

ACS Server
URL | | Wizard |

Userna me| |

Password | |

Test With Inform | Event Code |PERIODIC A

Last Inform Response Time :(MA) .

CPE Client

) Enable @ pisable
URL

Port 8069
Username vigor

Password  s=r===r

Periodic Inform Settings

@® Disable
) Enable
Interval Time 900 second(s)

STUN Settings

@® Disable
) Enable
Server Address
Server Port 3475
Minimum Keep Alive Period 60 second(s)
Maximum Keep Alive Period -1 second(s)
Available settings are explained as follows:
Item Description
ACS Server On Choose the interface for the modem connecting to ACS
server.
ACS Server URL/Username/Password — Such data must be typed

according to the ACS (Auto Configuration Server) you
want to link. Please refer to Auto Configuration Server
user’s manual for detailed information.

Test With Inform — Click it to send a message based on
the event code selection to test if such CPE is able to
communicate with VigorACS SI server.

Event Code — Use the drop down menu to specify an event
to perform the test.

Last Inform Response Time — Display the time that
VigorACS server made a response while receiving Inform
message from CPE last time.
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CPE Client Such information is useful for Auto Configuration Server.
Enable/Disable — Allow/Deny the CPE Client to connect
with Auto Configuration Server.

Port — Sometimes, port conflict might be occurred. To
solve such problem, you might change port number for
CPE.

Username and Password — Type the username and
password that VigorACS can use to access into such CPE.

Periodic Inform Settings | The default setting is Enable. Please set interval time or
schedule time for the modem to send notification to CPE.
Or click Disable to close the mechanism of notification.

STUN Settings The default is Disable. If you click Enable, please type the
relational settings listed below:

Server IP — Type the IP address of the STUN server.
Server Port — Type the port number of the STUN server.

Minimum Keep Alive Period — If STUN is enabled, the
CPE must send binding request to the server for the purpose
of maintaining the binding in the Gateway. Please type a
number as the minimum period. The default setting is “60
seconds”.

Maximum Keep Alive Period — If STUN is enabled, the
CPE must send binding request to the server for the purpose
of maintaining the binding in the Gateway. Please type a
number as the maximum period. A value of “-1” indicates
that no maximum period is specified.

After finishing all the settings here, please click OK to save the configuration.

3.8.3 Administrator Password
This page allows you to set new password.

System Maintenance >> Administrator Password Setup

Administrator Password

0Old Password | |

MNew Password | | (Max. 23 characters allowed)

Confirm Password | | (Max. 23 characters allowed)
Note: Password can contain only a-z A-Z 0-9 ,; : . "< >+ =4 [?2@ =~ ! (]}

[ ok |
Available settings are explained as follows:
Item Description
Old Password Type in the old password. The factory default setting for
password is “admin”.
New Password Type in new password in this field.
Confirm Password Type in the new password again.
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When you click OK, the login window will appear. Please use the new password to access
into the Web User Interface again.

3.8.4 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

1.  Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration

Restore
Restore settings frem a configuration file.

=EETOES

Click Restore to upload the file.

Backup
Back up the current settings into a configuration file.

2. Click Backup button to get into the following dialog. Click Save button to open
another dialog for saving configuration as a file.

edownions X

‘3/' You are downloading the file:
-
config.cfg From 192.165.1.1

“Wwiould pou like to open the file ar zave it to pour computer?

[ Open ] [ Save ] [ Cancel ] [ More Info

Alwaps ask before opening this type of file

3. In Save As dialog, the default filename is config.cfg. You could give it another name
by yourself.
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Save in: |@ Deskiop V| D & B -

DMy Documents
-j My Computer
My Recent %My Metwark Flaces
Documents | |BRYS-COM Lite

= [hAnnex &
E (2
Diesktop () MwWSniap300
(5 TeleDanmark:
| | S)Tools
‘-j % config

2] vakz_z32_canfig_1

My Documents
% 2] vake_z50_canfig_1

=

iy Computer

File name: |config bt | [ Save ]

ty Metwork. Save as type: |Configuratinn filer vl [ Cancel ]

4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration Backup
does not include information of Certificate.

Restore Configuration

1.  Go to System Maintenance >> Configuration Backup. The following windows will
be popped-up, as shown below.

System Maintenance == Configuration Backup

Configuration Backup / Restoration

Restore
Restore settings from a configuration file.
=gETOEs
Click Restore to upload the file.
Backup
Back up the current settings into a configuration file.

2. Click Browse button to choose the correct configuration file for uploading to the
modem.

3. Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.
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3.8.5 Syslog/Mail Alert

SysLog function is provided for users to monitor modem. There is no bother to directly get

into the Web User Interface of the modem or borrow debug equipments.

System Maintenance >> SysLog / Mail Alert Setup

SysLog [ Mail Alert Setup

SysLog Access Setup
B Enable
Syslog Save to:
B syslog Server
Router Name

Server IP Address |
Enable syslog message:

Firewall Log

User Access Log

WAN Log

Router/DSL information

Destination Port

Mail Alert Setup

Enable | Send a test e-mail |

SMTP Server |

(=]
(&3]

SMTP Port

Mail To

Return-Path |

[ use ssL

[ Authentication
Username
Password

Enable E-Mail Alert:
DoS Attack

| ok

| | Clear |

Available settings are explained as follows:

ltem

Description

SysLog Access Setup

Enable - Check Enable to activate function of syslog.

Syslog Save to — Check Syslog Server to save the log to
Syslog server.

Router Name

Display the name for such modem configured in System
Maintenance>>Management.

If there is no name here, simply lick the link to access into
System Maintenance>>Management to set the modem
name.

Server IP Address -The IP address of the Syslog server.
Destination Port - Assign a port for the Syslog protocol.

Enable syslog message - Check the box listed on this web
page to send the corresponding message of firewall, VPN,
User Access, Call, WAN, Router/DSL information to
Syslog.

Mail Alert Setup

Check “Enable” to activate function of mail alert.

Send a test e-mail - Make a simple test for the e-mail
address specified in this page. Please assign the mail
address first and click this button to execute a test for verify
the mail address is available or not.

SMTP Server - The IP address of the SMTP server.
Mail To - Assign a mail address for sending mails out.

Return-Path - Assign a path for receiving the mail from
outside.
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Use SSL - Check this box to use port 465 for SMTP server
for some e-mail server uses https as the transmission
method.

Authentication - Check this box to activate this function
while using e-mail application.

User Name - Type the user name for authentication.
Password - Type the password for authentication.

Enable E-mail Alert - Check the box to send alert message
to the e-mail box while the modem detects the item you
specify here.

Click OK to save these settings.

For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Modem Tools in the Utility within provided CD. After installation, click on
the Modem Tools>>Syslog from program menu.

fi Router Tools ¥3.5. o) About Router Tools

B, Firmware Upzrade Utility
17 Syslog

i3 Uninstall Router Tools ¥3.5.1
@] Visit DrayTek Web Site

3. From the Syslog screen, select the modem you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the modem.
Otherwise, you won’t succeed in retrieving information from the modem.

Ui (="
| ’ e
ray Tek Syslog Utility
L4
ol ¢, __ WAN Information
r5| E| @‘@|@ )\ Q| 172.16.3.130 b Ti Rate RY Rate
Log Filter v [
Keywaord (]
Apply to: —_—
Tool Setup || Telnet Read-out Setup | Codepage Information | Recovery ‘ Network Information | Het State
Firewal Host Name carrie-0c7echzs1
MIC Description |Atherns ARB121JARS113/ARS114 PCI-E Ethernet Controller - Packet Schedul s
System) NIC Information On Line Roukers
DR EBCEAE DAGlo Y IPaddress | Mask Mac
IP Address 192,168,110 - 192.168.1.5 255,286.25,..  00-50-7F-CO-0...
Subret Mask 255.255.255.0
DS Servers 8844
2888
Default Geteway 192.168.1.5
DHCP Server 192.168.1.5
Lease Obtained Tue Aug 27 00:04:10
2013

Lease Expires Fri Awug 30 00:04:10

] | B
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3.8.6 Time and Date
It allows you to specify where the time of the modem should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2000 Jan 2 Sun 20 : 45 : 35 | | Inguire Time |
Time Setup
O Use Browser Time
@® use Internet Tima
Time Server |poo|.ntp.org |
Priority
Time Zone | (GMT) Greenwich Mean Time : Dublin V|
Enable Daylight Saving O |M|
Automatically Update Interval
| OK | | Cancel |

Available settings are explained as follows:

Item Description

Current System Time Click Inquire Time to get the current time.

Use Browser Time Select this option to use the browser time from the remote
administrator PC host as modem’s system time.

Use Internet Time Select to inquire time information from Time Server on the
Internet using assigned protocol.

Time Protocol Select a time protocol.

Server IP Address Type the IP address of the time server.

Time Zone Select the time zone where the modem is located.

Enable Daylight Saving Check the box to enable the daylight saving. Such feature is
available for certain area.

Advanced — Click it to open a pop up dialog.

Daylight Saving Advanced
@ Default
Start: Yearly on March last Sun
End: Yearly on October last Sun
() Date Range
Start: [Year v| [Month v| [Day  ~| [00:00 v|
End: [Year ~| [Month ~| [Day ~| [00:00 v
() Yearly
Start: Yearly On [Januaryv| [First  v| [Sunday v| [00:00 v]|
End: Yearly 0n|Januaryv| |First V| |Sundayv| |DU:DO V|

| ok | | Clse |

Use the default time setting or set user defined time for your
requirement.

Automatically Update Select a time interval for updating from the NTP server.
Interval

Click OK to save these settings.
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3.8.7 Management

This page allows you to manage the settings for access control, access list, port setup, and
SNMP setup.

The management pages for IPv4 and IPv6 protocols are different.

For IPv4

System Maintenance >> Management

IPv4 Management Setup

IPv6 Management Setup

Router Name

[ Default:Disable Auto-Logout

Management Port Setup
® user Define Ports () Default Ports

Internet Access Control

[ allow management from the Internet
Domain name allowad

FTP Server
HTTP Server
HTTPS Server
Telnet Sarver
TROGS Server
S5H Server

Disable PING from the Internet

LAN Access Control
Allow management from LAN

FTP Server
HTTP Server
HTTPS Server
Telnet Server
SS5SH Server
TROG9 Server

Apply To Subnet

1P Routed Subnet

Telnet Port (Default: 23)
HTTP Port (Default: 80}
HTTPS Port (Default: 443)
FTF Port (Default: 21)
TRO69 Port (Default: 8068)
SSH Port (Default: 22)
SNMP Setup

[J Enable SNMP Agent

Get Community public

Set Community private

Manager Host IP

Trap Community public

Motification Host IP

Trap Timeout 10 seconds

TLS/SSL Encryption Setup
Enable TLS 1.2
Enable TLS 1.1
Enable TLS 1.0
[JEnable SSL 3.0

List

Access List from the Internet
IP Subnet Mask

Device Management

[JRespond to external device

B Broadcast DSL status to router in LAN

Note: Subnet LAN1 is always allowed to access all the router services regardless of "LAN Access Control”
settings.

Available settings are explained as follows:

Item

Description

Router Name

Type in the modem name provided by ISP.

Default: Disable
Auto-Logout

If it is enabled, the function of auto-logout for web user
interface will be disabled.

Vigor130 Series User's Guide

126

DrayTek



The web user interface will be open until you click the
Logout icon manually.

Loogout

Internet Access Control

Allow management from the Internet - Enable the
checkbox to allow system administrators to login from the
Internet. There are several servers provided by the system to
allow you managing the modem from Internet. Check the
box(es) to specify.

Disable PING from the Internet - Check the checkbox to
reject all PING packets from the Internet. For security issue,
this function is enabled by default.

LAN Access Control

Allow management from the LAN - Enable the checkbox
to allow system administrators to login from LAN interface.
There are several servers provided by the system which
allow you to manage the router from LAN interface. Check
the box(es) to specify.

Apply To Subnet - Check the LAN interface for the
administrator to use for accessing into web user interface of
Vigor router.

Access List from the
Internet

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the
modem.

Subnet Mask - Represent a subnet mask allowed to login to
the modem.

Management Port Setup

User Define Ports - Check to specify user-defined port
numbers for the Telnet, HTTP, HTTPS, FTP, TR-069 and
SSH servers.

Default Ports - Check to use standard port numbers for the
Telnet and HTTP servers.

SNMP Setup

Enable SNMP Agent - Check it to enable this function..

Get Community - Set the name for getting community by
typing a proper character. The default setting is public.

Set Community - Set community by typing a proper hame.
The default setting is private.

Manager Host IP - Set one host as the manager to execute
SNMP function. Please type in IPv4 address to specify
certain host.

Trap Community - Set trap community by typing a proper
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name. The default setting is public.

Notification Host IP - Set the IPv4 address of the host that
will receive the trap community.

Trap Timeout - The default setting is 10 seconds.

TLS/SSL Encryption Enable SSL 3.0/1.0/1.1/1.2 — Check the box to enable SSL
Setup 3.0/1.0/1.1/1.2 encryption protocols.

For improved security, the HTTPS and SSL VPN servers
that are built into the router have been upgraded to TLS 1.x
protocol. If you are using an old web browser (eg. IE 6.0) or
an old version of the SmartVVPN Client, you may need to
enable SSL 3.0 to connect to the router. However, it is
recommended that you instead upgrade your web browser
or SmartVPN client to a version that supports TLS
protocols that are far more secure than SSL.

Device Management Check the box to enable the device management function
for Vigor130.

Respond to external device — If it is enabled, Vigor130
will be regarded as slave device. When the external device
(master device) sends request packet to Vigor130, Vigor130
would send back information to respond the request coming
from the external device which is able to manage Vigor130.

Broadcast DSL status to router in LAN — Clients in LAN
can get current DSL connection status if such function is
enabled.

After finished the above settings, click OK to save the configuration.

For IPv6

System Maintenance == Management d

IPv4 Management Setup IPvé Management Setup

Management Access Control
Allow management from the Internet

[ Telnet Server ( Port : 23)
[J HTTP Server ( Port : 80)
[J HTTPS Server ( Port @ 443)
[J 55H Server { Port : 22)

[J Enable PING from the Internet

Access List

List IPv& Address / Prefix Length

Lo /(128
2 | /[
| |/[128 |

Note : Telnet / Http server port is the same as IPv4.

L ok |
Available settings are explained as follows:
Item Description
Management Access Allow management from the Internet -Enable the
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Control

checkbox to allow system administrators to login from the
Internet. There are several servers provided by the system to
allow you managing the modem from Internet. Check the
box(es) to specify.

Enable PING from the Internet - Check the checkbox
to enable all PING packets from the Internet. For security
issue, this function is disabled by default.

Access List

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

IPv6 Address /Prefix Length- Indicate the IP address(es)
allowed to login to the modem.
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3.8.8 Self-Signed Certificate

A self-signed certificate is a unique identification for the device (e.g., Vigor router) which
generates the certificate by itself to ensure the router security. Such self-signed certificate is
signed with its own private key.

The self-signed certificate can be used for services such as SSL VPN and HTTPS. In
addition, it can be created for free by using a wide variety of tools.

System Maintenance >> Self-Signed Certificate

Self-Signed Certificate Information

Certificate Name : self-signed

Iesuer : C=TW, ST=HsinChu, L=HuKou, O=DrayTek Corp., OU=DrayTek
' Support, CN=Vigor Router

Subject : C=TW, ST=HsinChu, L=HukKou, O=DrayTek Corp., OU=DrayTek

Support, CN=VWigor Router
Subject Alternative Name :

Valid From : Jul 22 14:459:15 2019 GMT
valid To : Jul 21 14:49:15 2049 GMT
PEM Format Content : -----BEGIN CERTIFICATE-----

MIIDijCCANKEAWIBAET JAKVCakwCnVIFMASGCSqGSIbIDQEBCWUAMHEXCZATBENY
BAYTALRXMRAWDEYDVQQIDADI c21uQ2h1MQ4wDAYDVQQHDAY IdUtvd TEWMBQGALIUE
CgwNRHIheVR1ayBDb3JwLjEYMBYGALIUECwwPRHIheVR 1ayBTdXBwb3J@MRUWEWYD
VQQDDAxWaEWdwciBShIVAZX IwHhcNMTkwMz IyMTQROTEIWhcNNDkwNzIxMTQA0TEL
WjB4MQswCQYDVQQGEWIUVZ EQMA4GALIUECAWHSHNpb kNod TEOMAWGALUEBwWWFSHYL
b3UxFjAUBgNVBAOMDURYYX1UZWsgQ2 9y cCAxGDAWB gNVEASMDBRYYX1UZWsgU3Vw
cGoydDEVMBMGALUE AvaMVm1lnb3IgUm31dGVyMIIBI jJANEgkqhkiGSweBAQEFAADC
AQBAMIIBCgKCAQEASZIKe3bpelliCORN4prDeT 0] IWEhCLapIRz4yIQzvEL/KbLy
tN1/64xwgiMHd/ 9y Ip4ukud2UsQunAlkb+F4L/TBCg3pM3cRreluunwDEe7wIIxQ4c
dT4WE3kBczhs2RHI1Z11 TwvgXHESWLXICUy 2mY THHhd7gbjBalWlugQ7sXIuPPCS2s
zkBIsRCDEGd/ xb3Ag/DhmU+baCnaZXWDtZ32jnFewZhFi9d0iRIS+ENSSSYLQCT
YemeKgBV/ InQuImUiCoJonkkUxQ5n7 jvfSFXdgmeklPmVes11IIQxTAKEns11uN
YUBxnBrZPYW4eCl5shgfpohIqlP2/o2XkTTBRWIDAQABOXCWF TATBENVHSUEDDAK
BggrBgEFBQcDATANBEkghk1G62wBBAQSFALOCAQEAALYKCreSGENXxWST 607 jxxpse
pkBPns1SRgPU7x15P4gMU/ K30fHy Jtw3EYasNCNTNdEa8Mzq2Qa4i6a,/ LHEDWF+Q
vmJemXsd11BWiehlPZIndqeDI8YLznZuTfeAbNIXzv2WgvcEeTtINSXhLEGBKeksk
0jsh2LrgZODVUE3hSToVGF sTNGYe JYulrIn JX+MSNVP rf+rvLVmxyxmU8h0TBmc 1
Ad+41g7cmEBVT+5z@sd2GozdrsKYcsc26cL1TbRC+NGI6kBE] y+xCN4XLo5Das@P
ChCs40TgNgj+EE7aUVCpyR395fLrOYhYt+07k9ESDDEEbXIYITWZIJRETIIDTNG==
-----END CERTIFICATE-----

P

Note:

1.Please setup the System Maintenance »> Time and Date correctly before you try to regenerate a self-
signed certificate!!

2.The Time Zone MUST be setup correctly!!

Regenerate

Click Regeneration to open Regenerate Self-Signed Certificate window.
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System Maintenance == Regenerate Self-Signed Certificate

Regenerate Self-Signed Certificate

Certificate Name self-signed

Subject Alternative Name

Type
|
]
|
|
|
|
|
|

1P |
Subject Name

Country (C)

State (ST)

Location (L)

Qrganization (Q)

Qrganization Unit (OU)

Common Mame (CM}

Email (E)

Key Type RSA v

Key Size 2048 Bit v~

Generate

Enter all requested information including certificate name (used to differentiate different
certificates), subject alternative name type and relational settings for subject name. Then
click GENERATE.

3.8.9 Reboot System

The Web User Interface may be used to restart your modem. Click Reboot System from
System Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

@® Using current configuration
) Using factory default configuration

Auto Reboot Time Schedule

r

Index(1-15) in Schedule Setup: |

g |

Note: Action and Idle Timeout settings will be ignored.

| OK | | Cancel |

Index (1-15) in Schedule Setup - You can type in four sets of time schedule for performing
system reboot. All the schedules can be set previously in Applications >> Schedule web
page and you can use the number that you have set in that web page.
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If you want to reboot the modem using the current configuration, check Using current
configuration and click Reboot Now. To reset the modem settings to default values, check
Using factory default configuration and click Reboot Now. The modem will take 5

seconds to reboot the system.

Note: When the system pops up Reboot System web page after you configure web settings,
please click OK to reboot your modem for ensuring normal operation and preventing
unexpected errors of the modem in the future.
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3.8.10 Firmware Upgrade

Before upgrading your modem firmware, you need to install the Modem Tools. The
Firmware Upgrade Utility is included in the tools. The following web page will guide you
to upgrade firmware by using an example. Note that this example is running over Windows
OS (Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.draytek.com (or local DrayTek's web site) and FTP site is ftp.draytek.com.

Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade 0

Web Firmware Upgrade

Select a firmware file.

*EETARE
Click Upgrade to upload the file. | Upgrade

TFTP Firmware Upgrade from LAN

Current Firmware Wersion: 3.8.5

Firmware Upgrade Procedures:

1. Click "OK" to start the TFTP server.

2. Open the Firmware Upgrade Utility or other 3-party TFTP client software.

3. Check that the firmware filename is correct.

. Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

. After the upgrade is compelete, the TFTP server will automatically stop running.

Do you want to upgrade firmware ?

Note:Upgrade using the ALL file will retain existing router configuration, whereas using the RST file will
reset the configuration to factory defaults.

[T

Click OK. The following screen will appear. Please execute the firmware upgrade utility
first.

System Maintenance >> Firmware Upgrade

ﬁ TFTP server is running. Please execute a Firmware Upgrade Utility
software to upgrade router's firmware. This server will be closed by
itself when the firmware upgrading finished.
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3.9 Diagnostics

Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor modem.

Below shows the menu items for Diagnostics.

DIagnosiics

3.9.1 Dial-out Triggering

Click Diagnostics and click Dial-out Trigger to open the web page. The internet connection
(e.g., PPPOE, PPPOA, etc) is triggered by a package sending from the source IP address.

Diagnostics == Dial-out Triggering

Dial-out Triggered Packet Header
HEX Format:

| Refresh |

00 00 00 00 00 00-00 00 0C OO0 OO0 00-00 00

00 00 00 0O 00 00 00 00Q-00 00 00 00 00 00 00 00
00 00 0O OO 00 OO 00 00-00 OC OO0 00 00 OO CO 00
00 00 00 OO 00 OO0 00 00-00 00 OO0 00 00 00 0O 00
00 00 00 OO0 00 00 00 00-00 00 OO0 00 00 00 0O 00
00 00 00 OO 00 OO0 00 00-00 00 OO0 00 00 00 0O 00

Decoded Format:

0.0.0.0 -=0.0.0.0
Pr 0 len 0 (0}

Available settings are explained as follows:

ltem

Description

Decoded Format

It shows the source IP address (local), destination IP
(remote) address, the protocol and length of the package.

Refresh

Click it to reload the page.
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3.9.2 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics == Yiew Routing Table

Current Running Routing Table IPvt Routing Table | Refresh |
Fey: C - connected, 5 - static, R - RIP, * - default, ~ - priwvate ~
Co 192.165.1.0/ 255.2585.255.0 directly connected LAN
~
5
MNote: 'WwWak3, WaN4, WaANS are router-borne Waks,
And,
Diagnostics == \fiew Routing Table
Current Running Routing Table IPv6 Routing Table | Refresh |
Interface Flags Metrie MNext Hop
LAN 1) 2568
LAN U 256
>

Available settings are explained as follows:

Description
Click it to reload the page.

ltem
Refresh
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3.9.3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the modem. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

Diagnostics => View ARP Cache Table

Ethernet ARP Cache Table

| Clear Refresh |
IP Address MAC Address Netbios MName
192.168.1.1 14-49-BC-82-36-50
192.165.1.1@ 6E@-A4-4C-E&-5A-4F Aleaa3sl
192.168.1.28 14-49-BC-23-85-A8
P
[J Show Comment
Available settings are explained as follows:
Item Description
Clear Click it to clear the whole table.
Refresh Click it to reload the page.

3.9.4 IPv6 Neighbour Table
The table shows a mapping between an Ethernet hardware address (MAC Address) and an
IPv6 address. This information is helpful in diagnosing network problems, such as IP address
conflicts, etc.

Click Diagnostics and click 1Pv6 Neighbour Table to open the web page.

Diagnostics == View IPv6 Neighbour Table

IPv6 Neighbour Table

| Refresh |
IFv6 hddress Mac Address Interface Stai
FFO2::1 33-33-00-00-00-01 LAN CCHMI
< b
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Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.

3.9.5 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics == View DHCP Assigned IP Addresses

DHCP IP Assignment Table DHCPv6 IP Assignment Table | Refresh |
DHCP server: Running -~
Index IF Address HMAC Address Leased Time HOST ID
1 182.168.1.10 EQ-CB-4E-DA-48-79 T71:51:1%9 carrie-0cTcb251
w

And,

Diagnostics == View DHCP Assigned IP Addresses

DHCP IP Assignment Table DHCPvE IP Assignment Table | Refresh |

DHCEveE server binding client:
Index IFve Address MAC Lddress Leased Time

Each item is explained as follows:

Item Description

Index It displays the connection item number.

IP Address It displays the IP address assigned by this modem for
specified PC.

MAC Address It displays the MAC address for the specified PC that
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DHCP assigned IP address for it.
Leased Time It displays the leased time of the specified PC.
HOST ID It displays the host ID name of the specified PC.
Refresh Click it to reload the page.

3.9.6 NAT Sessions Table

Click Diagnostics and click NAT Sessions Table to open the list page.

Diagnostics => NAT Sessions Table

NAT Active Sessions Table

Available settings are explained as follows:

| Refresh |

ltem

Description

Private IP:Port

It indicates the source IP address and port of local PC.

#Pseudo Port

It indicates the temporary port of the modem used for NAT.

Peer IP:Port It indicates the destination IP address and port of remote
host.

Interface It displays the representing number for different interface.

Refresh Click it to reload the page.
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3.9.7 DNS Cache Table

Click Diagnostics and click DNS Cache Table to pen the web page.

The record of domain Name and the mapping IP address for answering the DNS query from
LAN will be stored on Vigor router’s Cache temporarily and displayed on Diagnostics >>

DNS Cache Table.

Diagnostics == DN%S Cache Tahle

IPv4 DNS Cache Tahle IPvi DNS Cache Tahle | Clear | Refresh |
Domain Name IP Address TTL(=)
A
[Iwhen an entry's TTL is larger than [0 s, this entry will be deleted from the table.
Available settings are explained as follows:
Item Description
Clear Click this link to remove the result on the window.
Refresh Click it to reload the page.
When an entry’s TTL is Check the box the type the value of TTL (time to live) for
larger than.... each entry. Click OK to enable such function.
It means when the TTL value of each DNS query reaches
the threshold of the value specified here, the corresponding
record will be deleted from router’s Cache automatically.

DrayTek
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3.9.8 Ping Diagnosis
Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnostics == Ping Diagnosis

Ping Diagnosis

®1pva O 1PVE

Ping to: | Host/IP v IP Address:

Result | Clear |
And,
Diagnostics == Ping Diagnosis
Ping Diagnosis
O1rva (@lpve
Ping IPv6 Address:
Result | Clear |

Available settings are explained as follows:

Item Description
IPV4 /IPV6 Choose the interface for such function.
Ping through Use the drop down list to choose the WAN interface that

you want to ping through or choose Unspecified to be
determined by the modem automatically.

Ping to Use the d_rop down list to choose the destination that you
want to ping.

IP Address Type the IP address of the Host/IP that you want to ping.

Ping IPv6 Address Type the IPv6 address that you want to ping.

Run Click this button to start the ping work. The result will be
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displayed on the screen.

Clear Click this link to remove the result on the window.

3.9.9 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds.

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.

Diagnostics => Data Flow Monitor

Enable Data Flow Monitor

Refresh Seconds: |10 % | page: |1 ¥ | Refresh |
Index IP_ Address TX rate(Kbps) RX rate{Kbps) ~ Sessions Action
1 192.168.1.10_CARRIE-QCYCB251 === === 44 Block

Current / Peak / Speed Current/ Peak / Speed Current/ Peak
VWAN1 --- 0/ 0/ Auto 0/ 0/ Auto 0
Total 0/ 0/ Auto 0/ 0,/ Auto 44 / 286
Note: 1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.

2. The IP blocked by the router will be shown in red, and the session column will display the remaining
time that the specified IP will be blocked.

3. (Kbps): shared bandwidth
+ : residual bandwidth used

Available settings are explained as follows:

Item Description

Enable Data Flow Check this box to enable this function.

Monitor

Refresh Seconds Use the drop down list to choose the time interval of

refreshing data flow that will be done by the system
automatically.

Refresh Click this link to refresh this page manually.

Index Display the number of the data flow.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.
RX rate (kbps) Display the receiving speed of the monitored device.
Sessions Display the session number that you specified in Limit

Session web page.
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Action Block - can prevent specified PC accessing into Internet
within 5 minutes.
J W Page: 1w | Refresh |
RX rate(Kbps) ** Sessions Action
c=c 102 Block
Unblock — the device with the IP address will be blocked in
five minutes. The remaining time will be shown on the
session column.
Page: | 1% | Refresh |
X rate(Kbps) * Sessions Action
=== blocked / 298 Unblock
Current /Peak/Speed Current means current transmission rate and receiving rate

for WAN interface.

Peak means the highest peak value detected by the modem
in data transmission.

Speed means line speed specified in WAN>>General
Setup. If you do not specify any rate at that page, here will
display Auto for instead.
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3.9.10 Trace Route
Click Diagnostics and click Trace Route to open the web page. This page allows you to
trace the routes from modem to the host. Simply type the IP address of the host in the box
and click Run. The result of route trace will be shown on the screen.

Diagnostics »> Trace Route

Trace Route
®1pvae O1PVE
Trace through:
Protocol:
Host / IP Address: | |
Run
Result Clear |
A
or
Diagnostics »> Trace Route
Trace Route
Orpva @1pve
Trace Host / IP Address: | |
Run
Result Clear |
P
Available settings are explained as follows:
Item Description
IPv4 [/ IPv6 Click one of them to display corresponding information for
it.
Protocol Use the drop down list to choose the protocol that you want
to ping through.
Host/IP Address It indicates the IP address of the host.
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Trace Host/IP Address It indicates the IPv6 address of the host.

Run Click this button to start route tracing work.

Clear Click this link to remove the result on the window.

3.9.11 IPv6 TSPC Status
IPv6 TSPC status web page could help you to diagnose the connection status of TSPC.

If TSPC has configured properly, the modem will display the following page when the user
connects to tunnel broker successfully.

Diagnostics == IPv6 TSPC Status

WAHN | Refresh |

TSPC Disabled

Available settings are explained as follows:

Item Description

Refresh Click this link to refresh this page manually.
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3.9.12 DSL Status
DSL status web page could help you to diagnose the connection status of DSL.

DrayTek

Diagnostics == DSL Status

General

Tone Information

| Refresh |

ATU-R Information

Type:
Hardware:
Firmware:

Line State:
Running Mode:
Wendor ID:

ATU-C Information
Vendor ID:
Line Statistics

Actual Rate
Attainable Rate
Path Mode
Interleave Depth
Actual PSD

Trellis
Bitswap
SR Margin
Attenuation
CRC

FECS

ES

Power Mngt Mode:

ADSLE/2+

Annex &
05-04-08-00-00-06
DSL_G997_PMS_MNA
TRAIMIMG

b5004945 S4420000

00000000 00000000 [unknown]

Cownstream

] Khps

] Khps

Fast

o

0.0 dB

Near End

OM

OFF

] dB

u] de

]

o =

u] 5
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Upstream

] Khps
] Khps
Fast

a

0.0 dB
Far End

OM

OFF

a dB

u] dp

]

u] =

u] z
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Application and Examples

4.1 LAN - Created by Using NAT

An example of default setting and the corresponding deployment are shown below. The
default Vigor modem private IP address/Subnet Mask is 192.168.1.1/255.255.255.0. The

built-in DHCP server is enabled so it assigns every local NATed host an IP address of
192.168.1.x starting from 192.168.1.10.

Internet

m | - DHCP Server

s HU B
Public IP Address 1 E
Private Subnet
Router IP Address:192.168.1.1 I

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

You can just set the settings wrapped inside the red rectangles to fit the request of NAT
usage.
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LAN => General Setup

Ethernet TCP / IP and DHCF Setup

LAN 1 IPv6 Setup

LAN IP Network Configuration
Eor WAT Llsage

1st IP Address

1st Subnet Mask

For IP Routing Usage O Enable & Disable
2nd IP Address

2nd Subnet Mask

DHCP Server Configuration

& Enable Server O Disable Server
|192-158-1-5 Relay Agent: O 1st Subnet 2nd Subnet
|255.255.255.U DHCP Server IP Address | |
Start IP Address 1192 168.1.10 |
|192-158-2-1 IP Pool Counts |150 |
255 266 265 0 | Gateway IP Address 192.168.15
[ 2nd Subnet DHCP Server Lease Time 259200 <)

RIP Protocol Control

Advanced Jyou can configure DHCP options here,

DHS Server IP Address
Primary IP Address | |

Secondary IP Address | |

[ Force router to use address for DNS

To use another DHCP server in the network rather than the built-in one of Vigor Modem, you

have to change the settings as show below.

Internet

Q / &:’o

SR - - -

Public IP Address
220.135.240.207

Private Subnet

Router IP Address:192.168.1.1

™ B

192.168.1.22 192.168.1.11

148

Router

DHCP Server

192.168.3.22 192.168.3.11
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LAN == General Setup

Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup
LAN IP Metwork Configuration DHCP Server Configuration
For NAT Usage CiEnable Serve
1st IP Address |192-168-1-5 | Relay Agent: O 1st Subnet = 2nd Subnet
1st Subnet Mask |255_255_255.U | DHCP Server IP Address | |
For IP Routing Usage ) Enable @ Disable Start IP Address | 92 168.1.10 |
2nd IP Address 1192.168.2.1 | |1p Pool Counts 150 |
2nd Subnet Mask 255 255 255 0 | |Gateway 1P Address [192.168.15 |
[ 2nd Subnet DHCP Serer || zce Time 1259200 ks)

: Advanced |vou can configure DHCP options here.
RIP Protocol Control

DNS Server IP Address
Primary IP Address | |

Secondary IP Address | |

[ Force router to use address for DNS
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‘5 Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the modem and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
®  Pinging the modem from your computer.

®  Checking if the ISP settings are OK or not.

® Backing to factory default setting if necessary.

If all above stages are done and the modem still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1.  Check the power line and DSL/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Power on the modem. Make sure the ACT LED and LAN LED are bright.

3. If not, it means that there is something wrong with the hardware status. Simply back to

“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.

wray lek

Vigor130

—_—
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5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

The example is based on Windows 7. As to the examples for other operation
E——“ systems, please refer to the similar steps or find support notes in
www.DrayTek.com.

1. Open All Programs>>Getting Started>>Control Panel. Click Network and
Sharing Center.

A LIRS R )

[ lawa

| :‘.: Metweark and Sharing Center
Persanalization

il Recowery

2. Inthe following window, click Change adapter settings.

& Metwark and Sharing Center

G(_:}v -Lf » Control Panel = &ll Control Panel Ikerns + Metwark and Shar'ing Center

Control Panel Home Wiews wour basic network information and set up connect

Change adapter settings :-«L-.. |}_’
Lhange aa'\.ran-:ed sharing WINTPRO-SVR Mebwork 28
settings {This computer)

Wiews wour active nebaworks

Metwork 28
Wiork network

3. lcons of network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

Local!

kahl

| rel(F

L-b" Local Area Conneyr  Diagnose 1 Wig
TS Metweork cable unp scar
3¢ @7 TAP-Win32 Adapt ¥ Bridge Connections |

Create Shortcut

! -.l
% Renarne

‘?:;“Prnperties
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4.  Select Internet Protocol Version 4 (TCP/IP) and then click Properties.

2 Local &rea Connection Properties *

Metwarking I Sharing ]

Connect using:

| E“ IntellR) PROA1000 T Mebwork, Connection

Thiz connection uzes the fallowing items:

R Client for Microzoft Metworks

.@ Privacyware Filker Driver

.@uc.s Packet Scheduler

[l .@ File and Printer Sharing for Microsoft Metworks

i Lobopect Droboccl i & (T 00O
BS |rtermet Protoc ion 4 [TCRAPw4)

[ - Link-Layer Topalogy Dizcovery Fesponder

Ingtall... inzkall Properties

e

5. Select Obtain an IP address automatically and Obtain DNS server address
automatically. Finally, click OK.

Internet Protocol Wersion 4 (TCP/APw4) Praperties _';’_Jﬂ
General | alkernate Configuration |

You can get IP settings assigned automatically if wour network supports
this capability, Otherwise, vou need to ask vour netwark. administrator
for the appropriate IP settings,

{* Obtain an IP address automatically

r USE E (=3 u] | (w2 T ] Ip aEHress:

{* Obtain DMS server address aukomatically

U Use the Fallowing DS server addresses:

I
|

[ Jate setking C Advanced. .,
lol's | Cancel ‘
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For MacOs

1. Double click on the current used MacQOs on the desktop.

2. Open the Application folder and get into Network.

3. On the Network screen, select Using DHCP from the drop down list of Configure

IPv4.
CHSES) Network ()
i =g
= N & =3
Show All Di‘spla:,'rs Sound  Network Startup Disk
Location: = Automatic ﬂ
Show: | Built-in Ethernet ﬂ
{ TCP/IP | PPPoE = AppleTalk Proxies Ethernet
Configure IPv4 "Usiﬂg DHCP T]
IP Address: 192.168.1.10 { Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains (Optional)
IPvb Address: fe80:0000:0000:0000:020a:95ff fe8d:72e4
( Configure IPv6... ) o)
—_——— B
J- Click the lock to prevent further changes. (_ Assistme... ) ( Apply Now )
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5.3 Pinging the Modem from Your Computer

The default gateway IP address of the modem is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the modem. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 5.2)

Please follow the steps below to ping the modem correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For MacOs (Terminal)

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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SESNE) Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seg=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeq=2 ttl=2E6 time=A.71E ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 time=A.72 mz
B

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8,.723/8.756 ns

Yigori@:~ drovtekd ||

5.4 Checking If the ISP Settings are OK or Not

Click Internet Access group and then check whether the ISP settings are set correctly.

Internet Access

5.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the modem by software or hardware.

Warning: After pressing factory default setting, you will loose all settings you did
¢ before. Make sure you have recorded all useful settings before you pressing. The
password of factory default is null.

Software Reset
You can reset the modem to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click OK. After few
seconds, the modem will return all the settings to the factory settings.
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System Maintenance => Reboot System

Reboot System

Do you want to reboot your router ?

& Using current configuration
O Using factory default configuration

Reboot Now

Auto Reboot Time Schedule

Index(1-15) in Schedule Setup:

Note: Action and Idle Timeout settings will be ignored.

oK ] [ Cancel

Hardware Reset

While the modem is running, press the Factory Reset button and hold for more than 5
seconds. When you see the ACT LED blinks rapidly, please release the button. Then, the
modem will restart with the default configuration.

After restore the factory default setting, you can configure the settings for the modem again
to fit your personal request.

5.6 Contacting DrayTek

If the modem still cannot work correctly after trying many efforts, please feel free to send
e-mail to support@draytek.com.
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Telnet Command Reference

Accessing Telnet of Vigorl30

This chapter also gives you a general description for accessing telnet and describes the
firmware versions for the routers explained in this manual.

Click Start > Run and type Telnet 192.168.1.1 in the Open box as below. Note that the IP
address in the example is the default address of the router. If you have changed the default,
enter the current IP address of the router.

Run | 7] x|

== Type the name of a program, folder, document, or Intermet
% resource, and Windows will open it for you,

Open: |telnet 192.168.1.1| ~|

0K Cancel | Browse... |

Click OK. The Telnet terminal will be open. Please type admin/admin for Account/Password.
Then, type ?. You will see a list of valid/common commands depending on the router that
your use.

EE Telnet 192.168.1.30 E=n EoR|5

Account :admin
Passwoprd: e
Type ? for command help
commands are:
udsl hpa cEm ddns

internet ip ipb ipf
ohject port portmaptinme gos

SV switch sYs testmail
wan ethoam

Telnet Command: adsl txpct /adsl rxpct
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This command allows the user to adjust the percentage of data transmission for QoS

application.

Syntax
adsl txpct [auto:percent]
adsl rxpct [auto:percent]

Syntax Description
auto It means auto detection of ADSL transmission packet.
percent It means to specify the percentage of ADSL transmission
packet. Available range is 10-100.
Example

50 percentage : 80

64 percentage : 100

%rx percentage :

Vigor> adsl txpct auto

Vigor> adsl txpct 100

Vigor> adsl rxpct 100
100

Telnet Command: adsl status

This command is used to display current status of ADSL setting.

Syntax
adsl status

Example

Vigor> adsl status ?

Running Mode

DS Actual Rate

DS Attainable Rate

DS Path Mode

DS Interleave Depth

NE Current Attenuation
DS actual PSD

ADSL Firmware Version

CO ITU Version[0]
DSLAM CHIPSET VENDOR

Far Current Attenuation :

ATU-R Info (hw: annex A, f/w: annex A)

T1.413 State = TRAINING
0 bps US Actual Rate 0 bps
0 bps US Attainable Rate 0 bps
Fast US Path Mode Fast
0 US Interleave Depth 0
0 dB Cur SNR Margin 0O dB
: 0. 0 dB US actual PSD 0. 0 dB
: 05-04-04-04-00-01
ATU-C InfO - - ——— =
0 dB Far SNR Margin 0 dB
= 00000000 CO ITU Version[1] - 00000000
: < ADI >

Telnet Command: adsl ppp

This command can set the Internet Access mode for the router.

Syntax

adsl ppp [ ? | pvc_no vci vpi Encap Proto modu acqlP idle [Username Password]
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Syntax Description

Parameter Description

? Display the command syntax of “adsl ppp”.

pvc_no It means the PVVC number and the adjustable range is from
0 (Channel-1) to 7(Channel-8).

Encap Different numbers represent different modes.
0:VC_MUX,

1: LLC/SNAP,

2: LLC_Bridge,

3: LLC_Route,

4: VCMUX _Bridge

5: VCMUX_Route,

6: IPOE.

Proto It means the protocol used to connect Internet. Different
numbers represent different protocols.

0: PPPOA,
1: PPPoE,
2: MPoOA.

Modu 0: T1.413,

2: G.dmt,

4: Multi,

5: ADSL2,
7:ADSL2_AnnexM
8:ADSL2+
14:ADSL2+_AnnexM.

acqlP It means the way to acquire IP address. Type the number to
determine the IP address by specifying or assigned
dynamically by DHCP server.

0: fix_ip,

1: dhcp_client/PPPoE/PPPoA.(acquire IP method)

idle Type number to determine the network connection will be
kept for always or idle after a certain time.

1: always on, else idle timeout secs. Only for

PPPOE/PPPOA.
Username This parameter is used only for PPPoE/PPPoA
Password This parameter is used only for PPPoE/PPPoA

You have to reboot the system when you set it on Route mode.

Example

> adsl ppp 0 358 1 1 4 1 -1 draytek draytek
pvc no.=0

vci=35

Dray Tck 161 Vigor130 Series User’s Guide



vpi=8

encap=LLC(1)
proto=PPPoE(1)
modu=MULT1(4)

AcquirelP: Dhcp_client(1)
Idle timeout:-1

Username=draytek

Password=draytek

Telnet Command: adsl bridge

This command can specify a LAN port (LAN1 to LAN4) for mapping to certain PVC, and
the mapping port/PVC will be operated in bridge mode.

adsl bridge [pvc_no/status/save/enable/disable] [on/off/clear/tag tag_no] [service type]
[px ... ]

Syntax Description

Parameter Description

pvc_no It means pvc number and must be between 0(Channel 1) to
7(Channel 8).

status It means to shown the whole bridge status.

save It means to save the configuration to flash.

enable It means to enable the Multi-VLAN function.

disable It means to disable the Multi-VLAN function.

on/off It means to turn on/off bridge mode for the specific
channel.

clear It means to turn off and clear all the PVVC settings.

tag tag_no No tag: -1
Available number for tag: 0-4095

pri pri_no The number 0 to 7 can be set to indicate the priority. “7” is
the highest.

service type Two number can be set:

0: for Normal (all the applications will be processed with
the same PVC).

1: for the IGMP with different PVC which is used for
special ISP.

pX... It means the number of LAN port (x=2~4). Port 1 is locked
for NAT.

Example

> adsl bridge 4 on p2 p3
PVC Bridge pl p2 p3 p4 Service Type Tag Pri
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4 ON 0 0 1 0 Normal -1(OFF) O
PVC 0 & 1 can™t set for bridge mode.
Please use "save® to save config.

Telnet Command: adsl idle

This command can make the router accessing into the idle status. If you want to invoke the
router again, you have to reboot the router by using “reboot” command.

Example

> adsl idle
%ldle Mode!
You has to use {adsl reboot} to restart booting.

Telnet Command: adsl drivemode

This command is useful for laboratory to measure largest power of data transmission. Please
follow the steps below to set adsl drivermode.

1. Please connect dsl line to the DSLAM.

2. Waiting for dsl SHOWTIME.

3. Drop the dsl line.

4. Now, it is on continuous sending mode, and adsl2/2+ led is always ON.

5. Use 'adsl reboot' to restart dsl to normal mode.

Telnet Command: adsl reboot
This command can wake up the idle router.

Example

> adsl reboot
% Adsl is Rebooting...
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Telnet Command: adsl oamlb
This command is used to test if the connection between CPE and CO is OK or not.

adsl oamlb [n][type]
adsl oamlb chklink [on/off]
adsl oamlb [log_on/log_off]

Syntax Description

Parameter Description
n It means the total number of transmitted packets.
type It means the protocol that you can use.

1 — for F4 Seg-to-Seg (VP level)

2 — for F4 End-to-End (VP level)
4 — for F5 Seg-to-Seg (VC level)
5 — for F5 End-to-End (VC level)

chklink Check the DSL connection.
Log_on/log_off Enable or disable the OAM log for debug.
Example

> adsl oamlb chklink on

OAM checking dsl link is ON.
> adsl oamlb F5 4

Tx cnt=0

Rx Cnt=0

>

Telnet Command: adsl vcilimit
This command can cancel the limit for vci value.

Some ISP might set the vci value under 32. In such case, we can cancel such limit manually
by using this command. Do not set the number greater than 254.

adsl vcilimit [n]

Syntax Description

Parameter Description
n The number shall be between 1 ~ 254.
Example

> adsl vcilimit 33
change VCI limitation from 32 to 33.

Vigor130 Series User's Guide 164 Dray Tek



Telnet Command: adsl annex
This command can display the annex interface of this router.

Example

> adsl annex
% hardware is annex B.
% modem code is annex B; built at 01/15,07:34.

Telnet Command: adsl automode

This command is used to add or remove ADSL modes (such as ANNEXL, ANNEXM and
ANNEXJ) supported by Multimode.

adsl automode [add|remove|set|default|show] [adsl_mode]

Syntax Description

Parameter Description

add It means to add ADSL mode.

remove It means to remove ADSL mode.

set It means to use default settings plus the new added ADSL
mode.

default It means to use default settings.

show It means to display current setting.

adsl_mode There are three modes to be choose, ANNEXL, ANNEXM
and ANNEXJ.

Example

>Vigor> adsl automode set ANNEXJ
Automode supported : T1.413, G.DMT, ADSL2, ADSL2+, ANNEXJ,

Vigor> adsl automode default
Automode supported : T1.413, G.DMT, ADSL2, ADSL2+,

Telnet Command: adsl showbins
This command can display the allocation for each Bin (Tone) SNR, Gain, and Bits.

adsl showbins [startbin endbin |up]

Syntax Description

Parameter Description
startbin The number is between 0 ~ 517.
endbin The number is between 4 ~ 511.
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Example

Bin

> adsl showbins 2 30

dB dB ts dB dB ts dB dB ts

0.0 0.0 0O* 1 0.0 0.0 O* 2 0.0 0.0 0
0.0 0.0 0* 5 0.0 0.0 0O* 6 0.0 0.0 0
0.0 0.010* 9 0.0 0.010* 10 0.0 0.0 11

0.0 0.0 11 * 13 0.0 0.0 11 * 14 0.0 0.0 12
0.0 0.0 12 * 17 0.0 0.0 12 * 18 0.0 0.0 12
0.0 0.0 12 *21 0.0 0.0 12 * 22 0.0 0.0 12
0.0 0.0 11 *25 0.0 0.011 * 26 0.0 0.0 11
0.0 0.0 10 *29 0.0 0.0 10 * 30 0.0 0.0 9
0.0 0.0 0* 33 0.0 0.0 O* 34 0.0 0.0 O

*

*

*

A

*

*

3
7
11
15
19
23
27
31
35

Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi

dB dB ts
0.0 0.0 O
0.0 0.0 8
0.0 0.0 11
0.0 0.0 12
0.0 0.0 12
0.0 0.0 12
0.0 0.0 10
0.0 0.0 9
0.0 0.0 ©

SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi

dB dB ts dB dB ts dB dB ts

dB dB ts

Telnet Command: adsl optn
At present ,this command allows you to enable and disable dual-latency only.

adsl optn FUNC [value/on/off]

Syntax Description

Parameter Description

FUNC Available setting is “dual” only. It means dual-latency.
value The value shall be hex digits.

on/off Type “on” for enabling such function.

Type “off” for disabling such function.

Example

> adsl optn dual on
dsl dual-latency is ON.
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Telnet Command: adsl| femec

This command allows you to set FDM or EC mode for wireless setting. It may cause sync
problem when change this setting.

adsl fdmec [mode]

Syntax Description

Parameter Description
mode Type the value for enabling the specified mode.
0: default (EC)
1. EC
2: FDM
Example
> adsl fdmec 1
FDM/EC mode: = EC
> adsl fdmec O
FDM/EC mode: = Default

Telnet Command: adsl| savecfg
This command can save the configuration into FLASH with a file format of cfg.

Example

> adsl savecfg
% Xdsl Cfg Save OK!

Telnet Command: adsl vendorid
This command allows you to configure user-defined CPE vendor ID.

adsl vendorid [status/on/off/ set vidO vid1]

Syntax Description

Parameter Description

status Display current status of user-defined vendor ID.

on Enable the user-defined function.

off Disable the user-defined function.

set vidO vidl It means to set user-defined vendor ID with vid0 and vid1.
The vendor ID shall be set with HEX format, ex: 00fe7244:
79612f21.

Example
> adsl vendorid status

% User define CPE Vendor ID is OFF
% vidO:vidl = 0x00fe7244:79612f21
> adsl vendorid on set vidO vidl
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‘% User define CPE Vendor ID is ON

Telnet Command: adsl atm
This command can set QoS parameter for ATM.

adsl atm pcr [pvc_no][PCR][max][status]
adsl atm scr [pvc_no][SCR]

adsl atm mbs [pvc_no][MBS]

adsl atm status

Syntax Description

Parameter Description

pvc_no It means pvc number and must be between 0(Channel 1) to
7(Channel 8).

PCR It means Peak Cell Rate for upstream.
The range for the number is “1” to “2539”.

max It means to get the highest speed for the upstream.

SCR It means Sustainable Cell Rate.

MBS It means Maximum Burst Size.

status It means to display PCR/SCR/MBS setting.

Example

> adsl atm pcr 1 200 max
% PCR is 200 for pvc 1.

> adsl atm pcr status
pvc channel PCR

~N~Nouh~hWNEFO
O~NOOPA~WNPE
OO OO0OO0OONO

> adsl atm mbs 2 300 max
% MBS is 300 for pvc 2.

Telnet Command: adsl pvcbinding

This command can configure PVC to PVC binding. Such command is available only for
PPPoE and MPoA 1483 Bridge mode.

adsl pvcbinding [pvc_x pvc_y | status | -1 ]

Syntax Description

Parameter Description
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pvc_X It means the PVC number for the source.
pvc_y It means the PVC number that the source PVC will be bound
to.
status Display a table for PVVC binding group.
-1 It means to clear specific PVC binding.
Example

> adsl pvcbinding 3 5
set done. bind pvc3 to pvch.

The above example means PVVC3 has been bound to PVC5.

> adsl pvcbinding 3 -1
clear pvc-1 binding

The above example means the PVVC3 binding group has been removed.

Telnet Command: vdsl status
This command is used for display VDSL status.

Example

> vdsl status
—————————————————————— ATU R Info (hw: annex A, f/w: annex A/B/C) ——-————————-
Running Mode State > TRAINING
DS Actual Rate : 0 bps US Actual Rate 0 bps
DS Attainable Rate : 0 bps US Attainable Rate 0 bps
DS Path Mode : Fast US Path Mode Fast
DS Interleave Depth : 0 US Interleave Depth 0
NE Current Attenuation : 0 dB Cur SNR Margin 0O dB
DS actual PSD N 0. 0 dB US actual PSD 0. 0 dB
NE CRC Count : 0 FE CRC Count 0
NE ES Count : 0 FE ES Count 0
Xdsl Reset Times : 0 Xdsl Link Times : 0
ITU Version[O] : b5004946 ITU Version[1] : 544e0000
VDSL Firmware Version : 05-04-08-00-00-06
Power Management Mode : DSL_G997_PMS_NA
Test Mode : DISABLE
—————————————— ATU-C InfO ——— ===
Far Current Attenuation : 0 dB Far SNR Margin : 0 dB
CO ITU Version[O] = 00000000 CO ITU Version[1] = 00000000
DSLAM CHIPSET VENDOR : < unknown >

Telnet Command: vdsl idle

command and have any queries.

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet

adsl idle [on | tcpmessage | tcpmessage_off]

Syntax Description

Parameter Description

on

tcpmessage

Tcpmessage_off

Dray Tck 169 Vigor130 Series User’s Guide



mailto:support@draytek.com�

Example

> vdsl idle ?

% Usage : adsl idle [on | tcpmessage | tcpmessage off]
% DSL is under [DISABLE] test mode.

o DSL debug tool mode is off.

S

Vigor> vdsl idle on
% DSL is under [IDLE/QUIET] test mode.
% DSL debug tool mode is off.

Telnet Command: vdsl drivermode

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

Example

> vdsl drivermode

%ADSL Enter Driver Mode!

% 1. please connect dsl line to the DSLAM.

% 2. Waiting for dsl SHOWTIME.

% 3. drop the dsl line.

% 4. now, It iIs on continuous sending mode.

% Use "adsl reboot"™ to restart dsl to normal mode.

Telnet Command: vdsl reboot

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

Example

> vdsl reboot ?
%ADSL is Rebooting....

Telnet Command: vdsl annex

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

Example

> vdsl annex ?
% hardware is annex A.
% ADSL modem code is annex A
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Telnet Command: vdsl showbins
This command is used to display each Bin(Tone) SNR, Gain, and Bits allocated.

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

adsl showbins [startbin endbin | up]

Syntax Description

Parameter Description

startbin Available setting: 0 to 4092.

endbin Available setting: 4 to 4092.

up It is used to display upstream information. The default is
downstream.

Example
> vdsl showbins 0 30
DOWNSTREAM :

Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi
dB .1dB ts dB .1dB ts dB .1dB ts dB .1dB ts

Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi - Bin SNR Gain Bi
dB .1dB ts dB .1dB ts dB .1dB ts dB .1dB ts

Telnet Command: vdsl optn
This command is used to enable or disable the parameters related to VDSL.

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

adsl optn FUNC [us/ds/bi [value/on/off]]

Syntax Description

Parameter Description

FUNC Available settings:
trellis’,

'bitswap’,

'sra’,

retx’,

‘aelem’,

'status’,

'g.vector'

‘default’.

us/ds/bi us — upstream
ds — downstream
bi — birection.
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value bitswap=0~2, sra=0~4

on/off On - Enable the function.
Off — Disable the function.

Example

[ >

Telnet Command: vdsl savecfg
This command is used to save the confugration.

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

Example

> Vigor> vdsl savecfg ?
% Xdsl Cfg Save OK!

Telnet Command: vdsl vendorid
This command is used to set user defined CPE vender ID.

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

adsl vendorid [?/status/on/off/ set vidO vid1]

Syntax Description

Parameter Description
status Display current setting of vendor ID.
Onl/off Enable/Disable the user defined setting.
set It is used to set user define vendor ID by “vid0” & “vidl”.
vidO vid1 Set vendor ID number with the format of HEX, ex: 00fe7244
79612f21.
Example

> vdsl vendorid on set 00fe7244 79612f21
% User define CPE Vendor ID is ON

Telnet Command: vdsl snr
This command is used to .

Note: We can provide prompt support (support@draytek.com) if you refer to the telnet
command and have any queries.

adsl srn [delta]

Syntax Description

Parameter Description

Vigor130 Series User's Guide 172 Dray Tek



mailto:support@draytek.com�
mailto:support@draytek.com�
mailto:support@draytek.com�

delta It means SNR margin delta.
The range is from -50 to 50.
Current ADSL SNR Margin is 0 dB.

Example

> vdsl snr 25
ADSL SNR update successfully !
Restarting ADSL modem ...

Telnet Command: bpa
This command allows to configure a network setting specified for Australia’s ISP.

bpa m [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
m Available settings are 1 and 2.
-a <enable> 1/0 to enable/disable this entry
-n <UserName> contact UserName(max. 24 characters)
-p <PassWord> contact PassWord (max. 24 characters)
-s <select> It means to specify an IP address for Server.
0 : no selection.
1:NSW(61.9.192.13)
2 :QLD(61.9.208.13),
3:VIC(61.9.128.13)
4: SA(61.9.224.13),
5:WA(61.9.240.13)
-l <List> List all settings configured.
Example
> bpa 1 -a 1 -n testUser -p testPassword -s 4
> bpa -1

——————— index: 1 active------
UserName[1]: testUser
PassWord[1]: testPassword
ServerlP[1]:4

——————— index: 2 inactive----—--
UserName[2]:

PassWord[2]:

ServerlP[2]:0

>

Telnet Command: csm appe prof

Commands under CSM allow you to set CSM profile to define policy profiles for different
policy of IM (Instant Messenger)/P2P (Peer to Peer) application.
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“csm appe prof “ is used to configure the APP Enforcement Profile name. Such profile will
be applied in Default Rule of Firewall>>General Setup for filtering.

csm appe prof -i INDEX [-v | -n NAME]

Syntax Description

Parameter

Description

INDEX

It means to specify the index number of CSM profile, from 1
to 32.

-V

It means to view the configuration of the CSM profile.

-Nn

It means to set a name for the CSM profile.

NAME

It means to specify a name for the CSM profile, less then 15
characters.

Example

> csm appe prof -1 1 -n games
The name of APPE Profile 1 was setted.

Telnet Command: csm appe im

It is used to configure IM settings for APP Enforcement Profile.
csm appe im -i INDEX [-v | -e AP | -d AP| -a AP [ACTION]]

Syntax Description

Parameter

Description

INDEX

It means to specify the index number of CSM profile, from 1
to 32.

-V

It means to view the IM configuration of the CSM profile.

It means to enable the blocking for specific application.

It means to disable the blocking for specific application.

Set the action of specific application

Specify one of the following applications for such profile.
MSN : MSN

YIM : YahoolM
AIM :AIM

ICQ 1 1CQ
QQTM :QQ/T™M
iChat : iChat
Jabber : Jabber/GoogleTalk
GC : GoogleChat
AliIWW - AliWw
Skype : Skype
Kubao : Kubao
Gizmo : Gizmo

SIP : SIP/RTP
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TelTel : TelTel
TeamSpk:  TeamSpeak
WIM : WebIMs
RaidCall : RaidCall
ACTION Specify the action of the application, 0 or 1.
0: Block. All of the applications meet the CSM rule will be
blocked.
1: Pass. All of the applications meet the CSM rule will be
passed.

Example

> csm appe im -i 1 -e ICQ Login -a ICQ O
Profile 1 - : ICQ is enabled.

Telnet Command: csm appe p2p
It is used to configure P2P settings for APP Enforcement Profile.

csm appe p2p -i INDEX [-v | -e AP | -d AP | -a AP [ACTION]]

Syntax Description

Parameter Description

INDEX It means to specify the index number of CSM profile, from 1
to 32.

-V It means to view the P2P configuration of the CSM profile.

-e It means to enable the blocking for specific application.

-d It means to disable the blocking for specific application.

-a Set the action of specific application, 0 or 1.
0: Block. All of the applications meet the CSM rule will be
blocked.
1: Pass. All of the applications meet the CSM rule will be
passed.

AP Specify one of the following applications for such profile.
SoulSeek: SoulSeek Protocol
eDonkey: eDonkey Protocol
FastTrack : FastTrack Protocol
OpenFT: OpenFT Protocol
Gnutella: Gnutella Protocol
OpenNap: OpenNap Protocol
BitTorrent: BitTorrent Protocol

ACTION Specify the action of the application, 0 or 1.
0: Block. All of the applications meet the CSM rule will be
blocked.
1: Pass. All of the applications meet the CSM rule will be
passed.

Example

‘ > csm appe p2p -1 1 -e BitTorrent -a BitTorrent O
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‘ Profile 1 - :

BitTorrent is enabled.

Telnet Command: csm appe misc
It is used to configure miscellaneous settings for APP Enforcement Profile.

csm appe misc -i INDEX [-v | -e AP | -d AP | -a AP [ACTION]]

Syntax Description

Parameter Description
INDEX It means to specify the index number of CSM profile, from 1
to 32.
-V It means to view the protocol configuration of the CSM
profile.
-e It means to enable the blocking for specific application.
-d It means to disable the blocking for specific application.
-a Set the action of specific application, 0 or 1.
0: Block. All of the applications meet the CSM rule will be
blocked.
1: Pass. All of the applications meet the CSM rule will be
passed.
AP Specify one of the following applications for such profile.
Streaming:
MMS: MMS
RTSP: RTSP
TVAnNts: TVAnNts
PPStream: PPStream
PPlive: PPlive
FeiDian: FeiDian
UUSee: UUSee
NSPlayer:  NSPlayer
PCAST: PCAST
TVKoo: TVKoo
SopCast:  SopCast
UDLiveX: UDLiveX
TVUPlayer: TVUPlayer
MySee: MySee
Joost: Joost
FlashVideo: FlashVideo
SilverLight: MS SilverLight
Slingbox:  Slingbox
QVOD: QVvOD
QQLive:  QOQLive
ACTION: Specify the action of the application, 0 or 1.
0: Block. All of the applications meet the CSM rule will be
blocked.
1: Pass. All of the applications meet the CSM rule will be
passed.
Example
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> csm appe misc -i 1 -e TVUPlayer -a 0O
Profile 1 - : TVUPlayer is enabled.

Telnet Command: csm ucf
It is used to configure settings for URL control filter profile.

csm ucf show

csm ucf setdefault

csm ucf msg MSG

csm ucf obj INDEX [-n PROFILE_NAME | -l [P|B|A|N] | uac | wf ]
csm ucf obj INDEX -n PROFILE_NAME

csm ucf obj INDEX -p VALUE

csm ucf obj INDEX -I P|B|A|N

csm ucf obj INDEX uac

csm ucf obj INDEX wf

Syntax Description

Parameter Description

show It means to display all of the profiles.

setdefault It means to return to default settings for all of the profile.
msg MSG It means de set the administration message.

MSG means the content (less than 255 characters) of the
message itself.

obj It means to specify the object for the profile.

INDEX It means to specify the index number of CSM profile, from 1
to 8.

-n It means to set the profile name.

PROFILE_NAME It means to specify the name of the profile (less than 16
characters)

-p It means to set the priority for the profile.

VALUE Available numbers you can define are listed below:

0: It means Bundle: Pass.

1: It means Bundle: Block.

2: It means Either: URL Access Control First.
3: It means Either: Web Feature First.

-1 It means the log type of the profile. They are:
P: Pass,

B: Block,

A: All,

N: None

MSG It means to specify the Administration Message, less then
255 characters

uac It means to set URL Access Control part.
wf It means to set Web Feature part.
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Example

> csm ucf obj 1 -n game -1 B
Profile Index: 1

Profile Name:[game]

Log:[none]

Priority Select : [Bundle : Pass]

[ JEnable URL Access Control
Action:[pass]

[ JPrevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name

Telnet Command: csm ucf obj INDEX uac
It means to configure the settings regarding to URL Access Control (uac).

csm ucf obj INDEX uac -v
csm ucf obj INDEX uac -e
csm ucf obj INDEX uac -d

csm ucf obj INDEX uac -a P|B
csm ucf obj INDEX uac -i E|D
csm ucf obj INDEX uac -0 KEY_WORD_Object_Index
csm ucf obj INDEX uac -g KEY_WORD_Group_Index

Syntax Description

Parameter

Description

INDEX

It means to specify the index number of CSM profile, from 1 to
8.

-V

It means to view the protocol configuration of the CSM profile.

It means to enable the function of URL Access Control.

It means to disable the function of URL Access Control.

Set the action of specific application, P or B.

B: Block. The web access meets the URL Access Control will
be blocked.

P: Pass. The web access meets the URL Access Control will be
passed.

Prevent the web access from any IP address.

E: Enable the function. The Internet access from any IP
address will be blocked.

D: Disable the function.

-0

Set the keyword object.

KEY WORD Object_Ind

Specify the index number of the object profile.
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ex

-g Set the keyword group.
KEY_WORD_Group_Inde | Specify the index number of the group profile.
X

Example

> csm ucf obj 1 uac -i E

Profile Index: 1

Profile Name:[game]

Log:[none]

Priority Select : [Bundle : Pass]

[ JEnable URL Access Control
Action:[pass]

[v]Prevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name

> csm ucf obj 1 uac -a B

Profile Index: 1

Profile Name:[game]

Log: [none]

Priority Select : [Bundle : Pass]

[ 1JEnable URL Access Control
Action:[block]

[v]Prevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name
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Telnet Command: csm ucf obj INDEX wf
It means to configure the settings regarding to Web Feature (wf).

csm ucf obj INDEX wf -v

csm ucf obj INDEX wf -e

csm ucf obj INDEX wf -d

csm ucf obj INDEX wf -a P|B

csm ucf obj INDEX wf -s WEB_FEATURE

csm ucf obj INDEX wf -u WEB_FEATURE

csm ucf obj INDEX wf -f File_Extension_Object_index

Syntax Description

Parameter Description

INDEX It means to specify the index number of CSM profile, from 1
to 8.

-V It means to view the protocol configuration of the CSM
profile.

-e It means to enable the restriction of web feature.

-d It means to disable the restriction of web feature.

-a Set the action of web feature, P or B.
B: Block. The web access meets the web feature will be
blocked.
P: Pass. The web access meets the web feature will be
passed.

-S It means to enable the the Web Feature configuration.
Features available for configuration are:
c: Cookie
p: Proxy
u: Upload

-u It means to cancel the web feature configuration.

-f It means to set the file extension object index number.

File_Extension_Object_in | Type the index number (1 to 8) for the file extension object.

dex

Example

> csm ucf obj 1 wfF -s c

Profile Index: 1

Profile Name:[game]

Log:[none]

Priority Select : [Bundle : Pass]

[ JEnable URL Access Control
Action:[block]
[v] Prevent web access from IP address.
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No Obj NO.

Object Name

No Grp NO.

Group Name

[ JEnable Restrict Web Feature
Action:[pass]

File Extension Object Index : [O]
[V] Cookie [ ] Proxy [ ] Upload

Profile Name :

[1

Telnet Command: csm wcf

It means to configure the settings regarding to web control filter (wcf).

csm wcf show

csm wcf look

csm wcf cache

csm wcf server WCF_SERVER

csm wcf msg MSG

csm wcf setdefault

csm wcf obj INDEX -v

csm wcf obj INDEX -a P|B

csm wcf obj INDEX -n PROFILE_NAME

csm wcf obj INDEX -I N|P|B|A

csm wcf obj INDEX -0 KEY_WORD Obiject Index
csm wcf obj INDEX -g KEY_WORD Group Index
csm wcf obj INDEX -w E|D|P|B

csm wcf obj INDEX -s CATEGORY|WEB_GROUP
csm wcf obj INDEX -u CATEGORY|WEB_GROUP

Syntax Description

Parameter Description

show It means to display the web content filter profiles.
Look It means to display the license information of WCF.
Cache It means to set the cache level for the profile.

Server WCF_SERVER

It means to set web content filter server.

Msg MSG

It means de set the administration message.

MSG means the content (less than 255 characters) of the
message itself.

setdefault It means to return to default settings for all of the profile.

obj It means to specify the object profile.

INDEX It means to specify the index number of web content filter
profile, from 1 to 8.

-V It means to view the web content filter profile.

-a Set the action of web content filter profile, P or B.

B: Block. The web access meets the web feature will be
blocked.

P: Pass. The web access meets the web feature will be
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passed.

-N

It means to set the profile name.

PROFILE_NAME

It means to specify the name of the profile (less than 16
characters)

It means the log type of the profile. They are:
P: Pass,

B: Block,

A: All,

N: None

-0

Set the keyword object.

KEY_WORD_Object_Ind
ex

Specify the index number of the object profile.

-9

Set the keyword group.

KEY_WORD_Group_Inde
X

Specify the index number of the group profile.

-W

It means to set the action for the black and white list.
E:Enable,

D:Disable,

P:Pass,

B:Block

-S

It means to choose the items under CATEGORY or
WEB_ GROUP.

-u

It means to discard items under CATEGORY or
WEB_ GROUP.

WEB_GROUP

Child_Protection, Leisure, Business, Chating, Computer
Internet, Other

CATEGORY

Includes:

Alcohol & Tobacco, Criminal Activity, Gambling, Hate &
Intoleranc, Illegal Drug, Nudity, Pornography/Sexually
Explicit, Weapons, Violence, School Cheating,Sex
Education, Tasteless, Child Abuse Imges, Entertainment,
Games, Sports, Travel, Leisure & Recreation, Fashin &
Beauty, Business, Job Search, Web-based Emai, Chat, Instant
Messaging, Anonymizers, Forums & Newsgroups,
Computers & Technology, Download Sites, Streaming Media
& Downloads, Phishing & Fraud, Search Engines & Portals,
Social Networking, Spam Sites,Malware, Botnets, Hacking,
Illegal Software, Information Security,Peer-to-eer,
Advertisements & Pop-Ups, Arts, Transportation,
Compromised, Dating & Personals, , Education, Finance,
Government,Health & Medcine, News, Non-profits & NGOs,
Personal Sites,Politics, Real Estate, Rligion, Restaurants &
Dining,Shopping, Translators, General, Cults,Greetig cards,
Image Sharing, Network Errors, Parked Domains, Private IP
Addresses)
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Example

> csm wcf obj 1 -n test_wcf
Profile Index: 1
Profile Name:[test_wcf]
[IWhites/Black list
Action:[block]

No Obj NO. Object Name

Action:[block]
Log: [block]

child Protection Group:
[v]Alcohol & Tobacco [VICriminal & Activity [v]Gambling

[vV]lHate & Intolerance [vl1llegal Drug [vINudity
[vlPornography & Sexually explicit [v]Violence

[v]Weapons
[v]School Cheating [v]Sex Education [V]Tasteless

[vIChild Abuse Images

leisure Group:
[ JEntertainment [ 1Games [ 1Sports
[ 1Travel [ JLeisure & Recreation [ JFashion & Beauty

Telnet Command: ddns log
Displays the DDNS log.

Example

>ddns log
>

Telnet Command: ddns time
Sets and displays the DDNS time.

ddns time <update in minutes>

Syntax Description

Parameter Description
Update in minutes Type the value as DDNS time. The range is from 1 to 1440.
Example

> ddns time

ddns time <update in minutes>
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Valid: 1 ~ 1440

%Now: 1440

> ddns time 1000

ddns time <update in minutes>
Valid: 1 ~ 1440

%Now: 1000

Telnet Command: dos
This command allows users to configure the settings for DoS defense system.

dos [-V | D | A]
dos [-s ATTACK_F [THRESHOLD][ TIMEOUT]]
dos [-a | e [ATTACK_F][ATTACK_0] | d [ATTACK_F][ATTACK_0]]

Syntax Description

Parameter Description

-V It means to view the configuration of DoS defense system.

-D It means to deactivate the DoS defense system.

-A It means to activate the DoS defense system.

-S It means to enable the defense function for a specific attack
and set its parameter(s).

ATTACK_F It means to specify the name of flooding attack(s) or
portscan, e.g., synflood, udpflood, icmpflood, or postscan.

THRESHOLD It means the packet rate (packet/second) that a flooding
attack will be detected. Set a value larger than 20.

TIMEOUT It means the time (seconds) that a flooding attack will be
blocked. Set a value larger than 5.

-a It means to enable the defense function for all attacks listed
in ATTACK_O.

-e It means to enable defense function for a specific attack(s).

ATTACK_ 0 It means to specify a name of the following attacks:
ip_option, tcp_flag, land, teardrop, smurf, pingofdeath,
traceroute, icmp_frag, syn_frag, unknow_proto, fraggle.

-d It means to disable the defense function for a specific
attack(s).

Example
>dos —-A

The Dos Defense system is Activated
>dos —s synflood 50 10
Synflood is enabled! Threshold=50 <pke/sec> timeout=10 <pke/sec>
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Telnet Command: exit

Type this command will leave telnet window.

Telnet Command: Internet

This command allows you to configure detailed settings for WAN connection.

internet -W n -M n [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
-Mn M means to set Internet Access Mode (Mandatory) and n
means different modes (represented by 0 — 3)
n=0: Offline
n=1: PPPoE
n=2: Dynamic IP
n=3: Static IP
<command><parameter | The available commands with parameters are listed below.
>|..] [...] means that you can type in several commands in one
line.
-S <isp name> It means to set ISP Name (max. 23 characters).
-P <on/off> It means to enable PPPOE Service.

-U <username>

It means to set username (max. 49 characters) for Internet
accessing.

-p <password>

It means to set password (max. 49 characters) for Internet
accessing.

-an It means to set PPP Authentication Type and n means
different types (represented by 0-1).
n=0: PAP/CHAP (this is default setting)
n=1: PAP Only

-tn It means to set connection duration and n means different

conditions.
n=-1: Always-on
n=1 ~ 999: Idle time for offline (default 180 seconds)

-i <ip address>

It means that PPPoE server will assign an IP address
specified here for CPE (PPPOE client).

If you type 0.0.0.0 as the <ip address>, ISP will assign
suitable IP address for you. However, if you type an IP
address here, the router will use that one as a fixed IP.

-w <ip address>

It means to assign WAN IP address for such connection.
Please type an IP address here for WAN port.

-n <netmask>

It means to assign netmask for WAN connection. You have
to type 255.255.255.xxx (X is changeable) as the netmask for
WAN port.

-g <gateway>

It means to assign gateway IP for such WAN connection.
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-V It means to view Internet Access profile.

Example

>internet -M 1 -S tcom -u username -p password -a 0 -t -1 -1 0.0.0.0
WAN1 Internet Mode set to PPPoE/PPPOA

WAN1 ISP Name set to tcom

WAN1 Username set to username

WAN1 Password set successful

WAN1 PPP Authentication Type set to PAP/CHAP
WAN1 Idle timeout set to always-on

WAN1 Gateway IP set to 0.0.0.0

> internet -V

WAN1 Internet Mode:PPPoOE

ISP Name: tcom

Username: username

Authentication: PAP/CHAP

Idle Timeout: -1

WAN 1P: Dynamic IP

Telnet Command: ip 2ndsubnet

This command allows users to enable or disable the IP routing subnet for your router.
ip 2ndsubnet <Enable/Disable>

Syntax Description

Parameter Description

Enable Enable the function.

Disable Disable the function.
Example

> ip 2ndsubnet enable
2nd subnet enabled!

Telnet Command: ip 2ndaddr

This command allows users to set the second IP address for your router.
ip 2ndaddr ?
ip 2ndaddr <2nd subnet IP address>

Syntax Description

Parameter Description

? Display an IP address which allows users set as the public
subnet IP address.

2nd subnet IP address Specify an IP address. The system will set the one that you
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specified as the second subnet IP address.

Example

\

ip 2ndaddr ?

X

6 Now: 192.168.2.1

X V

% ip addr <2nd subnet IP address>

ip 2ndaddr 192.168.2.5
» Set 2nd subnet IP address done !11!!

Telnet Command: ip 2ndmask
This command allows users to set the subnet mask for second subnet mask of your router.

ip 2ndmask ?

ip 2ndmask <public subnet mask>

Syntax Description

Parameter

Description

?

Display an IP address which allows users set as the public
subnet mask.

public subnet IP address

Specify a subnet mask. The system will set the one that you
specified as the public subnet mask.

Example

> ip 2ndmask ?

% Now: 255.255.255.0

% ip 2ndmask <2nd subnet mask>

> ip 2ndmask 255.255.0.0
% Set 2nd subnet mask done 111

Telnet Command: ip aux

This command is used for configuring WAN IP Alias.
ip aux add [IP] [Join to NAT Pool]

ip aux remove [index]

Syntax Description

Parameter Description

add It means to create a new WAN IP address.

remove It means to delete an existed WAN IP address.

IP It means the auxiliary WAN IP address.

Join to NAT Pool 0 (disable) or 1 (enable).

index Type the index number of the table displayed on your screen.

DrayTek

187 Vigor130 Series User’'s Guide



Example

> ip aux add 192.168.1.65 1
% 192.168.1.65 has added in index 2.

> ip aux ?%% ip aux add [IP] [Join to NAT Pool]
%% ip aux remove [Index]

%% Where 1P = Auxiliary WAN IP Address.
%% Join to NAT Pool = 0 or 1.
%% Index = The Index number of table.

Now auxiliary WAN1 IP Address table:

Index no. Status |IP address NAT 1P pool
1 Disable 0.0.0.0 Yes
2 Enable 192.168.1.65 Yes

When you type ip aux?, the current auxiliary WAN IP Address table will be shown as the
following:

Index no. Status IP address IP pool
1 Enable 172.16.3.229 Yes
2 Enable 172.16.3.56 No
3 Enable 172.16.3.113 No

Telnet Command: ip addr

This command allows users to set/add a specified LAN IP your router.
ip addr [IP address]

Syntax Description

Parameter Description
IP address It means the LAN IP address.
Example

>ip addr 192.168.50.1
% Set IP address OK !1!1

Note: When the LAN IP address is changed, the start IP address of DHCP server are still the
same. To make the IP assignment of the DHCP server being consistent with this new IP
address (they should be in the same network segment), the IP address of the PC must be
fixed with the same LAN IP address (network segment) set by this command for accessing
into the web user interface of the router. Later, modify the start addresses for the DHCP
server.
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Telnet Command: ip nmask
This command allows users to set/add a specified netmask for your router.

ip nmask [IP netmask]

Syntax Description

Parameter Description
IP netmask It means the netmask of LAN IP.
Example

> ip nmask 255.255.0.0
% Set IP netmask OK 111

Telnet Command: ip arp
ARP displays the matching condition for IP and MAC address.
ip arp add [IP address] [MAC address] [LAN or WAN]
ip arp del [IP address] [LAN or WAN]
ip arp flush
ip arp status
ip arp accept [0/1/2/3/4/5status]
ip arp setCacheL.ife [time]

In which, arp add allows users to add a new IP address into the ARP table; arp del allows
users to remove an IP address; arp flush allows users to clear arp cache; arp status allows
users to review current status for the arp table; arp accept allows to accept or reject the
source /destination MAC address; arp setCacheL.ife allows users to configure the duration in
which ARP caches can be stored on the system. If ip arp setCacheL.ife is set with “60”, it
means you have an ARP cache at 0 second. Sixty seconds later without any ARP messages
received, the system will think such ARP cache is expired. The system will issue a few ARP
request to see if this cache is still valid.

Syntax Description

Parameter Description

IP address It means the LAN IP address.

MAC address It means the MAC address of your router.
LAN or WAN It indicates the direction for the arp function.
0/1/2/3/4/5 0: disable to accept illegal source mac address

1: enable to accept illegal source mac address
2: disable to accept illegal dest mac address
3: enable to accept illegal dest mac address
4: Decline VRRP mac into arp table

5: Accept VRRP mac into arp table

status: display the setting status.

Time Available settings will be 10, 20, 30,....2550 seconds.
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Example

> ip arp accept status
Accept illegal source mac arp: disable

Accept illegal dest mac arp: disable

Accept VRRP mac into arp table: disable
> ip arp status
[ARP Table]
Index IP Address MAC Address Netbios Name
1 192.168.1.113 00-05-5D-E4-D8-EE A1000351

Telnet Command: ip dhcpc
This command is available for WAN DHCP.

ip dhcpc option

ip dhcpc option -h|l

ip dhcpc option -d [idx]

ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option number] -v [option value]
ip dhcpc option -e [1 or 0] -w [wan unmber] -c [option number] -x "[option value]”
ip dhcpc option -u [idx unmber]

ip dhcpc release

ip dhcpc renew

ip dhcpc status

Syntax Description

Parameter Description

option It is an optional setting for DHCP server.

-h: display usage

-1: list all custom set DHCP options

-d: delete custom dhcp client option by index number
-e: enable/disable option feature, 1:enable, O:disable
-w: set WAN number (e.g., 1=WAN1)

-c: set option number: 0~255

-v: set option value by string

-X: set option value by raw byte (hex)

-u: update by index number

release It means to release current WAN IP address.
renew It means to renew the WAN [P address and obtain another
new one.
status It displays current status of DHCP client.
Example
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>ip dhcpc status

I/F#3 DHCP Client Status:

DHCP Server IP : 172.16.3.7
WAN Ipm 1 172.16.3.40
WAN Netmask : 255.255.255.0
WAN Gateway : 172.16.3.1
Primary DNS : 168.95.192.1
Secondary DNS : 0.0.0.0
Leased Time : 259200
Leased Time T1 : 129600
Leased Time T2 : 226800
Leased Elapsed : 259194
Leased Elapsed T1 : 129594
Leased Elapsed T2 I 226794

Telnet Command: ip ping

This command allows users to ping IP address of WAN1/WAN2/PVC3/PVC4/PVCS5 for
verifying if the WAN connection is OK or not.

ip ping [IP address] [WAN1 /PVC3/PVC4/PVC5]

Syntax Description

Parameter Description
IP address It means the WAN IP address.

WAN1/PVC3/PVC4/PVC5 | It means the WAN port /PVC that the above IP address
passes through.

Example

>ip ping 172.16.3.229 WAN1

Pinging 172.16.3.229 with 64 bytes of Data:

Receive reply from 172.16.3.229, time=0ms

Receive reply from 172.16.3.229, time=0ms

Receive reply from 172.16.3.229, time=0ms

Packets: Sent = 5, Received = 5, Lost = 0 <0% loss>

Telnet Command: ip tracert
This command allows users to trace the routes from the router to the host.

ip tracert [Host/IP address] [WAN1/WAN2] [Udp/Icmp]

Syntax Description

Parameter Description

IP address It means the target IP address.

WAN1/WAN2 It means the WAN port that the above IP address passes
through.

Udp/lcmp It means the UDP or ICMP.
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Example

172.16.3.7 10ms
172.16.1.2 10ms
Request Time out.

O WNPRP

Trace complete

>ip tracert 22.128.2.62 WAN1
Traceroute to 22.128.2.62, 30 hops max

168.95.90.66 50ms
211.22.38.134  50ms
220.128.2.62 50ms

Telnet Command: ip telnet

This command allows users to access specified device by telnet.

ip telnet [IP address][Port]

Syntax Description

Parameter Description
IP address Type the WAN or LAN IP address of the remote device.
Port Type a port number (e.g., 23).
Available settings: 0 ~65535.
Example

>

>ip telnet 172.17.3.252 23

Telnet Command: ip rip

This command allows users to set the RIP (routing information protocol) of IP.

ip rip [0/1/2]

Syntax Description

Parameter Description
0/1/2 0 means disable; 1 means first subnet and 2 means second
subnet.
Example
> iprip 1

%% Set RIP 1st subnet.
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Telnet Command: ip wanrip

This command allows users to set the RIP (routing information protocol) of WAN IP.

ip wanrip [ifno] -e [0/1]

Syntax Description

Parameter Description

ifno It means the connection interface.
1: WAN1,2: WAN2, 3: PVC3,4: PVC4,5: PVC5
Note: PVC3 ~PVCS5 are virtual WANS.

-e It means to disable or enable RIP setting for specified WAN
interface.
1: Enable the function of setting RIP of WAN IP.
0: Disable the function.

Example

> ip wanrip ?
Valid ex:ip wanrip <ifno> -e <0/1>
<ifno> 1: WAN1,2: WAN2

Now status:

WAN[1]
WAN[2]
WAN[3]
WAN[4]
WAN[5]

> ip wanrip

Protocol
Protocol
Protocol
Protocol
Protocol
5-e1

Rip
Rip
Rip
Rip
Rip

> ip wanrip ?
Valid ex:ip wanrip <ifno> -e <0/1>
<ifno> 1: WAN1,2: WAN2

Now status:

WAN[1]

WAN[2]

WAN[3]

WAN[4]

WAN[5]
>

Rip Protocol
Rip Protocol
Rip Protocol
Rip Protocol
Rip Protocol

3: PVC3,4: PVC4,5: PVC5
-e <0/1> O: disable,

1: enable

disable
disable
disable
disable
disable

3: PVC3,4: PVC4,5: PVC5
-e <0/1> O0: disable,

1: enable

disable
disable
disable
disable
enable
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Telnet Command: ip route
This command allows users to set static route.

ip route add [dst] [netmask][gateway][ifno][rtype]
ip route del [dst] [netmask][rtype]

ip route status

ip route cnc

ip route default [wanl/wan2/off/?]

ip route clean [1/0]

Syntax Description

Parameter Description
add It means to add an IP address as static route.
del It means to delete specified IP address.
status It means current status of static route.
dst It means the IP address of the destination.
netmask It means the netmask of the specified IP address.
gateway It means the gateway of the connected router.
ifno It means the connection interface.
3=WAN1 5=WAN3,6=WAN4,7=WAN5
However,

WAN3, WAN4, WANS5 are router-borne WANS

rtype It means the type of the route.
default : default route;
static: static route.

cne It means current IP range for CNC Network.
default Set WAN1/WANZ2/off as current default route.
clean Clean all of the route settings.

1: Enable the function.
0: Disable the function.

Example

> ip route add 172.16.2.0 255.255.255.0 172.16.2.4 3 static
> ip route status

Codes: C - connected, S - static, R - RIP, * - default, ~ - private
C~ 192.168.1.0/ 255.255.255.0 is directly connected, LAN1
S 172.16.2.0/ 255.255.255.0 via 172.16.2.4, WAN1
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Telnet Command: ip igmp_proxy
This command allows users to enable/disable igmp proxy server.

ip igmp_proxy set

ip igmp_proxy reset

ip igmp_proxy wan

ip igmp_proxy t_home[on/off/show/help]
ip igmp_proxy query

ip igmp_proxy ppp [0/1]

ip igmp_proxy status

Syntax Description

Parameter Description
set It means to enable proxy server.
reset It means to disable proxy server.
wan It means to specify WAN interface for IGMP service.
t_home It means to specify t_home proxy server for using.
On/off/show/help It means to turn on/off/display or get more information of the
T_home service.
query It means to set IGMP general query interval.
The default value is 125000 ms.
ppp 0 — No need to set IGMP with PPP header.
1 — Set IGMP with PPP header.
status It means to display current status for proxy server.
Example

> ip igmp t_home on

%T-Home Setting:

%T-Home Service is turned on.

%WAN1 - Enabled, connection type: PPPoE, without tag for ADSL
%WAN5 : Enabled, connection type: DHCP, tag: 8

%: PVC4A4(WAN5) is bound to PVCO(WAN1), protocol=MPoA 1483 Bridge
%IGMP Proxy Interface: WAN5(PVC)

%WAN5 for Router-borne Application/ IPTV on/off: ON

> ip igmp_proxy query 130000

This command is for setting IGMP General Query Interval

The default value is 125000 ms

Current Setting 1s:130000 ms

>
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Telnet Command: ip wanaddr
This command is used to configure WAN IP address.

ip wanaddr [IP address] ]<IP netmask] [gateway ip]

Syntax Description

Parameter Description

IP address Type the IP address for WAN.

IP netmask Type the net mask for the IP address.

gateway ip Type the IP address of the gateway.
Example

> ip wanaddr 172.16.3.221 255.255.0.0 172.16.3.2
% Set WAN IP address OK 111

Telnet Command: ip wanttr
This command is used to setup the time to return WAN1 from backup WAN.

ip wanttr [time in seconds]

Syntax Description

Parameter Description
time in seconds The available range is 0 ~600 (seconds).
Example

> ip ip wanttr 500
>

Telnet Command: ip dmz
Specify MAC address of certain device as the DMZ host.

ip dmz [mac]

Syntax Description

Parameter Description
mac It means the MAC address of the device that you want to
specify
Example
>ip dmz ?

% ip dmz <mac>, now : 00-00-00-00-00-00
> ip dmz 11-22-33-44-55-66

> ip dmz ?

% ip dmz <mac>, now : 11-22-33-44-55-66
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Telnet Command: ip session

This command allows users to set maximum session limit number for the specified IP; set
message for exceeding session limit and set how many seconds the IP session block works.

ip session on

ip session off

ip session default [num]

ip session defaultp2p [num]

ip session status

ip session show

ip session timer [num]
ip session [block/unblock][IP]
ip session [add/del][IP1-1P2][num][p2pnum]

Syntax Description

Parameter Description
on It means to turn on session limit for each IP.
off It means to turn off session limit for each IP.

default [num]

It means to set the default number of session num limit.

Defautlp2p [num]

It means to set the default number of session num limit for
p2p.

status It means to display the current settings.
show It means to display all session limit settings in the IP range.
timer [num] It means to set when the IP session block works.

The unit is second.

[block/unblock][1P]

It means to block/unblock the specified IP address.
Block: The IP cannot access Internet through the router.

Unblock: The specified IP can access Internet through the
router.

add It means to add the session limits in an IP range.

del It means to delete the session limits in an IP range.

IP1-1P2 It means the range of IP address specified for this command.

num It means the number of the session limits, e.g., 100.

p2pnum It means the number of the session limits, e.g., 50 for P2P.
Example

>ip session default 100

> ip session add 192.168.1.5-192.168.1.100 100 50

> ip session on

> ip session status
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IP range:
192.168.1.5 - 192.168.1.100 : 100

Current ip session limit is turn on

Current default session number is 100

Telnet Command: ip bandwidth
This command allows users to set maximum bandwidth limit number for the specified IP.

ip bandwidth on

ip bandwidth off

ip bandwidth default [tx_rate][rx_rate]

ip bandwidth status

ip bandwidth show

ip bandwidth [add/del] [IP1-1P2][tx][rx][shared]

Syntax Description

Parameter Description

on It means to turn on the IP bandwidth limit.

off It means to turn off the IP bandwidth limit.

default [tx_rate][rx_rate] It means to set default tx and rx rate of bandwidth limit. The
range is from 0 — 65535 Kpbs.

status It means to display the current settings.

show It means to display all the bandwidth limits settings within
the IP range.

add It means to add the bandwidth within the IP range.

del It means to delete the bandwidth within the IP range.

IP1-1P2 It means the range of IP address specified for this
command.

tx It means to set transmission rate for bandwidth limit.

rx It means to set receiving rate for bandwidth limit.

shared It means that the bandwidth will be shared for the IP range.

Example

> ip bandwidth default 200 800
> ip bandwidth add 192.168.1.50-192.168.1.100 10 60
> ip bandwidth status

IP range:
192.168.1.50 - 192.168.1.100 : Tx:10K Rx:60K

Current ip Bandwidth limit is turn off
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Auto adjustment is off

Telnet Command: ip bindmac
This command allows users to set IP-MAC binding for LAN host.

ip bindmac on

ip bindmac off

ip bindmac strict_on

ip bindmac show

ip bindmac add [IP][MAC][Comment]
ip bindmac del [I1P]/all

Syntax Description

Parameter Description

on It means to turn on IP bandmac policy. Even the IP is not in
the policy table, it can still access into network.

off It means to turn off all the bindmac policy.

strict_on It means that only those IP address in IP bindmac policy table
can access into network.

show It means to display the IP address and MAC address of the
pair of binded one.

add It means to add one ip bindmac.

del It means to delete one ip bindmac.

IP It means to type the IP address for binding with specified
MAC address.

MAC It means to type the MAC address for binding with the IP
address specified.

Comment It means to type words as a brief description.

All It means to delete all the IP bindmac settings.

Example

> @p bindmac add 192.168.1.46 00:50:7f:22:33:55 just for test
> ip bindmac show

ip bind mac function is turned ON

IP : 192.168.1.46 bind MAC : 00-50-7f-22-33-55 Comment : just
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Telnet Command: ip maxnatuser
This command is used to set the maximum number of NAT users.

ip maxnatuser user no

Syntax Description

Parameter Description

User no A number specified here means the total NAT users that
Vigor router supports.

0 — It means no limitation.

Example

> ip maxnatuser 100
% Max NAT user = 100

Telnet Command: ip6 addr
This command allows users to set the IPv6 address for your router.

ip6 addr -s [prefix] [prefix-length] [LAN|WAN1|WAN?2|iface#]
ip6 addr -d [prefix] [prefix-length] [LAN|WAN1|WANZ2|iface#]
ip6 addr -a [LAN|WANZ1|WANZ2|iface#]

Syntax Description

Parameter Description

-S It means to add a static ipv6 address.

-d It means to delete an ipv6 address.

-a It means to show current address(es) status.

-u It means to show only unicast addresses.

prefix It means to type the prefix number of IPv6 address.
prefix-length It means to type a fixed value as the length of the prefix.
LAN|WAN1|WAN?2|iface# | It means to specify LAN or WAN interface for such address.

Example

> ip6 addr -a

LAN

Unicast Address:
FE80::250:7FFF:FE00:0/64 (Link)
Multicast Address:

FF02::2
FFO2::1:FF00:0
FFO2::1
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Telnet Command: ip6 dhcp req_opt
This command is used to configure option-request settings for DHCPV6 client.

ip6 dhcp req_opt [LAN|JWAN1|WAN2|iface#] [-<command> <parameter>| ... ]

Syntax Description

Parameter Description

reg_opt It means option-request.

LAN|WANZ1|WANZ2|iface# | It means to specify LAN or WAN interface for such address.

[<command> The available commands with parameters are listed below.

<parameter>|...] [...] means that you can type in several commands in one
line.

-a It means to show current DHCPV®6 status.

-S It means to ask the SIP.

-S It means to ask the SIP name.

-d It means to ask the DNS setting.

-D It means to ask the DNS name.

-n It means to ask NTP.

- It means to ask NIS.

-| It means to ask NIS name.

-p It means to ask NISP.

-P It means to ask NISP name.

-b It means to ask BCMCS.

-B It means to ask BCMCS name.

-r It means to ask refresh time.

Parameter 1: the parameter related to the request will be displayed.

0: the parameter related to the request will not be displayed.

Example
> ip6 dhcp req_opt WAN2 -S 1
> ip6 dhcp req_opt WAN2 -r 1
> ip6 dhcp req_opt WAN2 -a

X

6 Interface WAN2 is set to request following DHCPv6 options:
% sip name

Telnet Command: ip6 dhcp client
This command allows you to use DHCPV6 protocol to obtain IPv6 address from server.

ip6 dhcp client [WAN1|WANZ2|iface#] [-<command> <parameter>| ... ]

Syntax Description
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Parameter Description

client It means the dhcp client settings.

[<command> The available commands with parameters are listed below.

<parameter>]...] [...] means that you can type in several commands in one
line.

-a It means to show current DHCPV6 status.

-p [1AID] It means to request identity association ID for Prefix
Delegation.

-n [IAID] It means to request identity association ID for
Non-temporary Address.

-C [parameter] It means to send rapid commit to server.

-i [parameter] It means to send information request to server.

-e[parameter] It means to enable or disable the DHCPV6 client.
1: Enable
0: Disable

Example

> ip6 dhcp client WAN2 —p 2008::1
> ip6 dhcp client WAN2 —-a
Interface WAN2 has following DHCPv6 client settings:
DHCPv6 client enabled
request IA PD whose 1AID equals to 2008
> ip6 dhcp client WAN2 —n 1023456
> ip6 dhcp client WAN2 —a
Interface WAN2 has following DHCPv6 client settings:
DHCPv6 client enabled
request IA_NA whose 1AID equals to 2008
> system reboot

Telnet Command: ip6 dhcp server
This command allows you to configure DHCPv6 server.

ip6 dhcp server [-<command> <parameter>| ... ]

Syntax Description

Parameter Description

server It means the dhcp server settings.

[<command> The available commands with parameters are listed below.

<parameter>|...] [...] means that you can type in several commands in one
line.

-a It means to show current DHCPV®6 status.

-<pool_min_addr> It means to set the start IPv6 address of the address pool.

-x<pool_max_addr> It means to set the end IPv6 address of the address pool.
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-d<addr> It means to set the first DNS IPv6 address.
-D<addr> It means to set the second DNS IPv6 address.
-c<parameter> It means to send rapid commit to server.
1: Enable
0: Disable
-e<parameter> It means to enable or disable the DHCPVG6 server.
1: Enable
0: Disable
Example

ip6 dhcp server -d FF02::1

ip6 dhcp server -i ff02::1

ip6 dhcp server -x ff02::3

ip6 dhcp server -a

6 Interface LAN has following DHCPv6 server settings:
% DHCPv6 server disabled

% maximum address of the pool: FF02::3

% minimum address of the pool: FF02::1

% 1st DNS IPv6 Addr: FF02::1

vV V V V

X
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Telnet Command: ip6 internet
This command allows you to configure settings for accessing Internet.

ip6 internet -W n -M n [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

-Wn W means to set WAN interface and n means different
selections. Default is WANL.

n=1: WAN1
n=2: WAN2
n=3: WAN3

n=X: WANX

-Mn M means to set Internet Access Mode (Mandatory) and n
means different modes (represented by 0 - 5)
n= 0: Offline,

n=1: PPP,

n=2: TSPC,

n=3: AICCU,

n=4: DHCPv6,

n=5: Static

n=6:6in4-Static

n=7:6rd

[<command> The available commands with parameters are listed below.

<parameter=>|...] [...] means that you can type in several commands in one
line.

-mn It means to set IPv6 MTU.
N = any value (0 means *“unspecified”).

-u <username> It means to set Username.
<username>= type a name as the username (maximum 63
characters).

-p <password> It means to set Password.

<password> = type a password (maximum 63 characters).

-s <server> It means to set Tunnel Server IP.
<server>= IPv4 address or URL (maximum 63 characters).

-d <server> It means to set the primary DNS Server IP.
<server>= type an IPv6 address for first DNS server.
-D <server> It means to set the secondary DNS Server IP.
<server>= type an IPv6 address for second DNS server.
-t <dhcp/ra/none> It means to set IPv6é PPP WAN test mode for DHCP or
RADVD.

<dhcp/ra/none>= type IPv6 address.
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-V It means to view IPv6 Internet Access Profile.
-0 It means to set AICCU always on.
1=0n,
0=0ff
Example

> ip6 internet -W 2 -M 2 -u 88886666 -p draytekl123456 —s
amsterdam.freenet6.net

This setting will take effect after rebooting.

Please use ''sys reboot"” command to reboot the router.
> system reboot

Telnet Command: ip6 neigh
This command allows you to display IPv6 neighbour table.

ip6 neigh -s[ inet6_addr] [eth_addr] [LAN|WAN1|WANZ2]
ip6 neigh -d [inet6_addr] [LAN|WAN1|WAN2]
ip6 neigh -a [inet6_addr] [-N LANJWANZ1|WAN2]

Syntax Description

Parameter Description

-S It means to add a neighbour.

-d It means to delete a neighbour.

-a It means to show neighbour status.

inet6_addr Type an IPv6 address

eth_addr Type submask address.

LAN|WAN1|WAN2 Specify an interface for the neighbor.
Example

> ip6 neigh -s 2001:2222:3333::1111 00:50:7F:11:ac:22:WAN2
Neighbour 2001:2222:3333::1111 successfully added!
> ip6 neigh -a

1/F ADDR MAC STATE
LAN FFO2::1 33-33-00-00-00-01 CONNECTED
WAN2 2001:5C0:1400:B:-:10B8 00-00-00-00-00-00 CONNECTED
WAN2 2001:2222:3333::1111 00-00-00-00-00-00 CONNECTED
WAN2 2001:2222:6666::1111 00-00-00-00-00-00 CONNECTED
WAN2 :-: 00-00-00-00-00-00 CONNECTED
LAN :: NONE

>
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Telnet Command: ip6 pneigh
This command allows you to add a proxy neighbour.

ip6 pneigh -s inet6_addr [LANJWAN1|WAN2]
ip6 pneigh -d inet6_addr [LAN|WAN1|WAN2]
ip6 pneigh -a [inet6_addr] [-N LANJWANZ1|WAN2]

Syntax Description

Parameter Description

-S It means to add a proxy neighbour.

-d It means to delete a proxy neighbour.

-a It means to show proxy neighbour status.

inet6_addr Type an IPv6 address

LAN|WAN1|WAN2 Spcify an interface for the proxy neighbor.
Example

> ip6 neigh -s FE80::250:7FFF:FE12:300 LAN
% Neighbour FE80::250:7FFF:FE12:300 successfully added!

Telnet Command: ip6 route
This command allows you to

ip6 route -s [prefix] [prefix-length] [gateway] [LAN|]WAN1|WAN?2|iface#> [-D]
ip6 route -d [prefix] [prefix-length]
ip6 route -a [LAN|WAN1|WAN?2|iface#]

Syntax Description

Parameter Description
-S It means to add a route.
-d It means to delete a route.
-a It means to show the route status.
-D It means that such route will be treated as the default route.
prefix It means to type the prefix number of IPv6 address.
prefix-length It means to type a fixed value as the length of the prefix.
gateway It means the gateway of the router.
LAN|WANZ1|WAN?2|iface# It means to specify LAN or WAN interface for such
address.
Example

> ip6 route -s FE80::250:7FFF:FE12:500 16 FE80::250:7FFF:FE12:100 LAN
% Route FE80::250:7FFF:FE12:500/16 successfully added!
> ip6 route -a LAN
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PREFIX/PREFIX-LEN _EXPIRES_ _NEXT-HOP_ I/F METRIC STATE FLAGS
FE80::/128 LAN 0 UNICAST U
0 T
FE80::250:7FFF:FE00:0/128 LAN 0 UNICAST U
0 o
FE80::/64 LAN 256  UNICAST U
0
FE80::/16 LAN 1024 UNICAST UGA
0 FE80::250:7FFF:FE12:100
FF02::1/128 LAN 0O UNICAST uc
0 FF02::1
FF00::/8 LAN 256 UNICAST U
0
::/0 LAN -1 UNREACHABLE !
0

Telnet Command: ip6 ping
This command allows you to pin an IPv6 address or a host.

ip6 ping [IPV6 address/Host] [LAN/WAN1/WAN2]

Syntax Description

Parameter Description

IPV6 address/Host It means to specify the IPv6 address or host for ping.

LAN/WAN1/WAN2 It means to specify LAN or WAN interface for such address.
Example

> 1p6 ping 2001:4860:4860::8888 WAN2
Pinging 2001:4860:4860::8888 with 64 bytes of Data:

Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms
Receive reply from 2001:4860:4860::8888, time=330ms

Packets: Sent
>

5, Received = 5, Lost = 0 <% loss>
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Telnet Command: ip6 tracert
This command allows you to trace the routes from the router to the host.

ip6 tracert [IPV6 address/Host]

Syntax Description

Parameter Description
IPV6 address/Host It means to specify the IPv6 address or host for ping.
Example

> ip6 tracert 2001:4860:4860::8888
traceroute to 2001:4860:4860::8888, 30 hops max through protocol ICMP
1 2001:5C0:1400:B::10B8 340 ms

2 2001:4DE0:1000:A22::1 330 ms
3 2001:4DEO:A::1 330 ms
4 2001:4DE0:1000:34::1 340 ms
5 2001:7F8:1: :A501:5169:1 330 ms
6 2001:4860::1:0:4B3 350 ms
7 2001:4860::8:0:2DAF 330 ms
8 2001:4860::2:0:66F 340 ms
9 Request timed out. *

10 2001:4860:4860: :8888 350 ms

Trace complete.
>

Telnet Command: ip6 tspc
This command allows you to diplay TSPC status.

ip6 tspc [ifno]

Syntax Description

Parameter Description

ifno It means the connection interface.
Ifno=1 (means WANL1)
Info=2 (means WAN2)

Example

> ip6 tspc 2

Local Endpoint v4 Address : 111.243.177.223

Local Endpoint v6 Address : 2001:05c0:1400:000b:0000:0000:0000:10b9
Router DNS name : 8886666 .broker.freenet6.net

Remote Endpoint v4 Address :81.171.72.11

Remote Endpoint v6 Address : 2001:05c0:1400:000b:0000:0000:0000:10b8
Tspc Prefixlen : 56

Tunnel Broker: Amsterdam.freenet._net

Status: Connected
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Telnet Command: ip6 radvd
This command allows you to enable or disable RADVD server.

Ip6 radvd —s [1|0] [lifetime]
ip6 radvd -V

Syntax Description

Parameter Description
-S It means to enable or disable the default lifetime of the
RADVD server.

1: Enable the RADVD server.
0: Disable the RADVD server.

Lifetime It means to set the lifetime.

The lifetime associated with the default router in units of
seconds. It’s used to control the lifetime of the prefix. The
maximum value corresponds to 18.2 hours. A lifetime of O
indicates that the router is not a default router and should not
appear on the default router list.

Type the number (unit: second) you want.

-V It means to show the RADVD configuration.
-r It means RA default test.
-r [num] It means RA test for item [num].

Example

> ip6 radvd -s 1 1800

> ip6 radvd -V

% 1Pv6 Radvd Config:

Radvd : Enable, Default Lifetime : 1800 seconds

Telnet Command: ip6 mngt
This command allows you to manage the settings for access list.

ip6 mngt list

ip6 mngt list [add<index> <prefix> <prefix-length>|remove <index>|flush]
ip6 mngt status

ip6 mngt [http|telnet|ping] [on|off]

Syntax Description

Parameter Description
list It means to show the setting information of the access list.
status It means to show the status of IPv6 management.
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add It means to add an IPv6 address which can be used to execute
management through Internet.

index It means the number (1, 2 and 3) allowed to be configured for
IPv6 management.

prefix It means to type the IPv6 address which will be used for
accessing Internet.

prefix-length It means to type a fixed value as the length of the prefix.

remove It means to remove (delete) the specified index humber with
IPv6 settings.

flush It means to clear the IPv6 access table.

http|telnet|ping These protocols are used for accessing Internet.

on|off It means to enable (on) or disable (off) the Internet accessing

through http/telnet/ping.

Example

> 1p6 mngt list add 1 FE80::250:7FFF:FE12:1010 128
> ip6 mngt list add 2 FE80::250:7FFF:FE12:1020 128
> ip6 mngt list add 3 FE80::250:7FFF:FE12:2080 128
> ip6 mngt list

% IPv6 Access List :

Index IPv6 Prefix Prefix Length

1 FE80::250:7FFF:FE12:1010 128
2 FE80::250:7FFF:FE12:1020 128
3 FE80::250:7FFF:FE12:2080 128

> ip6 mngt status
% IPv6 Remote Management :
telnet : off, http : off, ping : off

Telnet Command: ip6 online
This command allows you to check the online status of IPv6 LAN /WAN.

ip6 online [ifno]

Syntax Description

Parameter Description
ifno It means the connection interface.
0=LAN1
1=WAN1
2=WAN2
Example

> ip6 online O
% LAN 1 online status :
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=S

v Interface : UP

% IPv6 DNS Server: :: Static

% IPv6 DNS Server: :: Static

% IPv6 DNS Server: :: Static

% Tx packets = 408, Tx bytes = 32160, Rx packets = 428, Rx bytes =
33636

> ip6 online 1

% WAN 1 online status :
% IPv6 WAN1 Disabled

% Default Gateway : ::
% UpTime : 0:00:00

% Interface : DOWN

% IPv6 DNS Server: :: Static
% IPv6 DNS Server: :: Static
% IPv6 DNS Server: :: Static

% Tx packets = 0, Tx bytes = 0, Rx packets = 0, Rx bytes = 0

Telnet Command: ip6 aiccu

This command allows you to set IPv6 settings for WAN interface with connection type of
AICCU.

ip6 aiccu [ifno]
ip6 aiccu subnet [add <ifno> <prefix> <prefix-length>|remove <ifno>|show <info>]

Syntax Description

Parameter Description

ifno It means the connection interface.
1=WAN1
2=WAN2

add It means to add an IPv6 address which can be used to execute
management through Internet.

prefix It means to type the IPv6 address which will be used for
accessing Internet.

prefix-length It means to type a fixed value as the length of the prefix.

remove It means to remove (delete) the specified index humber with
IPv6 settings.

show It means to display the AICCU status.

Example

> ip6 aiccu subnet add 2 2001:1111:0000::1111 64
> ip6 aiccu 2
Status: Connecting

>ip6 ailccu subnet show 2
IPv6 WAN2 AICCU Subnet Prefix Config:
2001:1111::1111/64
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‘ >

Telnet Command: ip6 ntp
This command allows you to set IPv6 settings for NTP (Network Time Protocols) server.

ip6 ntp —h
ip6 ntp —v
ip6 ntp —p [0/1]

Syntax Description

Parameter Description
-h It is used to display the usage of such command.
-v It is used to show the NTP state.
-p <0/1> It is used to specify NTP server for IPv6.
0 - Auto
1 — First Query IPv6 NTP Server.

Example

> ip6 ntp -p 1
% Set NTP Priority: IPv6 First

Telnet Command: ipf view
IPF users to view the version of the IP filter, to view/set the log flag, to view the running IP

filter rules.
ipf view [-VcdhrtzZ]
Syntax Description
Parameter Description
-V It means to show the version of this IP filter.
-C It means to show the running call filter rules.
-d It means to show the running data filter rules.
-h It means to show the hit-number of the filter rules.
-r It means to show the running call and data filter rules.
-t It means to display all the information at one time.
-Z It means to clear a filter rule’s statistics.
-Z It means to clear IP filter’s gross statistics.
Example

> ipf view -V -c -d
ipf: IP Filter: v3.3.1 (1824)
Kernel: 1P Filter: v3.3.1
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Running: yes
Log Flags: 0x80947278 = nonip
Default: pass all, Logging: available

Telnet Command: ipf set

This command is used to set filter rule for firewall.

ipf set [Options]

ipf set [SET_NO] rule [RULE_NO] [Options]

Syntax Description

Parameter

Description

SET_NO

It means to specify the index number (from 1 to 12) of filter
set.

RULE_NO

It means to specify the index number (from 1 to 7) of filter
rule set.

Options

There are several options provided here, such as -v, -c
[SET_NO]J, -d [SET_NO], and etc.

-V

Type “-v” to view the configuration of general set.

-c [SET_NO]

It means to setup Call Filter, e.g., -c 2. The range for the
index number you can type is “0” to “12” (0 means “disable).

-d [SET_NO]

It means to setup Data Filter, e.g., -d 3. The range for the
index number you can type is “0” to “12” (0 means “disable).

-| [VALUE]

It means to setup Log Flag, e.g., -1 2

Type “0” to disable the log flag.

Type “1” to display the log of passed packet.

Type “2” to display the log of blocked packet.

Type “3” to display the log of non-matching packet.

- p [VALUE]

It means to setup actions for packet not matching any rule,
eg.,-pl

Type “0” to let all the packets pass;

Type “1” to block all the packets.

-M [P2P_NO]J

It means to configure IM/P2P for the packets not matching
with any rule, e.g., -M 1

Type “0” to let all the packets pass;
Type “1” to block all the packets.

-U [URL_NO]

It means to configure URL content filter for the packets not
matching with any rule, e.g.,-U 1

Type “0” to let all the packets pass;
Type “1” to block all the packets.

-a [AD_SET]

It means to configure the advanced settings.

-f [VALUE]

It means to accept large incoming fragmented UDP or ICMP
packets.

-E [VALUE]

It means to set the maximum count for session limitation.

DrayTek

213 Vigor130 Series User’'s Guide




-F [VALUE] It means to configure the load-balance policy.
-Q [VALUE] It means to set the QoS class.

Example

> ipfset 2 rulel p O
Setting saved.
> ipf set 2 rule 1 -v

Filter Set 2 Rule 1:
Status : Enable

Comments: xNetBios -> DNS
Index(1-15) in Schedule Setup: <null>, <null>, <null>, <null>

Direction : LAN -> WAN

Source IP > Any

Destination IP : Any

Service Type : TCP/UDP, Port: from 137-~139 to 53
Fragments : Don"t Care

Pass or Block : Pass Immediately
Branch to Other Filter Set : None

Max Sessions Limit : 12000

Current Sessions -0

Mac Bind IP : Non-Strict

Qos Class : None

APP Enforcement > None

URL Content Filter > None

Load-Balance policy : Auto-select

Log : Disable

CodePage : ANSI(1252)-Latin 1
Window size : 65535

Session timeout : 1440

DrayTek Banner : Enable

Strict Security Checking
[ JAPP Enforcement

Telnet Command: ipf flowtrack
This command is used to set and view flowtrack sessions.

ipf flowtrack set [-re]
ipf flowtrack view [-f]
ipf flowtrack [-i][-p][-t]
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Syntax Description

Parameter Description
-r It means to refresh the flowtrack.
-e It means to enable or disable the flowtrack.
0: Disable
1: Enable
-f It means to show the sessions state of flowtrack. If you do not

specify any IP address, then all the session state of flowtrack
will be displayed.

-b It means to show all of IP sessions state.
- i [IP address] It means to specify IP address (e.g,, -i 192.168.2.55).

-p[value] It means to type a port number (e.g., -p 1024).
Available settings are 0 ~ 65535.

-t [value] It means to specify a protocol (e.g., -t tcp).
Available settings include:

tcp

udp

icmp

Example

> ipf flowtrack set -r

Refresh the flowstate ok
> ipf flowtrack view -f
Start to show the flowtrack sessions state:

ORIGIN>> 192.168.1.11:59939 -> 8.8.8.8: 53 ,ifno=0

REPLY >> 8.8.8.8: 53 -—> 192.168.1.11:59939 ,ifno=3
proto=17, age=93023180(3920), flag=203

ORIGIN>> 192.168.1.11:15073 -> 8.8.8.8: 53 ,ifno=0

REPLY >> 8.8.8.8: 53 -> 192.168.1.11:15073 ,ifno=3
proto=17, age=93025100(2000), flag=203

ORIGIN>> 192.168.1.11: 7247 -> 8.8.8.8: 53 ,ifno=0

REPLY >> 8.8.8.8: 53 —> 192.168.1.11: 7247 ,ifno=3

proto=17, age=93020100(7000), flag=203
End to show the flowtrack sessions state

Telnet Command: Log

This command allows users to view log for WAN interface such as call log, IP filter log,
flush log buffer, etc.

log [-cthiptwx?] [-F a| c | f| w]

Syntax Description

Parameter Description
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-C It means to show the latest call log.
-f It means to show the IP filter log.
-F It means to show the flush log buffer.
a: flush all logs
c: flush the call log
f: flush the IP filter log
w: flush the WAN log
-h It means to show this usage help.
-p It means to show PPP/MP log.
-t It means to show all logs saved in the log buffer.
-W It means to show WAN log.
-X It means to show packet body hex dump.
Example
> log -w
25:36:25.580 ---->DHCP (WAN-5) Len = 548XI1D = 0x7880fdd4
Client 1P = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:33.580 ---->DHCP (WAN-5) Len = 548XID = 0x7880fdd4
Client 1P = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:41.580 ---->DHCP (WAN-5) Len = 548XI1D = 0x7880fdd4
Client 1P = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:49.580 ---->DHCP (WAN-5) Len = 548XI1D = 0x7880fdd4
Client IP = 0.0.0.0
Your IP = 0.0.0.0
Next server IP = 0.0.0.0
Relay agent IP = 0.0.0.0
25:36:57.580 ---->DHCP (WAN-5) Len = 548XI1D = 0x7880fdd4
Client IP = 0.0.0.0
Your IP = 0.0.0.0
--—- MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

Telnet Command: mngt ftpport

This command allows users to set FTP port for management.

mngt ftpport [FTP port]

Syntax
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Parameter Description

FTP port It means to type the number for FTP port. The default
setting is 21.

Example
> mngt ftpport 21
% Set FTP server port to 21 done.

Telnet Command: mngt httpport
This command allows users to set HTTP port for management.

mngt httpport [Http port]

Syntax Description

Parameter Description
Http port It means to enter the number for HTTP port. The default
setting is 80.
Example

> mngt httpport 80
% Set web server port to 80 done.

Telnet Command: mngt httpsport
This command allows users to set HTTPS port for management.

mngt httpsport [Https port]

Syntax Description

Parameter Description

Https port It means to type the number for HTTPS port. The default
setting is 443.

Example
> mngt httpsport 443
% Set web server port to 443 done.

Telnet Command: mngt telnetport
This command allows users to set telnet port for management.

mngt telnetport [Telnet port]

Syntax Description

Parameter Description
Telnet port It means to type the number for telnet port. The default
setting is 23.
Example
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> mngt telnetport 23
% Set Telnet server port to 23 done.

Telnet Command: mngt sshport
This command allows users to set SSH port for management.

mngt sshport [ssh port]

Syntax Description

Parameter Description
ssh port It means to type the number for SSH port. The default
setting is 22.
Example

> mngt sshport 23
% Set ssh port to 23 done.

Telnet Command: mngt ftpserver
This command can enable/disable FTP server.

mngt ftpserver [enable]

mngt ftpserver [disable]

Syntax Description

Parameter Description

enable It means to activate FTP server function.

disable It means to inactivate FTP server function.
Example

> mngt ftpserver enable
%% FTP server has been enabled.

> mngt ftpserver disable
%% FTP server has been disabled.

Telnet Command: mngt noping
This command is used to pass or block Ping from LAN PC to the internet.
mngt noping [on]
mngt noping [off]
mngt noping [viewlog]
mngt noping [clearlog]

Syntax Description
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Parameter Description

on All PING packets will be forwarded from LAN PC to
Internet.

off All PING packets will be blocked from LAN PC to Internet.

viewlog It means to display a log of ping action, including source
MAC and source IP.

clearlog It means to clear the log of ping action.

Example

> mngt noping off

No Ping Packet Out is OFFI!!
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Telnet Command: mngt defenseworm
This command can block specified port for passing through the router.

mngt defenseworm [on]
mngt defenseworm [off]
mngt defenseworm [add port]
mngt defenseworm [del port]
mngt defenseworm [viewlog]

mngt defenseworm [clearlog]

Syntax Description

Parameter Description

on It means to activate the function of defense worm packet out.

off It means to inactivate the function of defense worm packet
out.

add port It means to add a new TCP port for block.

del port It means to delete a TCP port for block.

viewlog It means to display a log of defense worm packet, including
source MAC and source IP.

clearlog It means to remove the log of defense worm packet.

Example

> mngt defenseworm add 21

Add TCP port 21

Block TCP port list: 135, 137, 138, 139, 445, 21
> mngt defenseworm del 21

Delete TCP port 21

Block TCP port list: 135, 137, 138, 139, 445

Telnet Command: mngt rmtcfg

This command can allow the system administrators to login from the Internet. By default, it
is not allowed.

mngt rmtcfg [status]

mngt rmtcfg [enable]

mngt rmtcfg [disable]

mngt rmtcfg [http/https/ftp/telnet/ssh/tr069] [on/off]

Syntax Description

Parameter Description

status It means to display current setting for your reference.

enable It means to allow the system administrators to login from the
Internet.
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disable It means to deny the system administrators to login from the

Internet.
http/https/ftp/telnet/ssh/trO | It means to specify one of the servers/protocols for enabling
69 or disabling.
On/off on — enable the function.

off — disable the function.

Example

> mngt rmtcfg enable
%% Remote configure function has been enabled.

Telnet Command: mngt echoicmp
This command is used to reject or accept PING packets from the Internet.

mngt echoicmp [enable]

mngt echoicmp [disable]

Syntax Description

Parameter Description

enable It means to accept the echo ICMP packet.

disable It means to drop the echo ICMP packet.
Example

> mngt echoicmp enable
%% Echo ICMP packet enabled.

Telnet Command: mngt accesslist

This command allows you to specify that the system administrator can login from a specific
host or network. A maximum of three IPs/subnet masks is allowed.

mngt accesslist list

mngt accesslist add [index][ip addr][mask]
mngt accesslist remove [index]

mngt accesslist flush

Syntax Description

Parameter Description

list It can display current setting for your reference.

add It means adding a new entry.

index It means to specify the number of the entry.

ip addr It means to specify an IP address.

mask It means to specify the subnet mask for the IP address.

Dray Tck 221 Vigor130 Series User’s Guide




remove It means to delete the selected item.
flush It means to remove all the settings in the access list.
Example

> mngt accesslist add 1 192.168.1.89 255.255.255.0

%% Set OK.

> mngt accesslist list

%% Access list :

Index IP address

Subnet mask

1 192.168.1.89

255.255.255.0

Telnet Command: mngt snmp

This command allows you to configure SNMP for management.

mngt snmp [-<command> <parameter> | ... ]

Syntax Description

Parameter

Description

[<command>
<parameter>|...]

The available commands with parameters are listed below.

[...] means that you can type in several commands in one
line.

-e <1/2>

1: Enable the SNMP function.
2: Disable the SNMP function.

-g<Community name>

It means to set the name for getting community by typing a
proper character. (max. 23 characters)

-s <Community name>

It means to set community by typing a proper name. (max. 23
characters)

-m <IP address>

It means to set one host as the manager to execute SNMP
function. Please type in IPv4 address to specify certain host.

-t <Community name>

It means to set trap community by typing a proper name.
(max. 23 characters)

-n <IP address>

It means to set the IPv4 address of the host that will receive
the trap community.

-T <seconds>

It means to set the trap timeout <0~999>.

-V

It means to list SNMP setting.

Example

-T 88

>mngt snmp -e 1 -g draytek -s DK -m 192.168.1.1 -t trapcom -n 10.20.3.40

SNMP Agent Turn on!!!

Get Community set to draytek

Set Community set to DK

Manager Host IP set to 192.168.1.1
Trap Community set to trapcom
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Notification Host IP set to 10.20.3.40
Trap Timeout set to 88 seconds

Telnet Command: object ip obj
This comman is used to create an IP object profile.

object ip obj setdefault

object ip obj INDEX -v

object ip obj INDEX -n NAME

object ip obj INDEX -i INTERFACE

object ip obj INDEX -s INVERT

object ip obj INDEX -a TYPE [START_IP] [END/MASK_IP]

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified object profile.

-V It n]lglans to view the information of the specified object
profile.

Example: object ip obj 1 -v

-n NAME It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.
Example: object ip obj 9 -n bruce

-i INTERFACE It means to define an interface for the IP object.
INTERFACE=0, means any

INTERFACE=1, means LAN

INTERFACE=3, means WAN

Example: object ip obj 8 -i O

-s INVERT It means to set invert seletion for the object profile.
INVERT=0, means disableing the function.
INVERT=1, means enabling the function.
Example: object ip obj 3 -s 1

-a TYPE It means to set the address type and IP for the IP object
profile.

TYPE=0, means Mask

TYPE=1, means Single

TYPE=2, means Any

TYPE=3, means Rang

Example: object ip obj 3 -a 2

[START_IP] When the TYPE is set with 2, you have to type an IP address
as a starting point and another IP address as end point.

Type an IP address.
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[END/MASK_IP] Type an IP address (different with START_IP) as the end IP
address.

Example

> object ip obj 1 -n marketing
> object ip obj 1 -a 1 192.168.1.45
> object ip obj 1 -v

IP Object Profile 1

Name :[marketing]

Interface:[Any]

Address type:[single]

Start ip address:[192.168.1.45]
End/Mask ip address:[0.0.0.0]
Invert Selection:[0]

Telnet Command: object ip grp
This command is used to integrate several IP objects under an IP group profile.

object ip grp setdefault

object ip grp INDEX -v

object ip grp INDEX -n NAME

object ip grp INDEX -i INTERFACE
object ip grp INDEX -a IP_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-V It n:flans to view the information of the specified group
profile.

Example: object ip grp 1 -v

-n NAME It means to define a name for the IP group.
NAME: Type a name with less than 15 characters.
Example: object ip grp 8 -n bruce

-i INTERFACE It means to define an interface for the IP group.
INTERFACE=0, means any

INTERFACE=1, means LAN

INTERFACE=2, means WAN

Example: object ip grp 3 -i O

-aIP_OBJ_INDEX It means to specify IP object profiles for the group profile.
Example: :object ip grp 3 -a 12 3 45

The IP object profiles with index number 1,2,3,4 and 5 will
be group under such profile.
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Example

> object ip grp 2 -n First
IP Group Profile 2

Name :[First]
Interface:[Any]

Included ip object index:
[0:1[0]

[1:1[0]

[2:110]

[3:110]

[4:100]

[5:100]

[6:100]

[7:100]

> object ip grp 2 -1i
> object ip grp 2 -a
IP Group Profile 2
Name :[First]
Interface:[Lan]
Included ip object index:
[0:111]

[1:1021

[2:1[0]

[3:1[0]

[4:100]

[5:110]

[6:100]

[7:100]

1
12

Telnet Command: object service obj
This command is used to create service object profile.

object service obj setdefault

object service obj INDEX -v

object service obj INDEX -n NAME

object service obj INDEX -p PROTOCOL

object service obj INDEX -s CHK [START_P] [END_P]
object service obj INDEX -d CHK [START_P] [END_P]

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified service object
profile.

-V It means to view the information of the specified service
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object profile.
Example: object service obj 1 -v

-n NAME It means to define a name for the IP object.
NAME: Type a name with less than 15 characters.
Example: object service obj 9 -n bruce
-i PROTOCOL It means to define a PROTOCOL for the service object
profile.
PROTOCOL =0, means any
PROTOCOL =1, means ICMP
PROTOCOL =2, means IGMP
PROTOCOL =6, means TCP
PROTOCOL =17, means UDP
PROTOCOL =255, means TCP/UDP
Other values mean other protocols.
Example: object service obj 8 -i 0
CHK It means the check action for the port setting.

0=equal(=), when the starting port and ending port values are
the same, it indicates one port; when the starting port and
ending port values are different, it indicates a range for the
port and available for this service type.

1=not equal(!=), when the starting port and ending port
values are the same, it indicates all the ports except the port
defined here; when the starting port and ending port values
are different, it indicates that all the ports except the range
defined here are available for this service type.

2=larger(>), the port number greater than this value is
available..

3=less(<), the port number less than this value is available for
this profile.

-s CHK [START_P]
[END_P]

It means to set souce port check and configure port range
(1~65565) for TCP/UDP.

END_P, type a port number to indicate source port.
Example: object service obj 3 -s 0 100 200

-d CHK [START_P]

It means to set destination port check and configure port

[END_P] range (1~65565) for TCP/UDP.
END_P, type a port number to indicate destination port.
Example: object service obj 3 -d 1 100 200
Example

> object service
> object service
> object service
> object service
> object service

Name :[limit]

obj
obj
obj
obj
obj

-n limit

-p 255

-s 1 120 240
-d 1 200 220

R

<

Service Object Profile 1
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Protocol : [255]

Source port check action:[!=]
Source port range:[120~240]
Destination port check action:[I=]
Destination port range:[200~220]

Telnet Command: object service grp
This command is used to integrate several service objects under a service group profile.

object service grp setdefault

object service grp INDEX -v

object service grp INDEX -n NAME

object service grp INDEX -a SER_OBJ_INDEX

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

INDEX It means the index number of the specified group profile.

-V It n:flans to view the information of the specified group
profile.

Example: object service grp 1 -v

-n NAME It means to define a name for the service group.
NAME: Type a name with less than 15 characters.
Example: object service grp 8 -n bruce

-aSER_OBJ_INDEX It means to specify service object profiles for the group
profile.

Example: :object service grp 3 -a 12 3 45

The service object profiles with index number 1,2,3,4 and 5
will be group under such profile.

Example

> > object service grp 1 -n Grope_1
Service Group Profile 1
Name :[Grope_ 1]
Included service object index:
[0:1[01
[1:1[01
[2:1[01
[3:1[01
[4:1[01
[5:1[01
[6:1[01
[7-1[01

> object service grp 1 -a 1 2
Service Group Profile 1
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Name :[Grope_ 1]

Included service object index:
[0:-1[11

[1:-1r21

[2:1[01

[3:1[01

[4:1[01

[5:1[01

[6:1[01

[7:1[01

Telnet Command: object kw
This command is used to create keyword profile.

object kw obj setdefault

object kw obj show PAGE

object kw obj INDEX -v

object kw obj INDEX -n NAME
object kw obj INDEX -a CONTENTS

Syntax Description

Parameter Description

setdefault It means to return to default settings for all profiles.

show PAGE It means to show the contents of the specified profile.
PAGE: type the page number.

show It means to show the contents for all of the profiles.

INDEX It means the index number of the specified keyword profile.

-V It means to view the information of the specified keyword
profile.

-n NAME It means to define a name for the keyword profile.

NAME: Type a name with less than 15 characters.

-a CONTENTS It means to set the contents for the keyword profile.
Example: object kw obj 40 -a test

Example

> object kw obj 1 -n children
Profile 1

Name :[children]

Content:[]

> object kw obj 1 -a gambling
Profile 1

Name :[children]
Content:[gambling]

> object kw obj 1 -v
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Profile 1
Name :[children]
Content:[gambling]

Telnet Command: object fe

This command is used to create File Extension Object profile.

object fe show
object fe setdefault
object fe obj INDEX -v

object fe obj INDEX -n NAME
object fe obj INDEX -e CATEGORY|FILE_EXTENSION
object fe obj INDEX -d CATEGORY|FILE_EXTENSION

Syntax Description

Parameter Description

show It means to show the contents for all of the profiles.

setdefault It means to return to default settings for all profiles.

INDEX It means the index number (from 1 to 8) of the specified file
extension object profile.

-V It means to view the information of the specified file
extension object profile.

-n NAME It means to define a name for the file extension object profile.
NAME: Type a name with less than 15 characters.

-e It means to enable the specific CATEGORY or
FILE_EXTENSION.

-d It means to disable the specific CATEGORY or

FILE_EXTENSION

CATEGORY|FILE_EXTE
NSION

CATEGORY:

Image, Video, Audio, Java, ActiveX, Compression,
Executation

Example: object fe obj 1 -e Image
FILE_EXTENSION:
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".bmp*", ".dib", ".gif", ".jpeg”, ".jpg", ".jpg2", ".jp2", ".pct",
".pex”, ".pic”, ".pict”, ".png", ".tif", ".tiff", ".asf", ".avi",
".mov", ".mpe", ".mpeg", ".mpg", ".mp4", " qt" "

".wmv",
".3gp", ".3gpp", ".3gpp2", ".3g2", ".aac", ".aiff", ".au",

".mp3",

".m4a", ".m4p", ".ogg", ".ra", ".ram", ".vox", ".wav", ".wma",

".class", ".jad", ".jar", "Jav" "java", ".jem", ".js", ".jse",

"jsp", " th" "alx", ".apb", ".axs", ".ocx", ".olb", ".ole",
"tlb", ".viv" ".vrm", ".ac ", arjt, ".bzip2", ".bz2", ".cab",

".gz", " gzm", "rar", ".sit", " 2|p", ".bas", ".bat", ".com",
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Il'exell, ll.infll, Il'pifll, Il'regll, Il'scrll
Example: object fe obj 1 -e .bmp

Example

> object fe obj 1 -n music
> object fe obj 1 -e Audio
> object fe obj 1 -v
Profile Index: 1

Profile Name:[music]

Image category:
[L1-bmp [1.dib [ J.gif [ 1-.ijpeg [ 1-Jpg [ 1-Jpg2 [ 1-ip2 [ ]-pct
L 1-pcx [ 1-pic [ 1.pict []J.png [ ].-tif [ ]-tiff

Video category:
[Ll.asf []J.avi [ 1.mov [ J.mpe [ 1.mpeg [ 1.mpg [vl.mp4 [ ].qt
L1.rm [vl.wmv [ 1.3gp [ 1-3gpp L[ 1-3gpp2 [ 1.392

Audio category:
[V]-aac [v]-aiff [v].au [v]-mp3 [vl-mda [v]-md4p [v]-ogg [Vv]-ra
[vl.-ram [v].-vox [v]-wav [Vv]-wma

Java category:
[l.class[1.jad [1-jar [1-jav []1-java []1-jem [1.js [ ]-Jse
L1.dsp [ 1tk

ActiveX category:

[ 1J-alx [ Jl-apb [ l-axs [ J-ocx [ J.olb [ ]J-ole [ ]1-tlb [ ]-viv
[ 1-vrm

Compression category:
[1l-ace [1-arj [ ].bzip2 [ ].bz2 [ ]J.cab [ ].9z [ 1-9zip [].rar
[1.sit [ ]-zip

Executation category:
[ 1-bas []-bat [ ]J-com [ J-exe [ J-inf [ ]-pif [ J-reg [ ]-scr
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Telnet Command: port
This command allows users to set the speed for specific port of the router.
port [1,2,all] [AN, 100F, 100H, 10F, 10H, status]
port status
port wanfc

Syntax Description

Parameter Description
1,2,all It means the number of LAN port.
AN... 10H It means the physical type for the specific port.

AN: auto-negotiate.

100F: 100M Full Duplex.
100H: 100M Half Duplex.
10F: 10M Full Duplex.
10H: 10M Half Duplex.

status It means to view the Ethernet port status.
wanfc It means to set WAN flow control.
Example

> port 1 100F
%Set Port 1 Force speed 100 Full duplex OK Il1

Telnet Command: portmaptime

This command allows you to set a time of keeping the session connection for specified
protocol.

portmaptime [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
[<command> The available commands with parameters are listed below.
<parameter=>|...] [...] means that you can type in several commands in one
line.
-t <sec> It means “TCP” protocol.
<sec>: Type a number to set the TCP session timeout.
-u <sec> It means “UDP” protocol.
<sec>: Type a number to set the UDP session timeout.
-1 <sec> It means “IGMP” protocol.
<sec>: Type a number to set the IGMP session timeout.
-W <sec> It means “TCP WWW?” protocol.

<sec>: Type a number to set the TCP WWW session
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timeout.

-§ <sec> It means “TCP SYN” protocol.
<sec>: Type a number to set the TCP SYN session timeout.
-f It means to flush all portmaps (useful for diagnostics).
-l <List> List all settings.
Example

> portmaptime -t 86400 -u 300 -i 10
> portmaptime -1

—————— Current setting ------

TCP Timeout : 86400 sec.

UDP Timeout : 300 sec.

IGMP Timeout : 10 sec.

TCP WWW Timeout: 60 sec.

TCP SYN Timeout: 60 sec.

Telnet Command: qos setup
This command allows user to set general settings for QoS.

gos setup [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

[<command> The available commands with parameters are listed below.

<parameter=>]...] [...] means that you can type in several commands in one
line.

-h Type it to display the usage of this command.

-m <mode> It means to define which traffic the QoS control settings
will apply to and eable QoS control.
0: disable.

1:in, apply to incoming traffic only.

2: out, apply to outgoing traffic only.

3: both, apply to both incoming and outgoing traffic.
Default is enable (for outgoing traffic).

-i <bandwidth> It means to set inbound bandwidth in kbps (Ethernet WAN
only)
The available setting is from 1 to 100000.

-0 <bandwidth> It means to set outbound bandwidth in kbps (Ethernet WAN
only). The available setting is from 1 to 100000.

-r <index:ratio> It means to set ratio for class index, in %.

-u <mode> It means to enable bandwidth control for UDP.
0: disable
1: enable

Default is disable.
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-p <ratio> It means to enable bandwidth limit ratio for UDP.

-t <mode> It means to enable/disable Outbound TCP ACK Prioritize.
0: disable
1: enable

-V Show all the settings.

-D Set all to factory default (for all WANS).

[...] It means that you can type in several commands in one line.

Example

> gos setup -m 3 -i 9500 -0 8500 -r 3:20 -u 1 -p 50 -t 1

WAN1 QOS mode is both

Wan 1 is XDSL model ,don,t need to set up

Wan 1 is XDSL model ,don,t need to set up

WAN1 class 3 ratio set to 20

WAN1 udp bandwidth control set to enable

WAN1 udp bandwidth limit ratio set to 50

WAN1 Outbound TCP ACK Prioritizel set to enable
QoS WAN1 set complete; restart QoS

>
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Telnet Command: qos class
This command allows user to set QoS class.

gos class -c [no] —[ale|d] [no][-<command> <parameter> | ... ]

Syntax Description

Parameter Description

[<command> The available commands with parameters are listed below.

<parameter=>|...] [...] means that you can type in several commands in one
line.

-h Type it to display the usage of this command.

-c <no> Specify the inde number for the class.

Available value for <no> contains 1, 2 and 3. The default
setting is class 1.

-n <name> It means to type a name for the class.
-a It means to add rule for specified class.
-e <no> It means to edit specified rule.
<no>: type the index number for the rule.
-d <no> It means to delete specified rule.
<no>: type the index number for the rule.
-m <mode> It means to enable or disable the specified rule.
0: disable,
1: enable
-| <addr> Set the local address.

Addrl - It means Single address. Please specify the IP
address directly, for example, “-1 172.16.3.9”.

addrl:addr2 — It means Range address. Please specify the IP
addresses, for example, “-1 172.16.3.9: 172.16.3.50.”

addrl:subnet — It means the subnet address with start IP
address. Please type the subnet and the IP address, for
example, “-1 172.16.3.9:255.255.0.0”.0

any — It means Any address. Simple type “-1” to specify any
address for this command.

-r <addr> Set the remote address.

addrl — It means Single address. Please specify the IP
address directly, for example, “-1 172.16.3.9”.

addrl:addr2 — It means Range address. Please specify the IP
addresses, for example, “-1 172.16.3.9: 172.16.3.50.”

addrl:subnet — It means the subnet address with start IP
address. Please type the subnet and the IP address, for
example, “-1 172.16.3.9:255.255.0.0”.0

any — It means Any address. Simple type “-1” to specify any
address for this command.

-p <DSCP id> Specify the ID.
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-s <Service type> Specify the service type by typing the number. The available
types are listed as below:

1:ANY 2:DNS 3:FTP 4:GRE 5:H.323

6:HTTP 7:HTTPS 8:IKE 9:IPSEC-AH 10:IPSEC-ESP
11:IRC 12:L.2TP 13:NEWS 14:NFS 15:NNTP

16:PING 17:POP3 18:PPTP 19:REAL-AUDIO 20:RTSP
21:SFTP 22:SIP 23:SMTP 24:SNMP 25:SNMP-TRAPS
26:SQL-NET 27:SSH 28:SYSLOG 29:TELNET 30:TFTP

-S <d/s> Show the content for specified DSCP ID/Service type.

-V <1/2/3> Show the rule in the specified class.

[..-] It means that you can type in several commands in one line.
Example

> qos class -c 2 -n draytek -a -m 1 -1 192.168.1.50:192.168.1.80

Following setting will set in the class2

class 2 name set to draytek

Add a rule in class2

Class2 the 1 rule enabled

Set local address type to Range, 192.168.1.50:192.168.1.80

Telnet Command: qos type
This command allows user to configure protocol type and port number for QoS.

gos type [-a <service name> | -e <no> | -d <no>].

Syntax Description

Parameter Description

-a <name> It means to add rule.

-e <no> It means to edit user defined service type. “no” means the
index number. Available numbers are 1~40.

-d <no> It means to delete user defined service type. “no” means the
index number. Available numbers are 1~40.

-n <name> It means the name of the service.

-t <type> It means protocol type.
6: tcp(default)
17: udp
0: tcp/udp

<1~254>: other

-p <port> It means service port. The typing format must be [start:end]
(ex., 510:330).

-1 List user defined types. “no” means the index number.
Available numbers are 1~40.
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Example

> gos type -a draytek -t 6 -p 510:1330

service name set to draytek
service type set to 6:TCP

Port type set to Range

Service Port set to 510 ~ 1330
>

Telnet Command: quit
This command can exit the telnet command screen.

Telnet Command: show lanl
This command displays current status of LAN1 IP address settings.

Example

> show lanl
%% 1st subnet settings:

%% IP address: 192.168.1.1
%% Subnet mask: 255.255.255.0
%% RIP : [1st Subnet]

Telnet Command: show lan2
This command displays current status of LAN2 IP address settings.

Example

> show lan2

%% 2nd subnet settings:

%% Status: [Active]

%% IP address: 192.168.2.5
%% Subnet mask: 255.255.0.0
%% RIP : [1st Subnet]

Telnet Command: show dhcp
This command displays current status of DHCP server.

Example

> show dhcp

%% DHCP settings:

%% Status: [Active]

%% Start IP address for offering: 192.168.1.10
%% Maximus offer IP address count: 200

%% Default gateway: 192.168.1.1

%% DHCP Relay: [Inactive]
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Telnet Command: show dmz
This command displays current status of DMZ host.

Example

> show dmz
% WAN1 DMZ mapping status:
Index Status WAN1 aux IP Private IP
1 Disable 172.16.3.221
2 Disable 192.168.1.65

Telnet Command: show dns
This command displays current status of DNS setting

Example

> show dns

%% Domain name server settings:
% Primary DNS: [Not set]
% Secondary DNS: [Not set]

Telnet Command: show openport
This command displays current status of open port setting.

Example

> show openport
%% Openport settings:
Index Status Comment Local IP Address

AAAXXAAAXAAAXAAAAAAAAAAAAAAAAAAAAAAAAdhhikx

No data entry.

Telnet Command: show nat
This command displays current status of NAT.

Example

> show nat
Port Redirection Running Table:

Index Protocol Public Port Private IP Private Port
1 0 0 0.0.0.0 0
2 0 0 0.0.0.0 0
3 0 0 0.0.0.0 0
4 0 0 0.0.0.0 0
5 0 0 0.0.0.0 0
6 0 0 0.0.0.0 0
7 0 0 0.0.0.0 0
8 0 0 0.0.0.0 0
9 0 0 0.0.0.0 0
10 0 0 0.0.0.0 0
11 0 0 0.0.0.0 0
12 0 0 0.0.0.0 0
13 0 0 0.0.0.0 0
14 0 0 0.0.0.0 0
15 0 0 0.0.0.0 0
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16 0 0 0.0.0.0 0
17 0 0 0.0.0.0 0
18 0 0 0.0.0.0 0
19 0 0 0.0.0.0 0
20 0 0 0.0.0.0 0
--— MORE --- ["q": Quit, "Enter": New Lines, "Space Bar": Next Page]

Telnet Command: show portmap
This command displays the table of NAT Active Sessions.

Example

> show portmap

Telnet Command: show pmtime
This command displays the reuse time of NAT session.
LevelO: It is the default setting.
Levell: It will be applied when the NAT sessions are smaller than 25% of the default setting.
Lev_el2: It will be applied when the NAT sessions are smaller than the eighth of the default
setting.

Example

> show pmtime
Level0 TCP=86400001 UDP=300001 ICMP=10001
Levell TCP=600000 UDP=90000 ICMP=7000
Level2 TCP=60000 UDP=30000 ICMP=5000

Telnet Command: show session
This command displays current status of current session.

Example

> show session

% Maximum Session Number: 10000

% Maximum Session Usage: 49

% Current Session Usage: O

% Current Session Used(include waiting for free): 0O
% WAN1 Current Session Usage: 0O

Telnet Command: show status
This command displays current status of LAN and WAN connections.

Example

> show status
System Uptime:20:36:35

LAN Status
Primary DNS:8.8.8.8 Secondary DNS:8.8.4.4
IP Address:192.168.1.1 Tx Rate:12923 Rx Rate:8152

WAN 1 Status: Disconnected
Enable:Yes Line:xDSL Name:tcom
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Mode:Static IP Up Time:0:00:00 IP:172.16.3.221 GW
1IP:172.16.3.2

TX Packets:0 TX Rate:0 RX Packets:O0 RX Rate:0
ADSL Information: ADSL Firmware Version:05-04-04-04-00-01
Mode: State:TRAINING TX Block:0 RX Block:0
Corrected Blocks:0 Uncorrected Blocks:0

UP Speed:0 Down Speed:0 SNR Margin:0 Loop Att.:0

Telnet Command: show adsl

This command displays current status of ADSL.

Example

> Vigor> show adsl
——————————————————————————— ATU-R Info (hw: annex A, f/w: annex A) ---—-——————-

Running Mode : T1.413 State : TRAINING

DS Actual Rate : 0 bps US Actual Rate : 0 bps
DS Attainable Rate : 0 bps US Attainable Rate : 0 bps
DS Path Mode : Fast US Path Mode : Fast

DS Interleave Depth : 0 US Interleave Depth : 0

NE Current Attenuation : 0 dB Cur SNR Margin : 0 dB
DS actual PSD : 0. 0 dB US actual PSD : 0. 0 dB
ADSL Firmware Version : 05-04-04-04-00-01
———————————————————————————————— ATU-C InfOo - ———————— -
Far Current Attenuation : 0 dB Far SNR Margin : 0 dB
CO ITU Version[O] = 00000000 CO ITU Version[1] = 00000000
DSLAM CHIPSET VENDOR : < ADI >

Telnet Command: show statistic

This command displays statistics for WAN interface.
show statistic

show statistic reset [interface]

Syntax Description

Parameter Description

reset It means to reset the transmitted/received bytes to Zero.

interface It means to specify WAN1 ~WANS5 (including multi-PVC)
interface for displaying related statistics.

Example

> show statistic

WAN1 total TX: O Bytes ,RX: O Bytes
WAN2 total TX: O Bytes ,RX: O Bytes
WAN3 total TX: O Bytes ,RX: O Bytes
WAN4 total TX: O Bytes ,RX: O Bytes
WANS5 total TX: O Bytes ,RX: O Bytes
>
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Telnet Command: srv dhcp badip
This command is reserved for future using.

srv dhcp badip

Example

> srv dhcp badip
>

Telnet Command: srv dhcp public
This command allows users to configure DHCP server for second subnet.
srv dhcp public start [IP address]
srv dhcp public ent [IP counts]
srv dhcp public status
srv dhcp public add [MAC Addr XX-XX-XX-XX-XX-XX]
srv dhcp public del [MAC Addr XX-XX-XX-XX-XX-XX/all/ALL]

Syntax Description

Parameter Description
start <IP address> It means the starting point of the IP address pool for the
DHCP server.

<IP address>: Specify an IP address as the starting point in
the IP address pool.

cnt <IP counts> It means the IP count number.

<IP counts>: Specify the number of IP addresses in the pool.
The maximum is 10.

status It means the execution result of this command.

add <MAC Addr It means creating a list of hosts to be assigned.
XX-XK-XK-XX-XX-XX> <MAC Addr XX-XX-XX-XX-XX-XX>: Specify MAC
Address of the host.

del <MAC Addr It means removing the selected MAC address.
XX-XK-XX-XX-XX-XX/alll | <MAC Addr XX-XX-XX-XX-XX-XX>: Specify MAC
ALL> Address of the host.

all/ALL: It means all of the MAC addresses.

Example

Vigor> srv dhcp public start 192.168.1.100
%% You must enable IP routing 1!!

Vigor> srv dhcp public status

Index MAC Address

Telnet Command: srv dhcp dnsl
This command allows users to set Primary IP Address for DNS Server in LAN.
srv dhcp dnsl [?]
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srv dhcp dnsl [DNS IP address]

Syntax Description

Parameter Description

? It means to display current IP address of DNS 1 for the
DHCP server.

DNS IP address It means the IP address that you want to use as DNS1.

Note: The IP Routed Subnet DNS must be the same as NAT
Subnet DNS).

Example

>srv dhcp dnsl 168.95.1.1

% srv dhcp dnsl <DNS IP address>

% Now: 168.95.1.1

(1P Routed Subnet dns same as NAT Subnet dns)

Telnet Command: srv dhcp dns2
This command allows users to set Secondary IP Address for DNS Server in LAN.
srv dhcp dns2 [?]
srv dhcp dns2 [DNS IP address]

Syntax Description

Parameter Description

? It means to display current IP address of DNS 2 for the
DHCP server.

DNS IP address It means the IP address that you want to use as DNS2.

Note: The IP Routed Subnet DNS must be the same as NAT
Subnet DNS).

Example

> srv dhcp dns2 10.1.1.1

% srv dhcp dns2 <DNS IP address>

% Now: 10.1.1.1

(1P Routed Subnet dns same as NAT Subnet dns)
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Telnet Command: srv dhcp frcdnsmanl
This command can force the router to invoke DNS Server IP address.
srv dhcp frcdnsmanl [on]

srv dhcp frednsmanl [off]

Syntax Description

Parameter Description

? It means to display the current status.

on It means to use manual setting for DNS setting.

Off It means to use auto settings acquired from ISP.
Example

> srv dhcp frcdnsmanl on
% Domain name server now is using manual settings!
> srv dhcp frcdnsmanl off

% Domain name server now is using auto settings!

Telnet Command: srv dhcp gateway
This command allows users to specify gateway address for DHCP server.
srv dhcp gateway [?]
srv dhcp gateway [Gateway IP]

Syntax Description

Parameter Description

? It means to display current gateway that you can use.

Gateway IP It means to specify a gateway address used for DHCP server.
Example

> srv dhcp gateway 192.168.2.1
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.
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Telnet Command: srv dhcp ipcnt
This command allows users to specify IP counts for DHCP server.
srv dhcp ipent [?]
srv dhcp ipent [IP counts]

Syntax Description

Parameter Description
? It means to display current used IP count number.
IP counts It means the number that you have to specify for the DHCP
server.
Example

> srv dhcp ipcnt ?
% srv dhcp ipcnt <IP counts>
% Now: 150

Telnet Command: srv dhcp off
This function allows users to turn off DHCP server. It needs rebooting router, please type
"'sys reboot" command to reboot router.

Telnet Command: srv dhcp on
This function allows users to turn on DHCP server. It needs rebooting router, please type
"'sys reboot" command to reboot router.
Telnet Command: srv dhcp relay
This command allows users to set DHCP relay setting.
srv dhcp relay servip [server ip]
srv dhcp relay subnet [index]

Syntax Description

Parameter Description

server ip It means the IP address that you want to used as DHCP
server.

Index It means subnet 1 or 2. Please type 1 or 2. The router will
invoke this function according to the subnet 1 or 2 specified
here.

Example

> srv dhcp relay servip 192.168.1.46
> srv dhcp relay subnet 2

>srv dhcp relay servip ?

% srv dhcp relay servip <server ip>
% Now: 192.168.1.46
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Telnet Command: srv dhcp startip
srv dhcp startip [?]
srv dhcp startip [IP address]

Syntax Description

Parameter Description

? It means to display current used start IP address.

IP address It means the IP address that you can specify for the DHCP
server as the starting point.

Example

> srv dhcp startip 192.168.1.53
This setting will take effect after rebooting.
Please use ''sys reboot" command to reboot the router.

Telnet Command: srv dhcp status

This command can display general information for the DHCP server, such as IP address,
MAC address, leased time, host ID and so on.

Example

> srv dhcp status

DHCP server: Relay Agent

Default gateway: 192.168.1.1

Index 1P Address MAC Address Leased Time HOST ID
1 192.168.1.113 00-05-5D-E4-D8-EE 17:20:08 A1000351
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Telnet Command: srv dhcp leasetime
This command can set the lease time for the DHCP server.
srv dhcp leasetime [?]
srv dhcp leasetime [Lease Time (sec)]

Syntax Description

Parameter Description
? It means to display current leasetime used for the DHCP
server.
Lease Time (sec) It means the lease time that DHCP server can use. The unit is
second.
Example

> srv dhcp leasetime ?
% srv dhcp leasetime <Lease Time (sec.)>
% Now: 86400

>

Telnet Command: srv dhcp nodetype
This command can set the node type for the DHCP server.

srv dhcp nodetype <count>

Syntax Description

Parameter Description
count It means to specify a type for node.
1. B-node
2. P-node
4. M-node
8. H-node
Example

> srv dhcp nodetype 1

> srv dhcp nodetype ?

%% srv dhcp nodetype <count>

%% 1. B-node 2. P-node 4. M-node 8. H-node
% Now: 1

Dray Tck 245 Vigor130 Series User’s Guide



Telnet Command: srv dhcp primWINS
This command can set the primary IP address for the DHCP server.
srv dhcp primWINS [WINS IP address]
srv dhcp primWINS clear

Syntax Description

Parameter Description
WINS IP address It means the IP address of primary WINS server.
clear It means to remove the IP address settings of primary WINS
server.
Example

> srv dhcp primWINS 192.168.1.88

> srv dhcp primWINS ?

%% srv dhcp primWINS <WINS IP address>
%% srv dhcp primWINS clear

% Now: 192.168.1.88

Telnet Command: srv dhcp secWINS
This command can set the secondary IP address for the DHCP server.
srv dhcp secWINS [WINS IP address]
srv dhcp secWINS clear

Syntax Description

Parameter Description
WINS IP address It means the IP address of secondary WINS server.
clear It means to remove the IP address settings of second WINS
server.
Example

> srv dhcp secWINS 192.168.1.180

> srv dhcp secWINS ?

%% srv dhcp secWINS <WINS IP address>
%% srv dhcp secWINS clear

% Now: 192.168.1.180
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Telnet Command: srv dhcp expired_RecyclelP

This command can set the time to check if the IP address can be assigned again by DHCP
server or not.

srv dhcp expRecyclelP <sec time>

Syntax Description

Parameter Description

sec time It means to set the time (5~300 seconds) for checking if the IP
can be assigned again or not.

Example

Vigor> srv dhcp expRecyclelP 250
% DHCP expired_RecyclelP = 250

Telnet Command: srv dhcp tftp
This command can set the TFTP server as the DHCP server.

srv dhcp tftp <TFTP server name>

Syntax Description

Parameter Description
TFTP server name It means to type the name of TFTP server.
Example

> srv dhcp tftp TF123

> srv dhcp tftp ?

%% srv dhcp tftp <TFTP server name>
% Now: TF123

Telnet Command: srv dhcp option
This command can set the custom option for the DHCP server.
srv dhcp option -h
srv dhcp option -l
srv dhcp option -d [idx]
srv dhcp option -e [1 or 0] -c [option number] -v [option value]
srv dhcp option -e [1 or 0] -c [option number] -a [option value]
srv dhcp option -e [1 or 0] -c [option number] -x [option value]
srv dhcp option -u [idx unmber]

Syntax Description
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Parameter Description
-h It means to display usage of this command.
-1 It means to display all the user defined DHCP options.
-d[idx] It means to delete the option number by specifying its index number.
-e[1lorQ] It means to enable/disable custom option feature.
1:enable
O:disable
-C It means to set option number. Available number ranges from 0 to 255.
-V It means to set option number by typing string.
-a It means to set the option value by specifying the IP address.
-X It means to set option number with the format of Hexadecimal
characters.
-u It means to update the option value of the sepecified index.
idx number It means the index number of the option value.
Example
> srv dhcp option -e 1 -c 18 -v /path
> srv dhcp option -1
% state idx interface opt type data
% enable 1 ALL LAN 18 ASCII /path
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Telnet Command: srv nat dmz

This command allows users to set DMZ host. Before using this command, please set WAN
IP Alias first.

Srv nat dmz n m [-<command> <parameter> | ... ]

Syntax Description

Parameter Description
[<command> The available commands with parameters are listed below.
<parameter>|...] [...] means that you can Enter several commands in one line.
n It means to map selected WAN IP to certain host.

1: wanl

2: wan2
m It means the index number (1 to 8) of the DMZ host.

Default setting is “1” (WAN 1). It is only available for Static
IP mode. If you use other mode, you can set 1 ~ 8 in this
field. If WAN IP alias has been configured, then the number
of DMZ host can be added more.

-e It means to enable/disable such feature.
1:enable
O:disable
-i It means to specify the private IP address of the DMZ host.
-r It means to remove DMZ host setting.
-V It means to display current status.
Example
> srv nat dmz mapping 1 1 -i 192.168.1.96
>

Telnet Command: srv nat ipsecpass

This command allows users to enable or disable IPSec ESP tunnel passthrough and IKE
source port (500) preservation.

Srv nat ipsecpass [options]

Syntax Description

Parameter Description
[options] The available commands with parameters are listed below.
on It means to enable IPSec ESP tunnel passthrough and IKE

source port (500) preservation.

off It means to disable IPSec ESP tunnel passthrough and IKE
source port (500) preservation.

status It means to display current status for checking.
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Example

OFF.

>srv nat ipsecpass status
%% Status: IPsec ESP pass-thru and IKE src_port:500 preservation is

Telnet Command: srv nat openport

This command allows users to set open port settings for NAT server.

srv nat openport n m [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

n It means the index number for the profiles. The range is from
1 to 20.

m It means to specify the sub-item number for this profile. The
range is from 1 to 10.

[<command> The available commands with parameters are listed below.

<parameter>|...]

[...] means that you can type in several commands in one
line.

-a <enable>

It means to enable or disable the open port rule profile.
0: disable
1:enable

-C <comment>

It means to type the description (less than 23 characters) for
the defined network service.

-i <local ip> It means to set the IP address for local computer.
Local ip: Type an IP address in this field.
-w <idx> It means to specify the public IP.

1: WAN1 Default,
2: WAN1 Alias 1,
...and so on.

-p <protocol>

Specify the transport layer protocol.
Available values are TCP, UDP and ALL.

-s<start port>

It means to specify the starting port number of the service
offered by the local host. The range is from 0 to 65535.

-e<end port>

It means to specify the ending port number of the service
offered by the local host.

The range is from 0 to 65535.

-V It means to display current settings.
-r <remove> It means to delete the specified open port setting.
remove: Type the index number of the profile.
-f <flush> It means to return to factory settings for all the open ports
profiles.
Example
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> srv nat openport 1 1 -a 1 -c games -i 192.168.1.100 -w 1 -p TCP -s
23 -e 83

> srv nat openport -v

%% Status: Enable

%% Comment: games

%% Private IP address: 192.168.1.100

Index Protocal Start Port End Port
AAEEXAAAAAAAAAAAAAAAAAAAAXAAITAIAAAAAATAAAAXAIAXAIAAIAAAAAAAAAAIAXAIAIAIAAAIAAIAAIAdd*k
1. TCP 23 83

%% Status: Disable

%% Comment:

%% Private IP address: 0.0.0.0

Index Protocal Start Port End Port

AEAEAAAXAAAAAAAAAAAAAXAAAAAAAAAAAAAAXAAAAXAAAXAAAAAAAAAAAAAAXAAAAAAAXAAXK

%% Status: Disable

%% Comment:

%% Private IP address: 0.0.0.0

Index Protocal Start Port End Port

>

Telnet Command: srv nat portmap
This command allows users to set port redirection table for NAT server.
srv nat portmap add [idx][serv name][proto][pub port][pri ip][pri port][wanl/wan2]
srv nat portmap del [idx]
srv nat portmap disable [idx]
srv nat portmap enable [idx] [proto]
srv nat portmap flush
srv nat portmap table

Syntax Description

Parameter Description

Add[idx] It means to add a new port redirection table with an index
number. Available index number is from 1 to 10.

serv name It means to type one name as service name.

proto It means to specify TCP or UDP as the protocol.

pub port It means to specify which port can be redirected to the
specified Private IP and Port of the internal host.

pri ip It means to specify the private IP address of the internal host
providing the service.

pri port It means to specify the private port number of the service
offered by the internal host.

wanl/wan2 It means to specify WAN interface for the port redirection.

del [idx] It means to remove the selected port redirection setting.

disable [idx] It means to inactivate the selected port redirection setting.
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enable [idx] It means to activate the selected port redirection setting.

flush It means to clear all the port mapping settings.
table It means to display Port Redirection Configuration Table.
Example
> srv nat portmap add 1 game tcp 80 192.168.1.11 100 wanl
> srv nat portmap table
NAT Port Redirection Configuration Table:
Index Service Name Protocol Public Port Private IP Private
Port ifno
1 game 6 80 192.168.1.11 100 -1
2 0 0 0 -2
3 0 0 0 -2
4 0 0 0] -2
5 0 0 0 -2
6 0 0 0 -2
7 0 0 0 -2
8 0 0 0 -2
9 0 0 0 -2
10 0 0 0 -2
11 0 0 0 -2
12 0 0 0 -2
13 0 0 0 -2
14 0 0 0 -2
15 0 0 0 -2
16 0 0 0 -2
17 0 0 0 -2
18 0 0 0 -2
19 0 0 0 -2
20 0 0 0 -2
Protocol: O = Disable, 6 = TCP, 17 = UDP

Telnet Command: srv nat status

This command allows users to view NAT Port Redirection Running Table.

Example

> srv nat status

NAT Port Redirection Running Table:

Index Protocol Public Port Private IP Private Port
1 6 80 192.168.1.11 100
2 0 0 0.0.0.0 0
3 0 0 0.0.0.0 0
4 0 0 0.0.0.0 0
5 0 0 0.0.0.0 0
6 0 0 0.0.0.0 0
7 0 0 0.0.0.0 0
8 0] 0 0.0.0.0 0
9 0] 0 0.0.0.0 0
10 0 0 0.0.0.0 0
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11 0] 0 0.0.0.0 0
12 0] 0 0.0.0.0 0
13 0 0 0.0.0.0 0
14 0 0 0.0.0.0 0
15 0 0 0.0.0.0 0
16 0] 0 0.0.0.0 0
17 0 0 0.0.0.0 0
18 0 0 0.0.0.0 0
19 0 0 0.0.0.0 0
20 0] 0 0.0.0.0 0
--— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

Telnet Command: srv nat showall

This command allows users to view a summary of NAT port redirection setting, open port
and DMZ settings.

Example

> srv nat showall ?

Index Proto WAN IP:Port Private IP:Port Act
*kk

RO1 TCP 0.0.0.0:80 192.168.1.11:100 Y
001 TCP 0.0.0.0:23~83 192.168.1.100:23~83 Y
DO1 All 0.0.0.0 192.168.1.96 Y
R:Port Redirection, 0:Open Ports, D:DMZ

Telnet Command: sys cfg

This command reset the router with factory default settings. When a user types this
command, all the configuration will be reset to default setting.

sys cfg default

sys cfg status

Syntax Description

Parameter Description

default It means to reset current settings with default values.

status It means to display current profile version and status.
Example

> sys cfg status

Profile version: 3.0.0 Status: 1 (0x491e5e6c)
> sys cfg default

>
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Telnet Command: sys cmdlog
This command displays the history of the commands that you have typed.

Example

> sys cmdlog
% Commands Log: (The lowest index is the newest I11)
[1] sys cmdlog
[2] sys cmdlog ?
[3] sys ?
[4] sys cfg status
[5] sys cfg ?

Telnet Command: sys ftpd
This command displays current status of FTP server.
sys ftpd on
sys ftpd off

Syntax Description

Parameter Description

on It means to turn on the FTP server of the system.

off It means to turn off the FTP server of the system.
Example

> sys ftpd on
% sys ftpd turn on 111

Telnet Command: sys domainname

This command can set and remove the domain name of the system when DHCP mode is
selected for WAN.

sys domainname [wanl/wan2] [Domain Name Suffix]

sys domainname [wanl/wan2]

Syntax Description

Parameter Description
wanl/wan2 It means to specify WAN interface for assigning a name for it.
Domain Name Suffix It means the name for the domain of the system. The maximum
number of characters that you can set is 40.
clear It means to remove the domain name of the system.
Example

> sys domainname wanl clever
> sys domainname wan2 intellegent
> sys domainname ?
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X

(!
%
%

sys domainname <wanl/wan2> <Domain Name Suffix (max. 40 characters)>
sys domainname <wanl/wan2> clear

Now: wanl

clever, wan2 ==intelligent
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Telnet Command: sys iface

This command displays the current interface connection status (UP or Down) with IP address,
MAC address and Netmask for the router.

Example

> sys iface
Interface 0 Ethernet:

Status: UP
IP Address: 192.168.1.1 Netmask: OxFFFFFFOO (Private)
IP Address: 0.0.0.0 Netmask: OxFFFFFFFF

MAC: 00-50-7F-00-00-00

Interface 4 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-02

Interface 5 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-03

Interface 6 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-04

Interface 7 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-05

Interface 8 Ethernet:

Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-06

Interface 9 Ethernet:
Status: DOWN

IP Address: 0.0.0.0 Netmask: 0x00000000
MAC: 00-50-7F-00-00-07
--— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]

>
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Telnet Command: sys name

This command can set and remove the name for the router when DHCP mode is selected for
WAN.

sys name [wanl] [ASCII string]

sys name [wanl] clear

Syntax Description

Parameter Description

wanl It means to specify WAN interface for assigning a name for
it.

ASCII string It means the name for router. The maximum character that
you can set is 20.

Example

> sys name wanl drayrouter

> sys name ?

% sys name <wanl/wan2> <ASCIIl string (max. 20 characters)>
% sys name <wanl/wan2> clear

% Now: wanl == drayrouter, wan2 ==

Note: Such name can be used to recognize router’s identification in SysLog dialog.

Telnet Command: sys passwd
This command allows users to set password for the administrator.

sys passwd [ASCII string]

Syntax Description

Parameter Description

ASCII string It means the password for administrator. The maximum
character that you can set is 23.

Example

> sys passwd adminl23
>

Telnet Command: sys reboot
This command allows users to restart the router immediately.

Example

> sys reboot
>
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Telnet Command: sys autoreboot
This command allows users to restart the router automatically within a certain time.

sys autoreboot [on/off/hour(s)]

Syntax Description

Parameter Description
on/off On — It means to enable the function of auto-reboot.
Off — It means to disable the function of auto-reboot.
hours It means to set the time schedule for router reboot.
For example, if you type “2” in this field, the router will
reboot with an interval of two hours.
Example

> sys autoreboot on
autoreboot is ON
> sys autoreboot 2
autoreboot is ON

autoreboot time is 2 hour(s)

Telnet Command: sys commit

This command allows users to save current settings to FLASH. Usually, current settings will
be saved in SRAM. Yet, this command will save the file to FLASH.

Example

> sys commit
>

Telnet Command: sys tftpd

This command can turn on TFTP server for upgrading the firmware.

Example

> sys tftpd

% TFTP server enabled 11!

Telnet Command: sys cc

This command can display current code and wireless region of this device.

Example

> sys ccC
Country Code

>

: Ox 0 [International]
Wireless Region Code: 0x30
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Telnet Command: sys version
This command can display current version for the system.

Example

> sys version

Router Model: Vigoril30 Version: 3.7.1.3 English
Profile version: 3.0.0 Status: 1 (0x495b9fec)
Router IP: 192.168.1.1 Netmask: 255.255.255.0
Firmware Build Date/Time: Oct 15 2013 13:46:37
Router Name:

Revision: 37612 130 3712

ADSL Firmware Version: 05-04-04-04-00-01 Annex A

Telnet Command: sys qrybuf
This command can display the system memory status and leakage list.

Example

> sys grybuf
System Memory Status and Leakage List

Buf sk_buff (200B), used#: 1647, cached#: 30

Buf KMC4088 (4088B), used#: 0, cached#: 8

Buf KMC2552 (2552B), used#: 1641, cached#: 42

Buf KMC1016 (1016B), used#: 7, cached#: 1

Buf KMC504  (504B), used#: 8, cached#: 8

Buf KMC248  (248B), used#: 26, cached#: 22

Buf KMC120  (120B), used#: 67, cached#: 61

Buf KMC56 ( 56B),used#: 20, cached#: 44

Buf KMC24 ( 24B),used#: 58, cached#: 70

Dynamic memory: 13107200B; 4573168B used; 190480B/0B in level 1/2 cache.

FLOWTRACK Memory Status
# of free = 12000

# of maximum =0

# of flowstate = 12000

# of lost by siganture =0

# of lost by list=0

Telnet Command: sys pollbuf
This command can turn on or turn off polling buffer for the router.

sys pollbuf [on]
sys pollbuf [off]

Syntax Description
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Parameter

Description

on

It means to turn on pulling buffer.

off

It means to turn off pulling buffer.

Example

> sys pollbuf on
% Buffer polling is on!

> sys pollbuf off
% Buffer polling is off!
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Telnet Command: sys britask
This command can improve triple play quality.

sys britask [on]
sys britask [off]

Syntax Description

Parameter Description
on It means to turn on the bridge task for improving the triple
play quality.
off It means to turn off the bridge task.
Example

> sys britask on
% bridge task is ON, now

Telnet Command: sys tr069
This command can set CPE settings for applying in VigorACS.

sys tr069 get [parm] [option]
sys tr069 set [parm] [value]

sys tr069 getnoti [parm]

sys tr069 setnoti [parm] [value]
sys tr069 log

sys tr069 debug [on/off]

sys tr069 save

sys tr069 inform [event code]
sys tr069 port [port num]

sys tr069 cert_auth [on/off]

Syntax Description

Parameter Description

get [parm] [option] It means to get parameters for tr-069.
option=<nextlevel>: only gets nextlevel for
GetParameterNames.

set [parm] [value] It means to set parameters for tr-069.

getnoti [parm] It means to get parameter notification value.

setnoti [parm] [value] It means to set parameter notification value.

log It means to display the TR-069 log.

debug [on/off] on: turn on the function of sending debug message to syslog.
off: turn off the function of sending debug message to syslog.
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save It means to save the parameters to the flash memory of the
router.

Inform [event code] It means to inform parameters for tr069 with different event
codes.

[event code] includes:

0-"0 BOOTSTRAP",

1-"1 BOOT",

2-"2 PERIODIC",

3-"3 SCHEDULED",

4-"4 VALUE CHANGE",

5-"5 KICKED",

6-"6 CONNECTION REQUEST",
7-"7 TRANSFER COMPLETE",
8-"8 DIAGNOSTICS COMPLETE",

9-"M Reboot"
port [port num] It means to change tr069 listen port number.
cert_auth [on/off] on: turn on certificate-based authentication.

off: turn off certificate-based authentication.

Example

> sys tr069 get Int. nextlevel

Total number of parameter is 24

Total content length of parameter is 915
InternetGatewayDevice.LANDeviceNumberOfEntries
InternetGatewayDevice .WANDeviceNumberOfEntries
InternetGatewayDevice.Devicelnfo.
InternetGatewayDevice.ManagementServer.
InternetGatewayDevice.Time.
InternetGatewayDevice.lLayer3Forwarding.
InternetGatewayDevice.LANDevice.
InternetGatewayDevice.WANDevice.
InternetGatewayDevice.Services.
InternetGatewayDevice.X 00507F InternetAcc.
InternetGatewayDevice.X_00507F_LAN.
InternetGatewayDevice.X_ 00507F_NAT.
InternetGatewayDevice.X 00507F Firewall.
InternetGatewayDevice.X 00507F Bandwidth.
InternetGatewayDevice.X 00507F Applications.
InternetGatewayDevice.X_00507F_VPN.
InternetGatewayDevice.X_00507F_VolP.
InternetGatewayDevice . X_00507F_WirelessLAN.
InternetGatewayDevice.X 00507F_System.
InternetGatewayDevice.X 00507F Status.

InternetGatewayDevice . X _00507F Diagnostics.
--— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page]
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Telnet Command: sys sip_alg
This command can turn on/off SIP ALG (Application Layer Gateway) for traversal.

syssip_alg [1]
sys sip_alg [0]

Syntax Description

Parameter Description

1 It means to turn on SIP ALG.

0 It means to turn off SIP ALG.
Example

> sys sip_alg ?

usage: sys sip_alg [value]

0 - disable SIP ALG

1 - enable SIP ALG

current SIP ALG is disabled

Telnet Command: sys license
This command can process the system license.

sys license licmsg

sys license licauth

sys license regser

sys license licera

sys license licifno

sys license lic_wiz [set/reg/qry]
sys license dev_chg

sys license dev_key

Syntax Description

Parameter Description
licmsg It means to display license message.
licauth It means the license authentication time setting.
regser It means the license register server setting.
licera It means to erase license setting.
licifno It means license and signature download interface setting.
lic_wiz [set/reg/qry] It means the license wizard setting.
qry: query service support status
set [idx] [trial] [service type] [sp_id] [start_date] [License
Key]
reg: register service in portal
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dev_chg It means to change the device key.
dev_key It means to show device key.
Example

> sys license licifno

License and Signhature download interface setting:
licifno [AUTO/WAN#]

Ex: licifno wanl

Download interface is "auto-selected” now.

Telnet Command: sys diag_log
This command is used for RD debug.

sys diag_log [status| enable| disable]| flush| lineno [w] | level [x] | feature [on]off] [y]] log]

Syntax Description

Parameter Description

status It means to show the status of diagnostic log.

enable It means to enable the function of diag_log.

disable It means to disenable the function of diag_log.

flush It means the flush log buffer.

lineno [w] It means the total lines for displaying message.
w - Available value ranges from 100 to 50000.

level[x] It determines the level of data displayed.

X — Available value ranges from 0 to 12. The larger the
number is, the detailed the data is displayed.

feature [on/off]

It is used to specify the function of the log. Supported
features include SYS and DSL (Case-Insensitive). Default
setting is “on” for “DSL”.

log It means the dump log buffer.
Example
> sys diag_log status
Status:
diag_log is Enabled.
lineno : 10000.
level : 3.

Enabled feature: SYS DSL
> sys diag_log log

0:00:02 [DSL] Current modem firmware: AnnexA_548006_544401
0:00:02 [DSL] Modem Firmware feature: 5, ADSL_A, VDSL2
0:00:02 [DSL] xtseCfg=04 00 04 00 Oc 01 00 07
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0:00:02 [DSL] don"t have last showtime mode!! set next mode to VDSL!!
0:00:02 [DSL] Status has changed: Stopped(0) -> FwWait(3)
0:00:02 [DSL] Status has changed: FwWwait(3) -> Starting(l)
0:00:02 [DSL] Status has changed: Starting(l) -> Running(2)
0:00:02 [DSL] Status was switched: firmwareReady(3) to Init(5)
0:00:02 [DSL] Status was switched: Init(5) to Restart(10)

0:00:02 [DSL] Status was switched: Restart(10) to
FirmwareRequest(1)

0:00:02 [DSL] Line state has changed: 00000000 -> OOOOOOFF
0:00:02 [DSL] Entering VDSL2 mode

0:00:03 [DSL] modem code: [05-04-08-00-00-06]

0:00:05 [DSL] Status was switched: FirmwareRequest(l) to
FfirmwareReady(3)

0:00:05 [DSL] Status was switched: firmwareReady(3) to Init(5)
0:00:05 [DSL] >> nXtseA=0d, nXtseB=00, nXtseV=07, nFwFeatures=5

0:00:05 [DSL] >> nHsToneGroupMode=0, nHsToneGroup=106,
nToneSet=43, nCamState

=2

0:00:05 [DSL] Line state has changed: OO0OOOOFF -> 00000100
0:00:05 [DSL] Line state has changed: 00000100 -> 00000200
0:00:05 [DSL] Status was switched: Init(5) to Train(6)
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Telnet Command: testmail
This command is used to display current settings for sending test mail.

Example

> testmail

Send out test mail
Mail Alert:[Disable]
SMTP_Server:[0.0.0.0]
Mail to:[]
Return-Path:[]

Telnet Command: upnp off
This command can close UPnP function.

Example

>upnp off
UPNP say bye-bye

Telnet Command: upnp on
This command can enable UPnP function.

Example

>upnp on
UPNP start.

Telnet Command: upnp nat
This command can display IGD NAT status.

Example

> upnp nat ?
""""""""" IGD NAT Status

(O);
InternalClient >>192.168.1.10<<, RemoteHost >>0.0.0.0<<

InternalPort >>21<<, ExternalPort >>21<<
PortMapProtocol >>TCP<<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
Ftp Example [MICROSOFT]

(1

InternalClient >>0.0.0.0<<, RemoteHost >>0.0.0.0<<
InternalPort >>0<<, ExternalPort >>0<<
PortMapProtocol >><NULL><<

The tmpvirtual server index >>0<<
PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
PortMapProtocol >><NULL><<

The tmpvirtual server index >>0<<
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PortMapLeaseDuration >>0<<, PortMapEnabled >>0<<
0<<

-—— MORE --- ["q": Quit, "Enter”: New Lines, "Space Bar": Next Page] ---

Telnet Command: upnp service

This command can display the information of the UPnP service. UPnP service must be
enabled first.

Example

> upnp on
UPNP start.

> upnp service

>>>>> SERVICE TABLEl <<<<<
serviceType urn:schemas-microsoft-com:service:0SInfo:1
serviceld urn:microsoft-com:serviceld:0SInfol
SCPDURL /upnp/0Sinfo.xml
controlURL /0SInfol
eventURL /0SInfoEventl
UDN uuid:774e9bbe-7386-4128-b627-001daa843464

>>>>> SERVICE TABLE2 <<<<<

serviceType
urn:schemas-upnp-org:service:WANCommonInterfaceConfig:1

serviceld urn:upnp-org:serviceld:WANCommonlFC1
SCPDURL /upnp/WComIFCX . xml

controlURL Zupnp?control=WANCommonlFC1

eventURL /upnp?event=WANCommonIFC1

UDN uuid:2608d902-03e2-46a5-9968-4a54ca499148

Telnet Command: upnp subscribe
This command can show all UPnP services subscribed.

Example

> upnp on

UPNP start.

> upnp subscribe

Vigor> upnp subscribe

>>>> (1) serviceType urn:schemas-microsoft-com:service:0SInfo:1l

sid = 7a2bbdd0-0047-4fc8-b870-4597b34da7fb

eventKey =1, ToSendEventKey = 1
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expireTime =6926
active =1

DeliveryURLs
=<http://192.168.1.113:2869/upnp/eventing/twtnpnsiun>

>>>> (2) serviceType
urn:schemas-upnp-org:service:WANCommonInterfaceConfig:1

sid = d9cd47a5-d9c9-4d3d-8043-d03a82127983

eventKey =1, ToSendEventKey = 1

Telnet Command: upnp tmpvs
This command can display current status of temp Virtual Server of your router.

Example

Vigor> upnp tmpvs
""""""""""" Temp virtual server status ****xdkkdxddriix

()]

real_addr >>192.168.1.10<<, pseudo_addr >>172.16.3.229<<
real_port >>0<<, pseudo_port >>0<<

hit_portmap_index >>0<<

The protocol >>TCP<<

time >>0<<

(€3))

real_addr >>0.0.0.0<<, pseudo_addr >>0.0.0.0<<

real_port >>0<<, pseudo_port >>0<<

hit _portmap_index >>0<<

The protocol >>0<<

time >>0<<

--— MORE --- ["q": Quit, "Enter": New Lines, "Space Bar": Next Page]
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Telnet Command: upnp wan
This command is used to specify WAN interface to apply UPnP.

upnp wan [n]

Syntax Description

Parameter Description
n It means to specify WAN interface to apply UPnP.
n=0, it means to auto-select WAN interface.
n=1, WAN1
n=2, WAN2
Example

> upnp wan 1
use wanl now.

Telnet Command: vigbrg on
This command can make the router to be regarded as a modem but not a router.

Example

> vigbrg on
%Enable Vigor Bridge Function!

Telnet Command: vigbrg off
This command can disable vigor bridge function.

Example

> vigbrg off
%Disable Vigor Bridge Function!

Telnet Command: vigbrg status
This command can show whether the Vigor Bridge Function is enabled or disabled.

Example

> vigbrg status
%Vigor Bridge Function is enable!

%Wanl management is disable!
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Telnet Command: vigbrg cfgip

This command allows users to transfer a bridge modem into ADSL router by accessing into
and adjusting specified IP address. Users can access into Web Ul of the router to manage the
router through the IP address configured here.

vigbrg cfgip [IP Address]

Syntax Description

Parameter Description
IP Address It means to type an IP address for users to manage the router.
Example

> vigbrg cfgip 192.168.1.15
> vigbrg cfgip ?

% Vigor Bridge Config IP,

% Now: 192.168.1.15

Telnet Command: vigbrg wanlon
This command is used to enable the bridge WAN1 management.

Example

> vigbrg wanlon
%Enable Vigor Bridge Wanl management!

Telnet Command: vigbrg wanloff
This command is used to disable the bridge WAN1 management.

Example

> vigbrg wanloff
%Disable Vigor Bridge Wanl management!

Telnet Command: wan ppp_mru

This command allows users to adjust the size of PPP LCP MRU. It is used for
specific network.

wan ppp_mru <WAN interface number> <MRU siz >

Syntax Description

Parameter Description

<WAN interface number> | Type a number to represent the physical interface. For
Vigor130, the number is 1 (which means WAN1).

<MRU siz > It means the number of PPP LCP MRU. The available range
is from 1400 to 1600.

Example
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>wan ppp_mru 1 ?
% Now: 1492

> wan ppp_mru 1 1490

> wan ppp_mru 1 ?
% Now: 1490

> wan ppp_mru 1 1492
> wan ppp_mru 1 ?
% Now: 1492

Telnet Command: wan mtu
This command allows users to adjust the size of MTU for WANL1.

wan mtu [value]

Syntax Description

Parameter Description

value It means the number of MTU for PPP. The available range is
from 1000 to 1500.

For Static IP/DHCP, the maximum number will be 1500.
For PPPoE, the maximum number will be 1492,
For PPTP/L2TP, the maximum number will be 1460.

Example

> wan mtu 1100

> wan mtu ?

Static IP/DHCP (Max MSS: 1500)
PPPoE(Max MSS: 1492)

PPTP/L2TP(Max MSS: 1460)

% wan ppp_mss <MSS size: 1000 ~ 1500>
% Now: 1100

Telnet Command: wan DF_check
This command allows you to enable or disable the function of DF (Don’t fragment)

wan DF_check [on]
wan DF_check [off]

Syntax Description

Parameter Description
on/off It means to enable or disable DF.
Example

> wan DF_check on
%DF bit check enable!
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Telnet Command: wan disable
This command allows you to disable WAN connection.

Example

> wan disable WAN
%WAN disabled.

Telnet Command: wan enable
This command allows you to disable wan connection.

Example

> wan enable WAN
%WAN1 enabled.

Telnet Command: wan forward

This command allows you to enable or disable the function of WAN forwarding. The
packets are allowed to be transmitted between different WANS.

wan forward on/off

Syntax Description

Parameter Description
on/off It means to enable or disable WAN forward.
Example

>wan forward ?
%WAN forwarding is Disable!

> wan forward on
%WAN forwarding is enable!

Telnet Command: wan status

This command allows you to display the status of WAN connection, including connection
mode, TX/RX packets, DNS settings and IP address.

Example

> wan status
WAN1: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=——-, GW IP=—--

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0
Primary DNS=0.0.0.0, Secondary DNS=0.0.0.0

PVC_WAN3: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=—--, GW IP=---

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0
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PVC_WAN4: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=—--, GW IP=—--

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0

PVC_WAN5: Offline, stall=N

Mode: ---, Up Time=00:00:00

IP=—--, GW IP=—--

TX Packets=0, TX Rate(Bps)=0, RX Packets=0, RX Rate(Bps)=0

Telnet Command: wan vdsl

This command allows you to configure display current VDSL status and configure the
fallback mode for WAN connection.

wan vdsl [show basic]
wan vdsl[fok_mode]

Syntax Description

Parameter Description
Show basic It means to display current VDSL status.
Fbk_mode It means to display current status of Fallback Mode used.
Available modes to be set as fallback mode include,
Auto
Vdsl_only
Adsl_only
Example
>wan vdsl show basic
ADSL
Link Status: TRAINING
Firmware Version: 05-04-04-04-00-01
ADSL Profile:
Basic Status Upstream Downstream Unit
Actual Data Rate: 0 0 Kb/s
SNR: 0 0 0.1dB

> wan vdsl fbk_mode vdsl_only

Set VDSL fallback mode to VDSL ONLY
Reboot system to take effect

>
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Telnet Command: wan detect
This command allows you to Ping a specified IP to detect the WAN connection (static IP or

PPPOE mode).

wan detect [wanl][on/off/always_on]

wan detect [wanl]target [ip addr]

wan detect [wanl]ttl [1-255]

wan detect status

Syntax Description

Parameter Description

on It means to enable ping detection. The IP address of the target
shall be set.

off It means to enable ARP detection (default).

always_on disable link detect, always connected(only support static IP)

target It means to set the ping target.

ip addr It means the IP address used for detection. Type an IP
address in this field.

ttl It means to set the ping TTL value (work as trace route)
If you do not set any value for ttl here or just type 0 here, the
system will use default setting (255) as the ttl value.

status It means to show the current status.

Example

> wan detect status
WAN1: always on

WAN2: off
WAN3: off
WAN4: off
WAN5: off

Set OK

> wan detect wanl on
Set OK

> wan detect status

WAN2: off
WAN3: off
WAN4: off
WAN5: off
>

> wan detect wanl target 192.168.1.78

WAN1: on, Target=192.168.1.78, TTL=255
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Telnet Command: wan |b

This command allows you to Enable/Disable for each WAN to join auto load balance

member.
wan Ib [wanl/wan2] on

wan Ib [wanl/wan2] off

Syntax Description

Parameter Description
wanl/wan2 It means to specify which WAN will be applied with load
balance.
on It means to make WAN1/WANZ2 as the member of load
balance.
off It means to cancel WAN1/WAN2 as the member of load
balance.
Example
> wan Ib status
WAN1: on
WAN2: on
WAN3: on
WAN4: on
WAN5: on

Telnet Command: wan mvlan

This command allows you to configure multi-VLAN for WAN and LAN. It supports pure
bridge mode (modem mode) between Ethernet WAN and LAN port 2~4.

wan mvlan [pvc_no/status/save/enable/disable] [on/off/clear/tag tag_no] [service type/vlan

priority] [px ... ]

Syntax Description

Parameter Description

pvc_no It means index number of PVC. There are 8 PVC (0,
Channel-1, to 7, Channel-8) allowed to be configured.
However, only 2 to 7 are available for configuration.

status It means to display the whole Bridge status.

save It means to save the configuration into flash of Vigor router.

enable/disable

It means to enable/disable the Multi-VLAN function.

on/off It means to turn on/off bridge mode for the specific channel.
clear It means to turn off/clear the port.
tag tag_no It means to tag a number for the VLAN.

-1: No need to add tag number.
1-4095: Available setting numbers used as tagged number.
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service type It means to specify the service type for VLAN.
0: Normal.
1: IGMP.

vlan priority It means to specify the priority for the VALN setting.
Range is from 0 to 7.

px It means LAN port. Available setting number is from 2 to 4.
Port number 1 is locked for NAT usage.

Example
PVC 7 will map to LAN port 2/3/4 in bridge mode;, service type is Normal. No tag added.

> wan mvlan 7 on 0 p2 p3 p4

PVC Bridge pl p2 Service Type Tag Priority
7 ON 0 1 Normal 0(OFF) 0

>
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Telnet Command: wan multifno

This command allows you to specify a channel (in Multi-PVC/VLAN) to make bridge
connection to a specified WAN interface.

wan multifno [channel #] [WAN interface #]

wan multifno status

Syntax Description

Parameter

Description

channel #

There are 4 (?) channels including VLAN and PVC.
Available settings are:

1=Channel 1

3=Channel 3

4=Channel 4

5=Channel 5

WAN interface #

Type a number to indicate the WAN interface.
1=WAN1

status

It means to display current bridge status.

Example

>
%
>
%
%
%
%
%
>

wan multifno 5 1
Configured channel 5 uplink to WAN1
wan multifno status

Channel
Channel
Channel
Channel
Channel

3

N o oA

uplink
uplink
uplink
uplink
uplink

ifno:
ifno:
ifno:
ifno:
ifno:

W wwww
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Telnet Command: wan vian
This command allows you to tag packets on WAN VLAN with specified number.

wan vlan wan [#] tag [value]
wan vlan wan [#] [enable|disable]

wan vlan stat

Syntax Description

Parameter Description

# It means the number of WAN interface.
1: means WAN1
2: means WAN2.

value It means the number to be tagged on packets.
The range of the value is between 32 ~ 4095.

enable|disable It means to enable or disable the WAN interface for VLAN.

stat It means to display the table of WAN VLAN status.
Example

> > wan vlan stat

%Interface Pri Tag Enabled

0/

% WAN1 (ADSL) O 0

% WAN1 (VDSL) O 0

%WAN2 0 0
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