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Your device is still using default password.

For security reasen please change password.

4. BYMBLZEMZY  ELTFINEHASNERENEZA - CUREEETATE - BRANERE -

admin / Set Password
Account admin
Current Password | weee o
New Password | seeesess &
Confirm New Password =~ | weeseees &

Upp

5. HTEM(Appl) 2% EEREBEZROT

Dashboard (C Refresh
PORT STATUS SYSTEM a
Device Menu
Device Name DrayTek VigorC510ax
=5 Configuration > LAN MAC 14:49:8C:00:12:C8
i N SIM1 System Upt 0d 1h: 57m: 125
5 M N wan o P s e Firmware (D 540
& VPN
W 10/100M W16
B3 Monitoring
See More +
92 Utility
WAN STATUS
@ System Maintenance s Remote Management Server
Pvi IPVG
Virtual Controller ACS Server fae2962.drayddns.com &
bo wireless — Ramy S 7 TR3E9 Controller mattdraytek.com ®
Name MAC Address IPAddress  Gateway Uptime
o= e Type DNS DNS
= switch
[WAN]WANT 14:49.BG:90:12:69  Static IP 1721631 1721638 17216.3.1 01:53:48 Cellular WAN INFORMATION
[WANIWANS  00:50:7F:00:00555 DHCP 2888 8.8.44 00:00:00 Statue No SIM card
Bridge mode Disabled
Bridge IP
LAN STATUS 9
Bridge MAC 00:00:00:00:00:00
Pvd IPVE
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EAETLIBEBA EHNE T (Log Out)IAESk R RIBIEN R RPN TEE - BREBERE
B REIEEAERXFETEUEER RMEZELS NEREHER  UARE  LuLIBERE
BEHRRERE -

DrayTek-86FABS ) GFAB8 )
a admin a admin
’1-10-30 16:31:43 ‘ :31:23
Auto Logout off ~ LT Auto Logout off ~
03
‘M Set Password Set Passwd 4 min
3 min
Log Out Log Out i
Mame | | 5 min
’_ | 10 min
AC 14-40-BC 86 FA'BR 14:40-BC-86 FA-BR

15



-4 ERIRE T

#H=M(Dashboard) BERETEEMRMRES - BMAAET - IPv4 FBIREEER - IPv6 BFAEREES - NE(
BiER)  TEUREAREENES -
=

B FEHNFEE HE T ERIR(Dashboard) AL -

L}

Dashboard (C Refresh
PORT STATUS SYSTEM &
Device Name DrayTek VigorC510ax
LAN MAC 14:49:BC:90:12:C8
E SIM1 Systen Uptime 0d Th: 57m: 12s
SiM2
WAN P P2 P3 P4 Firmware (1) 5.4.0

B 10/100M 16

See More +

WAN STATUS
Remote Management Server
IPv4 IPv6
ACS Server fae2962.drayddns.com @
Connection Primary Secondary _ TR369 Controller mgtt.draytek.com &
Name MAC Address IP Address Gateway Uptime
Type DMS DNS
[WAN] WANT  14:49:BC:90:12:C9  Static IP 172.16.31 1721638 17216.3.1 01:53:48 Cellular WAN INFORMATION
[WAN] WAN5S ~ 00:50:7F:00:00:55 DHCP 8.8.8.8 8.8.4.4 00:00:00 Status No SIM Card
Bridge mode Disabled
Bridge IP
LAN STATUS ¢
Bridge MAC 00:00:00:00:00:00

1Pv4 IPv6

@ ==

HEEMERREIYYIREM -

D - FR'BA(Enable)”

- FnfEF(Disable)”



W
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I-1 B2 & :&%E(Configuration)

I-1-1 EB& 7T E (Physical Interface)

EEYRTHEN—RRE °

Configuration / Physical Interface

Physical Interface

Ethernet
Interface Function
Ethernet WAN WAN
Port 1 LAN v
Port 2 LAN ~
Port 3 LAN ~
Port4 LAN
oI AR ERRARA T -

EH

N &E(Interface)

1h&s(Function)

EYF(Enable)

¥ E(Speed)

RARIER E>> BB/ E (Configuration>>Physical Interface) -

(C Refresh

| —— e
siM2

WAN P P2 P3 P4

M 10/100M 16

Enable Speed

Auto negotiation
Auto negotiation
Auto negotiation

Auto negotiation

68888

Auto negotiation

Bt}
Z X4 (Ethernet)

BNILERE RN E

BRTEAEE (WAN B LAN) -

BR7 LKA WAN BOEBESR WAN O - #8001 O[RER WAN
Ok LAN O - BUREARFEK - R TN EERBEZNHRES LAN
M3 WAN O -

tRFERL A E RN E

<t

RESENHERRREES -



N E(Interface)

Ih#E(Function)

ExF(Enable)

N E(Interface)

EYF(Enable)

N &E(Interface)

LED Sleep Schedule

Auto negotiation ~

Auto negotiation

10M half duplex

10M full duplex

100M half duplex

100M full duplex

B EHSIREAET)
B #17#& (Auto negotiation) - BENREE - BHEFFAEIAE
10M ¥ET - a#lER 10Mbps EiREK(ER) -
10M 28T - @%lEA 10Mbps B ER(#m) -
100M & T - ®EIER 100Mbps EAIEKR(ER) -

100M 28T - @4EM 100Mbps EAER(EMH) -

2iE THERE . EE  UE—EEERRNSEERRRE - LUES
EFPTENESRENETER - AEEHEE - IBHR LHNEREREE
EREEASHE URTEKREMETEN - IR S EFEAZIEEE
HEE R INRE - AR AR EREE LRSI A E TR RE
EEERE -

EEARNE SRR INAERRAR  EREERIERKREEATATRENR
EFETER  HItHEERRHSEZRENREMRB T HEER -

#m42 (Wireless)
FER I E O] RV N (2.4GHZ/5GHZ) -

AR TEER(WAN B LAN) -

uET QES WAN T LAN LUREAREEK - FR N R EBEBIEENHE
BES LAN T WAN

tIERRRN O U E ARz T -
LTE
BURILERECAHN SIM F£TE -
tIEFRRN S R A E Az TE -
LED
BUNAIER EAFRAE LED FERE -

RIBFTEEREAZ ( E"EQE»%#"FZ—E% ) RRERPERE - o] IFRIE R
LED - UM E
= LED BB MEARARARRS - I BB N AU IREE -

BIEM_ER Factory Reset 1Zt#

1tt QEEH _ ERMREE LED %

BAR  IRBHERERECHETERIILE - BIRE LW LED &
et} EEEI—;F'E]EP EHEEN AR -



ExF(Enable)

N &E(Interface)

F3%(Usage)

ExF(Enable)

@ #&

mRiER T - KE LR LED IEmBREAERE -

BE AT RBHEEK - LED IERE OIS ERIRE (815 8% ) BRI
RAEA -

RUE - FIVRFEELURRIRE -

%88 (Button)
BAILEENT BRM(ER/E8) -

WLAN On/Off/WPS — a8 2R - MRKRA - EERAHREY
WLAN #1 WPS ThEERFEH -

WEEEMEIRMEEE (Mesh Discovery) — BHELISH O] R0 ERAE KBS
BiF - FHEERUJERXRBRPES -

Mone
WLAN On/OfifWPS

Mesh Discovery

WLAN On/Off/WPS ~~

tIFARARD o] RUREL 15 IR SR INEE -

BEEmEE Rl tIRE M -

0 - FRRN'BUB(Enable)” -

- Fnf=EF(Disable)”
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II-1-2 WAN &%

I-1-2-1 WAN 4R (WAN Connections)
AEEBRBEEER WAN BRNEABTE -

Configuration / WAN (C Refresh

WAN Connections WAN AutoHunt Virtual WAN Dynamic DNS WAN Budget DHCP Options LB & Failover Link Health Check Performance SLA PPPOE

WAN Connections
Active 1Pv4 IPve Link
X FDD TDD FDD TDD . Ipvd X X
Index «  Profile Name Enable  Mode Physical Type WAN Connection Connection Local Option
Band Band Band Band Address

Profile Type Type Address
WAN1 Wired WAN Enabled Failover (Manual) Ethernet Static IP Offline # Edit
WAN2 Wired WAN Disabled Failover (Manual) Ethernet DHCP Offline & Edit
WAN3 Wireless WAN 2.4GHz Disabled Failover (Manual) Wireless 2.4GHz DHCP Offline & Edit
WAN4 Wireless WAN 56Hz Disabled Failover (Manual) Wireless 5GHz DHCP Offline & Edit
WANS  Cellular WAN Enabled Primary (Manual) LTE DHCP Offline & Edit

O ERRIRET -

I5H Bz

BREERE BARNENEE -
(Profile Name)

RLFA(Enable) BURIE WAN MEZEERASER -

13 (Mode) BoR WAN MEZEZMTEHEERERTE -

BEREMER FAR WAN NEMNEREL(GM L K4EE - 8K 2.4CHz |4 5CGHz 3
(Physical Type) LTE $%) -

IPv4 EiE4EEY R WAN MTHEFIERR IPv4 ZBRHEE (HILIFFRR IP - DHCP % )-

(IPv4 Connection
Type)

IPv4 firdit FE R DHCP falfRez 7 IkAY IP QI s F BN FEERIEFER P fudlt -

(IPv4 Address)
IPv6 E4REARY 27~ WAN W EFTERR IPve B EE -

(IPv6 Connection

Type)

PEAEA AL R IPVE EARFREAY IPVE il -
(Link Local Address)

18 (Option) fREE(Edit) - BRNESBABEERE -
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EEREAE WAN NENFAZE(HEREFELTRE) - FE— TURSE WAN N EGAIRREE

+
:%EIB

BERERENR L X HEHE

HREFE IP FIERELN - MBRSUASEBREHEDINSEENEE IP (IUNEEFH  UHEZE
HE IP - AZEBER T AREBRBHETERE—ERENEE IP Ul NRECHEBEEFHE
B S WAN MTERER—E=ZE P il -

N WANL 5 WAN2 f94RiE(Edit) 2R N ER -

X

Advanced Mode: ON

24 WAN
m Wired WAN
Enable ()
General Setup ~
Physical Type Ethernet
Bind to Physical Interface Ethernet WAN ~ ~~
Nate: To bind more Interfaces, alter the interface functionality on Physical Interface

Setup Mode I!ﬁl AutoHunt ‘
P Version ‘ Both I=I Pve |

Port-Based Bridge ()

Cance! m

O FRRERRABIA T
HH B
3Bk 4 =C: B R/ A B BICEE RS ER WAN NH ZEMRREGENEREZZTE - PPP&E  IP 5
(Advanced K ~ ¥9MRE DNS 538 IP - IP BB WAN MAC it 5%5) -
Mode:ON/OFF)
#314m% (Index) FANERIETAE WAN TE -
REHEZE(Profile BRRERESTE -
Name)
EYF(Enable) iR REBN O R A S = FALEThEE -

B X327 (General Setup)
EERN#ER(Physical BRI EEANEEEE -
Type)
HEEEENE(RIndto  WESIENE (ZKEHE) -
Physical Interface)
REE (Setup Mode) RIE AutoHunt FRERE E—EREREEHEIIN WAN EREEE
78 WAN 4R -

FE(Manual) - IREZEUIE - WAN ERRFZRILEEPEENRENT

B
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IP KRZ(IP Version)

129181 (Port Based
Bridge)

#ENE(Binding
Interface)

181#% VLAN (Bridge
VLAN)

+#itg(+Add)
VLAN tZ#(VLAN Tag)

# 5 VLAN (Keep VLAN)
18 (Option)

&% VLAN (Customer
VLAN)

BR#% VLAN (Service
VLAN)

IPv4 &R (IPv4
Connection Type)

2 E B E{Efl(AutoHunt) — Vigor BESHEBBERESILKAE WAN
EER - BEREURMEBERE  BARSET —RIINBERRTE (ENRE
BEEAIERER AutoHunt ) DUBE RS I DUERIELR - WREERRY - 1
HARBEESER T —E ISP RE - HEIES IP il -
NREIZFT AutoHunt - IREMUTIEE :
% E B E{EHIER £ 18 (AutoHunt Profile) - BiE—ERERE -
+#M8(+Add) - RIS EBEESRERE -
REL WAN NEMERNHE (IPv4 3% IPv6 MmEEA) -

1885 181%(Port-Based Bridge)
YR FARA RN O] RY A S F FALE ThEE -

EEAENE -
IETHEEI B NN E 218 VIAN REAE -

HR IR IIAE S VLAN 1ZE -

Enter the value as the VLAN ID number. The range is from 0 to
4094.

WA VLAN ID 4R5% - 5B 0 2l 4094 -
BERIIL T 4R O] 85 8% (1518 VLAN ZEMFEMAEMR VIAN 2% -
MiBR(Delete) - UL IREENIER -

VLAN &7 (VLAN Settings)
B IFHEBL BB ERTHAEREN VLAN IhEE - IREA  FEAEER
MEBLEE -
2% (Tag) - #WA VLANID 9% - 8585 0 2 4094 -
Bt (Priority) - #AZ VLAN WGBSR - 8EH 0 3 7 -
iR LLBIRE U RSl = A AIZHA VLAN THAE - MRMA - FRAZE
MEBLEE -
Z#(Tag) - WA VLANID %% - #E% 0 T 4094 -
@5t (Priority) - BAZ VIAN WHEEBEREST - SEB5 03 7 -

IPv4

& IEME (Both)S IPV4 1E5 IP KRASES - Bl AL INAE -

PPPoE — ##7=FEUEE&E%S PPPOE -
{ER&E B (Username) — ISP $2ftH PPPoE EFEMERESME -
ZHE (Password) — ISP 124t PPPOE §&:EHIZRES -
WAN DNS - ZEZB&)(Auto)zlF&(Manual) -
MRFEEFET FE(Manual) - FIEEEEERE DNS ERSE -
IPv4 % DNS(IPv4 Primary DNS) — i A =2 DNS f&ARzs il -
IPV4 RZE DNS(IPv4 Secondary DNS) - & AZRZE DNS fEARE] I
ik -
BR#5 278 (Service Name) — PPP AR#Z 218124 - &> ISP FEILIE
B - BRIEEH ISP SHIETR - GAIBRZE - LA EERAERER
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183 (Mode)

oA -

PPP §&:8(PPP Authentication) — 358 PPP ERrERVixE - PAP 3
CHAP - PAP 1 CHAP ( fAREFRERE ) KA PPP 333 -
HEEREH PPTP 3¢ L2TP ARSBHBEUEEERAMIERE - thIh
BEETE RS AR -

IP 73ik(IP Assignment) — IWINEEEE R RERER GO A - SEE
PPPoE 1E% IPv4 3E#REHAVRs - BIOI{EFALETNEE -

DHCP - it 28828k -

EFRE IP (Static IP) - MMARREHERSIER—EER T EZHE
B& IP firtlk - EEA IP L -

#34M7i2 DNS &5 IP (Outbound DNS Query IP) - LLINEEEERR
FEMRENSOA - BiEERHsEANEZE DNS &R IP A1
ik -

f&:% IP (Default IP) — &7 IP B§ Vigor BEHZEBEERE -

A& IP (Alias IP) - B AERAZBEIAARR DNS &:#/ IP il -

DHCP - B&egsft DHCP fafrzsiEl IP REEH -

@
RS

B

=
&
to

WAN DNS - ZEZB&)(Auto)zlF&(Manual) -

MREEFT FE(Manual) - FIEEETZHERE DNS @RS -

IPv4 % DNS(IPv4 Primary DNS) — i A =2 DNS f&ARzs il -
IPV4 RZE DNS(IPv4 Secondary DNS) - & ARZE DNS AR
it -

#34M7i2 DNS &3 IP (Outbound DNS Query IP) - LLINEEEERR
FERR RO A - BIETBAERANREE DNS &R IP fiI
i -

8% IP (Default IP) - &5 IP H Vigor HEHZEEERTE -

A& IP (Alias IP) - BAERZBIWARR DNS &/ IP il -

IP (Static IP) — iSEFHUENREREFRE IP -

IP fiiilt (IP Address) - FRAEFR4BREARTZ(BLIERS (ISP) 1RIRHIEL
RS IP il -

F#iE = (Subnet Mask) - WAN FHEEIES -

S IP(Gateway IP) - WAN &R IP fudl -

IPv4 EZ DNS (IPv4 Primary DNS) — =2 DNS @AR=889 P firtlt-
IPv4 ZZE DNS (IPv4 Secondary DNS) - RZ DNS GfR=8/ IP
ik -

¥15h 7= DNS Z3 IP (Outbound DNS Query IP) - IINBEEERL
FERENRO A - AIETHRERAREE DNS &R IP {1
ik -

J85% IP (Default IP) — &5 IP BH Vigor HEHEBEERE -

BI& IP (Alias IP) - B AERAEBEIMWAR DNS &AM IP il -

WAN 3421838 (WAN Connection Detection)

52 E N o] BE PRI 4D B A AR -

KEER(Aways On) - BB E BB ERBLERIERAPIRE -

ARP 1&381(ARP Detect) - FEF%84E 5 WEE—X ARP #X - 1R 30
WREEWRICIFE - AIFE4S WAN ELLRKR -

Ping 153l(Ping Detect) - B ERIE ping REIFERE - @ Ping FE

IP A PFEENAIIAEHEX ICMP (Internet ZFIFASHE ) EIEF
K- DUBRRE WAN 4R - MRE R EHEREVE (A ping BRER )
REALE - AIRS WAN ZERKR -

YIRAREEEE Ping 53I(Ping Detect) E R AIET - MFEZWMALINEEM
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IP BI&(IP Alias)

IPv6 E4REE(IPVE
Connection Type)

Ping Fi& IP (Ping Gateway IP) - )% It FARE AR A/ B B Al
WAN & IP fdb#ETT ping Al - &8 ping AIE 1P il -
Vigor BHRILIEE WAN EREEFCSH -

TTL - FERME (Time To Live) - BIEIE ping BREAMIHIAFHE
Rk - BEHER 1 5 255 -

Ping FEBR(5-3600 #) (Ping Interval (Sec, 5-3600)) — A %4t
#1T PING #ERES -

Ping EHRE(Ping Retry) - BIATEHE WAN EBTER AT %
AT PING BIEHRE -

IPv4 BIZ(IPv4 Alias) - IIRMEBEZEEE IP il - THFEZEE WAN 7
HLERATM BEA WANIP BIZ - IR Y BRIEREFERAMNEES IP izl
298 MEZODIERE 8 HEE IP il -

+H#18(+Add) — =T +#IE(+Add) A IPv4 IHEER IPv4 RIS -
IPv6

SEEEME (Both)sk IPv6 17 IP RRZAHT - o] R LETNRE -

B4R (Offline) — BEiSEeaty - IPV6 A rerisf -
WAN DNS - #iZFE(Auto)3i FE(Manual) -
IR T FE(Manual) - BISEEBHRE DNS @R -
IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS @R =& it -

IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEARE] I
ik -

PPP — 7£ PPPoE # B 24 - IPv6 WAN it =E |Pv4 WAN firilt—iE
1K - 557 IPv6 FHRMENEEK IPv4 F/ PPPOE H7E -
WAN DNS - #EZB&)(Auto)3F&(Manual) -
MREEZFE T FE(Manual) - BIEEEEHRE DNS ERSE -
IPv6 2 DNS(IPv6 Primary DNS) — #i A =2 DNS =R -

IPV6 ZXZE DNS(IPv6 Secondary DNS) - @i ARZE DNS AR
i -

#HE(Static) - BE ISP DECHIEE IPV6 RE -
+318(+Add) — H—TFULIRER - 15 IPv6 AINANAIE S EEBAIS
REMIEE 2 B3R (Global Address Table) -

IPv6 23k {iI1lt(IPv6 Global Address) — FR#4EE 48RS AR5 UL e
(ISP) fEIKRVEEAEES IPv6 firdlt -

BIEB R E (Prefix Length) - IPv6 FIBEBHMEE -
RIiE it (Gateway Address) - ISP BI3ERI IPv6 firdt -
IPv6 E£Z DNS (IPv6 Primary DNS) —Z DNS ERE:HY IP fizdt -

IPv6 ZE DNS (IPv6 Secondary DNS) - X% DNS AR 284 IP fiI
it -

DHCPv6 — 5/ DHCPv6 HBEMEREZES IPv6 It -
DUID - FE7rlt WAN /TTHEFTERR DHCP IE— ID -
IAID — AR WAN N ERIME—2E -
Ea383E N 1% (Authentication Protocol) - ItiBERRBRIFER
IR A 2 A& DHCPve REIAREZETEMERE - ol E=1&
1BR . EMRTERM(Reconfigure Key) - EE(Delayed)
(None) - BEER T - B EE(None) -
- ERESM(Reconfigure Key) - #EE#RBED - DHCPV6 f3

IREEE BB RS ETEHERE -

- (EE(Delayed) - #iER1BRD - DHCPv6 EIRSEERIBIELR
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fUPEENTHR D FENWBENERPIRETESMNRENH
Al
218 ID (Key ID) - 8 A—{E1E (#E# 1 % 65535) - ZEH
FRES HMAC-MDS f& -
$@Ei(Realm) - HELWAKEHE (1 8 31 BFT ) BEIEE
HMAC-MD5 B -
B8 (Secret) - MA—ERXF (1 3 31 Exx) EAERE
DHCP ARz - SE AP ImrIME—RE AU -
WAN DNS - #i28&h(Auto) s2F & (Manual) -
WMEREE T FE)(Manual) - FIEEEEHERE DNS ERSE -
IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS G AR &t -
IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEARE] I
ik -
TSPC - EERUIBEAFEN (TSPC) 2—ROMEBMKHREET IPV6
M ERES -
AIERGH IPvA WAN EHIER - it hexago BERERS
( http://gogonetgogob.com/page/freeneté-account & E & &
FA TSPC #ETMRISER ZAT - BIAETRE - TSPC FERIEEAE -
WIRBEREEPHRERKBE CERBEREEXNE LA IPv6 firllt
A IPv6 FIER - A TS =EEBBINRE -
RS IPv6 RIBHIAMENEHEES TR (RADVD) % ZigMEE
EH PC TIDIEBEREE IPV6 ABPRADES -
BB IE A AR 2R i1t (Tunnel Broker Address) — @i AfIHHEER
3B IP fudlk - FQDN SEREREIRIRE -
{EREE®(Username) - BEMERAS —BIERAE ZBNEE -
http://gogonet.gogo6.com/page/freeneté-account °
58 (Password) - A B15 & 2R IR BTE -
WAN DNS — #iZ28&h(Auto) s2F & (Manual) -
WMEREE T FE(Manual) - FIEEEEHERE DNS ERSSE -
IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS @R Rt -

IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEARE] I
ik -

6ind — & WAN 7THERE 6ind FFREEE -

AT - 6ind BT —@ 2002:0/16 ZHMNYURIER - AIE—2K - Ma U

FEEmE  MAZSEOEREREE - SEEAENITE -
EZF3 IPv4 WAN Ping 77EX 6in4/6rd i&i& (Enable IPv4 WAN Ping
Access for 6in4/6rd Tunnel) - EEFEMAIE 6ind EFIBER - WA
FF IPvA WAN ZEY - BFIXKABMNEDEFBERIE IP AriE:s -

4% IPv4 fillit(Remote Endpoint IPv4 Address) — FRiEE
REEERK WAN IPve fzil -

6in4 IPv6 fiIilt(6in4 IPv6 Address) — FREE IR E EIRAY WAN
IPv6 fizdlt -

6in4 IPv6 RI B SR E(6in4 IPV6 Prefix Length) — BB R HEIER
8 WAN IPv6 RIEBRE -

LAN E&ERATERE(LAN Routed Prefix) — BIS4FE IPv6 AIILATE
s -

LAN BZERRTE S & E(LAN Routed Prefix Length) —EISi48ES 1Pv6
IRIEREE -

BIE TTL (Tunnel TTL) - F5EREE - AR IERRENS AR
E

WAN DNS - 2iZ8#)(Auto) SEFE(Manual) -
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183 (Mode)

MTU

53 (Mode)

MREET FEH(Manual) - BIEEETZHERE DNS MRS -
IPv6 =2 DNS(IPv6 Primary DNS) — #i A =2 DNS @Rl -
IPV6 RZE DNS(IPv6 Secondary DNS) - #i AZRZE DNS fEAREIfiI
ik -

6rd - % WAN NERE 6rd °

F{F IPv4 WAN Ping %ZE 6in4/6rd i&i&(Enable IPv4 WAN Ping
Access for 6in4/6rd Tunnel) - ZE{&M 6rd EFIER - WERE
IPv4 WAN #5f - BFKiE R RENIE IP AEs -

#x(Mode) - MTEEIE : B &)(Auto) EFAE(Static)5: - B El(Auto)

- BREH2RE DHCPv4 RBEERR  SREFEREE 212 R/E

IPv6 - FFEE(Static)- IPv6 RREBMEFBMAN - ERENFE

(Static) - AREMUTAER :

- Ipv4 BR$#(IPv4 Border Relay) — BIA%T 6rd #EA
6rd ERDUER IPv4 il -

- 6rd RIERE(6rd Prefix) — A 6rd IPv6 firll

- 6rd EIEWSRE(6rd Prefix Length) - #iA 6rd IPv6 RIEWRE
B (MU REN) -

WAN DNS - {28 8)(Auto) st E2F&(Manual)

MRFEEFET FE(Manual) - FIEEEEERE DNS FRSE -

IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS G AR Rt -

IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEARE]fiI
ik -

IPv6 WAN 3#4:15331(IPv6 WAN Connection Detection)

KiziER (Always On) - BREHZERE B ARS IE R AL ERTEFRTAREE -
NS {EHI(NS Detect) - IEHzRE B LHEB K CIREREIER -
Ping 1&3I(Ping Detect) -EFHERERIE ping MRS @ Ping B&E IP
BAIFIEERAIULA EHEEE ICMP(Internet EHIFIEHE ) BIEREK -
DUGaE WAN ER - IRERFHEIETEWE (B ping BRER ) AL
ABOrE - BIFR% WAN ZELRKH -
WNERIR¥EHE Ping EI(Ping Detect)(ER@RAIET - MEBEHALIFEEN
NEELTE
EZ Ping IP (Primary Ping IP) — #ELLEAIP#HAZE ping K IP fiI
ik -
RE Ping IP (Secondary Ping IP) - A LLEAIPBAZ ping K9
IP firdl -
TTL - FERME (Time To Live) - BIEIE ping BREAIHIAFHE
Rkg - BRESHBES 1 2 255 -
Ping FEBR(10-3600 #) (Ping Interval (Sec, 10-3600)) — #A %
MEIT PING ##EFRIRERR -
Ping EMRM(Ping Retry) - BALHE WAN BiBER 3 - %
AT PING BIFHIRE -
MTU

EAEHEETT (MTU) 2EYNEZZIESAERE (WAN) NEAERITE
BRI (NITTHEBEMN ) - &=AER 1500 © #i% PPPoE EEME -
%5 PPPOE B EFRIMENN 8 s EMFER - FUERA Ethernet &Y
&K MTU1500 fiIcHFEEMEE 8 fuscAl - Pl PPPOE RIERA MTU
#1492 U -

WAN MAC {irsit (WAN MAC Address)

28 (Default) — /A WAN EEIBATER MAC fizit -
EHE(Customized) - MIRMAHY ISP B3 MAC UIBETTERE - FEE
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IEEIS -
MAC - % WAN ZXMRERIBIRE MAC At -

MAC BERULEER MAC fizdt -
ER3(Cancel) REEARETEE— 5 -
£/ (Apply) 7 B AT E BB M -

SRBRETE - BTER(Apply)RHEEARRE -

BEREREBEABIR 24CGHz

SEEREG 24G FREZXERMEIR - WAN N ER BRI ENFIEREE - BESER
24GHz BigaRL - WERIIEENRGEMS(AP)

2N WAN3 mO#REE (Edit) 845 - BIolARN N EHE -

X
Enable «©
General Setup ~
Note: To bind more Interfaces, alter the interface functionality on Physical Interface
Cancel
O] ERARIMT :
EH Bl
it P =t B R/ BA B 2 UL BRI E R WAN 7 EIAO3EPE 8 2 (10 WAN MAC fizdlh) -
(Advanced
Mode:ON/OFF)
#5I(Index) BREHAIEEARE WAN THE -
s EtE 21 (Profile BrREREEH -
Name)
RLA(Enable) tIRFERARN D] RUA L 5 AL TORE -

B X327 (General Setup)

EEERER (Physical BRI EEREZEERIER -
Type)

MEZERNEBINAto  BAT - & WANS 18 24CHz MBARER -
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Physical Interface)

%175 SSID (Peer SSID)
$83&(Channel)

Z2MER (Security
Mode)

WPA EEA(WPA
Algorithms)

#%8(Password)

IPv4 &R (IPv4
Connection Type)

53 (Mode)

WMARGEENERIE -
EERENAREE -

HMEHTZEBEARMEE  BEEATZERACRNSE ( FW - Hi
ZEHER ) HMERE -

WPA3 {BARR (WPA3 Personal) — #mHzsll WPA3 FFIGE 7 EEE
AR AP - INBEIBELL PSK BB A -

WPA2 fELARR (WPA2 Personal) - Bzl WPA2 RIS nEEE
AR AP - INEBEIBAELL PSK HBHEA -

R (OPEN) — INZE#H SR -
R AES fF5R WPA TN EE)

#EA 8~64ASCll F73 - Bl 012345678.. (L Ox FEER 64 E+IX
EWUHTF - Al "0x321253abcde..” ) -

IPv4

EIEIEME (Both)sk IPv4 1E4 IP hRARS - aIEFALEINAE -

DHCP - B8E2:1¢ DHCP fEARE:IEUL IP SREEH -
WAN DNS - #iZBE(Auto)3t F&(Manual) -
MREET FE(Manual) - FIEEEEERE DNS FRSE -
IPv4 % DNS(IPv4 Primary DNS) — @i A2 DNS AR il -
IPV4 ZE DNS(IPv4 Secondary DNS) - #i AZRZE DNS EAREI I
ik -

EFRE IP (StaticIP) - BEEENRERSZE IP-
IP fiiilt (IP Address) - FR#EFR4BREARTZ (SLIER (ISP) 1RIRHIEL
RS IP il -
F#iE = (Subnet Mask) - WAN FHEKEIES -
S IP(Gateway IP) - WAN &R IP fudl -
IPv4 EZ DNS (IPv4 Primary DNS) — =2 DNS @AR=889 IP firtlt-
IPv4 ZZE DNS (IPv4 Secondary DNS) - RZ DNS GAR=8/Y IP f
ik -

WAN & 43{538(WAN Connection Detection)

28 TE o] BE IR E I AR B AR -

KiziEH (Always On) - R EEESMARBERBKRERIERDRE -
ARP {53I(ARP Detect) - &S 5 #EE—R ARP XK - 1R%E 30
PWREBEWEIEE - BIR%S WAN ZERKR -
Ping 1&:l(Ping Detect) - EHZRERIE ping BRRE - [@ Ping BE
IP NI IEEAIMULAIEHEERE ICMP (Internet ZHIFERE ) BIEHE
k- DUBRRE WAN 234 - IR EREIEENE (H ping BfRES
AR BEIE - RIS WAN ERKH -
MRIRELE Ping 1538I(Ping Detect)fEA AR - MEZWMALTIEEN
WMERRTE -
Ping R IP (Ping Gateway IP) - 2 tLRARALIEY A/ A B Al
WAN Ff3& IP fiIilt#1T ping RIFE - &8 ping A IP firdlk -
Vigor BEHR OGS WAN BREECHRE -
TTL - FERME (Time To Live ) - BIZEIE ping BREAIHIAEFHER
Rikg - BREZHER 1 5 255 -
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Ping RIFR(5-3600 #) (Ping Interval (Sec, 5-3600)) — #A %4t
#MIT PING #1ERER -

Ping B RB(Ping Retry) - BIATEHIE WAN ERFERZAI - &
HATFHIT PING RIERIRE -

MTU
MTU SXE#HET (MTU) 2RYMUEZERESMEE (WAN) NERAERITE

AN (UM BEN ) - &AES 1500 °
WAN MAC izt (WAN MAC Address)
=1 (Mode) IWINBEEEEEE BT A -

fas&fE(Default) - Tiﬁﬁé’ﬁﬁi}%iﬁélﬂﬁﬁﬁ’ﬁﬁm MAC ﬁZth .
ER{E(Customized) - HIRMAAY ISP BB MAC ulbETERR - FHEE
IEEIE -

MAC - SEGBEIMAIEEE MAC At -

E34(Cancel) REENRELEH S -
2R (Apply) 77 B AT BRI E -

SEREREZE - B TNER(Apply) Rt FEEABRE -

BEEREN HEAR 5GHz

SEERR S5C FRBEERERR - WAN MMHERRBEAILMEXFIEREEN - AR JFS 5GHz
HBARIAR - WEEIIEENEGEMS(AP) -

%N WAN4 p9#mEE(Edit) 45 - BRI N EmR -

Advanced Mode: ON

ndex WANS
Profile Name () Wireless WAN 5GHz
Enabled ()
General Setup v
Physical Type Wireless 5GHz
to P terfac
on Physical Interface
Channel Auto
Security Mode WPA2 Personal
WPA Algorithms
Password (-4
IPvd ~
Cancel
Aoy .
o] ERABUT
B
I5H i AR
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R 4 =C: B Ry / BB
(Advanced
Mode:ON/OFF)

#5/(Index)
EtE 21 (Profile
Name)

ExF(Enable)

EEERE (Physical
Type)

HEZEENE(BIN to
Physical Interface)

¥475 SSID (Peer SSID)
$83&(Channel)

ZZMER (Security
Mode)

WPA EEX(WPA
Algorithms)

#%8(Password)

IPv4 &3 HE R (IPv4
Connection Type)

183 (Mode)

RILFE RS BE R WAN N E AV RS R E (10 WAN MAC fizdlt) -

BN HA R WAN NTE -

BrREREEH -

) FA R RN o] RUA s = AR UL IOBE -

B A% (General Setup)
BRI EERNEEENER -

BB - WAN3 33E 24GHz AREAR ; T WANA 1% 5GHz FERELR -

WMARGEENHRIE -
EERENAREE -

HEREETEEAHRTEE SEEXA TR R ARNSE (flW - B8
ZEMEIR ) ®HISRE -

WPA3 {EIARR (WPA3 Personal) — #§Hzsl WPA3 FRIR G 7 E%EE!
BIR AP NIBEWIELL PSK BXEA -

WPA2 EIAKR (WPA2 Personal) — #H23 WPA2 AREImE D EEE
A AP - INB2BELL PSK BB A -

R (OPEN) — INE G SR -
E4ZE AES 1FA WPA NNEEESD

# A 8~64ASCIl Z7T - lun 012345678.. (L Ox FHTEAY 64 {E+IX
EWUTF - Al "0x321253abcde..” ) -

IPv4

EEEME (Both)sk IPv4 155 IP hR AR - Sl ERLEINAE -

DHCP - B&Hz81¢ DHCP MRz IP REE -
WAN DNS - #1ZBE&i(Auto)z F&I(Manual) »
MREEZFE T FE(Manual) - BIEEEEHRE DNS ERSE -
IPv4 £Z DNS(IPv4 Primary DNS) — @ AFZ DNS EIARSF AL -
IPV4 ZE DNS(IPv4 Secondary DNS) - & ARZE DNS @RI
ik -

FFEE IP (Static IP) - BERERRERETFE IP -
IP firiit (IP Address) - EHAARAAKARIZHEER (ISP) 1EREIE
S P fudl -

T4 S (Subnet Mask) - WAN FHIRSES -
A& IP(Gateway IP) - WAN &R IP il -
IPv4 EZ DNS (IPv4 Primary DNS) — =2 DNS falARz88 P firdlt -
IPv4 RZ DNS (IPv4 Secondary DNS) — RZ DNS fEAR2&H IP fiI
ik

WAN 3421538 (WAN Connection Detection)

52 E N o] BE PRI AR B A AR -
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MTU

X (Mode)

B (Cancel)

Er(Apply)

KEER(Aways On) - BB E BB ERBLERIERPIRE -

ARP 1&38I(ARP Detect) - FEF%8E 5 WEE—X ARP #X - H1R%E 30
WREEWRICIFE - AIFEsS WAN ELLRKR -

Ping 153l(Ping Detect) - B ERIE ping REIFERE - @ Ping FE
IP AP HEEMAIULA X ICMP (Internet #EHIFREIRE ) BIFES
K- DUBREE WAN &84 - IREmFHERTEVE (A ping BRER
RRAOE - AIRA WAN ZRKR -
YNRR¥ERE Ping f&fI(Ping Detect)(EAIRAIRT - MBEWMALITIREHN
MERTE -
Ping RIi&E IP (Ping Gateway IP) - 2 tLRARALIEL A/ A B Al
WAN & IP friti1T ping Al - B8 ping R 1P Az -
Vigor BEEROILIEE WAN ERESECHA -

TTL - 5@ (Time To Live ) - BIZEIE ping BREAIHIEFHER
REkE - BEZHES 1 Z 255 -

Ping RIFE(10-3600 #) (Ping Interval (Sec, 10-3600)) — #A %
MIIT PING ERIERIRER -

Ping EHRE(Ping Retry) - BMIAEHIE WAN ERFRZERZAT - &
HATHIT PING BRIEFIRE -

MTU

SXE#HET (MTU) 2RYMUEZERESMEE (WAN) NERAERITE
RN (MR EN ) - &AER 1500 -

WAN MAC izt (WAN MAC Address)
IWINBEEEEEERIBR T A -

WRE&{E(Default) - EREGEEAEATER MAC fudl -

ER{E(Customized) - HIRMAAY ISP BB MAC ulbETERR - BHEE
IE%EIR -

MAC - SEGEIMAIEEE MAC At -
EEEHRELEZ—EH -

HEERRELHFILER -

SERREZE - B TNER(Apply) Rt FEEABRE -

BEENENLNS LTE

EBARN SIM RER -

2N WANS w#RiE(Edit)#45 - BIOIRRBN FEHE -
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ndex WANS

General Setup

Advanced Mode: ON

Cellular WAN

Enable (}

Physical Type LTE

Cellular WAN/USB Settings
onnection Type

Preferred LTE Band

TDD Band

OIHRRERRART -

I5H

3Bk 4 =C: B R/ A B
(Advanced
Mode:ON/OFF)

#3|(Index)
REHEZE(Profile
Name)

EYF(Enable)

fEEERER (Physical
Type)

IP KRZ<(IP Version)

DHCP

38

40

Bkl
2 UL BRI PE R WAN 7 EAO3EPE 8 2 (10 WAN MAC fiZdlh) -

BREHAIESARE WAN NTHE -

BRRERERME -

YRR RN o] RUA s AR LT BE -

B &% % (General Setup)
BRI EFEANEEERE -

REL WAN NTEFFERIHE (IPv4 31 IPv6 SUmZEER ) -

fTEN4AEE WAN/ USB :&7%E- SIMI 52 %E (Cellular WAN/USB Settings)

WAN EREHE(WAN
Connection Type)

{B3% LTE 38ER
(Preferred LTE Band)

B3 5G S8R
(Preferred 5G Band)

DHCP - FHEE TR EHE (DHP) BITER -

PPP - R IR ERIIELR -

R RIS OB S A LTE SBRR - (AR B T DURIR LTE A BT A LTE
PEER B I AR EAR -

FDD #&E&/TDD $8ER(FDD Band / TDD Band) - LTE $ERR SR E R ML ER
HNARMAMER - EFEHEZIE FOD 1 TDD #8E -
RERHERBELFERN 56 R - FAEYLUERE 56-NR HASZEMT
Fi 5G SEEZRIBIIABIRELR -

FDD $8E&/TDD $8E&(FDD Band / TDD Band) — 5G R SRR M ER
HARMABMESR - EEEAgEsZ1E FDD 1 TDD #RE -

SIM1 52 % (SIM1 Settings)
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F2F SIM (Enable SIM)
PIN % (PIN Code)

RIRERESE/ 5550
% (Enable
Usernome/ Password
Authentication)

B &) APN 78 (Auto APN
Name)

st ¢ (Network
Mode)

B FA PING LA#EHS LTE &4
(Enable Ping To Keep
Alive LTE)

Ping E#%E IP (Ping to
the IP)

’ifR (Interval)

i (Timeout)

F2F SIM2 (Enable SIM2)
PIN % (PIN Code)

R FRERERE/2E/8
% (Enable
Username/Password
Authentication)

B &) APN 78 (Auto APN
Name)

st ¢ (Network
Mode)

BT A EA SIM &R 7E -

HiEH D SIM ERPIN S - PINBRARES 15 B=T -

)35 A Bl o] B AR sk 4= AR LE ZhAE -

E838(Authentication) — 2N PPP SHEBEBMHE -
FRFA PAP (PAP only) - f21EF PAP ( ZIERERE ) -

PAP = CHAP (PAP or CHAP) - PAP #1 CHAP ( s8R1BFEE 1%
£ )BT/ AR PPP 533 - BXHI2SE PPTP = L2TP ERR3tHELIHE
EFERAWERE -

ERAE BB (Username) - ISP RENARENDBRBNFEHEBZHE(BEIER
E) -
ZHE(Password) - ISP I2HIBR BN RENZN (EBIBRE ) -

AR ERAF AR 278 (Access Point Name) - 35 B 48 10 A0 48 R A8 B8 AR 755 fit
EENEEHLUIEERNEHE -

581l Vigor BEFR2R DAL B 15 TR IO TUIE I AR IS 4 B - SNSRI 4G/36/26
EREEES  BRESKKRERRSNSEDHEEBENES -

415 WAN 34 (Keep WAN Connection)

BEBRT - WHEEREBE IP RIREREHW - AARL ISP MRE—TE
KBRS BRE - EPEER -

BN RUREF RZINEE -

YIRRIA PING INBE - FBIRERME PING B9 IP firdlk - DUBLRITER

WMARBRANIT PING BRIFNER -

RHFNEARERRE (BRE )  DUVWREL  BBIRRE SR WER -
Vigor 2@ ZERFBEEZXERTEEEEN IP il - IREEERE
A (HIM 10 ) Z2FARWEIZREZ IP AIAREEETE - Vigor 24ERKE
RR LTE #5#4 - BEEIpIhEL LTE &4R -

SIM2 & %E(SIM2 Settings)
B NRIBAE = SIM2 52 7E -
EUEH D SIM ERPINE - PINBRARES 15 EFT -

t)i2FE BN B A = L INRE -
B85 (Authentication) — 2R PPP SHBREBEMHE -
FRF PAP (PAP only) - f£fEF PAP ( RIERERE ) -
PAP 3 CHAP (PAP or CHAP) - PAP 1 CHAP ( saRIEFEE 17
& ) EEIAR PPP %3 - BAMZEL PPTP 3¢ L2TP AR HE I
EFEAWERE -
fEAERZE(Username) - ISP BHIARBEHBBNERAEJE(BIER
E) °
ZHE(Password) - ISP IR HHIVBR BN BB (BIERTE ) -
R EZINTZENEE 2 (Access Point Name) - 55548 18 A0 48 PR 48 % AR 75 (£
FEE S EEE MG ERNETE -

5@l Vigor BSERER MU BRI E VIR TVERMEREE - RGEERMA 4G/
PRA 3G(4G Only/3G Only)fER 415 - RS FIKRERBRRNTES
FEFBEEHEN -
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SIM2 #E#5 WAN 3##(SIM2 Keep WAN Connection)

B F PING LU 543
(Ping To Keep Alive)

Ping Z#&8%E IP (Ping to
the IP)

RRR (Interval)
HIF(Timeout)

#ERAEE (Dial-up
timeout)

Sk B st BP9 (Fail Count
Threshold)

E2F(Enable)

BEBERLT - WINEEREE IP BRIFRHN  EREL ISP IRE—F
REARBRE - EPEER -

BN RURELF RRLINEE -

YIREXA PING INEE - BIRERME PING 9 IP firdlk - DIERITELR -

A ZRHGENTT PING BIENERE -
AHENRAZRERE(BRE ) UV REN - BIBILERE - SR~ wER -
Vigor 2#i3RERMEBEEENTEEEEN IP Al - MREIEEFE
A (B 10 ¥ ) AR EIZRBZ IP AIUAERIEE - Vigor 2HIGE
B LTE 40 - HRUKINEIL LTE EH4R -

SIM #1852 % (SIMs Failover Settings)

MEBFER (0 £ 255 %) -

MEBRAUHNRZRY (2 3 20 X)) - BBILREE - 2ARKF LR
SRERE - WS —5& SIM RETHRIRER -

181215 (Bridge Mode)
BTN EREEEDRE -
WRRIFRZINEE - RS ERBIEEIETIE -

1B1%45E MAC firllt(Bridge Specific MAC Address) - Vigor B =15
BARHEEZEAREE MAC IR B -
MAC fiziit(MAC Address) - & AR B MAC fizil -

IPv4 - WAN #E#42{&5381(WAN Connection Detection)

WAN DNS

53 (Mode)

RIZBEN(Auto)= FEI(Manual) -

MRZEZFT FE(Manual) - FIEEETEZHERE DNS @RS -
IPv4 £Z DNS(IPv4 Primary DNS) — @ AFZ DNS EIRF A -
IPV4 ZE DNS(IPv4 Secondary DNS) - & ARZE DNS AR I
-

REMOEEIEE A ER -

KiEE&(Aways On) - BREZREE EEME ERBLERERPREE -
Ping 1&3I(Ping Detect) -EFHERERIE ping BMRRE @ Ping B&E IP
BAIFIEEMAIULA W EEE ICMP(Internet EHIFIEHE ) BIEREK -
DUGsE WAN ER - IRERFHEIETEWE (B ping BRER ) AL
BOrE - BIFR% WAN ZELRKH -
YNRARIEE Ping 838I(Ping Detect)ERAIET - AMBRZHALTIEEN
NWERTE -
Ping R IP (Ping Gateway IP) - 2 tLBARALIEL A/ A B Al
WAN B IP Iib& ping 15 - BB ping Bt 1P itk -
Vigor BHROLIEE WAN ZREECHR -
TTL - 5@ (Time To Live ) - BIZEIE ping BREAIHIEFHER
Ak - BEHER 1 3 255 -
Ping FEBR(5-3600 #) (Ping Interval (Sec, 10-3600)) - #iA %4t
1T PING #BIEAIREME -
Ping Ei#RE(Ping Retry) - BMAEHE WAN EiFER AT &
FEFNIT PING BRIFAIREL -

IPv6
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IPv6 B4R EE(IPv6
Connection Type)

53 (Mode)

EEEME (Both)=X IPV6 1E% IP iAo e ALLINAE

B4R (Offline) — JEIEEEARIT - IPV6 B E /] -
WAN DNS - #3iZEHE)(Auto) HE2FE(Manual) -
MREZFT FE(Manual) - FIEEETEZEHRE DNS @RS -
IPv6 2 DNS(IPv6 Primary DNS) — #i A =2 DNS EAR=E ML -
IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEAREI I
ik -

DHCPv6 — 5/ DHCPv6 HBEMEREZES IPv6 It -
IAID — FRREERILE WAN N HEAME—EE -
IR E AR BAEMEFIRERER 2 AER DHCPVv6 ER:BETS
7865 - LS E=TR4ER E¥ﬁ 2 288 (Reconfigure Key) -
iE(Delayed)#ni#(None) - BEERT - &5 HE(None)

#(None) - TE581E -

SR ESM(Reconfigure Key) - TEERBIZP - DHCPv6 AR
BEEHREERETEMNERE -

fEiE(Delayed) - #EERIBIZD - DHCPV6 fAIMRES G IRIBES LN
TIEEMNEE 1D BEAWBERE AL ETEMOREMNAA -
£ D (Key ID) - WA—1E(E (8EW 1 2 65535) - ZEEH
REYL HMAC-MD5 1§ -

@Eig(Realm) — EILBAKERE (1 2 31 BFT ) BERESE
HMAC-MD5 ERZE# -

=@ (Secret) - MIA—ERSIE (1 B 31 BT ) /EABEE DHCP
EREE S ERE M —HRIE -

WAN DNS - #3iZEHE)(Auto) HEFE(Manual) -
MREE T FE(Manual) - FIEEETEZHRE DNS RS -

IPv6 2 DNS(IPv6 Primary DNS) — #i A =2 DNS EAR=& ML -
IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEARE] I
ik -

IPv6 WAN 3#4:15331(IPv6 WAN Connection Detection)

2 E IO B R R I AT B A AR

KiziES (Always On) - BERBEE AR ERBEERIERDIRE -
NS {=38I(NS Detect) - BEH2E B R LHER KT CIREBE ER -

Ping {&3I(Ping Detect) -B&FZE 2 1R 18 ping FEIFRRE B Ping BE IP
AP IEEMAIHEA FEHEEE ICMP(Internet EHIFLEBE ) EEEK -
PABEE WAN ER - IREBERTHEREVWHE (B ping BRESR ) A8
E@Fg EJWL% WAN $2?9’EEQ°

WNERIREHE Ping 15il(Ping Detect) (EA AR - MEEWMALITIEEN
M\KER/:E

EZ Ping IP (Primary Ping IP) — LI EAITPHMAZ ping A IP i
it -

RE Ping IP (Secondary Ping IP) - B ILEAITEAZ ping #
IP Atk -

TTL - 5@ (Time To Live ) - BIZEIE ping BREAIHIEFHER
REkE - BEZHE S 1 Z 255 -

Ping B (10-3600 #) (Ping Interval (Sec, 10-3600)) — #iA %4t
1T PING #2{ERIRERE -

Ping B R (Ping Retry) - BAEHE WAN EEIER A - %
FHRTFHIT PING BRIERIZE -

MTU
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MTU SXEHET (MTU) 2RYMUEZERESMEE (WAN) HERAERITE
AN (DNITTHEBEN ) - &AER 1500 - #iX PPPoE EHRME -
% PPPOE B EERIMENN 8 Uc/AHRIIEMRIR - FULRA Ethernet &Y
&K MTU1500 B EMNEE 8 fuscl - Frld PPPOE RIERA MTU
1492 furci -

WAN MAC firit(WAN MAC Address)
&= (Mode) fEsz{E(Default) — A WAN E#887858 MAC firdl -
E&(E(Customized) - R H ISP FE MAC UL EFTEE @ BEE
[lig=J
MAC - & WAN ZXPEERIBIEE MAC Uit -

B (Cancel) BEEAREL ORI —EE -
=6 (Apply) e AR E LRI -

SRRETE - BTER(Apply)RHEEARRE -

II-1-2-2 WAN &€ B 5538 (WAN AutoHunt)

Vigor ESHZGEBEREIS XM WAN ERE - ERWBEER  MHERFET - RIMBERRE(E
REEFBRARER ) IEEREULIEIIER - IRBELY - BAFZSEESES T @ ISP RE - 57
B P At -

Configuration / WAN D Reset (G Refresh
WAN Connections ~ WAN AutoHunt  Virtual WAN  DynamicDNS ~ WAN Budget ~ DHCP Options LB &Failover  Link Health Check  Perfo >
WAN AutoHunt
+ add
Profils Name Physical Typs IPv4 Connsction Type IPv6 Connaction Type Option

I5H B

E & (Reset) BINBBRAERENH - BIEHRREE -

+§718(+Add) Z—MNUFRUESR WAN RERE (&Z 5 @ ) WREEH -

AT B ENMERIRR TEAE - AR+ B (+Add) AR ORI T EE -
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Physical Type Ethernet

P Version ‘ Both

Port-Based Bridge

Port-Based Bridge

VLAN Settings

Customer VLAN

IPvd

Pv4 Connection Type DHCP o
A I .. |

MAM TYMIC -

oI AR ERRARA T -

I5H

¥R 4 =C: B Ry / B R
(Advanced
Mode:ON/OFF)

EtE 21 (Profile
Name)

BEEENE
(Physical Type)
IP KR Z(IP Version)

129= 181 (Port Based
Bridge)

#E T E(Binding
Interface)

1812 VLAN (Bridge
VLAN)

+#i18(+Add)

VLAN tZ#(VLAN Tag)
# 5 VLAN (Keep VLAN)
18 (Option)

BEE VLAN (Customer
VLAN)

AR

Advanced Mode: ON

RUILEE B REE WAN 7T EROEREER E (10 1P BIRER WAN MAC fizdlt) -

MAFRERRERERHE - HHEER -
BN WAN MTHENBZEERED -

Bt WAN N EEEZE IP fRA(PV4 - IPv6 5 &) -
18553481 (Port-Based Bridge)
i BRERN ol R = BB L ThEE -

EEMENE -

IETHREI B NN E ZB18E VIAN REAE -

ZILZ IS VIAN 125 -

WA VLAN ID 455 - S5E7% 0 2 4094 -

EEEN L5 SR O 8 B (18 43 ) VLAN IR ERSEM AT MIBR VLAN 2% -

Mk (Delete) — RULBIREEIER -
VLAN &7 (VLAN Settings)

IR BB ERSAREN VLAN IhEE - MRMA - FRARE

TBTEE -

2% (Tag) - #WA VLANID 9% - 8585 0 2 4094 -

B5ctE(Priority) - BAZ VIAN WHEEBEREST - SEB5 03 7 -
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i#5 VLAN (Service TRLFML AL FASEEEN VIAN 18 - REA - HHARE

VLAN) BRI -
Z#(Tag) - #WA VLANID 3%%% - #E A 0 F 4094 -
B 55 (Priority) - #AZ VIAN W OEEESR -8R 0 3 7-
IPv4
IPv4 2R (IPv4 EIBIERE (Both)l IPv4 155 IP ARASES - SEMILINAE -

Connection Type)
PPPoE - #&FEERRE % PPPOE -

{FRAE&EZE(Username) — ISP 120 PPPOE B&:EMIERAERME -
ZHE (Password) — ISP 12 #£#9 PPPOE §&rEHIZRES -

BR#5 2 %8 (Service Name) — PPP AR#Z 218124 - &> ISP FEULIE
B - BRIEMAY ISP SEIET  BRIBEBZE - IEINEEEERBERET
oA -

PPP B&3&(PPP Authentication) — 3/} PPP ERrERYIE - PAP 3¢
CHAP - PAP 71 CHAP ( fARIEFRERE ) BB PPP 33 -
BH:RIEE PPTP 5 L2TP AR HELEEERAMERE - LI
BEEfEERERARTA -

IP 23K(IP Assignment) — LEIHEE BRI SRR O A - BEE
PPPoE fE% IPv4 EB4R4EEYES - Bol{E B ILINAE -

DHCP - Uit 2EREDACH -

AR IP (Static IP) - UM HER SRRk —ERER EHA
B IP fudl - BEWIA IP AL -

WAN DNS - #EZB&)(Auto)3F&(Manual) -
MRZEZFT FE(Manual) - FIEEETEZHERE DNS EAR:R -
IPv4 2 DNS(IPv4 Primary DNS) — #&i A =2 DNS EAR=& Mk -

IPV4 ZZE DNS(IPv4 Secondary DNS) - @i ARZE DNS AR
-

DHCP — BEHZR1¢ DHCP EMRZZEW IP REEM -
WAN DNS - Select Auto or Manual.
WAN DNS - #EZB&)(Auto)3F&(Manual) -
WNEREE 7 FE(Manual) - BIEEEZEARE DNS @RS -
IPv4 2 DNS(IPv4 Primary DNS) — #i A =2 DNS ARk -

IPV4 ZRZE DNS(IPv4 Secondary DNS) - @i ARZE DNS AR
-

#FAE IP (Static IP) - REFHENRERFE IP -

IP firdlk (IP Address) — ERAIRAEEE RIS HIBR (ISP) EIRAVE
Adps 1P Ak -

F#iE = (Subnet Mask) - WAN FHEKEIES -
S IP(Gateway IP) - WAN FER IP fudl -
IPv4 EZ DNS (IPv4 Primary DNS) — =2 DNS @AR=889 IP firtlt-

IPv4 ZZE DNS (IPv4 Secondary DNS) - RZ DNS GAR=8/Y IP f
i -

1407 = DNS &5 IP (Outbound DNS Query IP) - LLINEEEER A%
PR O A - SAIEE A ANEZE DNS EMNRERE IP Al -

8% IP (Default IP) - &5 IP H Vigor HEHEBEERTE -

A& IP (Alias IP) - B AERAZEBIMWAR DNS &/ IP itk -

WAN 3421838 (WAN Connection Detection)

13 (Mode) 0 TR HNE BT R T 4B B AR -
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IP BI&(IP Alias)

IPv6 B4R EE(IPv6
Connection Type)

KEER(Aways On) - BEHRIRE BB ERBLERIERPIRE -

ARP 1&38I(ARP Detect) - FEF%8E 5 WEE—X ARP #X - H1R%E 30
WREEWRICIFE - AIFEsS WAN ELLRKR -

Ping 1&:l(Ping Detect) - MR ERIE ping BRRE - [@ Ping BE
IP #MI IS EAIMIIEAFEHEEEZE ICMP (Internet IEHIFEHE ) BIFERD
k- DUBERE WAN 234 - IRZGEREIEENE (H ping BfRES
ARELRE - BIR%S WAN ELRKRY -
MRIRELE Ping H3I(Ping Detect)(ERWRAIET - MBZHWALITIEEN
NERTE -
Ping Fi& IP (Ping Gateway IP) - ) It FARA AR A/ B B Al
WAN [E IP friti#TT ping A& - &8 ping A 1P ik -
Vigor BEEIZRTILIRE WAN ERIEEFCHE -

TTL - FERME (Time To Live) - BIEIE ping BREAMIHIAFHE
Rk® - BEHER 1 5 255 -

Ping RIF%(10-3600 #) (Ping Interval (Sec, 5-3600)) — #A %%
#1T PING #IERES -

Ping EHXB(Ping Retry) - MAZEHE WAN EiBIER AT - %
FHREFHIT PING BRIERORE -

IPv4 BIZ(IPv4 Alias) - IIRMEBEZEEE IP il - THFEZEE WAN 7

HLERATM . BEA WANIP BIZ - IR T BRIEREFERAMNEES IP il

298 MEZODIERE 8 EEE IP il -

+H#18(+Add) — =T +#IG(+Add) A IPv4 IHEER IPv4 RIS -
IPv6

EEEME (Both)=X IPV6 1E% IP ARASKs - o FLLINAE -

B4R (Offline) — BEFEEELRES - IPVE ML ErEr = -
WAN DNS - 2iZ8#)(Auto) SEFE(Manual) -
MNEIEIET FE(Manual) - BIEEFBERE DNS FARE -

IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS G AR &t -
IPV6 ZXZE DNS(IPv6 Secondary DNS) - @i ARZE DNS fEARZ: i
-

PPP — 7E PPPOE #5382 - IPv6 WAN fifit &8 IPv4 WAN firit—it
1Bk - EfE IPv6 FEUELEEK IPv4 A PPPoE #H7E -

WAN DNS - ##ZHE(Auto) sEF&(Manual) -

MREET FEH(Manual) - HFIEETZHERE DNS RS -

IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS G AR & it -
IPV6 ZXZE DNS(IPv6 Secondary DNS) - @i ARZE DNS AR
-

A (Static) - BE ISP DECHIEE IPV6 RE -
+318(+Add) — H—TFULIRER - 15 IPv6 AINANAIE B EEBAIS
REMIEE 2K 3R(Global Address Table) -

IPv6 2k {iI1lt(IPv6 Global Address) — FR#4EE 48RS AR5 UL FERS
(ISP) fEIKRVEEAEES IPv6 firdlt -

BIEB R E (Prefix Length) - IPv6 FIBEBHMEE -
RIiE it (Gateway Address) - ISP BI3ERI IPv6 fizht -
IPv6 =2 DNS(IPv6 Primary DNS) — #i A =2 DNS &Rl -

IPV6 ZE DNS(IPv6 Secondary DNS) - #i AZRZE DNS fEARE] I
it -

DHCPv6 — £ DHCPv6 #E#EEIARERENS IPv6 fizdlt -
DUID - #/RItE WAN 7TEPRERR DHCP IE— ID -
IAID - ARERILE WAN NERE—EE -
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B8 s53@aN 1% = (Authentication Protocol) - i ERRAEKER
VAR 48RS 2 AIE® DHCPv6 AR ETEMRE - dUIEE=1&
1BR . EMRTERM(Reconfigure Key) - EE(Delayed)
(None) - BEER T - B2 EE(None) -
- ERESM(Reconfigure Key) - #EE#RBED - DHCPV6 f3
REsiG BB YA PIRETESMRE -
- EE(Delayed) - fEiERBIZT - DHCPv6 ARG IRIBELR
fIPIEEN SR D FEEARBENEAPIRETENRENH
Al -
€48 D (Key ID) - @ A—{BME (#E# 1 % 65535) - ZEH
BrRESE HMAC-MDS & -
&1 (Realm) — LB AR (1 3 31 BE=xT) BIZSESE
HMAC-MD5 EMNZiS -
B8 (Secret) - MA—ERXF (1 3 31 E=x) FAERE
DHCP fEfRzs - BE A PIRrOME—B RIS -
WAN DNS - 2B E#)(Auto) =t 2F&(Manual) -
MRBEZFT FH(Manual) - EIFEETEHERE DNS @EAR=S -
IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS G AR &t -
IPV6 ZXZE DNS(IPv6 Secondary DNS) - @i ARZE DNS AR
it -
TSPC -BEE B EREE (TSPC) B—H 0 UEMEEEREES IPv6
HErnERER -
BREIRAH IPv4 WAN ERIER - Wi hexago BEREIRE
( http://gogonet.gogob.com/page/freenet6-account R E &
F8 TSPC HEFTHBRSIEAR ZAT - FBTEITRRE - TSPC ZEKFBERRE
WIRERR EEPRRIEEREBE - cERBERERANEAH IPve it
M IPv6 BIEM - ARESSERBEORE -
EES IPV6 ATEBILMEIRMEEEETERS (RADVD) & ZKHEE
Ef PC TILIE BT Pv6 HBREARES -
FIE IR FRRER I (Tunnel Broker Address) — #iAfIHHEER
3B |P fizdlt - FQDN SEFREEISEE -

ER&Z#(Username) - BETERS —EERESBNBE -
http://gogonet.gogo6.com/page/freeneté-account

#Z B (Password) -# A 215 & 2 ERAK RIS -
WAN DNS - #3iZEHE)(Auto) HE2FE(Manual) -
MREEFE T FE(Manual) - BIEEEEHRE DNS FRSS -
IPv6 2 DNS(IPv6 Primary DNS) — #i A =2 DNS EAR=E ML -
IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEAREI I
ik -
6in4 —% WAN NHERE 6ind FFREEE -
SATM - 6ind 12T —1@ 2002:0/16 ZHMNYBIEHRS - MNE—3K - MO LUE
FREEmE - MASTUEEERRE  SEEAEMISE -
F{F IPv4 WAN Ping %ZE 6in4/6rd i#i& (Enable IPv4 WAN Ping
Access for 6in4/6rd Tunnel) - ZEFERAIE 6ind EZIER - A
75 IPvA WAN FE - BREX WA RENIE P E:s -
=43 IPv4 fitiit(Remote Endpoint IPv4 Address) — i
REEEIRA WAN IPve firdl -

6in4 IPv6 fiIit(6in4 IPv6 Address) — FIREBIZ At E 15K WAN
IPv6 fuil -

6in4 IPv6 RIB SR E(6in4 IPV6 Prefix Length) — BERHEIEIR
A WAN IPv6 RIBIBRE -

LAN EEERETERE(LAN Routed Prefix) — BIH 4 IPv6 AILATE
-
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LAN B&EHRIE SR E (LAN Routed Prefix Length) —E 548 IPv6
AAERRE -

EE TTL (Tunnel TTL) — FEERBE - BDAHRIERENE AR
-

WAN DNS - #3iZEHE)(Auto) HE2FE(Manual) -
MREE T FE(Manual) - FIEEETEZHRE DNS RS -

IPv6 2 DNS(IPv6 Primary DNS) — #i A =2 DNS EAR=E ML -
IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEAREI I
ik -

o6rd -& WAN NHEHRE 6rd -

F{F IPv4 WAN Ping %2E 6in4/6rd i&#&(Enable IPv4 WAN Ping
Access for 6in4/6rd Tunnel) - ZE{& 6rd EFIER - WERE
IPv4 WAN #5f - BFKiE R RENIE IP AEs -

X (Mode) - MITEEIE : BEh(Auto) FEFES(Static)5s - B EI(Auto)
- IXFH23E1 DHCPv4 BEERF  ZEHHFEREIE 212 RE
IPv6 - EFRE(Static)- IPv6 REENZEF AN - E2EIERE
(Static) - AREMUTAER :

IPv4 i85 h#(1Pv4 Border Relay) - BIA%T 6rd 481/ 6rd
BROMEN IPv4 1Lt -

6rd RIEHE(6rd Prefix) — @A 6rd IPv6 firdl -

6rd EIEISRE(6rd Prefix Length) - &iA 6rd IPv6 RIEREE
(DT REN) -

WAN DNS - ##ZHE(Auto) sEF&(Manual) -
MRBEZFT FH(Manual) - EIEEETEHERE DNS @RS -
IPv6 EZ DNS(IPv6 Primary DNS) — & A2 DNS G AR &t -
IPV6 RZE DNS(IPv6 Secondary DNS) - #j AZRZE DNS fEARE] I
b1
IPv6 WAN 3#4:15331(IPvé WAN Connection Detection)
#%(Mode) REAE R AR -

KiEER (Always On) - BREIZEE B ISR B R AR ERTEFRTAREE -
NS f=BI(NS Detect) - FEH2REBELHEF K EI2REEEER -
Ping 1&3I(Ping Detect) -EFHERERIE ping MRS @ Ping B&E IP
AP IEERMIAIEREEZE ICMP( Internet ZEHIFAEHBE ) CIEFBK -
PUEgsE WAN E#R - IREREEREVE (A ping BRER ) A8
BOrE - BIFR% WAN ZELRKH -
WNERIR¥EHE Ping EI(Ping Detect)(ER@RAIET - MEBEZHWALIFEEN
NERRTE -
EZ Ping IP (Primary Ping IP) — #ELLEAIP#AZE ping K IP fiI
it -

RE Ping IP (Secondary Ping IP) - A ILEAIPBAZ ping K9
IP firdl -

TTL - FERME (Time To Live) - BIEIE ping BREAIHIAFHE
Rk® - BREHER 1 5 255 -

Ping FEF&(10-3600 #) (Ping Interval (Sec, 10-3600)) - #A %%
#17 PING #1FpER -

Ping EHRH(Ping Retry) - BAZEXE WAN EiESES AT - %
GRZNT PING BIERIRE -

MTU

MTU SXE#HET (MTU) 2RYJUEZERESMEE (WAN) NERAERITE
BAN (DNITHEBEN ) - &AER 1500 - #i% PPPoE EHRME -
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%5 PPPOE B EERIMENN 8 U EMFER - FUERA Ethernet B9
&K MTU1500 fiIcHFEEMEE 8 fuscAl - Pl PPPOE HIERA MTU
#1492 fiTi -

WAN MAC Address
t#x(Mode) faszfE(Default) — A WAN EE8HTEE MAC firdl -
E8Y{E(Customized) - MNRMEH ISP FB MAC IHETTERE @ BEE
ItEH#EIS -
MAC - B WAN ZXAEEEIETE MAC il -

MAC Displays the MAC address of this device.
BUH(Cancel) REBARELERF—EH -
EHR(Apply) HEERRELRMAIER -

I-1-2-3 [E#E WAN (Virtual WAN)

SZUUREABER WAN REXH - ARARNERREL -

BERERBULUIRBERMIIRIENEKR - B8 VLAN MFENEETEE -

Configuration / WAN {OReset (G Refresh
WAN Connections ~ WAN AutoHunt  Virtual WAN  DynamicDNS ~ WAN Budget  DHCP Options LB &Failover  Link Health Check  Perfo >
Virtual WAN
+ add
Name P Address Uptime  Enmable  WANType WAN Interface Port Based Bridge IPv4 Connection Type Option
I5H Bl
E 5 (Reset) RTBERFBEREXH - ELMEE -
+¥1%(+Add) Z—TFLRRBER WAN REE (2 5 @) WREER -

I ERESAR TR B — T +HB(+Add)EARNT R T ER -
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Name (@)

Enable ()

General

Port-Based Bridge
Port Based Bridge
IPv4

Pv4 Connection Type

Cancel
oI AR ERRAR T -

I5H

R 4 =C: B Ry / BB
(Advanced
Mode:ON/OFF)

Z#E(Name)

ExF(Enable)

WAN #EE(WAN Type)

WAN N E(WAN
Interface)

129= 181 (Port Based
Bridge)

ZIESHR VLAN Ei
(Multicast Stream
VLAN Trans)

Advanced Mode: ON

by the settings applied to the chosen WAN Interface

AR
RICFIREI RS E 5 WAN RS RRE

WMAFRFEAREESME  HPHER -
YRR RARN O] BY S R LEThEE -

E & (General)
BRBRNENRL (flm - oK@ ) -

EEZ—EYAHN WAN 7TE (£ WAN>>WAN ZRPRAH ) -

18553481 (Port-Based Bridge)

)35 A Bl o] B AR sk 4= FA L ZhAE -

HENHE(Binding Interface) - EIEHENE -

ti%FE R BN o] B AR sk = FALEIhRE -

FERLEME - 21 VLAN 28 E8EE IGMP VLAN ZFHE AR - ZEa5E
SEREHE IPTV&HER - IPTV BRI EZRAEM VLAN IO - #EMmiE
RERERREE -

MEFE - 0 IGMP VLAN ZEMZE VLAN EERERBEENE -

T17%# VLAN 1Z% (Downstream Multicast VLAN Tag) — &i A FRE
AEZEENTENEE - #E% 0 2 4094 -

17 IGMP VLAN #Z& (Upstream IGMP VLAN Tag) — @A FRIER
IGMP HEIMNEE - 8B4 0 F 4094 -

VLAN &% (VLAN Settings)
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BEEZE VLAN (Customer
VLAN)

EREERTRVEIR

IPv4 E BRI (1Pv4
Connection Type)

FERERE/ZBH
(Username/Password)

PPP &% (PPP
Authentication)

IP 23ik(IP Assignment)

IP fiIilt (IP Address)

F4E = (Subnet Mask)

fAiE IP(Gateway IP)

22 218 (Router
Name)

#8132 78 (Domain
Name)

B (Cancel)

EM(Apply)

IR IR S Z A AR EM VLAN IN8E - MREA - FRAZE
MESLHEE -

T8 (Tag) - @A VLANID Skt - #8E%& 0 F 4094 -

B5EH (Priority) - #iA VLAN W BELHmES - BER 0 2 7 -
AR MRAAZER VLAN E#i(Multicast Stream VLAN Trans) -
VLAN mESHAILIER -

IPv4

MR EREZRERE

PPPOE
DHCP
Static IP

E3%1E PPPoE fE& IPv4 JEMRRBI - ILTHEETIA -

BENZMAN PPP REMRE -

PAP A CHAP( BkE-TEFBREME ) S MIR PPP B5& - IEFMZE PPTP
5 L2TP AR R ATEE SR M i E -

UCTHEEEE R AEFEAETURS O A - E#4E PPPoE 1% IPv4 EARIREN -
DTl £ A LETHRE -

DHCP - st 2R -

AR IP (Static IP) - CRMBERBHER SRk —ERENEHAE IP
fudlt - F@WA P AL -

SEEFR IP R IPv4 ERBEN - o EALINEE -

BN EHEEREERSHED (ISP) NEMESAEE IP A -
1EMZ WAN FHERBES -

EEEFRE IP FRER P BREER
R ZEERER IP A -

SEEFRE IP /FR IPv4 ERBENR - o EALINEE -

WMARHREME -
S DHCP fF& IPv4 EBRIRENE -

FEEERFE  MARERE -
EEIFRFAR DHCP ES IPv4 ZERIRIVES - Ol A UEIhEE -

BEEHRELOZ—EH -

oI FLEINBE

CIfE R UETNRE -

HEERRELHFILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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I-1-2-4 & &5 DNS(Dynamic DNS)

RZHARR PRI HIERD (ISP ) EAEFEIRENAE WANIP il - HRBEWERAR SR TN
B (LAN) BRBROERZEMS - B8 1P A OIBEEHRARE - BB WAN IP Ui alsEEEARBRRER T
8%  SRERERDPENRBEEAF -

ZiBOEEE DNS ( DDNS ) R#HEBBRFER - WA Vigor HHEF ERRE DDNS EFIIEE - MENE &
RAESTENREZEEFIENAER - ME WANIP it ER - DDNS B ESRE2EEMSRTN
WAN IP fizdlt - R AES; 4 H ol Sesth F BN A8 RS -

Configuration / WAN

OReset (G Refresh

WAN Connections WAN AutoHunt Virtual WAN Dynamic DNS WAN Budget DHCP Options LB & Failover Link Health Check perfo

Dynamic DNS
+add O Force Update
Neme  Ensbla  Servca Provider DomsinName  Enabla ACME et Sts  Last Update Time option
5B Bl
E 5 (Reset) RTUBERFEREXH - BELMBREE -
+¥f18(+Add) M OJRRL DDNS RERE (&% 6 @) WREEH -
B E#H (Force & NN Ol 37 B3ERE 2 DDNS RIARERAERT IP AU E -
Update)

A& DDNS REE - B — N +#iE(+Add)i#EBN oI N EHE -

46



Let's Encrypt Certificate

oI ERRART -

LS|
218 (Name)

EYF(Enable)

BR#% it FEES (Service
Provider)

E RIS FERS (Service
Provider)sR EEET

DrayDDNS

E RIS FERS (Service
Provider)sR EEET
NO-IP, Dyn.com,

58DDNS, UBDDNS

E RIS FERS (Service
Provider)sR EEET

Cloudflare

«©

DrayDD

Activate

NS

.drayddns.com

sync Domain

AR
BEMAFHIER

REEEE - DIBER -

t L FRRA R o RSl (= ARG THEE -

12 DDNS BR#HER - tRERY DDNS IRBFHEBLARMIL - oI
EEREER (User-Defined) AEFENETRE

A AE °
DrayDDNS
NO-IP
Dyn.com
58DDNS
UBDDNS
Cloudflare
{FA & EZ&E (User-Defined)
Let's Encrypt ACME
Let's Encrypt ACME(IP)

BR#5HR 85 (Service Status) - 1% T RIEN(Activate) DUERIENZARTE -

% B #A(Expire Date) - EERERIEMIFIEIH -

#8315 & 18 (Domain Name) - B REE AN 7R -

E& 4815 (Sync Domain) — DrayDDNS W#E 27 MyVigor fElAR:s L
HE - B NRBUSANNRGAYZE (WRIH) -

#1521 (Domain Name) - EZFHIIAEM A1 -

1R 5 & #§(Account Name) - @ A DDNS IRSERIE A B -

g (Password) - A DDNS MRSEAIZHS -

#A35% 1 (Domain Name) - EEEHHAEANF491 -
AP| Token — A Cloudflare APl 1E# token -
&35 ID(Zone ID) - #A B4 4ARA#AY Cloudflare &1 ID -
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E RS FERS (Service
Provider)sR EEE T &
A& E#(User-Defined)

Let's Encrypt #&:&(Let's
Encrypt Certificate)

E L E (More settings)

ERAMUTAERH DDNS
(Update DDNS with)

FH WAN IP &3
(Update WAN IP Mode)

{itFER 4 URL (Provider Host URL) - # AR EARREMRIE T A IP 1
e 4B 2 TE -
BR¥% API (Service API) - @A DDNS FRFSHLFERSIZMEM API B -
A AR 23 E & (Server Response) - BIAMLZEH DDNS RS EWHE
=z -
RS2 (Account Nome) - @A DDNS MESERIBEAZTE -
=& (Password) - A DDNS 1RSEAIZRES -
B BRI (Auth Type) — TS AMBELNE MRS -
B (Basic) - BEEENERAEZBNZB I URBERNNERIE
hEARHIZE -
URL- BEBETENEREZIWANBETIUERE URL -
E A ACME BBEi%(Enable ACME Client) — t#UILEIRILIES: Let's
Encrypt #3810/&:% - WEMZE DDNS tRFE -
S #1E DrayDDNS/NO-IP/DYN.com/58DDNS/UBDDNS fE#R#1= At
05 - oJERILIEE -
BEAMIEE (Certificate Lifetime) — FRZRBMANR -

#8152 #(Domain Name) — 8 A GIAR 23A 481 2 78 (N RITIE Let's
Encrypt ACME | EAZEEERMIEHLERD - RITTAILRTE) -

IP i1t (IP Address) — 8RR IP fizilt (MR EEHZE Let's Encrypt ACME /
FEREEERMBUED - RTALRE) -
ARBE(Status)— BEREE Let's Encrypt REHHBEHNEN -

Y1R Vigor BHSRZEEMET NAT BHERFER - G URBIIEERS
HEEN WANIP -

& Vigor BHZERAKN WANIP BE# IP - LLINAE USRI NAT B
HRERANEE IP - WERENRN IP Arit#fT DDNS F3 -
BmtE AR ISR -

{AMR4AEE IP (Internet IP) - i3EREER IP il - MRIERABEAHSS
WAN 7TERR IP (it AEERIINEE IP il - F5EEIFI TR -

WAN IP - #{EREAZE WAN AE IP At -

o] Z DrayDDNS #=8 ERRIEHtER - alEBLRE -

EMFIAEETER WAN IP (Update All Selected WAN IPs) — Vigor F&HI23

RS EMFAAEERN WAN IP AL -

{kFFEHE— WAN IP (Update Single WAN IP by Sequence) — Vigor
RS R AT E R WAN [P -
+FRIE(+Add) — ZULLUFRIE IP It (2% 6 @) -
HMENE(Binding Interface) — EZE—E/E (WAN1 & WAN6)
BARBHERE - RLaAMERANENH -
7YHE IP(Interface IP) — MNRSERAISRE IP B - RIL#EAPEIT
RO AIRER - MENEPIEHE—E IP Ui 2RE P At -
BEE—(ERHEN EE/FER -
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Internec IP IRUEHEIS |
Default WAN IP

Update Single WAN IP by Sequence ~ [WAN IP] WAN2 )
+ [WAN Alias IP]( WAN2 )182.168.1.77

Binding Interface [WAN Alias IPJ( WAN2 )192.168.1.88

[WAN] WANZ (Wired WAN) Default WAN IP~
BB E (Protocol) RIZFAMEE DDNS RFEHERRN IP itz IP 83 (IPv4 3¢ IPv6 -

gE—) -

BENEHER(Auto B FsR Rl DDNS FMRERUER IP A EMAVSRR( U EBREN )-
Update Interval) SELMES 14400 -
BUHE (Cancel) ERERELORA—EH -
£/ (Apply) REEMREL BRI E -

SRBRETE - BTER(Apply)RHEEAERE -

DrayDDNS &&%E

DrayDDNS =M DrayTek BsmEIRARIE 2T 4 (DDNS, Dynamic Domain Name System) - o]
ZEREAAE IP it (IPv4/IPv6 ) MEZE—481g - EAETEB MyVigor HEMERILINEE - WES
FRSEAUERTE - A Vigor HEHIRIE MyVigor sHft—@MAE - ARHRE—F -

BEUN T IE RS S E# DDNS:
PR RS ERTRLED -
FOESMENENEE P AUEEET -
WAN MEMG EIREEE T (R LLRELRGRIRZITR) -
DDNS IheEE# "R, 85 "RA. -
DDNS 1%EB BER LA -
BEREFERES -
% T @B EHEH (Force Update) -
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I-1-2-5 WAN &t Z2U2E (WAN Budget)

IEThEE D 2 RIER S EE AR (WAN) TENERRE - UREEERERN EHEEA ISP ( ARERR
BHES ) WREAXMEERINER - HEE - WASLIEMREERERS (Quota Limit ) REHEER
HAB ( Billing cycle day of month ) - # el RABBIEMM RER T EGt EERIEEES -

WAN RERBINEEEL T BEMMBRAIERE - Mol :
MEHEBEETESE
RIBIRAADEE IRFE BB RO RRE PR R L RS ;
R EBHERE R ERINER -

Configuration / WAN {OReset (CRefresh
WAN Connections WAN AutoHunt Virtual WAN Dynamic DNS WAN DHCP Options LB & Failover Link Health Check perfo >
WAN Budget
Interface Enable Quota Utilization Time cycle Email Alert Option
[WAN] WAN1 Disable MB 0% Monthly Disable ¢ Edit Reset Utilization
[WAN] WANZ Disable MB 0% Monthly Disable ¢ Edit Reset Utilization
[WAN] WAN3 Disable MB 0% Monthly Disable & Edit Reset Utilization
[WAN] WANS Disable MB 0% Monthly Disable & Edit Reset Utilization
[WAN] WANS Disable MB 0% Monthly Disable ¢ Edit Reset Utilization

I5H Bz

E&E(Reset) It EE WAN AES WAN SHEWRESRBEMERE -
#m#E(Edit) 1Bt WAN BRI EWERERANAR -
BB (Reset BIRFTE WAN NTEMEBRERRE ( BURERMRUtilization) T ) -

Utilization)

MFILREEE - B — T +HE(+Add)SEAEI TR T Em -
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nterface

Select the day of a month when your (cellula

Data quota resets on day

OIHRRERRART -

=]
E2F(Enable)

%= (Quota)

E#BIBEEER(When
quota exceed)

ISR 1EIR(Time Cycle)

EIEBEER(Time Cycle)
REEETSEA
(Monthly)
ER1EIR(Time Cycle)
REEETERIL
(Custom)

X

[WAN] WAN1

B shutdown WAN interface

r) data resets.

AR

tNI LR AN ol U B (5 RRZRR EE ©

RRE - N ESRAESERES 2UWE(WAN Budget) il -
FEALESAENTHALHNENREHEE -

EMEEN (MB # GB) oJLUEE -

BIEI WAN N E(Shutdown WAN interface) - &R EiBiBitSNE RS
i - FiEZEBIL WAN MESZENREAEHFLL -

SH(Monthly) - HoREBRZHEERIEERES ANMERFREER
BRe - WRERERE BT  sEEREENR=RE -
E&{E(Custom) - IEREAFFEAEMRIBESERERFTEREL - WAN
SAEWERLGTERPEE -

ENEESREBEE(Data quota resets on day) - o] Uk E —1E
BAREHBEE -

FRAHERH  NRFEERNWBHAERNED - FEAERIE(Custom)
ME - BHMRES 1 XE 30 X - BOUEBREERRI/NSEREEE
HIRE - IS - Bl EHBHMEEM—X -

{E3=EARE(B)(Cycle duration (Days)) - EEE & RSB
(1~31) -

{&3RHARE (I5) (Cycle duration (Hours)) — 15 E &R =L RN E
(0~23) -

#Eya HH#A(Start Date) — EEEBHPHM—KIER Vigor BHRREERE
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N ZR(SMS Alert)

EFHHEZR(EMAI
Alert)

B4 (Cancel)

EM(Apply)

FOERRYEELARE °

REYARERA(Hr:Min.)(Start Time (Hr:Min.)) - &R BEEE BN
B 1ER Vigor BHAREERECIFAIEEAE, -

YRR RN o] RUA s AR LTI BE -
BEREREAZE(Send Alert SMS to) - EENZBEGIE) AR (LR

it

t)iR A REBN O R A S = R L ThEE -
EREZREAEZE(Send Alert Email to) - EEREEEGTE)AGHAER( VR
10%) i - A EQLEEENEREEBEHFRELESEHE -

ERERELORA—EH -

MEERRELEHFEILER -

SRBRETE - BTER(Apply)RHEEAESE -
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I-1-2-6 DHCP #I&8(DHCP Options)
BB R ELLINRER - DRSS EIERRENENREE DHCP HE -

IR E O EAREEM DHCP BFImEISR -

O Reset

Configuration / WAN
WAN Connections WAN AutoHunt Virtual WAN Dynamic DNS WAN Budget DHCP Options LB & Failover Link Health Check Perfo
DHCP Options
+ Add
Data Type Data Apply to Option

Option Number

FiE— T +H18 /4548 (+ Add [Edit) SEABNTIBARN T B E -

‘:'i')'Lr‘“lT-‘-‘

RIS/ R ETE -
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Option Number

Data Type

Data (D)

Mote:

X
150
ASCI Character ~
“
All WANS '

1. DHCP Option does NOT take effect when the configured option number conflicts

with LAMN or WAN settings.

oI AR ERRARA T -

I5H

B IEEHS(Option
Number)

B ER (Data Type)

Zi#(Data)
ERZE(Apply to)
BE(Cancel)
M (Apply)

HEA
=8 DHCP EISHHREIERIEAME RN -
FWA—EHF -
EEZRENERERR (ASCI - +REMHAINEE ) - ERBEUPHNE
NEREE
ASCI 7T : X=Z5F& - 1 : /path -
+REMEF (Hexadecimal Digit) : +/N3EMF R - BHFTH 0 8 9
M a 2 f-Blen : 2f70617468 -
firdit;E & (Address List) : —1E3Z{& IPv4 il - DUESESDFR »
WMAZEB DHCP BENEEENERAS -
EEZILIRBEAR WAN THE -
REBNRELEFA—EE -
REERNRELHMFILER -
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I-1-2-7 B FEHEEIE(LB & Failover)
ItEEAHRES S FHABEEFE -
BEAFEREENAE R EEREREEEZERATE -

B8HFE (1B) ILBEBH/RAH  BRECERAARMPLE—FRSBHNIERERE—FRBSHEE -
Vigor B ODMRBERENEEH FEEE - HHARE NAT ZRED DB EERS -

Configuration / WAN {0 Reset

WAN Connections WAN AutoHunt Virtual WAN Dynamic DNS WAN Budget DHCP Options Link Health Check perfo >

LB & Failover
ce Mode Session Based

Primary WAN Members
+Add Max: 2
Interface Weight (O

[WAN] WANS (Cellular WAN) ~ 1

ailover WAN Members

Interface

[WAN] WAN1 (Wired WAN) ~

[WAN] WANZ (Wired WAN)

Cancel

Apply

oI AR ERRARA T -

I5EH
fit s FEE =
(Load Balance Mode)

FEWANRE

(Primary WAN
Members)

B WAN B B

(Failover WAN
Members)

Max: 10

Priority ) Weight () Option

1 1 Delete

2 1

AR

Ei? IP(IP Based) - A THRERAZEFHN Y - BWINEEZBRER
ERAE (ENE/#E LI ) WFEKSIERE—ER:E - 82 - —B%
EFEKRER—API - BUsEfAI99DERE -

ERERE (Session Based) - ILRIEBBES P i - EEBEHME
MERESERYT - RTEEHSS  EERRENE - £E WAN NTHEHKH
R (ERREHE WAN NTH ) EEMEGBUESEFNEHEE - #R
OREEEIRHMNAEREEREASER ; BF  BLEMILTBERAIRFFT
F - FEIEHRESMERBNAEL - B FTP -

+HiE(+Add) - HRULEVHAIESR -

N E(Interface) — EZE—{& WAN /T - FE21E% F - It WAN T EE R
RPEERS - BE  NMRFAAETE WAN BEEEN AT REERE - DIFEE
WAN fi EfiRIBELEEE HISIER -

B (Weight) - BEZILEBRESE (FREEE 1 3 255) -

ETE(MBR) (Option (Delete)) — MIFRETIEEHRTE (JEF2IFH WAN 7T
|H) -

BRFTERERERE WAN NEETHEEST WAN TH - IR LA
BEMNEREZERNEHRY - WTMBEREEXEFEENE -
+H#i8(+Add) - RUILEIIHIER -

STH(Interface) - EE—EESMEETH - WESABRTESEFRERE
EEE  EHMBENESERERREREPERER -
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Bt (Priority) — REMIEHEE WAN WEXLIER - &S/ - BIERE
EESEBNESLSELS - RAEWEE WAN D EEHENESEE - 8
TEEUBRERDER - AEMERE WAN B ER BB RENRREELR -

#EE(Weight) - EZIIBEMNESE (REEE 5 255) -
EIA(MER) (Option (Delete)) — MIBRETIEERE (JEETH WAN 7Y
®|) -
PR E (Advanced Settings)

# &R 18 (Failback) ERBNHEHEENER ERSEBERS —ENEE XN BES —ERE
(KRN E ) —BRBENEHRERT (HERIE ) - EREFEBIEIEE
[RAE -
it ERRARN T Ry /= BB LEThEE -

EREERE(Restore R AMEEE (Failback) - BNT RN -

Link Checks)
BMA—EEEMUEAG LA EHEEMENRERY - BEGENINE  ER
1ERIE -

BELSGRFREASAAE SLA 38 )35 1L B R LUBL AR L THAE -
(Link Health Check and
Performance SLA) WMRZFELEINEE - AlfKkIR WAN ERF[EEPFERN WAN EREER

FORERAR WAN 7THE -

U - WAN EHRTEDTEN WAN BREABHZRS - BBEEE
RIENEMERMEE - WIEREEEEREMWAE SLA i E =Y HHE N
E o

8 4% 2 B BARLEE SLA & (Interface Link Health & Performance SLA) -
HH T AR EAREERE AN WAN | -

N E(Interface) - FR WAN 71H -

B ERE R EE(Link Health Check Profile) - BN EEE—E
oA EREE ( ERE>>WAN> > B R ERE
(Configuration>>WAN>>Link Health Check) hEZ ) -

Link Health Check Profile

Off  ~~

Off
Google DNS
CloudFlare DNS

Quadd DNS

2HE SLA (Performance SLA) - AT EEZE—E BB ERERE

(FE38E > >WAN > > 30EE SLA

(Configuration>>WAN> >Performance SLA)F E ) -

kM E BB (Failure Retry Checks) - EE A #IRE BN RE - 11

RATBERELY - AARBHATERAIBE -
BHTEFIMNEE(load BIUFNNGIE ZIREEREE WAN NTEMAESZE WAN BT -
Balance Exception List)  +gfis(+Add) — ZUtEIAIES (82T 10 ) -

EYF(Enable) — L EERERIBLLINAS -
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s3fZ(Comment) — A SRABALHAIGER -

AR#5 483 (Service Type) - EEZEILEREAREEE - RE2EERE
TR EHEEENELEENEREEIREHE - EEREERY - &
BIE THEEL, DRERESTE - ENEEIRRE -

Bt (Protocol) - RIZRBBEAEBMRE TCP - UDP 2
TCP/UDP -

HRiRIEYE(Source Port) — AR IP At FrRAIIRSE -
B#9(Destination) - A B IP Al

B#yi8%E (Destination Port) — @A B IP AL EREERYIRSE -

EIE(MER) (Option (Delete)) - #ZILBBREETWIER -

E4(Cancel) RERNSELEHA =@ -
£/ (Apply) RS E LB EE -

I-1-2-8 §# 4L 2 FE 48 E (Link Health Check)

BERFERERAREEEEZREN IP Ul (IPv4 F IPv6 ) - DIFERZE® ping/httping BIRAHEELR -
IEEE T FEARZARRNT WAN MMTEEERBRATEENRER -
BRBERT - ZAREIEEREREREIR - flW Google DNS - CloudFlare DNS #1 Quad9 DNS -

I Google DNS %l - L EEIEAFE/RE IPv4 BIEMH (8.8.8.8/8.8.4.4) ANIGE IPv4 MAKKE
® MmEE/RE IPve Bt (2001:4860:4860:8888, 2001:4860:4860::4864) AREE IPv6 &
¥ ARESEANS 10 WHIT—R - MREAZ) IPv4 2% IPv6 IHERKM - BIFIESABERER
KR -

Configuration / WAN ) Res:

et (CRefresh

WAN Connections WAN AutoHunt Virtual WAN Dynamic DNS WAN Budget DHCP Options LB & Failover Link Health Chec perfo >

Link Health Check

Profile Name Primary IPv4 Target Secondary IPv4 Target Primary IPv6 Target Secondary IPv6 Target Interval Option
Google DNS 8.8.8.8 8.8.4.4 2001:4860:4860::8888 2001:4860:4860::8844 10 Edit
CloudFlare DNS 1.1.1. 1.0.0.1 2606:4700:4700::1111 2606:4700:4700::1001 10 14
Quad9 DNS 9.9.0.9 149.112.112.112 2620:fe:fe 2620:feng 10 t

ARHTIE/ AR EE AR TE

18
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Profile Name (3

Detection Method

OIHRRERRART -
I5H

R RETE B 18 (Profile
Name)

18375 = (Detection
Method)

E*Z Ipv4 B1E (Primary
IPv4 Target)

RE IPv4 B
(Secondary IPv4
Target)

X2 Ipv6 BE (Primary
IPv6 Target)

RE Ipv6 BIR
(Secondary IPv6
Target)

’ifR (Interval)
BE(Cancel)
EFR(Apply)

Google DNS
Ping Detect
8.8.8.8
8.8.4.4

2001:4860:4860::3888

2001:4860:4860::8844

10

AR
BACRERBERERERER

EE ping FABHMTE -

HTTP Detect
Ping Detect

WMAFE—E IPv4 IBHFARERENTEZRR -

MASE (@ IPv4 (IHERRERENRERR -

WMAFE—E IPv6 IFAREMENTIZRR -

MA@ IPve IIFRRERENRERR -

REREBEAHBENKEER (BUAT) -
BEEHRELOZ—EH -
HEERRELHFILER -
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I-1-2-9 #14E SLA (Performance SLA)

IEEE O] B AR EMAE SLA( Service Level Agreement, FRIZKERE )W E - EERH RAPIEE -
FLFEESERER WAN BENEERT -

Configuration / WAN \OReset (CRefresh

<t Virtual WAN Dynamic DNS WAN Budget DHCP Options LB & Failover Link Health Check Performance SLA PPPOE Pass-Through

Performance SLA

+ Add Ma:x: 30
Profile Name Jitter Threshold Latency Threshold Loss Rate Option
Wired Default Performance SLA 30 30 2 ¢ Edit
Wireless Default Performance SLA 30 80 2 2 Edit

AT/ MRIBREE S - 1% — T + W8/ 4R (+ Add[Edit) SRAERN DI N E A -

X

Profile Name () Wired Default Performance SLA

Jitter ()

Jitter Threshold 0] 30

Latency ()

Latency Threshold @ 30

Packet Loss ()

Loss Rate ®

oI ERRAR T -
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I5H

#EtE 21 (Profile
Name)

BHEn(Jitter)

#EiE(Latency)

#HEmE(Packet Loss)

B4 (Cancel)
EM(Apply)

AR
WA BHEERUAE SLA BREHE -

YL FR A RN ol R L (5 R 8 ThisE -

FEPIE{EJitter Threshold) - EFRIEEREER - WIRNIBERVEREL -
PlEpE- s -

S2EAFNEARITERENVER - ERRBRERAIRE - BRKM -
)6 1L 58 B B ol UM Bk 5 RIS I8 THBE -

JEIEPIE{E (Latency Threshold) - E% Vigor SHzS@ELEREERISP
MEW IP A EFFIEERER -

SREAFNEARLEERENVER  ERBREDAIRE - BREM -
tNI LR R AR s 15 R 8L R R 1 RITHBE

im<#(Loss Rate) - EHRAERZEBANEEAPREN IP A Z AT
EZH BRI -

S2EAFNEARILERENVER - ERRBRERAIRE - BRKM -
ERERELDR—EH -
HEERRELHFILER -
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II-1-2-10 PPPOE #&3% (PPPOE Pass Through)

IbEE 212t PPPOE #5%
PPPoE 3##% - /R WAN
ez -

AR o UBSh - A LUES Vigor BASREEUAKAFIKEIE ISP /A

i
ERER . IETREERAKA PR PPPoE ERHEHELEXE WAN G

EIt - PC oA BB ERE S 7 AR A8 -

Configuration / WAN ) Reset
<t Virtual WAN Dynamic DNS WAN Budget DHCP Options LB & Failover Link Health Check Performance SLA PPPoE Pass-Through

PPPoE Pass-Through

Selected WA

PPPoE Pass-through

Pass-through to All Clients | Selected LANS iR Ra il
Specific Pass-through Clients +Add
MAC Address Option
Cancel Apply
O ERRART -
IER Bl
EFE R WAN (Selected EIZ0fEMAR PPPoE #®Z&ER WAN NHE -
WAN)
Z LAN Ii#(To LAN) )G R RN o] RUA s AR L TOBE -
A%  BRREMEAFRYUDEENESHEEIE PPPoE BiZE

#®E E (Pass-through 2 IR Bi%(All Clients) —
to) FiEE#4 LAN FFI%19TI854E PPPoE #5EiEAa FEER WAN -

EEERY LAN (Selected LANs) - —fE=0Z 18 LAN FFlm ol LAEEER
WAN Z%#E PPPoOE #5R%3E4R

#&%E LAN R Elin(Specific LAN Clients) - &ZOls/NEIEENEE LAN
FAFIn - OIDIESHE PPPOE #SRIEREETER WAN -

+#i8(+Add) — RILFIER P -
Specific Pass-through Clients +Add Maix: 6

MAC Address Option

[i] Delete
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- MAC f{iriit(MAC Address) - BIARIEABEEREN MAC I

k.
- EIE(MBR) (Option (Delete)) — ZILLIMBREEIRE -
BE(Cancel) BREHARE -
E/(Apply) REEARE -

SRRETE - BTER(Apply)REEARRE -

lI-1-3 LAN

BT (LAN) B—HEREAEASHAER - ELAFKETBMNNERKE - BEMEASHKOUE
EhS - BN - MIRERE (VolP) - FH - E - MEER (PTV) & WEIUBBER (ERLKHE
BEAR ) SRR (B WIi-Fi) ABER -

E—ESABANBRHRBEEIMERELET  ASEMEILEHER - BRIFRI TR EREE
4 (VLAN) SHEMRRFIBERER - 15  RERNEBEAEHXEBNNEEESHAS - gl - B
Windows XP #E - Microsoft Windows #1 Apple OS X #AE 7 ik - ol AR E U PRHIE 1 EAEA0R
8-5—FH  VIAN BEFERRABIRRNIBHRETRE -

ZEERGMAE (LAN) INBRERBR - LAN AERUEBBMAEREE BEERT  BBERAE2MR
LAN A1 ISP #8%& ( BNEEAE - WAN ) ZREIWIEH:S - BEASAEREPLOAEE - BR LAN F1 WAN Z
BRI ERE A2 ZEE TR B A -

IP fizit

EASHEERE T  AREEREHESD (SP) ERSEEAEER—EREEMAE (WAN) IP A - Ff
BEEMAE (LAN) AEREFIAERME/ENELAER WANIP il - BELE - RAZERRE
fiitsEi% (NAT) $%0l - &£ NAT F - 2485 LAN BFHER—ERLBN P (IR  BLEAFKE
BEEHER (NEREESR ) 2 WAN EHER -

HREZEE WAN (WHINRE - BBRKZEEEE LAN BRHEGERE WAN T - WikiEREXATEH
A WAN £UE -

HRREESABREIRTEARERREIRE  BRRSRE
HZEIEEEHEHORTHBER - IRFE - ARZRE

Hictk - EEEAFEREREMBEAFK
BERBEAEBERPR ; B8 - ZRERK

EE-

IPv4 fiIithA 3 EARMAUERRIRE T 2K - BIFREAE _ EAFAA 1P Al -
=t IP &6 E OAMIHME SAFHEBES
24 fustl&#k 10.0.0.0 £ 10.255.255.255 16,777,216 255.0.0.0

20 fustl&#k 172.16.0.0 £ 172.31.255.255 1,048,576 255.240.0.0

16 fiIst&##E 192.168.0.0 £ 192.168.255.255 65,536 255.255.0.0

LAN 1 BOFEae#EsR IP fudt7 192.168.1.1 - F#A8IRIEE7 255.255.255.0 - @A 254 & IP fu
it sEEWE 192.168.1.1 2 192.168.1.254 - RS ERIRE—(E IP (i fREMNEEE  ABEFRIKA LAN
R B -

RZEBERT - R IP ERHMEERERK - B2 ARCREBEEAENMILER - AIIEMREE
BH fth SRR E RN &I S wmA T -

E#E P A DUEBE R TR EEAIHE (DHCP) BEEIREBEARAFR - L UFEEK -
DHCP ER=20IMZKHER (RBRENER ) - WU EBNER:S - AFEDE IP i3 DHCP AR
fi -

gE oM EREAEAFPKNBRREPFHREFRE IP L - BRERATE P IUREST - &
WAEREZAMERENIRZARN P Al - MRABEPEFER DHCP MEFRK IP ultHe - BIMA
IEEFRE IP fUAEYE DHCP IP it BmEDSHERR - Al - REWEEEEER 192.1681x 4 - LH
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A 20 @ DHCP AFImA 20 @aFs& IP AFin - AUoILissEess 1P ik

MEM 192.168.1.10 - IP firdlt

RBEEHERES 50 (ELUREE T DHCP fuilt 192.168.1.100 ROfUILAREFRE IP it k) -

Fat—)

lI-1-3-1 LANS &% E

AEHREERHARNEARRTE -
FTRAsRE>> B #EE (LAN) (Configuration>>LAN)#X

#EIZN LANs RHERM TN —8H -

Configuration / LAN
LANs Bind IP to MAC DHCP Options Inter-LAN Routing ~ VLAN List  Interface VLAN LAN Port 802.1X LAN Port Mirror ~ Backup & Res! >
LANs
+ Add Max: 4
Name Usage IPvdAddress  Subnet Mask IPv4 DHCP Server Primary DNS  IPv6 Assignment Router IPv6 Address Table Option
LAN1 NAT 192.168.2.1 255.255.255.0/24 on 8.8.8.8 Stateless [feB0::1649:bcff:fed0:12c8/64] 7 Edit

BRI/ AR EE AR EAE

Name @

General Setup
1Pv4

Usage

1Pv6

IPv4

IPv4 Address ()

Subnet Mask

DHCP Server Configuration
IPv4 DHCP Server

Start IP Address (1)

IP Pool Counts

Gateway IP Address @

Lease Time

Cancel

Apply

LAN1
Enable
192.168.1.1
255.255.255.0/24 ~

192.168.1.10
100
192.168.1.1

26400

CFRIZ N + B/ MREE (+ Add/Edit) BRI TR N EE - LEELL LAN1 B4l -

X

Advanced Mode: ON
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oI AR ERRARA T -

I5H

¥R 4 =C: B Ry / B A
(Advanced
Mode:ON/OFF)

Z#E(Name)

IPv4

F3%(Usage)

IPv6

IPv4 {ir3it (IPv4 Address)

F4BiE S (Subnet Mask)

IPv4 DHCP falfRZ&(IPv4

DHCP Server)

MR DHCP ER=3:RE
BARY(OnN)

AR
RIS FRERE T LAN RS E

BRBHELEER - IERE - FEIEHE -

B &% % (General Setup)
PR EIERAREE (RUF/fER) -

NAT
# e (Routing)

tNIRICEARI LR E/RBEE IPV6 RRTE °

IPv4
LAN 7THER IP frik(F85%1E : 192.168.1.1) -

EE LAN NENFRERIES -

DHCP falfg28:&%E (DHCP Server Configuration)

LAN1 FEERFECER DHCP -

DHCP RERENERF TR E - BB LBIER AT S MBI DHCP A
fRe8 - At EEBEEHEN IP REBRATMURES DHCP BEIK/
AEERE - IREILARMBIEERTE DHCP EREE - SARIEETRIFEA
#2RLF DHCP faBR=8INAE -

MREBEREPEA Vigor BEERLIMIEM DHCP MRS - Kol
i Relay Agent #BN#&#% DHCP FFEREMEMQEIREME -

FR(On) - UMM EAARE DHCP EhRES -

BARA(Off) - FMEMas LAANE DHCP EhR=s °

thiE(Relay) - #HUZ - B8 DHCP BXRESEZEE LAN FARELSMNY
DHCP ARz - EfitE® DHCP AR IP MUHEAIPIEE -

¥EYA IP fizilt(Start IP Address) - 15/k4 LAN DHCP A FImRYEEYS LAN
IP il -

IP BB =5 8(IP Pool Counts) - DHCP faElfR2: 2 ECHY IP A1 A& A S
£ - JBRR1ES 100 - BUEES 1 7 253 -

S IP fiIlit(Gateway IP Address) - B3&ER IP il - BB &I
ESEEAMAEHESRREREN I - BHERS2BHEE -

FHAFRE (Lease Time) - DHCP #ECHY IP MHMEEEBEN A LUER
HERREE -

2 DNS(Primary DNS) - DNS CRAE 2 248 - SEME EHE LR
A—EERR IP i - BMETMEE—ESREREE - Al
www.yahoo.com » DNS Rz E#EESRCIBRMREBIRBEERN P
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R DHCP fEARZZERE S
thi (Relay)

ERTEASR IP HE
(IP Assignment for
Teleworkers)

IPv6 733k (IPv6
Assignment)

fidlf -

RZE DNS(Secondary DNS) - o] UTEIEERE DNS EMRER IP I
it - ABER ISP BEERMIBHZME DNS EFAR:S -

EEVE - FTB DHCP BEXRHEEEE LAN FARELSNY DHCP &R
g% - HrE7E DHCP fEfR=s IP AW AIPIEE -

2 DNS(Primary DNS) - DNS CRAE 2 24t - SEME EHE LR
A—EERR IP it - BMETMEE—ESRERES - Al
www.yahoo.com » DNS Rz E#EESRCIBRMNEBIRDEERN P
fidl -

MARTELLEIEE DNS EfRas IP it - RARERY ISP BESREREM
Z{@ DNS fapgzs

ZE DNS(Secondary DNS) - el DIZELIEERE DNS EIMRE: IP fiI
i - ARER ISP BEESARMIEHZE DNS FR:E -

%18 WAN 2 DHCP th##(ZEZ) (DHCP Relay over WAN (Primary)) -
URRLLRRBECIRY R LEIhEE - A% - K5 —18 DHCP fEfkzstisE—E WAN
TE -
FZE DHCP fafR237 T E(Primary DHCP Server Interface) — AT
RSB R%E—(E DHCP Eikzs#EE WAN /THE -
Z DHCP fallR#3 ik (Primary DHCP Server IP Address) - #iA
DHCP falfRz8/Y IP izt - LAN FAFI®E) DHCP KRS =% ER

og

By °

#EIBWAN Z DHCP $i##(XZE) (DHCP Relay over WAN (Secondary)) -
RE DHCP RAIRRRIERTE -NERE  BHHRE DHCP AREIEE—
8l WAN N EERFEGRES -
RE DHCP fahR23 7 E(Secondary DHCP Server Interface) — /8
THIEERE @ DHCP fEARe8EE WAN NE -
RZE DHCP a3k 2% IP firilt(Secondary DHCP Server IP Address) - #A
DHCP fGEIAR2ERY IP firllt - LAN FFIRI DHCP KIS EEEEZEMR

og

By °

VPN AFEIR#E# DHCP fIiticE= IP (itEE (MM TER ) BUE
I LTEAER IP It -
ik Z Y IP (Assignment Start IP) — &A P firilt - 2 AAEIER IP
it & B RIEEIR R, -
PIRZER IP (Assignment End IP) — & A P firdl - ZAIHLASES IP I
I EBEROAL RS -

IPv6
2B ERABEE DS EIBAIEE EEZEM-bit) -
AR BE (Stateless) — KRR E M-bit -
DHCPv6(Stateful) - M iI7c(M-bit) ERRE + 5%~ LAN BFEIRER
DHCPv6 fEfR2ZEVSFAAE IPv6 :REZE: - DHCPv6 ERREETILIZ Vigor
KHBRANENERSS - I EBIIs DHCPv6 @RS -
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B8R 3RE1E 4R A (Router
Advertisement
Configuration)

DNS 527 (DNS
Configuration)

DHCPv6 fAfRZRERE
(DHCPv6 Server
Configuration)

F&(Manual) - KEATAREEHN -

2 IPv6 it ECEE R EAREE (Stateless)ls - UEINAETIA -

EHRzEREEHEN(daemon)EEHAARM O XA LAN XAz
L2 ( Router Advertisement messages ) - S 2B1E RFC 2461 #
- BEIB AR F KIS ( Router Solicitation messages ) ¥ - 1
BRELAE - ELAER IPve B/IREDSEBFTMNEN -

A EERIS = (Generate Prefix From) — EBIZEES0ES: IPv6 AIILAT
ERHNEE WAN NE - FRATHEERRERR IPve B9 WAN NH -

mE) & HH
rq

F#IY}

=)

[WAN] WANT (Static_IP_1)
[WAN] WANZ (Static_IP_22)
[WAN] WAN3 ()

[WAN] WANA )

Disabled e

Z IPv6 Uity EoiEE R IIRER (Stateless) s - BIEE AR LLINRE -

DNS 43ikA = (DNS Assign Methods)

RA(RDNSS) — FEH#E ( Bl#n PC) B9 DNS ARG EBIEARE
BAEBETRE -

O-Bit(DHCPv6) - AR E#rY DNS EiR=s15:E% DHCPv6 EAREs
ETRE -

FE(Manual) - Vigor BHESEAAA S @ EHIEE DNS EREER
T -

ZE DNS firdit(Primary DNS Address) - #iAZEZ IPv6 firtit DNS EIAR

og

E‘E o
RZE DNS firllt(Secondary DNS Address) - HIREZE - FWAS—E
DNS fEpRs8M IPv6 fril -

EE1E DHCPV6 ( BARER ) 1ER IPv6 2 ik(IPv6 Assignment)fis - o] 5
LEIHBE -

FRE(On) - RUMEEEsE EAAE DHCPv6 MRS -

EXER BN I (Generate Prefix From) — RIZEEFESE IPv6 fiI
WEIEHBNEE WAN MH - FATHISEREAR IPv6 B WAN
NE -

B &) IPv6 fiIlit#EE (Auto IPv6 Address Range) - BIALLINEER - B8
F23AEMN DHCPv6 ERERIESREZFEAR LAN IPve {ritEEE -EY
SHIERUETHAE® - $8IRAY LAN IPVv6 (ZILH& AR RESA AL AN 45 3R it it
IBENEERA -

fE#E IPv6 ik 43k (Random IPv6 Address Allocation) - Bif# -
e G E B DHCPV6 IP fidlk - BIBSLE IPVv6 ERIRMTINE -

A (Off) - FRMas EAAE DHCPv6 f[IMRE -

thi(Relay) - #H& - B DHCP BERHEEEZEE LAN FREELSMNY
DHCP fafRss - EAitE®E DHCP @Mk IP itifu+isE

DHCPv6 {a@liR2E7/T H(DHCPv6 Server Interface) — B NS EE

66



DNS 527 (DNS
Configuration)

BFZRE -
EHIENTT DNS EE[g
(Force DNS Redirection

EREEN T REIR

B E28 IPv6 fiIiER1E
(Router IPv6 Address
Table)

ME—Eig A (ULA)RRE
(Unique Local Address
Configuration)

I ER EIE4H R (Router
Advertisement
Configuration)

DHCPv6 faliR#327E
(DHCPv6 Server

7E IPv6 B9 WAN 77TH -

DHCPv6 falfR28iriit(DHCPv6 Server Address) - A DHCPv6 13
AR25H9 IPv6e fudlk -

2 IPv6 At ECEIES DHCPV6 (Stateful)is - Sl AL IHEE -

FZE DNS firdlt(Primary DNS Address) - & A X2 IPv6 {itlt DNS &/
%‘% o

RZE DNS firllt(Secondary DNS Address) - HIREFEZE -
DNS falfR2389 IPv6 it -

RUA(Enable) — t)RIRABNCIRLAASL F A LLIhAE . YR LLRIRARN IR L
ERIEINEE - IETHEERFF MBI AE LAY DNS SR EESOEIEAR
MEK DNS [iRe: - ZBHRE DNS ENERRESHABZESHY

=
BE °

FEAS—E

WAZERIEAY IPv6e UMAIEWNRE - 53— N NENBART IPv6 itk
P EMIFRAIRA IPve firdl - HERBENEEERK -

+¥TB(+Add) - RILEFIBIKR - RSTHIE 5 @K -
EBAE |P {irdlt(Static IP Address) — @A @IGABIEAUEFEE IPv6e fIdl -
W—EEAII(ULA)Z2ER4 LAN BRIEER IPve il -

ULA RIE S (ULA Prefix) — LAN F Pl 6 e kR 1B F 28 A RO RT &SP
ELER ULA -

FARA(Off) - ULA EfEH -
BEi(Auto) - LAN BFInEFERBEAENRIER K28 ULA -
F&(Manual) - FE#EA IPv6 fiilt -

2 IPv6 Uity AoiEE R IIRER (Stateless) s - BIEE AR LLINRE -

EEREEAEIEARESHNMAZE WAN BUETT IPve RERIMIN

RA fEEHE(RA Priority) - 1B1E5S FRIB S8 ch % R IS FR SR RO TR &
EE(E D 5) -

&/ EAREREEB(Min / Max Interval Time) — RA @R EERLHEK
NZEREERBESHEZENRE/EREBER (UM RENN) -

AR (Valid Lifetime) - A —EEF( EAIRT )2KiEE DHCPv6 A
REBNBAWFERRE - AKE (218 LAN MHER ) SBFRRERS -

EEMHRA - Z5RE (B8 LAN NEEE ) RERDTARISHES

BEANISEE (Preferred Lifetime) — BIA—{EE=F ( EUAF ) KiEE
DHCPv6 fAfRERMEEAMIEE - ZEXNE/ N RASREMEE - TE5E
FEREREA - IR (Vigor HEHER ) BRI ATEREHERE - ETESER
HRE TEXTELE - B ENEEENRREANKERELESR
Hitt ER A EEA SRS -

IERAPR&I(Hop Limit) - EEA IPv6 i -
FESME P EIRRMUATRRE -

BHEREINEERZIE - B

3812 Stateless ( AAREE ) fEH IPv6 2 iR(IPv6 Assignment)fs - O] fF
FRUEINRE -
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Configuration) E8 s53@aN 1% = (Authentication Protocol) - 117 E R BB £ 77 BLA4T
BRABES 2 A1EE DHCPve EIARZZETEMERE - olLUIEE =T EE . B
2= & (Reconfigure Key) - #EiE(Delayed) i (None) « BEIER T -
¥&z2 & (None) °

SR ESM(Reconfigure Key) - EiERBIED - DHCPV6 @R
B EEEAEmETEMNEEE -

fEiE(Delayed) - #EERIBIED - DHCPv6 MRS HEIRIBELLMAID
IEEME® ID - BN IBEMEREIHETEHRENHF -

£ ID (Key ID) - WMA—EE (EE 1 3 65535) - HEBHAR
E% HMAC-MDS5 & -

481 (Realm) - FEUWANRTE (1 3 31 A=) BiESESE
HMAC-MD5 ErZiS -

2@ (Secret) - MA—EIR(1 3 31 E=T WEEEE DHCP &
fRE: S E R BRI —E RIS -

ANEERE(Valid Lifetime) - MA—EEF ( BURY ) KIEE
DHCPv6 EfREBMBNEERME - A%E (B8 LAN NEHEE) &
FA{EFERR S HRES -

EEMEARA - ZHEE (BB LAN NEEE ) BHEHTEREHS -
BEANIFE (Preferred Lifetime) - WA —E#=F ( EM AT ) K15
£ DHCPv6 ERZ=ZMNEEANMIEE - ZENBE/NRIERBE A -
FEEREERREN - R (Vigor BEHEE ) BWRATEREHE - 2
FHEZEKERRG  SEXREELE - BT EREEANFEANE
HRELESREMERBMNEEANKRES -

34(Cancel) BRI EE -
2R (Apply) B B AR L B I B E -

SEREREZE - B TNER(Apply) Rt FHEABRE -
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I-1-3-2 #17E IP & MAC (Bind IP to MAC)

IEThREE ZRERFAAE P HE IP UULF MAC Lt - DUINSRAREEIEHI - BBEIE IP E MAC THEE -
RBEMEEAFIHTER IP (il - SEFEER P AuEE—(EReF RS (MAC) firitHHE -

Configuration / LAN O Reset
LANS Bind IP to MAC DHCP Options Inter-LAN Routing VLAN List Interface VLAN LAN Port 802.1X LAN Port Mirror Backup & Rest >

Bind IP to MAC

+ Add search Max: 300

Comment MAC Address IP Address Option

AHT B/ AREERR EME - IR T + B/ AREE(+ Add/Edit) IBAEBI TR T B E -

X
Comment (i) Bind_1F_to_3F
MAC Address 08:BF:B8:D5:DF:F1
P Address (7) 192.168.2.96

oI ERRAR T -
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I5H Bz

:1#2(Comments) ASREELFEAILA P it - MAC It -
MAC izt (MAC I A BT A EIn AR T ER MAC it -
Address)

IP fir4it (IP Address) MAZHR MAC ftRIRRY IP ALt -

B (Cancel) EEBARELERALER -

ER(Apply) REEANRELBEILER -

I-1-3-3 DHCP #1&(DHCP Options)

RO E L TNBE®R - D UBIBHTIB R IRARE (option numben BRI EHKERE DHCP HE -

Configuration / LAN ) Reset
LANs Bind IP to MAC DHCP Options Inter-LAN Routing VLAN List Interface VLAN LAN Port 802.1X LAN Port Mirror Backup & Resi >

DHCP Options

Option Number Data Type Data Apply to Option

AHT B/ AREERR EME - B IR T + B/ AREE(+ Add/Edit) B4AEBI TR F B E -
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Option Number 47
Data Type ASCIl Character ~
Data ()

P
Apply to All LANs
Note:

1. DHCP Option does NOT take effect when the configured option number conflicts

with LAN or WAN settings.

O R ERRARIA T
5H B
B 1A% (Option BUINEEE A DHCP ZEIBARE -
Number)

B8R (Data Type) EEZRENERNERI (ASCI -~ HREMHUIEE) -

& (Data) REBFTEENER  EENEUTEAEZEN -
ASCIl FJ5t(ASCII Character) - —{EXF*& - fl®0 : /path -
+REMEF (Hexadecimal Digital) - +XEMFE - BHFTH 0 F
9 A a B f- B0 : 270617468 -

firsiti5E (Address List) - —fE=iZ1@ IPv4 firilt - BUESRDFE -

£/ (Apply) to BEIZ IR BB LAN N -
E34(Cancel) REENRET AL E -
=8 (Apply) R B E T B EE -

I-1-3-4 & LAN E&H (Inter-LAN Routing)

BHARZ RN 25 EEARER AR EREHES DI AR A - 15 - ARNFEEIIM
ZiBILEE LAN R 2 ERA G iERE -
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Configuration / LAN O Reset

LANS Bind IP to MAC DHCP Options Inter-LAN Routing VLAN List Interface VLAN LAN Port 802.1X LAN Port Mirror Backup & Res! >

Inter-LAN Routing

+ Add

Search Max: 25

Group Name Enable Selected LANs Option

ARFTIL/AREERR ENE - B N+ B/ 4REE (+ Add/Edit) AR TN P EE -

X

Group Mame (@ Inter_100

Enable

Selected LANS ~
: Search.. Q |
[LAN] LAN1

oI ERRART -
IEH &t A
24821 (Group Name) RBETRZBLUERR - IBRE - FELREHE -
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RLA(Enable) IR ICF R R B LR TE -

A9 LAN (Selected TPEIE S RO EEMES S E AR F AR (LAN 71 LAN) -

LANS)
B4 (Cancel) EEERRELBHFLILER -
EM(Apply) T EARET BRI -

I-1-3-5 VLAN ;5 E(VLAN List)

EREEMAE (VLAN) TEEE LAN A9 - DLERSENRSRBT Y -
IWEEOEARZII&ES 8 {8 VIAN REHE -

Configuration / LAN O Reset (G Refresh

LANs Bind IP to MAC DHCP Options Inter-LAN Routing Interface VLAN LAN Port 802.1X LAN Port Mirror Backup & Rest »

VLAN List

VLAN ID Name LAN Priority Option
1 Default VLAN [LAN] LAN1 0 ? Edit

ARFTIL/ARIERR ELE - B N+ B/ 4REE (+ Add/Edit) BRI ORI P EE -
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/LAN ID (@ 100
Name VLAN

AN [LAN] LANA

TRRERBMT :

=) 518

VLAN ID S ABTIER VIAN BRJE - BUIES 1 £ 4094 - VIAN BRIEMNE
ItE—f0 -

#18(Name) A VLAN e EIETE -

LAN BRI L BRI TN - RESHTEFNE VAN THESE
7 7495 -

fE2cH# (Priority) 51 I B 4B SR A B S B -

EX3#(Cancel) RREENRETRELE -

£/ (Apply) HEEMR e E -

I-1-3-6 7 & VLAN (Interface VLAN)

AE VLAN EFEERR (P~ P4/P5 ) BEFHAREIAER VLAN EHD -

ERESAEINERE Y —BIFENENEREENN TERRRERERRICETAEANSE - ZEF
RERBREN A/ N ENS AHAIRIEAPERAREE RS -
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Configuration / LAN

LANs Bind IP to MAC DHCP Options

Interface VLAN Settings

Ethernet

Interface

Port1
Port2
Port3

Port4

o] AR ERIBMT
=]
IRSRERRI(Port Type)

RIFER VLAN
(Untagged VLAN)

E18##9 VLAN (Tagged
VLAN)

B (Cancel)

EM(Apply)

O Reset (CRefresh

Inter-LAN Routing VLAN List Interface VLAN LAN Port 802.1X LAN Port Mirror Backup & Res! >
Port Type Untagged VLAN Tagged VLAN
Trunk ~ 1 (Default VLAN) ~ w
Trunk 1 (Default VLAN) ~ ‘ i!i’ Select VLANs
Trunk 1 (Default VLAN) ~ I i!i’ Select VLANs ‘
Trunk 1 (Default VLAN) ~ ‘ i!i’ Select VLANs

AR

EENEGERER 1 £ )BEMN VLAN #E -

Trunk(88) - REMNZ AR BT ARAERRSE VAN #52
i -

FEl(Access) - BEIZ ABHEIEHETARAEBRE— VAN 7
# -

SRR R WIEH VLAN B2 -

’/"1/\‘

—ERRER VLAN - DS LERESMERM AR EES] Vigor B

o
o

E
==

SETER VLAN BiA 802.1Q %5

BHESEEEHEARIMER - SRFHERN VLAN RRMAREHE
th .

E#BAY VLAN (All VLANSs) — FiB VLAN &R EASEB R N _ L1248 -
#1Z VLAN (Select VLANs) - RBEER VLAN REEA ZHIM LZ

s

% -
AR HEAREL IR -

i EHARELREFILER -
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I-1-3-7 LAN 3£ 802.1X (LAN Port 802.1x)

BR 802X RAEZEBLAMBERI BEEBNARPKREHRSMRE - SEEHEREZEEREN—

BERPmETS RS -

Configuration / LAN
LANS Bind IP to MAC

LAN Port 802.1X

ble LAN Port 802.1X «©
02.1% Ports

Port Name Function
Port1 LA
Port2 LAN
Port3 LAN

Port 4 LAN

Cancel Apply
oI AR ERRARA T -

EH

RZF LAN 20 802.1X
(Enable LAN Port
802.1X)

12 0& % (Port Nome)

EYF(Enabled)

9ME RADIUS fElARZZERE
#%(External RADIUS
Server Profile)
BE(Cancel)

EM(Apply)

DHCP Options

\) Reset

Inter-LAN Routing ~ VLAN List  Interface VLAN LAN Port Mirror ~ Backup & Res

Enabled

ng to External RADIUS

AR
tNIRLCF R AU SIS A LAN 802.1x IH8E

HRERE LAN EERNENE -

t L FRRA RN o YA S (= AR THEE -
RURE - P LAN EBHBRIE 802.1X S1H8R:E -

EE—ESNEE RADIUS ERR=3:REMRE - ZerERRANRERE S

802.1 EFIBMEMAENSD

HEEAIRE -

76



LAN IBOERTNEEDRIEE LAN ERENHEERE
TR RES - (RRAIRERENTI - BT EE

Configuration / LAN

LANS Bind IP to MAC

LAN Port Mirror

Mirrored Source

DHCP Options

I-1-3-8 LAN 3£ [0 251%(LAN Port Mirror)

REES—E LAN ZEIE - DD - IEIIBEBBIR

o

Inter-LAN Routing ~ VLAN List  Interface VLAN  LAN PortB02.1X  LAN Port Mirror  Backup & Res!

(D 1. Fast Path: All TX and RX packets processed by the Hardware Accelerator are copied and sent to the Mirror Port.

2. Slow Path: All TX and RX packets passing through the selected Mirrored Port are copied and sent to the Mirror Port.

3. Mirror Packets to: Port 1 is reserved.

oI ERRAR T -

158
EYF(Enable)

Bt 8= (Mirror
Packets to)

R B hEEE(Enable
From Fast Path)

FiF B8R E(Enable
From Slow Path)

B 121 (From Slow
Path)

B4 (Cancel)

EM(Apply)

AR

tIRFRERN I RIS LAN ERHRREINEE -

TRREEER -

EE-EHEEE-EEROFREGE ERASKERIZRO -

B Ec 5 5RiE(Mirrored Source)

)i FR R RN o] RUA a5 AR LEIOBE -

RUR®E - ERENEaEENEHEEE (TX) MEHW (RX)AH BER
BRI EXRFRGIERE -

) FR R RN o] RUA s 1= AR UL IO BE -

RRE  FAKBRMERGERBNCER
WE S FXR R GEIER -

(TX) S (RX) HEEF

Z g2 0 (Mirrored Port) — tIH25IR - BB EFRRIGERE -

REEBIRE °

HEFEBIRE -
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I-1-3-9 #HEIER(Backup & Restore)
SRR B BB 0 T B BB R D -

Configuration / LAN

< Is  Bind IP to MAC

Backup & Restore

Backup

Selected Item

Password Protection

New Password ()

Confirm New Password ()

Restore

oI ERRART -

EH

EEIEHE (Selected

ltem)

BE{RE(Password

Protection)

DHCP Options

Inter-LAN Routing VLAN List Interface VLAN LAN Port 802.1X LAN Port Mirror

Select All

[ 8ind IP to MAC

@

@
@

« Atleast 8 characters

ase characters

+ Lowercase characters

* Numbers or Special characters

Back up

Bl
&% (Backup)
BEMRTHNIEERS -

YRR RERD o] RU A s AR LTI BE -

#8928 (New Password) -B AMEE N REFFBNREARS -

TEsR 288 (Confirm New Password) - BE# AR -
#EH(Backup) - RULTE; LAN :REEE -

BR B EH1EE(Restore
from Backup File)

EEEAZERE(File
has Password
Protection)

# = (Restore)
O - mEmeEn e R EORE -

EE(Restore) - BILETRTEER -
IR RERN O RS = FE L TORE -
ERUA T ULINEE - ARRE—HZE -
28 (Password) - #AMLIEENME LAN REFFENBBAS -
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lI-1-4 DNS

DNS R BEAR - BEMKR IR NAFS—EBEFN P Al - BMEJEES—ESREENE
& - HlI www.yahoo.com - DNS fEllRZR &1 EES N IBNAE SRR EEN P Ak -

ZAENIZHE DNS 2214 LAN DNS/EEME -

I-1-4-1 DNS Z 214 (DNS Security)

DNS fafResihAszi® DNS L2 148eE - TEET BELERELF -

Configuration / DNS D Reset ( Refresh

DNS Security LAN DNS / Forwarding

DNS Security

+ Add Max: 5
WAN Enable Primary DNS Primary DNSSEC Status Secondary DNS Secondary DNSSEC Status Option

AHT B/ AREERR EME - B IE T + B/ 4RI (+ Add/Edit) IBAEBI TR F B E -
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Secondary DNSSEC Status

OIHRRERRART -

EH
WAN

EYF(Enable)

ZZ DNS (Primary
DNS)

% DNSSEC k88
(Primary DNSSE Status)

RE DNS(Secondary
DNS)

RZE DNSSEC #k#&
(Secondary DNSSE
Status

X

[WAN] WAN1 (Wired WAN) ~

«©

AR
EEZRERE DNS £2MH WAN 7TE -

IR RS F AL WAN N ER DNS 22 - B DNS £2
1% - E DNS [E78(Bogus DNS Reply)i& A2 -
BRI EE AR ERANEZE DNS EAR:S -
WMREIR "--" - AIRTOLA BT A WAN S08AE DNS @RS -
B8~ DNS EfREEE2EZIE DNS L2 MR ELHR - AROIEMNT :
[Supported] F~ DNS fafR&Ez#E DNS &Z&H -
[Unsupported] z=7~ DNS fEfRgE A~z DNS L& -
oM /AR WAN NEREEISIARERIZE DNS EARS -
[Check Failed - WAN Issue] F&RIHEIEBREELRMEBIRE KRR -
[DNSSEC Disabled] %/~ DNS ZZIhEECEAA -
AR PEEEARLTEIEFT (DNSSEC ) EiB5E DNS 4T DNS
[ElFESRRS IEE R DNS HIKE -
BRI B AR R RE DNS @RS -
WREIR "--" - AIRTLBEIEAIE WAN 50858 E DNS ER:S -
B~ DNS fAfR2E2EZ1E DNS L2 MHIIBEHER - FROBEWT ¢
[Supported] F~ DNS fafR2EZ#E DNS £& M -
[Unsupported] %7~ DNS fEiREEAZE DNS 22 -
‘—="FR WAN NEREEBSFRENE DNS ERE -
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[Check Failed - WAN Issue] RSB ESRMERIRE L
By -
[DNSSEC Disabled] #&7r DNS ZZ2INEEEEM
AR PEEBEASLTEIET ( DNSSEC ) EiBERE DNS 42380 DNS
[ElERBALIEER DNS FIKZE -

B (Cancel) SEE AR LRI -
=6 (Apply) e AR E LRI -
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I-1-4-2 LAN DNS /#2%(LAN DNS/Forwarding)

LAN DNS 2 DNS iRz {ERA -
LR - BHEREEHREE] P IREMFS
DNS fafg=s - fEEILILINAE

B -

DNS EZEHEEEEESRBMZHEE DNS EFEE

LAN DNS #1 DNS #EXEF BB BIEHRE

- EAETLIRE— LR (B FTP -

DNS S ASWEEHRHEE -

Configuration / DNS

DNS Security LAN DNS /

LAN DNS / Forwarding

+ Add

Name Enable

Forwarding

Type Search Engine

A2 A G DNS EARES -

% WAN 8 DNS &3 &

Domain Name Mapping

LAN DNS #@EHEESBETERN DNS 4T - EmEERE
A BTENEE - ﬁﬁﬁ%fﬂ STE RIS P EERIMNY

BRlE) - WEASREFHNEE

%% LAN L DNS ARz

Ty Reset
O Reset

Max: 120

Apply to Option

AT [ RIE R EAE (BB TE 120 fB) - 2N + /4R 8 (+ Add/Edit) SRR T EE ¢

Name (T
Enable

Type

Domain Name

Mapping IP Address Type
Mapping IPv4 Address
Mapping IPv6 Address

Apply to

cancel m

o

“ CNAME ‘ Forwarding | SafeSearch

Domain Name

All LANs £

Note: If Force DNS Redirection is disabled on

82
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oI AR ERRARA T -

IHH
Z#E(Name)

ExF(Enable)
R (Type)

#8313 & %8 (Domain
Name)

3
H
o

EHBEEET P

*
t

FHERNEIET CNAME

BEREETEYR

FHEREET
SafeSearch

B4 (Cancel)

EM(Apply)

AR
MAFERERREERTE - DUISEH -

NI LRI R/ E B RR E1E -
12 IP, CNAME, E3%(Forwarding) 32 SafeSearch -

+H718(+Add) - MARBBRERE DNS EHPSRIBELENEEZ
- aIFERESR () (FABRFTREEERESER - flnm -

* draytek.com #5LE#S www.draytek.com #1 ftp.draytek.com 431 -
EZSOLEYT 12 @4 -

LEESIEHR 1P i AR FERENAE BB EITILY -
HE P 1118 E (Mapping IP Address Type) — 12 & IPv4 3L 2 IPv6
(Both, IPv4, IPVB) -

HE IPv4 fiIit(Mapping IPv4 Address) — EEET — &
[IPv4(Both/IPv4) - sBELLREIA IPv4 fiLdl -

HFE IPv6 fiItlt(Mapping IPv6 Address) — #HEET — &
[IPv6(Both/IPv6) - FETELLEEIA IPV6 fiIdt -

ERZE(Apply to) - EIZEFIA LAN ZIEEHN LAN NEERLL DNS
fEAR 23R 2 -

CNAME — & AAIS B HEMAIS -

ERZE(Apply to) - BIZFTA LAN SiiEEM LAN NEMERLL DNS
EIRERREE -

DNS fal AR 2845 (DNS Server Type) — EIZM%E - IPv4 32 IPv6 (Both,
IPv4, IPv6)

EZ IPv4 DNS @ RR28(Primary IPv4 DNS Server) - B AZAR DNS #&
210 DNS EIREENEZE IPv4 firdl -

RZE IPv4 DNS falAR2s (Secondary IPv4 DNS Server) - BIAZAR
DNS #E5f DNS @RI RE IPv4 il -

FEZE IPv6 DNS fafR2E (Primary IPv6 DNS Server) — @ AZ A/ DNS
BEEM DNS FARBNVEE IPve il -

RZE IPv6 DNS falfR2s (Secondary IPv6 DNS Server) - BIAZAR
DNS #E2f DNS @R RE IPve il -

ERZE(Apply to) - ZEEFA LAN ZIEEN LAN NEERLL DNS
BRBRER -

—LEI8=5|Z - FIW Bing - Google Ml Yandex - RN ZEE AR ES
MO ARRNAS - BEHS5IZREREALZEES(SafeSearch)
A o

#E5|%(Search Engine) - BE— (AN EEANES3IE -

EEZE (Apply to) -BIBFA LAN S5 LAN NELIERE DNS
ERRRRE -

EREERRELHFEILER -

WEERRELEHFEILER -
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I-1-5 #E4% & 15 48 & (Wireless LAN)

BREEHAE (WLAN) OIBIRSEBEM - Bt WLAN #RZETUGEAREEANE E— R EKFIFR
B LAN iU AR -

MER - BABAMBAETRERE - BERRINNSLTES THIX TNSESE - §Q—H’E’)\%%BE
FRERBENERRBEN - Vigor C410/C510 RIEMEEHE (BEBWPES "Taxy ) WRFFH
ERETEEUNNE  B2EBRAERRENIEEZE - AEERED  TOEEASLHILIE %@E%
WLAN INEERIFAREM - PDA SN BVEMEAGHRE  BRER DA SNIRRIMRER ZEHN LAN &
BENO EEEIME - BRARBRTSENBE Y - ELt WLAN EAETMBERR LAN F—KFH
FTA LAN &R - MESRERER -

ERENAERESTRBABNTNRERRMNE  F8RRE  ARRBENEZEMRNES

ERGABRNERIBEIT « Vigor BRBARCERFIE (AP) - EEZEESHPIHE AL
(STA) - FiE STA #i#§EE Vigor MRBARAZHEARERER - MRMWERE - Bl SSID - 4738
MnE e - Ao UBBILEESET -

192.168.1.1

5 «

INTERNET 1]
—
SSID: draytek 192 168 1.2
Channel: 6 . o
Mode: WPA3/WPA2
Personal
% & SSID

Vigor BEREARSEEREZENE SSID ( IRBEFHN ) ARBRER - REEZE—HEEEHE
RSN EGEEAPR - SERBEAUUEESBBE—REM (SSID ) MFEN VLAN 3 MAC
fuiti@igsR - W HARERNEREE -

BN 2 RS N2

Vigor Ei?ﬁ*EEI%%EEﬁT@E% AES M&5|%E  JEMEUEREERNARET  RERAYA  RaNE
NEGREIRE -

TENLZZIREEE
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AT REACHRAENNZEZMNRAY - HMRHTHS LERERRE -

BHEEMNE ( WEP, Wired Equivalent Privocy) 2 EESHNNESE - BER 64 iIyns 128 it
SBESEEBEGEEHMNMIEETIR - B  SSEMAZRLRE—HANESE  WEEHAESD
—E&gAEsEMALET -

WPA ( Wi-Fi Protected Access ) 2RI NMNLZEHS - 2 BMEE : WPA-&@AhR(WPA-Personal)sk,
A WPA FBEEZSM(WPA/PSK) - BIK WPA-12ZiR(WPA-Enterprise)3i 8% WPA/802.1x -

. WPA-AARRS - FRIBEZRER (PSK) AREERBEHIMENERE - WPA ERERREBTEMHE
(TKIP) ETERIE - M WPA2/WPA3 RIERF AES ( SRINER®E ) - WPA-EERHN—EETZERE
REAMEZEME - BXIESHEE -

TERBESHREETENZEHSE - B WEP EREERSRINE  RTEBERLZENERE &
ACERER WPA - EREENRELZEHE - NS RRGEBNESERREN/BALRE -
Vigor EGRIEHRIFEEE - JLIERSE WEP M WPA WS EZZER -

it TR B ( FRSSH £ PSK ) ENERAREENRE £ - AR T O ZEBTIEER
AU RITRR B - FIa R R B B -
WPS

WPS ( Wi-Fi (RE&RE ) ERGAPRARGEMSNEARNERESHE -

AP Router Connection Wireless
Rkl Client

Set SSID and Wireless

Encryption - Card Installed

(WPA/WPA2)
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II-1-5-1 SSID %7€
ERHE WIFi FOH%E RO IR E SSID HASMEAEFER MM UEE LAN 1 WAN (48FR4918) -
IHEEE T EAREDE SSID(EREFIEARARNELSBLN  BEMREA) - 8 E LAN VLAN -

T Rece
) Reset

Configuration / Wireless LAN

SsID Radio Settings Roaming AP Discovery WPS WDs

SsID

+Add Max: 8
SSID () Enable Security () Password (1) VLAN Scheduled On () 24CHz 5GHz Option
DrayTek-0012C8 @)  weasweAZPersonalns | eessemsenees @ P v » Edit

Cancel Apply

ARG SSID RRERE - BIE T + B (+Add) EIHAIBALE -

Configuration / Wireless LAN O Reset
S5ID  Radio Settings ~ Roaming AP Discovery  WPS  WDS
SSID
Max: 8
Enabled Security (-} Password (1) VLAN Scheduled On () 24GHz 5GHz Option
@)  weAzWPAZPersonalts  sseesnens @ v & Edit
@  weaswpaz personal v ® | | Please select. ~ PEdt [ Delete

MARIELEN - R T ZRERBAENRE (Edit) BERR T ER -

==]
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S50

Enable o«
SSID Band
5GHz
SSID Settings
OIHRRERRIT -
IER BrLil]
SSID R B ERBRUAS (SSID) - FALUEE A AP B9 - RARER 32 @F
JG °
RE—E&ME - FRERIZHA -
RLA(Enable) YIRE R LU E R S = AR INEE -
Security HEHERATLEEREERE -
UTBrEAESEZE MR,
N — o WPA3 A + WPA3/WPA2 BAT « WPA2 EARET -

WPA3 Personal

WPA3/WPAZ2 Personal

WPAZ2 Personal

WPAZ/WPA Personal

WPAS3 Enterprise

WPA2/WPA & At 3(WPA3 Personal, WPA3/WPA2
Personal, WPA2 Personal, WPA2/WPA Personal) - £
WPA FBFI% - MMZEBEL PSK BILEA - WPA BB IRE
MR EENSEREETINR ZSBEFHHAZTHH
IR (Password) -

WPA3 (18 -WPA2 R E1#E 3 -WPA2/WPA 1 2423 (WPA3
Enterprise, WPA2 Enterprise, WPA2/WPA Enterprise) - {£ 1
= WPA A In B RREARERMNE ERE
>>RADIUS/TACACS+>>4ME RADIUS(Configuration >>
RADIUS/ TACACS+ >> External RADIUS) PR EZE - WPA
AafReMARERNSEMEETNES  Z2BHEBR
8021x BB EEHHEUS -

OWE - WPA3 B5| A7 —EHHNHANBEZEERER
OWE - EAHEFInEB RGOSR  FFEEERIER - 8
BEEFh B EEEESHLBBRENNERTHE -

UTBREREAZEZMIER,

WPA B At#3(WPA Personal) - £##% WPA BEIE - %
LHELL PSK BB A - WPA BB RUESEREENEE
ABETIR  ZEREFHEAD T ABAUTHNERE
(Password) -

WPA TR Z183(WPA Enterprise) - 1215 WPA B FIx B&RE
ERREZMNE FEFRE>>RADIUS/TACACS+>>9ME
RADIUS(Configuration >> RADIUS/ TACACS+ >> Externall
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21 (Password)

RADIUS Server

VLAN

BER2R2A (Scheduled On)

B E#RE(Client Limit)

2.4GHz/5GHz

MAC B2 (MAC
Filtering List)

fREt R EIS RS
(Isolate Client from
Wireless)

B3 SSID (Hide SSID)

RADIUS) P RREZE - WPA EASBHESERERASEN
EETNE - ZeiR/HER 802)x REEHHBHANE -

WEP B A (WEP Personal) - &% WEP BFI% - IIZS
i@ AR WEP 480 -

#(None) - BRI -

#WA 8-63 {8 ASCI =T - Bl "012345678" - ILINAEE AR WPA
{8 A1 (WPA Personal) 3 WPA2 B A= (WPA2 Personal)
WPA2 [ WPA B A (WPA2 [ WPA Personal) - WPA3 LA
(WPA3 Personal) 3t WPA3/WPA2 {& A 1= (WPA3/WPA2
Personal) -

LEINEEE AR WPA3 22 hR(WPA3 Enterprise) * WPA2 B4R
(WPA2 Enterprise) + WPA2/WPA 1RZHR(WPA2/WPA Enterprise)
1 WPA BZAR(WPA Enterprise)&E 3 -

AT EEEE RADIUS EARERRE -

FERERE RADIUS EAREEZAT - BRI RRRE
>>RADIUS/TACACS +( Configuration>>RADIUS/TACACS+) & 5t
#1790 RADIUS RBERE (20 —1@E) -

EIZ N SSID EREAY VLAN -

EEXENZEMAOBERER -

FEER (Always On) - It WLAN R TEMEIGIAAL BEASEENIRES -
HZE - FEAMIUSEEERRNIIERERE - BEZA - Bt
R E>> ¥ (Configuration>>Object) B E =& & %A H 28 g (2
VEE—A) -

WMAZBIL SSID EEFLL AP WRAFKEEMNRE (0 RWER
&) e

SSID #&(SSID Band)
BIZ It SSID BERER -
SSID 2% (SSID Settings)

a4 & 25 F(Disabled) -

HEFERA TN EEEEERNWBIERTEE -

BIEVA] - ETATEREM>>MAC BB (Security>>MAC Filtering)
EEZUZ/VD—H1 MAC BIRRERE -

Disabled
|

MAC_Filter_East
|
MAC_Filter_West

MAC_Filter_South

Disabled e

3R BARE AR R /= B ThEE -

IEThAETIEEAMEE SSID WELR PG Rt S EEEE
B -

BRI /1= F8 SSID BB RINBE -

UETNRETIR LEFRAR SRR IR - W AERARERI R PRl STA BEMA
BEFA BRI - RREKTEEANAR - £REERSGHR
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WPA & &% (WPA
Algorithm)

S REHBR(Key Renewal
Interval)

a2 288 (Default Key)

S R#ER(Key # Type)
SRH

B4 (Cancel)

EM(Apply)

OIBERBEBRIER SSID ZAMRNE - SR BEARANE AZEIRIR VigorAP
1062C MIFR - ZZ MR ENA SSID MIEEARR AR -

WPA 2% (WPA Settings)

IEINBEEE R E WPA #8218 -

12 TKIP -~ AES 3¢ TKIP/AES 7% WPA MNINZEE)

AR - WIFFRA Vigor AR ESHE WPA3 210 - B2 - 11 Vigor
BEERERSTHE WPA3 BA /22 B WPA EEIAR R ER AES-
IEINBEEE R E WPA #8218 -

ERANEERFHEBBEIEZR - A8 ELEBNERERER - HE
EHABREENARNERR - ILBREENTRSEHNER - FE
ICMAEHERRRE - BREEERE  JESRENEZEMY - AR
ES 3600 % - REEZ 0 BIRTEERA S ATIEE -

WEP &% (WEP Settings)

ItEINBEEE B WEP B AT (WEP Persional) - E&0] A NAEE
8 B—RREEE—ARISIEATERLSE -

7RI/ ASCI(Hex/ASCI) - BiZLi8H0ER -
SBE I LLZ2E@A 5 8 ASCI XZEH 28 A 10 {8(64-bit IR E
R)16 EME ; 28 A 13 18 ASCll XFT 2 26 E(128-bit 1122 /E

R) H/NENMNE - BEEMEERANSBAR - BRT#E 1 DS
Efte=5(33(1) 3 126(~)EFolE A -

REERREL IR -
W ERREL IR -
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I-1-5-2 47 5158:8 % (Radio Settings)

AEERRREEGSENZIRELRRTE @ flER - BRRERRERESS -

Configuration / Wireless LAN

SSID  Radio Settings  Roaming

Radio Settings

2.4GHz Radio

Transmit Power

Channel

Auto Channel Candidates
Channel Bandwidth
Current Channe!

Current Extension Channe

oI ERRAR T -

EH

3Bk 4 =C: B R/ A A
(Advanced
Mode:ON/OFF)

ExF(Enable)

HER2RL A (Scheduled
on)

53 (Mode)

{E#HIH= (Transmit
Power)

«©

AP Discovery WPS WDs

Advanced Mode: OFF

~

Mixed (11b+11g+11n+11ax) ~~

100%

Auto Select

~

Auto 20740 MHz

Channel 7

Channel 3

AR
I

g
EiE

RADIUS RREMRSRBFEANBIERER BBRE>>WH>>HREIN

RE
iEEd

EiE

BB IR R R AR SRRV PR R TE

24GHz NEARERTE
FIRELIR R /12 RADIO E& 5B TE -
KIBBRN EHMWEIZRER -
1) ERETT -
BErXxEES(Always On) -
R EEFRY 802.11 1BER -

£ ax AR 2.4GHz #Bf £ - JEZDMEGEL

nes

X E

«FRA 1o (b Only)

«fRA Ng (1ig Only)

BRA 1In(2.4 GHz) (1IN Only (2.4 GHz))

4RE (b+g) (Mixed (Tb+11g))

#5& (1g+in) (Mixed (1ig+1in))

#7E (b+ig+in) (Mixed (TIb+1g+1In))

#7E (NMb+g+In+llax) (Mixed (Tlb+11g+1n+11ax))

EMERHARAINEB DL - TX Power B - HSRBEHS -
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$83&(Channel)

BEnsEiE RS (Auto
Channel Candidates)

3838585 (Channel
Bandwidth)

Bai$EE (Current
Channel)

Bz sEE(Current
Extension Channel)

E#5EE(Update
Channel)

EHSEEL R (Updated
Channel Result)

ExF(Enable)

HE12RLA (Scheduled
on)

183 (Mode)

E®MINE(Transmit
Power)

3838 (Channel)

B EnsEERE(Auto
Channel Candidates)

AHTIEEEFRANBERGIRE AR EERHEE(Auto Select):E
LEREREEE OB EEEERERHENEEMEMBAAAR -
BEIZEREE(Auto Select) - BERFEHERERERE - OREEBSEZR
BIEENREMBAAR -

288 (All) - Vigor 2ol FRAEE P EIERERE -

FENEE (Manual Select)- EE—ESZEEE  Vigor AR EERE
BEIE -

B &) 20/40 MHz(Auto 20/40 MHz) — A& B 2R A MEEMN AP 5
£ 20 MHz(#83#5 AP #8%8 10 {&)3} 40 MHz fEAE S BB R E 7 BE
BERERE - IEEDUEMERHE®AI Y -

20 MHz - AEZFER 20 MHz EEEM SR EGRAE 2 BERNE R X
}‘E“ o

40 MHz - REEFA 40 MHz (AR S HEBERE 7 EEHNERNZR
}‘E“ o

7~ B AIE FRISEE SRS -
B BAERRIEFIEE RS -
FHBIER(Scan and Update) — 12— TEID]BRIEEREEE -

MBI AER (Scan and Update)i%ift{g - BRE{EHEIE -

Update Channe Scan and Update

Note: Execute a one-time channel optimization for this AP
5GHz MIEERTE
tD#FARA LI A/ 2 F3 RADIO fEARS1IBREE

BEKREGNEHMIVBIERERE -
RADIUS BREBIRIBEFIERNEIZR TR BBRTE > > >>HHEE N
REE ) ENETT -
B ERKEES(Aways On) -
BB FRFR 802.11 & -
£ ax #IUR S5GHz #RER | - DI EEDITEFER !
<BRA 1la (1a Only)
BRA 1In(5 GHz) (1In Only (5GHz))
#E (Ma+lin) (Mixed ((Tla+11n)))
=& (Na+lin+lac) (Mixed (Tla+1n+11ac))
wE (Na+lin+llac+lax) (Mixed (Tla+1n+1lac+ax))

MEEMS BRIV EBDLE - TX Power BEHX - FASBEHS -

AHTIECEEFRANBSERGIEE 5B EERMEE(Auto Select):E
LZmEEREEE  UREEEEESRERERNBEMEMAMAR -
EIZEFEEE(Auto Select) - ERFBEREREHAE - OEESESR
BILEMNREMBRAR -

=& (All) - Vigor 2B IREDEERERE -

HEER DFS 8838 (Exclude DFS Channels) - Vigor & allitt DFS 481
SNWFTBRE PR R RS -
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3838585 (Channel
Bandwidth)

Bai$EE (Current
Channel)

E #3588 (Update
Channel)

EEELZR(Updated
Channel Result)

5Ghz A Ei#&/)\ RSS!
(56hz Client Minimum
RSSI)

EMREER TRER
TX/RX 37 (TX/RX
Stream)

RERRE(Fragment
Length)

RTS P& {&E(RTS
Threshold)

F R #(Country
Code)

Z1E WMM (WMM
Capable)

3218 APSD (APSD
Capable)

TR SEEI9{E(Airtime

FENEE (Manual Select) — EE—EZEEE - Vigor 2ARBEREE
EEIER

20 MHz-Vigor F&M=RFGER 20 MHz $EERTEFR AR A MRAR AR 2
TEREHME -

40 MHz- Vigor B&MH=3GEA 40 MHz SRERTEIR AR M MERARIAR 2 B
TEREHME -

80 MHz-Vigor F&HZEFER 80 MHz SEERTE R FHER A RAR A RE 2 R4
TERMSEMEW -

160 MHz- Vigor Bz EA 160 MHz SRR £ IS 28 MR AR IS 35 2 8
ETERSEAEWY -

BN HAIERRVEE SRS -

1B (Scan and Update) — 12— FEIO/BREEREIRBE(FRERT
BEEEE) -

T IRBEAERH(Scan and Update)iz i - BR&EIBE -

Update Channe Scan and Update

cute a one-time channel optimization for this AP

$BER5 |2 (Band Steering Settings)

YARBYARUETINEE - VigorAP SBHERENRBAEARGAPIREEXEE
58 -

IEFRARIARE BB 5GHz MISEAREES) - BANSEMAE T AERIEAR - EIE - 5
ARULBEEIEE VigorAP [ - MR SRREER ILERENE - VigorAP %
SFTR P E RS 2.4GHz 4855

Vigor BB D LUBEMBR R LUESREFNEEFERNSEEH - B2 - IRAT
REFET—EXRE  BHEEITIR 85 -

RSB R ERFIIE(E - TBRRES 2346 - IRAEARMEBUR BN - &
BN TBRRE -

AEEPE NGB R E R (BAIBAITAE) - LURS EAMEE -

R EMARGTSEAY RTS POIEE - TERRER 2347 - MIRBAMEURBMA - B
INEH -

E# A 24GHz -

VigorAP E{& 80211d ZXEEER/MENHE - BEHEEILEEER/
RBHEERRBLURRERESE - IRERE TER - B|EGMBWEIES
B AR ARES - B #FNER/thEE U RERERESRT -
HELEPEREMEAVE -

WMM % Wi-Fi Multimedia B9#R%E - & 8021e ST IUTEFENREY
BB  ELELNIHERE B  FERFRIREY  ILUES
BARIE - AC_VO, AC_VI, AC_BE B AC_BK

EEGESRERTER WMM 28] - 121 RIR/F BILINEE -

BEN & B3 (APSD, automatic power-save delivery)2 Wi-Fi #8532
BRREEEHE  nrEEtRISEBRE - WA BRMH/NVEHEERRE -

TEEOFBNRRERY -
1505 BRR LU BL L DA -
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Fairness) ERBBEBR—ENRGET  SERFHBEERSMNABE D RER
B - BILESENIRED - LI MRS FEEGEENARTE . B
WEXHEBHSBEMAY -
BEEEIE
(1) ZEEERFE
(2) FRENEGRET B2 ET FEFE
() BRMMHEF Er | ER -

BE(Cancel) REHRNRE -
£ (Apply) R ERSE -

SERREZE - B TNER(Apply) Rt FHEABRE -

I-1-5-3 ;&% (Roaming)

E—-RGTREENMEETREETRRMRRESRE - Bt - IRABBE—EALRS CEETE
REGAEENEZRE  TUULEHEGFRERERES L - IRMASaEERZEINGE - Wit—
B PO LUERRBEE AR - MRS MM tEE -

AEEAF AL ERGELEINA -

Configuration / Wireless LAN ) Reset

SSID  Radio Settings ~ Roaming AP Discovery WPS  WDS

Assisted Client Roaming

Enable 802.11r [ @)
ote: 802.11r is not applicable with WPA3 Security Mode and may not compatible with some wireless clients.
802.11r Mode Overthe DS EEIRGERN]S

Assisted Roaming by Signal Strength (RSSI)

Enable ()
Assisted Roaming Signal Strength Threshold - 85 dBm.(Default: -85)
Assist roaming when adjacent AP signal is better than 5 dB.(Default: 5)
Cancel Apply
DR ERRARIH ¢
I5H AR
8 Bh FA B ;838 (Assisted Client Roaming)
R{A 802.1r(Enable I UL BARA LIRS R 802.11r B R BB I INAE - MR AR E R~
802.11r) BIRERIREA L2 2 I ]I -
802.11r #=((802.1r i#3B DS (Over the DS) - EREIEREMNEE - AFIHTLFIA Action
Mode) Frames (FT T53KEL FT EIFE) BRIRAH AP ELE A AP HFTHEH -
%18 OTA(Over The Air) - EEASRENEE - BASK IR A8
FHEENEFEEMN AP BA(EEES—E AP PREMNEHERE) -
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B Bhig s AN SRR E P E
(Assisted Roaming
Signal Strength

FETREEN AP WEREHBEB DS/WDS H LB ping 275 -

I AN 8554 5 (RSSI) 84 B384 (Assisted Roaming by Signal Strength (RSSI))
EYF(Enable)

Threshold)

EHBNE Y - S48 AP Eith
BMIRER I PISER
(Assist roaming when
adjacent AP signal is

better than)
B4 (Cancel)
ER(Apply)

dt

II-1-5-4

Vigor B&HgR o LUR#ETE

734 1 BE BA LU B FR /15 FR UL TOBE -

ERGAPKNERERBE  WESAPIKEWRINFREZER - Vigor
BERRER IS & B BRI (B RO ERSE SRR RSSI oK) - W24 F P IH
MRS ERE - UEHBHEHBRD S —ERGEM SIS EFRFE

E e AP AR E BRI ERERE(dBm) - B Vigor BEEE S
F4850 AP (MZE 2 DrayTek BEEE/AP - BZIBILINAE) WASRRER S
(B HENE N - E18H AP Bith& M SR A5 LEFIE &S (Assist roaming
when adjacent AP signal is better than) i1 E) - Vigor i
EHETZESBPROAERER - 2%  ZELZE PR o LUEERIEMRY
AP(EAEBHFAI RSSI FSFAE) -

RE—EHEFERIEE -

REHEBIRE °

HEEAIRE -

=HREE B TERApply) EEEEAERE -

S E M S (AP Discovery)

REENEE  USKMTAURNES (AP) KRRFHER - ERE YA

BMERETNLZZEA - 15 - BEUDARSHE WDS S#EMENES - FHEi8  EREBER (X
5%) - HTRPIREEREESL Vigor FEHES °

WEHARFHEEESEFERKENS - Fi% Mef(Scan) SR AMERITES -

Configuration / Wireless LAN

SsSID

Radio Settings

AP Discovery

P —

Radio Information

Made

Current Channel

Channel Utilization

Channel Width

Neighbor AP List

( Refresh

WPS WDS

5GHz

Mixed(11b+11g+11n+11ax) Mixed(11a+11n+11ac+11ax)

124

1%

160 MHz
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oI AR ERRARA T -

IEH Brlili]

Rl SERES f&H#i(Scan) - TANRNESHHOMBEMS -ERBERELIRI N A5
(Start AP Discovery) o

w4z 515aE A (Radio ¥R Vigor BHE=EHAIERAM 24GHz 1 5GHz fEEREH -
Information)

355 AP BB (Neighbor  BB'R Vigor B R MBIRFTAMIT AP -

AP List)
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II-1-5-5 WPS & <€

Wi-Fi {R:&2% E (WPS, Wi-Fi Protected Setup) 127 —@HER % - DG EGEBBERIRA
WPA 3 WPA2 MZBHEEEMSTEEHRS -

AP Router Connection Wireless
via WPS Client

Set SSID and Wireless

Encryption . Card Installed

(WPA/WPA2)

WPS TIESIHE WPA 5 WPA2 HOMRGMEISIEEEA - BRSIE WEP -

EEEREGHEBAPIHA Vigor BHHRZERINESRNREETE - ERERFEREEFNEEANH
ATTRINMBEZGRRERER PG - AF|R T REM PG LR —@Z - WPS BIa] BEEZA IR ME
&R -

%18 WPS 7£ AP 0 Station Z BB B ER B MBS E - & T B8 PBC(Start PBC) &R PIN #
(PIN Code) -

{£F PBC #%ift

£ Vigor BSHE L - RARER LA WPS 28R 2 #88 - 52— T Web EABEBNETWRE> >R
#RE IR > > WPS(Configuration>>Wireless LAN>>WPS) RIEN PBC 12 H - 15 B AR 4L I (Bl N 50 EAK)
I - #F WPS/Start PBC @5+ LrO#% 4T -
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AP Router PBC Wireless

WPS WPS
or () @
Web Button on

Interface AP Router

£ PIN

RO BEBEABXE WPS EGRPImELR PIN BICRIIRRER -

AP Router Wireless

l 5)) (@ Client

qm ] [Start PIN Define a
PIN Code

PIN Code of Station
Web Interface

TEREE> > E\EEIFHLIE > >WPS(Configuration> >Wireless LAN>>WPS): EEH :
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Configuration / Wireless LAN

AP Discovery WPS WDs

SSID  Radio Settings ~ Roaming
WPS
2.4GHz 551D

Method 1 : WPS Button

Enable WPS

Method 2 : Using PIN Code
Generate PIN code from

Client PIN Cade

Apply

Cancel

O ERRART -

5B

EE(Reset)
EHEE# (Refresh)
EYF(Enable)
38E&(Band)

2.4GHz SSID [ 5GHz
SSID

A3 1:WPS %88 (Method
T: WPS Button)

FX2: EAPINBE
(Method 2: Using PIN
Code)

&k 8 (Connection
Status)

B (Cancel)
ER(Apply)

Start PBC

731567RR

#RER

I WPS EERTERE -
RUEERERLER -

TR LB RABN o] R AR /1= AR LETHEE -

BEIZ I TNAEAVSEER (2.4GHz/5GHzZ) -

#8R 2.4GHz/5GHz $EERFRfEAR SSID -

EX&) PBC(Start PBC) — 1% FULIRAENTI RIS IR T, WPS :RERRT - B
BREEN 2 o - DIBUCREBESZA PG WPS E4RFEK - WPS =%
BT - AR LM ACT fEREM WLAN EREREIRPRIRESE - W
DIEEWEIEEAREE -

A PIN 15 - 2418 1% T &E##(Connect)i% i -

PIN BEE 4R B 7 (Generate PIN code from) - BRITIBHIEIEES
Client -

R 5% PIN f8(Client PIN Code) — #iA PIN #§ -

E#R(Connect) - ZUILENTIRITEL -WPS JEARETRS  BEEEE EA ACT
BNERN WLAN fERERRIRRZEPTE - HEEE 2 NiE - NEIRR
FRPIRMINET WPS ERBLE -

BN ERAR B E R (Connect) 3t & Ry &N PBC(Start PBC) -

EBEEAIRE °

HEEAIRE °

SRBRETE - B TER(Apply)REEAERE -
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lI-1-5-6 WDS &7

MRS (Wireless Distribution System, WDS) 2—ERRERKERES (AP) MEMIBE
Vigor C410/C510ax WDS EziEP#E -

* PEsER - BRESEHAKNEZHE -

Co
Repeater Mode =‘|
Notebook A
A L) @ L) =
—_—
Notebook B
MAC 00:50:10:7f:11:22 MAC: 00 50: 15 6p:31:20 :
ﬂ\. p: - l_
PC User1 ——A
" Notebook C
PC User2

TE#BREE> > \REIG A > >WDS(Configuration>>Wireless LAN>>WDS) BEHRTE :

Configuration / Wireless LAN O Reset (CRefresh

SSID  Radio Settings ~ Roaming AP Discovery ~ WPS  WDS

wWDs

Enable O
Mode HE (11ax) e

2.4GHz WDS List s

+Add Max: 4

Peer MAC Address (1) Enable Security (0 Password (i)

5GHz WDS List s

+Add Max: 4

Peer MAC Address () Enable Security () Password (1)

Cancel Apply

TIAERERPMT
EH $R8
EE(Reset) UL WDS EBEATER1E -
EEEH (Refresh) BRI SH B ER -
R (Enable) £ 15 B BB o) BB /S R ML THAE -
#=t(Mode) BEBERBEERES -

HE(Tax)
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VHT(llac)
HTMIX(1In)

2.4GHz/5GHz WDS 58 +#ii(+Add) - &7 WDS B8 (&% 4 @) -
(2.4GHz/5GHz WDS #1175 MAC fizlit (Peer MAC Address) — %A WDS %7589 MAC fidlt -

List) BtF(Enabled) — HiBIBIIER B/ Rl WDS 1245 -
Z &M (Security) - EIELIL WDS EHERNMBHE -
Open - ZZIMEEEEA -
TKIP - B A—{E=F -
AES - A —EA=FE -
ZiE(Password) - EZ2# %15 TKIP 3 AES - 5B A WDS #E4Em
®ig - Zi8ES 8 £ 63 @ ASCI FTH=FE -
MER (Delete) - BIRBERIMEE -
B (Ccancel) BEBRIRE
£R(Apply) R ERRE -
R e - 5 T ER (Apply) BRI RN E -
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I-1-6 E&E(Routing)
BB P RN ERE -
MBS OFAHEE - HERES I RONE
SEERSIBE Pv4 7] PV6 T - MR EBERE - EREREEORE0EE -

oI DU fE RS AR ERES AR E R AR A LUE R ERTE K -

o

I-1-6-1 B 5 k& (Route Policy)
SERTEARKBIINGE - UIRTEFTEEER

BEARE(MERENRIENER - 5% PBR)Z—EBER
AERESIFEENTH - BYUERBZBRAEREBERE - AIMNSFHTE - 224 - BHERKRS

BBWE  IP A BERRRBNNEARE - BEREIDARRETTBERILIBERERFX -
“DReset (CRefresh

i

Configuration / Routing

IPv4 Static Route IPv6 Static Route

Route Policy

+ Add
Enable Source Destination Protocol Priority Primary Path Option

Policy Name

ARFTE IPv4 BEEARES - BiE— N +#NE(+Add)EARIT RN FER -
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Interface Selection

Primary Path

primary Path WAN/Virtual WAN

Primary Path WAN +add

AR ERBOT :
I5H
%1% 218 (Policy Name)
EYF(Enable)
BEFE (Schedule)

KiE/E /9 (Source /
Destination)

38/ B Y IPv4 firit
(Source [ Destination
IPv4 Address)

R/ B 6 IPv4A F4RATHE
(Source [ Destination
IPv4 Subnet Address)

R/ BB 1P ¥ (Source
| Destination IP Object)

AR
WARBRTEERTE - LIS -

R R/ AR ER -

il E RS FHER BB R -
KIRER(Always On) — MR - BHREEFREEFEEY -
HERRRLA (Scheduled On) - XEBEERHIEERRAEN I HREE -
=% (Criteria)
BIEZERIHEAN IP AritEs -
E—(Any) - LLERISEAREIAZE/EN IP Ak -
IPv4 {iiiit(IPv4 Address) - IIESRIEERMNIEERIZKIE IP MIHEEE -

IPv4 F#8(IPv4 Subnet) - IERESERNEEERME P AIIEAF
MBS ERRR P AL -

IP #1145 (IP Object) - ILRISEANRTESLREN IP ¥4 -
IP B#4B(IP Group) - LEZRIEEANRTRARERN IP B4 -
ERIR/E R ES IPv4 (iR - SIERILERE -
+§f18(+Add) — R IR IR -
IPv4 {irdit #B44/ 455k (IPv4 Address Start [ End) — 8 AR IPv4 At - —
B LA ari - S—EE AR -
kR (Delete) — 2 UL BERIIER -
ERIFE/B TS IPv4 FRMUE - o] FERLRE :
+318(+Add) — IZULEIIHIER -
IPv4 fiit(IPv4 Address) — A 1P firdl -
FHE=Z(Subnet Mask) - AT EEREFENESHE -
It is available when Source [ Destination is set as IP Object.
ERF/BMEE TS IP MG - cIfERIERE
+3018(+Add) - ZILHFIEMEH (B2 RENIPALL) £Z I 12 @Y.
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iR/ B 891P 348 (Source
| Destination IP Group)

B\ 7% (Protocol)

FZ§&E(Primary Path)

REE(Secondary
Path)

EEY(Select Object) — AEEEE—EYTHBEMY -

SIRiE/BihcER IP BEAR - oERILRE !
+#18 (+Add) — i IS A (B SRR/ 1P ¥)14) B Ol 12 EEE-
1284 (Select Group) - AEEEE—ERMANHERA -

RHEFHMAE WAN NHEZSENBNBE -

f£—(Any) - WAN 7T E O] DU BEAER BRI E -

BR#5 ¥4 (Service Object) — FrfE MR ERFHRIZMHERTE -
BR#5 84 44 (Service Type Object) — 2~ +#T1&(+Add) &1 —EHT
M (B2 AERBRIRE) - RZO B 12 @94 -

TCP/UDP - % WAN 7V E#ZEE TCP/UDP -
15 E RIRIE IR (Specify Source Port) — /3258 RE LB A ZRIRIBSRER
= .
RiEIEEE /B AYESE (Source Port / Destination Port) — 2 &5 E (1
#| 65535) -

TCP - 1 TCP/UDP #8[E -

UDP - &1 TCP/UDP #8[3 -

ICMP — #iF ICMP % WAN NH -

N EEE(Interface Selection)
BRI REZESIAIENNE -
NRBEREFTE LARENVEFE  ASKEBEIIEENNTENFBE -

FEBEE(Primary Path) - BRI EKERILEEENNE - FRES
hEE—ETE (WAN/LAN : EEERERNBREAENE ; VPN : EHFAA
M) -

WAN/Virtual WAN
WAN/Virtual WAN
VPN

LAN

EZFRIE WAN (Primary Path WAN) — E3%1Z WAN/ESE WAN - Uit
IHEETI A -

+EME(+Add) - BT +EE(+A) BT T RE - B2 WAN N EREY
FERY IP fiill - FERENHESREXIIRRENNE - BETEE
—@TE - IEERE(FERERESHEITRE IP) - AREERAREE
FAmiEHH (B ER NAT/EA ) #iaEiEEs WAN -

EZFRIE WAN (Primary Path WAN) - 12 VPN ZENTIfEM -
+EME(+Add) — BT+ ETE(+Add)Z2IIEM VPN BRIE - A TRASSE
# VPN RERE -

EZFRIE WAN (Primary Path WAN) - EZEE 4R LAN oA -
+EME(+Add) — BT +ETE(+Add)Z2IIEM VPN BRIE - A TRASEE
# VPN RERE -

M (Disabled) - FRAREECHINAERTE -
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RLIRENEEE (Last
Resort Path)

B

)

X AE

VPN

Disabled 7

REFEIE WAN (Secondary Path WAN) — & WAN/E# WAN REH
RERER - LIsET A -

+Ei18(+Add) — 32T +$18(+Add)E UEE WAN = EHREII RERE -
REFEE LAN (Secondary Path LAN) - # VPN BEBRERSR - 1L
IhEED A -

+¥1E(+Add) —12 T + 818 (+ Add) I VPN BB

REFEE LAN (Secondary Path LAN) - & LAN REHBRBIEH - Ib
IhEET A -

+IHE(+Add) —32 T + 318 (+ Add) B IETA0 LAN BRAR -
NMRFEELCIREBECEEZANSIERE  2ASTHENRENBEARBE
(RRTE) -

=R (Disabled) - = ARAIFIIBERITNEER

Disabled =

RIS _LiiE % (Criteria) P REMR A ( 2RIF/BER/BAIBE ) WER T

8 HEBXIAFHRAENBELEEZN A -

¥8:% WAN(Default WAN) — 858 WAN N &S BIERENIFEEE -
RIiE 28 (Gateway) — EIETERE(Default)s B 5] (Customize) -
RIiE 28 IP firilt(Gateway IP Address) — WIREZH] - BWARE
By IP it -
338 {E A NAT/B&E(Force NAT/Routing) — SR 7E B8 FR 286 5 FI A&
K (B NAT/ESH ) B3 el8E%EE] WAN -

WAN/E# WAN(WAN/Virtual WAN) - BRERFIEEEE—E

WAN 7TEZERE WAN NTHE -
B IREVEE 1 WAN (Last Resort Path WAN) — & T +$71%(+Add) -
SATBEEIE WAN 77 - IP st (WAN) -~ B IP firdlt (LAN) A0
eI R -

VPN - BREMNFIELIEE—E VPN RERE -
R4 FEVERE VPN (Last Resort Path VPN) — 1% T +#718(+Add) - %2
#—@ VPN 2B -

LAN - BRENFIELEE—M@E LAN AHHE -
RAIREVEETE LAN (Last Resort Path LAN) — 32T +##8(+Add) %1%
BEEEA P ik () MEEEAMHINT LAN /)mE -
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RiA Syslog (Enable Y5 B AR AR /1= S 18 e B At 7 2l 2 4% B st RO TNEE -

Syslog)

B 5ct& (Priority) IEEZRRABERNEMBRRNELIER -
EE#ERX(Normal) - ILEHREEAZEERBRPIEMER -
=(High) - ILBEREEREER VPN BE AEXE LAN/FRREH -
JE(Top) - BEREEFESZ VPN 1 LAN/EEEH -

B (Cancel) EZHARELEEFIILER -

£ (Apply) b7 B AR R B -

SEREREZE - B TNER(Apply) Rt FEEABRE -

I-1-6-2 IPv4 Bl (IPv4 Static Route)

EEBEEHEEENERNLSR - EERAMEREEEREPBERS - FEEAERTEEEMEN
FrEEMIER -

Configuration / Routing O Reset
Route Policy Pv4 Static Route  IPv6 Static Route

IPv4 Static Route

+ Add search Ma:x: 20

Name Enable Destination IP Address Subnet Mask Interface Gateway Qption

ARFTIE IPv4 BEEIRES - iR — N +ENE(+Add)EARIT RN FEE -
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Name (i, LAN1_Floor_v4
Enable ()
Destination IP Address (i) 0.0.0.1

Subnet Mask (& 255.255.255.0/24
nterface [WAN] WAN1T (Wired WAN)
Gateway (G 0.0.0.0

oI ERRART -
JC]=| Bz
&1 (Name) MAFSHIEREHE - DIBER -
RLFA(Enable) Y G RERD o] RUA s AR LTI BE -

B89 IP fitit(Destination & ABAY IP fizdlt -
IP Address)

FHEE(Subnet Mask)  REZEEHEHEE—ETRBEE -

T E(Interface) FERMIBERIEEEREE @ -
RliE(Gateway) A P AHERRE -
BUH(Cancel) REBAREUHAIIER -

£ (Apply) Fe77 B AT B B UL E -

SEREREZE - B TNER(Apply) Rt FEEABRE -

I-1-6-3 IPv6 EEEEH(IPv6 Static Route)

EEBEEHEEENERNLSR - EERAMEREEEREPRERS - FEEAERTEEEMEN
FrEEMIER -

106



Configuration / Routing

Route Policy  IPv4 Static Route

IPv6 Static Route

+ Add

Name Enable

AFIE 1PV BEFHERES

Name ()

Enable

Destination (i)

Prefix Length (D

Gateway |IPve Address (i)

Interface

oI AR ERRARA T -

IHEH
Z#E(Name)

ExF(Enable)

IPvé Static Route

Destination Prefix Length Gateway IPv6 Address

FE— T +8(+Add)EAEIT RN T EE -

X

LAMN1_Floor_vée
abed:1234::

64
abcd:5566::

None '

B
MAFBERREESZE - DIHA -
)i EAREBN O] RU AR S = R LE THEE -
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Interface

{OReset

Option

Max: 40



B4 (Destination) wmA IPv6 UIEARBR IP Al -

BB SR E (Prefix MAREBRENEEE -

Length)

RIiE IPv6 fillit(Gateway A IPv6 fIitfEARIE -

IPv6 Address)

N &E(Interface) FERTHSERIEEEAEE A -
BE(Cancel) EZHAIRELEEFIILER -

£ (Apply) HEEAR T RELEE -

SEREREZE - B TNER(Apply) Rt FEEABRE -

II-1-7 RIP £% 7€
BEEAHE (RIP) M RIPNg( F—f RIP ) ERZEVDRN A EARE - ZRIER - RIPng ( F— RIP)
S IPve fIitAE - BIREMNINEEFIESE IPv4RIP v2 #EME -
MREA RIP INEE - BBHRESELATHABAEN R CHEERISHAIIIBREHBEN -

I-1-7-1 BE&:8%E(General Setup)
RIP MIEARAT (812 - AEEIRG T EMERANE AENRTE -

Configuration / RIP ‘U)Reset
RIP Network (IPv4) RIPng Network (IPv6)

General Setup

RIP (IPv4) v
Timers

Update Timer 0 30

Timeout Timer 0 180

Garbage Timer 0 120

Redistribute

Connected

Static

Cancel
o] AR ERRABIT
IEH Brlili]
B &% % (General Setup)
EYF(Enable) R RS EMREREAENGEEEMEASRTIREAEN -
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RIP KRZ<(RIP Version)
E#atis2E(Update
Timer)
BESETIE 23 (Timeout
Timer)

IRkt E5 28 (Garbage
Timer)

2i#4 (Connected)

#$85(Static)

BGP

OSPF

R2 A (Enabled)
E#atis2E(Update
Timer)
BESETI5 23 (Timeout
Timer)

IRkt i5 28 (Garbage
Timer)

2@ (Connected)
#34E (Static)

BGP
OSPF

B (Cancel)

EM(Apply)

5% RIP WHEMARASE (VI/NV2) -

WMABEHEHITRREE -
RFREIZIE - Vigor BEARERE 2 TEEARNMSEEAPIAEEMER
Z  DIBERMEERE -

BHEEMREZBUPRENBREBANEY (EASHMER) -
ZEMRERREERBRD R - =GR R RS R MA0EH -
EARERRRENBRREZIRE - ZEARIEBERP MR -

BB RS = A IhEE -

2 EPR94AES (All Networks) — # RIP RREEEMZIFAE LAN NE °
HERR NAT #88& (Exclude NAT Networks) -

1% RIP REEERZE NAT @EBEELSMNIFFE LAN NM|E -

YRR IR B F B2 IE (S AR EERE RIP RERE) -

PR R IR R ELZ A INRE (o RF kBRI BGP & BB B 2RV E I EN ARt
ETHRERE) -

IR FEIRA LR A Sk 15 FRRZTNBE (R RT IR IR 1 OSPF 1B E P E B BN EMEN &
HETHERE) -

RIPng
IR LI/ AT — B BEMIBE (RIPng) IHAE -
WA BT REENRER -

RFREIZIE - Vigor BMEARERE 2 TEEARNMSEEAPIAEMER
Z  DIBERMEERE -

BHEEMREZBUPRENBREBAEY (EASHMER) -
ZEMRERREERBRD R =GRS R RS R MA0EH -
SRR O E R SRR ERB IS ERRE - ZEBEFEEARPMER -

IR LR RIPng BREEMRZEME LAN 7THE)SEALLIEE -
VIR AB(EFEBHEERE RIP RER)HEHZIIEE -

IR IR A (o fH IR 1 BGP HER BRI EMENEIMETRER
B ) FRZINEE -

tIRFRE IR A (FeaH kIR 1 OSPF M ER BN EMEN M ETREE
B ) FRLINEE -

EBEEAIRE °

HEFHEBIRE -

SRBRETE - BTER(Apply)RHEEAERE -
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II-1-7-2 RIP #8
IR E O EARERS
Configuration / RIP

General Setup RIP Network (IPv4]

RIP Network (IPv4)

+ Add

Interface

ARFTIEAY RIP IR ERE - B

Interface
Authentication
Password (3)

Key ID &

O ERRART -
I5H

& (1Pv4) (RIP Network (IPv4))

RIPng Network (IPv6)

Authentication Key ID

X

[WAN] WAN1 (Wired WAN)

MD5

AR

1o

B—F+#n8(+Add)SBER TR T EE -

‘U Rese

Option

% 8 [EHMES RS - UERAKEHSS (Vigor C410/C510 ) MIREEHEE

t



N &E(Interface) EiZ LAN/WAN NEUERBLERERNREANS

&% (Authentication) BENREENSHREES -
£ (Disabled) - A& AT S %) 5EHEES] -
#3XF (Plain-Text) - EFEARBETENRE -
ZHE(Password) — B AFITIES MD5 BBREHZES -
MD5 - f£F MD5 & -
ZHE (Password) — BIAFITIES MD5 BREHIZRES -
%48 ID (Key ID) — B A—{EZIF (0~255) - Z ID BAREERA

4037 Vigor PRERZE -
B (Ccancel) RERRRETHMAILER -
£ (Apply) be77 B AT B R UL B E -

SRBRETE - BTER(Apply)REEARRE -

I-1-7-3 RIPng ##&(1Pv6) (RIPNg Network (IPv6))

IEEE O EARERS 8 A/ TE( WAN 5 LAN ). BUEER IPve firilt B IEE2S( Vigor C410/C510 )
RI|EHEN -

Configuration / RIP ‘O Reset
General Setup RIP Network (IPv4) RIPng Network {IPve

RIPng Network (IPv6)

Interface Option

MRETIBHY RIPNg MABEERE - SRR — T+ 8 (+Add)SE4EEN oI T EE -

1



X

Interface [WAN] WAN2 (Wireless WAN 2.4GHz) ~

OJRRERBOT :
I5H AR
T E(Interface) EE LAN/WAN MTHEUERBIEREENREAS -
B (Cancel) REERELEEFALER -
£ (Apply) b B AT TR R EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-1-8 BGP %7
EREEHE (BGP) E—RBEELEAHE SEAEMAR LLNERZA (AS) ZEKRISEMIEYS
afl e

X#& BGP WMAMARER TCP HBEETERHEN -BCP BMARZEAEAR#E , tILIMERSR BGP
PR - BEERERRY IPv4/IPvE fIHEF] AS SERBEIAY BOP BSHIEFRIAN TCP EHRZFMEE -

AS - BIEA %4 ( Autonomous System ) W#RE - 21aH%E IPv4/IPve A1t B EM A AR 24 -
& AS EEHWIER—IE AS #485% (ASN ) - ASN 2 AS WIE—ZET - ARED RERERPEE TN ESEHEE
BE4H - AS OIDIH—{EZ (@ ISP &8 - WIBTE ISP il EAESFBRHES -

s Q\:{},EJ’_‘ ‘,'

I-1-8-1 BEAX:&E(General Setup)

A RE A BE FRER A1 ARSI ES FRER AV B AR TE

13



Configuration / BGP
IPv4 Neighbors

General Setup

Router ID (3

IPv4 Redistribute

Static

IPv6 Redistribute

O FRRERRABIA T
IHEH

ExF(Enable)

A AS (Local AS)
#& 28 ID(Router ID)

234 (Connected)

#34E (Static)
RIP
OSPF

2i#4 (Connected)
#3545 (Static)
RIP

OSPF

B4 (Cancel)
EM(Apply)

1Pv4 Networks Pv6 Neighbors IPv6 Networks

AR
tNIARA R IR R/ F A IR RERAE AR BGP IhEE
R EAKEEERZRA AS 5 -
BB R SEES T A -
IPv4 E# 9 E(IPv4 Redistribute)
2 ERA9AAEE (ANl Networks) — #5 BGP :REREREIFAA LAN NE -
HEBR NAT #88& (Exclude NAT Networks) -
1% BGP REREMAZE NAT @ELUMIFIE LAN NE -
tNIREA R IR ARSI A INEE (B ARSI E MR BGP REHE) -
tNIRERRE IR A= FAZINEE(HE RIP TAEEAE BGP R7EME) -
tNIEBARE LIRSt = FAEZINEE(# OSPF IHEEERZE BGP HEME) -
IPv6 E#i 5 E(IPv6 Redistribute)
tRFERALIE R (7% BGP REREREMA LAN NHE)IFHZINEE -
tNIAR R LR A BTN (BRI E RS BGP RERE) -

IR FERA LIRS 15 RRZTNBE (R FFIRIRE RIP HE P EERINEM 2
BEBRE) -

IR FERA LIRS 15 RRZ TNBE (R RT IR IRTE OSPF HE T 2BRINEMZ
FREBHARE) -

EREHRELRMILER -
HEERRELHFILER -

I-1-8-2 IPv4 5 #B(IPv4 Neighbors)

R EARM AR ERREER IPv4 fudl) -

na



Configuration / BGP {OReset (CRefresh
General Setup IPv4 Neighbors 1Pv4 Networks IPv6 Neighbors IPv6 Networks

IPv4 Neighbors

+ add Max: 8

Remate AS Number IPv4 Address Authentication Connection Status Option

AFTIBETRY IPv4 BBRER(RZ 8 ) - FR— T +IE(+Add)EAR IR T E® -

X

Remote AS Number (&) 10021002
IPv4 Address 192.168.1.55
|
Authentication MD5 ~
Password @ ‘ ........ .{ @

Cancel Apply

O ERRART -
EIE| Bz

= AS 3588 (Remote AS | 5 EMRMIESERRS A AS 3E -
Number)
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IPv4 {iItlt(IPv4 Address) B AMB#IEEEREH IP ALk -
E##% (Authentication) BRI TR S HRBLS -

{ZF(Disabled) - A& FEREAEHERE S -
MD5 - fEF MD5 #8&& -
B (Password) — BIAFITIEA MD5 BEsERIERAS -

Es4(Cancel) RERAR E LRI EE -
£/ (Apply) BT RAR eI EE -

SRBRETE - BTER(Apply)REEAERE -
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II-1-8-3 IPv4 #8E&(IPv4 Networks)

IR E R AR ERS ) BB - MUERRKEEA2E(Vigor C410/C510)MEEMEH - ILEH EER

B IP At AR BRI ERE S RIP HE -

Configuration / BGP O Rese
General Setup IPv4 Neighbors 1Pv4 Networks IPv6 Neighbors IPv6 Networks
IPv4 Networks
+ Add Max: 8
IPv4 Address Subnet Mask Option

AATIE IPv4 FHERER(RS 8 @)  FR— N +I8(+Add)BEBN RN T ER

X

| 192.162.1.59|

IPvd Address

255.255.255.0/24 o

Subnet Mask

oI ERRARA T -
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I5H B
IPv4 firiit(IPv4 Address) B AMRSI4IERY IPv4 fuit(8%& CIDR &%) -

Vigor BSERzR(BIN C410 %5)FBEEENHBERILEHENRIP &Fif) -
FHEE(Subnet Mask)  EiE FEIEER IPv4 AIHAIREME -

E34(Cancel) RERAR LB EE -
£/ (Apply) RS ELEEIEE -

SEREREZE - B TNER(Apply) Rt FEEABRE -

I-1-8-4 IPv6 % #5(IPv6 Neighbors)
BRI R RABR RO EARTER IPV6 i) -

Configuration / BGP

YOReset (Refresh
General Setup IPv4 Neighbors IPv4 Networks IPv6 Networks
IPv6 Neighbors.
+ Add
Remote AS Number IPv6 Address Authentication Connection Status Option

ARG IPv6 MR - FBIE— T +HE(+Add)EARNT R T EER -

n8



Remote AS Number (3) 10021002
Pvb Address 2001:0db8:85a3:0000:0000:832¢
Authentication MD5
Password ) seeeseaas &
Cancel
AR ERBOT
I5H B
= AS 3588 (Remote AS | 5 EMRMIERERRS A AS 3E -
Number)

IPv6 firdlt(IPv6 Address) = i AR EER IPv6 ALl -
§#3% (Authentication) EIZ IR R IR S BB e -

=M (Disabled) - A& FREIMSHREES -
MDS5 - & MD5 R -
ZHF (Password) — B AFTIES MD5 BREBHIZES -

B (Cancel) SEE AR LRI EE -
=6 (Apply) e AR E LRI EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -

II-1-8-5 IPv6 #8E&(IPv6 Networks)

IR E AR ERS) ERMMER - UEEAMEZHSS (Vigor C410/C510 ) RIRFEAER - IEEE L
EFEM IPve it AR EBRIMERRKESE RIPng HE -
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Configuration / BGP

O Reset

General Setup IPv4 Neighbors IPv4 Networks IPv6 Neighbors IPv6 Networks

IPv6 Networks

+ Add
IPvE Address

AHTIE IPv6 ABESARETE -

IPv6 Address

Prefix Length

O ERRART -
EH

IPv6 fizdit(IPv6
Address)

Max: 8

Prefix Length Option

B — T+ (+ Add) AR DI FRRID F EE -
X

2001:0db8:8533:0000:0000:8a2¢

125

BrLil]
B AARMAEIER IPv6 fiIdt (B7& CIDR #&z0) -
Vigor BEER# 17 A5 ERVARRE IR ESFRERN ( RIPng &Rl ) -
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BB SR E (Prefix BEWA IPv6 iKY IPv6 ATBEE -
Length)

B (Cancel) SEE AR LRI -
=6 (Apply) e AR E LRI -

SEREREZE - B TNER(Apply) Rt FHEABRE -
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II-1-9 OSPF %7

OSPF ( MM &R IEE M - Open Shortest Path First ) 2 — &R IP BEMIEAGE - BITRBEERR
#( AS )N - BfEF SPH SRAERBEESL EE A ERAEEE BRRNARERMERNERRM - Vigor
PEEH2R 2 38 OSPF iR 2 (FERINS IPv4 ) A OSPF JRZA 3 (FERIM IPV6 ) -

OSPF hfE A ERZM (AS) TN RLERS - BE - & 0 HAIF OSPF 58  AHEERERE
B2 B BEEAE -

ERFECEROERATRVVIEE - FEXEFANERNFEZ R EHERBAEMOSURER -
SILIRA OSPF ThEEAR mEMRITFEK - 5= - BE1 OSPF Ei - MIEMAERLARRKE OSPF If

ok
BE °

I-1-9-1 BEAX:&E(General Setup)

IEEE DR E OSPFV2 (IPv4) Bi/3] OSPFv3 (Ipvb) SREEHERRTE -
Configuration / OSPF ) Reset

General Setup OSPFv2 Networks OSPFv3 Networks

General Setup

OSPFv2 ~

Router ID (3
OSPF Profile

Redistribute

Connected ()

‘ PUNEVTI  Exclude NAT Networks

Static

QSPFv3 ~

oI AR ERRAR T -
I5H Bz
OSPFv2
RUA(Enable) tNIAERRE AR/ A OSPFv2 THEE -

2% ID(Router ID) 187 Vigor BEEEERMY IPv4 firdlt - ARBEHRAMELS -
50 ID BMREBARADTHA Vigor B5HER - B2 - IREBAIEEM
it 2SI EBEREE N ER IP AL -

BiE#4E (Connected) FrE#AKE(All Networks) — 15 OSPF REWRERZIFFA LAN THE -

HERR NAT #88&(Exclude NAT Networks) - # OSPF RREHEERZE NAT
WELISNAETA LAN NE -
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5 (Static)
RIP

BGP

F2F (Enable)
#8322 ID(Router ID)

Bi#E4% (Connected)
355 (Static)
RIP

BGP

B4 (Cancel)
ER(Apply)

IR LSRR EAEMS OSPF REHE -

IRERREE LR A (SRR RIP HE R B BEINEMEEEERE)NEH
RZINAE

IR LR A (SRR BGP HEPEB RN EMENEIERRE)NIFH
RZINEE -

ik

OSPFv3
tNIFRRELIRA/f= A OSPFv3 THEE -

18R Vigor EEF=RRY IPv6 il - AREENMEES -
BM 1D BERERRRAPHA Vigor BHS - B2 - IRLAREM
it - R EBEREENNTERY IP L -

IR LR OSPFV3 RREEMZEMA LAN 7E)SEALLIEE -
IR A (G HRBEERE OSPFV3 &RER)EMUILINAE -

IR R (forr kB RP BEPEBINENBEEHRR)E
FARZINEE -

E)RBRILUBB (A FF IR BOP HE PR BRM AN SRERE)S
BRI -

EREERRELHFEILER -
MEERRELEHFEILER -

SRBREVE - B TER(Apply)RHEEAERE -

I-1-9-2 OSPFv2 ##& (OSPFv2 Networks)

B E RS OSPFv2

Configuration / OSPF

General Setup  OSPFv2 Networks

OSPFvZ Networks

+ Add
Interface Area ID

ARG OSPFv2 4ESERTE

REEREMEIZEE ID) -

O Reset (G Refresh

OSPFv3 Networks

Authentication Key ID Neighborhoods Option

CFEIE— N+ (+Add)SEAEBI TR N EE -
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nterface [WAN] WAN2 (Wired WAN)

Area D (i 30

Authentication & MD5

Password (00 sssseaens @
Key ID (@ 16

TR ERRABIN T
=] sREA
N E(Interface) £I1E LAN/WAN N"EMUEBRB IR EENRE -
Ei% ID(Area ID) —@AS ([ERZ% ) BB ABETER - SEEEHANESE—EEA

R -
BRARFI IPv4 ALERES ID -
8% (Authentication) EELRTENE N REES -
=@ (Disabled) - A& EAETSHERE K -
#32F (Plain-Text) — EFARBETSHRE -
& (Password) - BAZTIES MD5 BRI -
MD5 — fEH MD5 #3:E -
& (Password) - BAFTIES MD5 EREBHBEE -

£ ID (Key ID) - 8 A—EZF(0~255) 3% ID SRR EEARHTD
#Al Vigor BEEH=ER -

B (Cancel) SEE AR LRI EE -
=6 (Apply) e AR E LRI -

SRBREVE - B TER(Apply)RHEEAERE -
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II-1-9-3 OSPFv3 #85&(OSPFv3 Networks)
IEEEOZEMS OSPFv3 RERREME -
Configuration / OSPF {OReset (Refresh
General Setup OSPFv2 Networks OSPFv3 Networks

OSPFv3 Networks

+ Add

Interface Area ID Authentication Key ID Neighberhoods Option

ARFTIE OSPFV3 HRERREE - BIZ— T +#i8(+ Add)#EARI DR FEE -
X

Interface [WAN] WAN1 (Wired WAN)

ArealD (3 40

Authentication HMAC-SHA-256

oI AR ERRAREA T -

L= Bd:lE]
N E(Interface) 212 LAN/WAN NEUERASILSEENSE -
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i ID(Area ID) —(@ AS (FEFIRM ) BREUHAETES - SEEHNBYEHR—EHH
#waR -
BEMAZFRY IPv4 ftfEARE ID -
5% (Authentication) BIZIL R TN B DB -
=@ (Disabled) - A& FEAE TS HEREKE -
@3 F (Plain-Text) - EFERARBETEMERE -
28 (Password) - BAFTTIES MD5 BRI -
MD5 — f#£/F MD5 #3:& -
28 (Password) - BAFTIES MD5 EREBHZEE -

248 ID (Key ID) - MIA—{EZF(0~255) % ID HAREEB RGP
# Al Vigor EsH2E -

E34(Cancel) RERAR LB EE -
£/ (Apply) RS E LB EE -

SERREZE - B TNER(Apply) Rt FHEABRE -

126



I-1-10 485 &2 (Bandwidth Management)

EREEEERPHEBMEULER (NAT) HAR—EEE IP itk - BE[MAEH NAT Eif
- DIERELBEARAREEIERM BN - BEEREE ’J EMRERHHERIR - RESBHREIR
FITIUAMI L AR ERFER - E—REER P2P BARLHEER - P2P EH (#I1 BitTorrent ) €
B EE RN IRES A EMEIIER -

I-1-10-1 ;i E /2 B 5& 8 (Traffic Shaping Policy)

pall

IERE R AREER RGN QoS RE -

Configuration / Bandwidth Management

OR
Traffic Shaping Polic Bandwidth Limit QoS Setup App QoS Default Policy

Traffic Shaping Policy

Name Enable Source Destination Max Sessions QoS Option

AFTILIREE - FBRE+ IS (+Add) LRI RN T EE -
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Schedule

Traffic Shaping Policy

OJARERBT -

HH
%18 (Name)

ExF(Enable)

BEFZ(Schedule)

35/ B89(Source [
Destination)

RiE/B 89 IPv4 firtik
(Source / Destination
IPv4 Address)

R/ B R F 4R At
(Source [ Destination
IPv4 Subnet Address)

35/ B84 IPv6 Azt

AR
MARERRN  DIHEZA -

tDi L RARA LR /12 RS 2 AL 5k RS (Traffic Shaping Policy)s& 1 -

Vigor BBEB I —EHITRELARBRTERE - Lol IERSEN B AR
BT -
KIBER (Always On) — MREA - RELAKBE—BEEREFIRE -
BER2BLF(Scheduled On) - kIBEEWHIZEZEMEREN MK -

=3 (Criteria)

157E IP $28Y -
Vigor B2 i3 kR TR SR I PR IP ROZEARE] -
F—(Any) - MRFZILIE - BILLRESERRED 1P Azt -
IPv4 firit(IPv4 Address)
IPv4 F#(IPv4 Subnet)
IPv6 i1tk (IPv6 Address)
IPv6 F#(IPv6 Subnet)
IP #1#(IP Object)
IP 2£48(IP Group)
ERIR/EHERES IPv4 iR - SIERILERE :
+HIE(+Add) — ZILEIIFIEE -
IPv4 {3t #E44 /455 (IPv4 Address Start / End) - i A—1@& IPv4 A1t
BRI - 788 - MAS—E IPv4 [IHERARMIL -
ERIE/E R ES IPv4 FHRAMIE - ol ERIRE :
+Hi18(+Add) - RULEIIFIER -
IPv4 fir3it(IPv4 Address) — A IPv4 fizdlt -
F4AiE = (Subnet Mask) — #5E IPv4 It FHRERRIES -

ERIR/BE iR ER IPv6 AT - o] ERIEERE :
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(Source [ Destination  +#i(+Add) - ZUtEITFIER -
IPv6 Address) IPv6 fiti#Eda/4E5% (IPv6 Address Start [ End) - #IA—1& IPv6 fizHHfE
BIBIAMIHE - 237 - A S —E IPv6 RIHHIEBERAIL -
SF/ B8 IPv6 ARG  EAE/E TS IPve FAMLE - SIEMAILRE |
(Source / Destination i (+Add) - HILEIFEE -
IPv6 Subnet Address) o e w4 (1pve Address) - A IPV6 fiTd -
R BETER E(Prefix Length) — 3 E IPv6 AMAIEBREE -
SoB/ BRI (Source | | ERE/BEHERES IP MR - SIERILRE |
Destination IP Object)  +#ri(+Add) - IERZ TR 12 EWE -
=M (Select Object) — WARIT AMABEDRIENA -
S8/ B89 IP B4 (Source  EE/B MR ES P BN - DIEMILRE -
| Destination IP Group)  +gri(+Add) - IESRZEEE 12 EEA -
Select Group - WARNTREEFTEPEEZNH -

DSCP BREHR QoS ZHRNEREBEIES -
EEILRAE RV ER DSCP 3¢ ToS 1B55H -
&N E (Protocol) REBBAEBMNBENRET R EIRE -

AN ESPEE—TEHE -
E—(Any) -Fi AR E &% Z 2RI
IR 84 &4 (Service Type Object) — Vigor MRS EREER - W
KATENHE -
IRFSEREIM 4 (Service Type Object) — & T + #7118 (+ Add)Z 11— H
M - &RZORIBT 12 EYE -
TCP/UDP — #£3%E TCP/UDP {#%E -

15 RIFIESR (Specify Source Port) — /)1 58 B AR A 2RIRIB SRS
/ﬁ_‘i o

FKiRIESE/ B AYIESE Source Port / Destination Port — 38 BB IZIEE
E(1 & 65535) -

TCP - BHizHBMHE - REH AL TCP/UDP [ -
UDP —(EREERIEIENBE - BREEZL TCP/UDP 48[E »

w2 M 5 8& (Traffic Shaping Policy)

ERIPRHIEL = (Disabled) — B ILIE B Ol{E RELEIRHITHAE -

(Session Limit Mode) S—E IP BRI (Per Source IP Limit) - EREGRERHERE L -
B AEZE(Max Sessions) - S8 LAN BREAHNTEREAELE
HE - BRIFERFBETIEEABNEFZRES ILIRF -

QoS EEREARLRERNRESHR (ER 1485 2 85 3 REM) -
High (Class 1)

Medium (Class 2)

Low (Class 3)

t (Others)

Lowest (Others)

E34(Cancel) RERAR LB EE -
£/ (Apply) BRI EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-1-10-2 $8E PR &I (Bandwidth Limit)
SEERFITAEE BRI TR T TR ERE - R LAN BAEmEAFESECHAKES -

Configuration / Bandwidth Management YO Reset
Traffic Shaping Policy Bandwidth Limit QoS Setup App QoS Default Policy

Bandwidth Limit

+ Add Search.. Max: 15

Profile Name Enable Schedule Source  Apply Bandwidth Limit to USB/Cellular WAN Upload Limit Download Limit Option

ARFMLIA R IRFIRASIEEE - AL M+ 8 (+Add)BEAERIO AN M ER -

Profile Name ()
Enable (:)

Schedule lﬁn Scheduled On ‘

Source Any ~

Type Shared by All Source IP

Apply Bandwidth Limit to
USB/Cellular WAN

Upload Limit -3999 (Mb/s)

Download Limit -3999 (Mb/s)

oI ERRAR T -

EH BrLil]

#EtE 21 (Profile MAFZRIEARTEEZE - DIEHER -
Name)
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ExF(Enable)

BEFZ(Schedule)

RiE(Source)

3R3E IPv4 firdit (Source
IPv4 Address)

KR IPv4 F4E ATt
(Source IPv4 Subnet
Address)

3B IP 41 (Source IP
Object)

%3 IP 848 (Source IP
Group)

88 (Type)

ERESRHZE
UsB/Cellular WAN

(Apply Bandwidth Limit

to USB/Cellular WAN)

B (Cancel)

EM(Apply)

PRI FRRA LRI/ B AL AR B R -

Vigor BEERZR DU —ERTERRG - L UERENHRRSEANT -
KIEELR (Always On) — MREA - ERRFIKG—EEREBIEARRE -
BFRZ R (Scheduled On) - KEREERIBIEERRBNER IR -

il T2 4 52 PR %5 P P IS IR B4 4 -

E—(Any) - EEENEEANWFA IP MIHEEZE TX RHEIF RX
PREIE ZAVIR T RS -

IPv4 fir3it(IPv4 Address)
IPv4 F#8(IPv4 Subnet)
IP #1#4%(IP Object)
IP #48(IP Group)
ERIRFRES IPv4 Address - ofEFAILERE :
R +#8(+ Add) L& E -
IPv4 firsit #8484 (IPv4 Address Start) - 8 ABR&I & B RIS 1P ALl -
IPv4 fifit# 5 (IPv4 Address End) - BIAIREIE B4R IP fzdl -
ERFRTER IPv4 FHER - ofERLERE
BT+ & (+ Add)Frig g -
IPv4 {ir}it(IPv4 Address) - 15E#EYA IP fizdlt -
F4ES (Subnet Mask) - EBE—EFRES -
ERFRTESR IP WHE - ol FERLRTE !
FriE& IP MR ERA IP A& EILT TX BRHEIF RX REIEZAVE
BERS -
TR +HIB(+Add)FERY IP MHRIE - BIE IP ¥ - AEIR— T
(Close) - #1& B i I1BIFTIG -
EIURER P BAR - TEALEE
Frig& IP BATFIA IP (&S EIT TX BRHEIF RX REIEZAVE
BERH -
R +HIB(+Add)FERY IP BFAHERAE - BIE IP B4 - ABIR— T
(Close) - #1& B i I1BIFTIG -

HATANRIE IP #=(Shared by All Source IP)- L&/ T HRHIEFE9 5
TREEFTAETERNRIR IPv4 il - 2R IPv4 FAME - 255 1P #4FE2K
TREEA -

L{ER#I(Upload Limit) - RRESEEEMAKAEIRN ETERERS - ZE
WMENK 1 A 3999 (Mbps) 2@ -

TEMRI(Download Limit) - %S E&EEAKEFKN NMTRERS -
ZEMENR 1 F 3999 (Mbps) 2 -

Y F BN O] B R /1= AR B ThEE -

TERGIFTHEHEEAR USB WAN/ Cellular WAN 7TH -
LER&I(Upload Limit) - USB #3{ - 5%& USB WAN/ Cellular WAN
NEM ETRERS - EXENR 1 A 50 (Mb) 2@ -
THEHEHI(Download Limit) - USB #3 - 52 USB WAN/ Cellular
WAN N EM TFTRERS - EHENK 1 F 50 (Mb) 2@ -

EEENRELHFEILER -

MEERRELEHFEILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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I-1-10-3 QoS & E(QoS Setup)
IR ME(QoS)ERITEEREMAEAEIMEEESZEERERER BUEEMBENAESICHKIES -

WRLBEMBEE (QoS) - REEBABRA AT HRBZMNARER - EMEEEEZRAENAIMEE -
AEZPLELHRE (EEEL ) AEC/EERTVERBABARE - IEh - EHEEHEER - QoS AHRE
BREAEEENBLTIEFHARBENREETELIHSF  ENEREEZNAREBRTEE -

8RR QoS MEBZMETH :
2R BREEENERERAER  USTEMARCAEERERBETINTSELRRZER -
ME BB RR - BERMHEDIRIARTIIMRBELE - EhEEERTENEBTIRRE -

Configuration / Bandwidth Management “DReset
Traffic Shaping Policy Bandwidth Limit QoS Setup App QoS Default Policy
QoS Setup

O) QoS may not work properly if the entered bandwidth is incorrect. Before enabling QoS. you may run a speed test (e.g.. from

http://speedtest.net) or contact your ISP for the accurate bandwidth.

Hardware QoS

High Medium

o Speed Low Lowest
Interface  Enable Direction (Mpsps) - 11(;Iass (Zt)l\ass (Class3) (Others)
WANT Upload % % % 25 %
WAN2 Upload % % % 25 %
Port1 Download % % % 25 %
Port2 Download % % % 25 %
Port3 Download % % % 25 %
oI ERRAR T -

EH Bl

B A (Enable) IIRFRALIRUE/F A WAN NERE -

75 E(Direction) BRIESE LERRBINRE) -

% E(Speed(Mbps)) & WAN/LAN #O¥4MES(FEBREES 1000) -

(R RENELATER 1 WES(EERE)BDILE -
(High(Class 1))

th (R 2) RENELHATER 2 WES(EERE)BDLE -
(Medium(Class 2))

{E(485) 3) RENELATER 3MWES(LEERE)BDLE -
(Low(Class 3))

Lowest(Others) RENEAEMERENEE(BRE)BDLE -
BE(Cancel) EEBRIRELBHFEIILER -

£ (Apply) fe77 B ATER R TR L B -

SRBRETE - BTER(Apply)RHEEAERE -
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II-1-10-4 APP QoS &%

APP QoS 7t5F# QoS BAREENHBEMEAREL -

Configuration / Bandwidth Management

Traffic Shaping Policy Bandwidth Limit

App QoS

Apps

VolP Prioritize

Enable First Priority for voIP ()

SIP UDP Port 5060

oI AR ERRARA T -

15H
+3718(+Add)

R VolP S5EBFE#EIN
#E(Enable First Priority
for VolIP)

SIP UDP #£%%(SIP UDP
Port)

B4 (Cancel)

EM(Apply)

QoS Setup App Qo5 Default Policy
Max:
QoS DSCP Retag
Btz

Apps — MINEERR 7 S1ERAZEN(APPE) - FEECEENHL—E -
QoS - EERERENTERBEESREER 1 - 585 2 - 855 3 KEM) -
DSCP E#1Z:C(DSCP Retag) — EEZEA QoS ZHIETERIENER
L4 -
MiEk (Delete) — RULMIREEKEE -

VolIP E51E(VolP Prioritize)
iR EERN O] B A/ = BB IhEE -
RUA% - VolP RERESRSBELE -

MAZREE SIP REMEEIBIEN -

EREERRELHFEILER -
MEERRELEHFEILER -

SRRETE - BTER(Apply)RHEEARRE -
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I-1-10-5 ¥&:& M8 (Default Policy)

BRI ER T A RERNBRR RGN ZR RS -

Configuration / Bandwidth Management <0) Reset
Traffic Shaping Policy Bandwidth Limit QoS Setup App QoS Default Policy

Default Policy

Session Limit Mode Per Source IP Limit

1000

TRRERBWT

B iR

EE BRI (Session = (Disabled) — 15T = B R ERFITNAE -

Limit Mode) S —E IP FRaI(Per Source IP Limit) - ERESERHEHE L -
BAELZ 2 (Max Sessions) - RESE LAN AEHKERIRIINS
KIBEE - Z7EPREIS E (Limitation List) PEIE R RERPREIE - 8l
SERZSE -

B4 (Cancel) REEASRET R EE -

EM(Apply) BB E R EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-1-11 NAT 27

RLEARPERBHER (ISP) EREEEMAERK—EREEAE (WAN)IP il - 577 B’ S ELR
EEEAERER  FERA-EESARAILER (NAT) B9l -

- IR E IR NAT (BREALES ) BASNAE - NAT 2—@R—ENZEME IP 4 ER
— R IP RIS - AR IP BB BANEEREHES (ISP) N - MUERERILNE - A
BIPNEEALEH BB -

H“rﬁd

= RZEIPERERE LREEAHARSFNE N L BRI BRE NAT AR - BRRSFHERARAILE
‘&E%E%E’\J’Aﬁﬁ IP it - WEZFD RN ARERRETEZ - BN - BASEERERPCERILAIN/

EIEIRHIREG - EARARSEERER  BRBAREERERENEERNES IP il - BRRSREE
BRRETROER - EFIL - AR IMNEEHIRES BN

NAT BB EIE

ENEERIRAM P IR - MEIR IP MBS MAIR - NAT BFFEAKNAERS 1P AItERR—
B 1P Ak - FIEI MR ER—E 1P A RERPIAENEER -

BBRE P AINRERAMMAIERNE RN - FFZWERL P LS ER - ARKEEREZENEE
FAA IP Ak - NAT IHEETT LURE R B ADR -

I-1-11-1 3% 8% 8 8% (Port Forwarding)

UEINEERFFIS2RE WAN NE EREZZBNEANREEZE LAN BB -

ORRERARIMN—REREHE  BHERERLDERF -
Canfiguration / NAT D) Reset
Port Forwarding ~ DMZHost ~ PortTriggering ~ ALG  UPnP
Port Forwarding
Add Search Wax; 40
Name Enable WAN Interface WAN IP Source Enforce Port Knocking Private IP Option

EEIIGHAE SRR - FR T+ B (+Add)SEARBTEER -
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Network

WAN Interface

WAN IP

Source IP Any e

Enforce Port Knocking

protoco - Pl Port tart TTMEM Prvate Port © opton
cncel | IER
oI ERRART -
L= Bz
&1 (Name) WAL SHIEA -
RLFA(Enable) YRR RERN o] R U= A LT BE
B2 (Schedule) KEER(Aways On) — MR - BRERINEERIBEEY -

BER2RIA (Scheduled On) - BIBHHZRSIMmSE - KB RERERE
RUA -

#5% (Network)

WAN 7T E(WAN
Interface)

WAN [P

338 IP(Source IP)

E#E IP(Private IP)

EEREBEARSBEXE LAN AFIKHN WAN BB - IR ER WAN 77
B WAN# o . DIRRIEAZZ WAN 7TH -

EEZE WAN NEAFN WANIP A7t -

E—(Any) - REFE IP WETERRELNZHEZE LAN -

EHIEIT Port Knocking (Enforce Port Knocking) - 7153811
B/ = FIEThAE

IP firtit (1P Address) — &7 —1& IP it &6 & - K EZEE M IP Ak poE
WERREEF R & A -

IP ¥ (IP Object) - KR8 IP #HR IP MHINERFRERKEEEE
LAN AP -

+#8(+Add) - B—TFLUEE IP MHRERE

IP 84(IP Group) - RE IP AR IP MHENBERASHEETEZEE LAN
BB -

+¥ME(+Add) - EE IP BARTERE -
F# 21 (Host Name) - RETHNBERREBHEXIIBREAKEL
U °

F#Z2#(Hostname) — A T Z7E -

BEE—ERZEARE P (s —EREAERE 1P (EE  REFEEEZ
izt -
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+3718(+Add)

E B E (Protocol)
YNEEEL
(Public Port Start)

PRESRER
(Public Port End)

ERHESRRELA
(Private Port Start)

EBHRIRER
(Private Port End)

815 (Option)

B4 (Cancel)

E/(Apply)
STk

Configuration / NAT

DMZ Host

Port Forwarding

Add

Name Enabled
© 905 Enabled
© 213 Enabled
© 3012 Enabled
0 for_Carrie  Disabled

Protocol
TCP/UDP

wEvE  mTER(Apply) R EAaR

Range

B—(Single) - IEEFWHEEREMEN LAN IP fiil -
g B (Range) - EERHEWEEREMNEM LAN IP AIHHEER -
12558 8¢ (Port Forwarding)

n=oE i~}

B—TUREEZEERRTE
TCP/UDP ) ROZEEIRIRAS -

KRABERRRES TCP - UDP 5 TCP/UDP -

1EIEERBAEE ( TCP ~ UDP 3

EE—ERS - WREAUEEQR AN M P IEENESE P AR -
BB APTRA RIS ERIEIRIRR -

BEAFTRA RIS FRAERIEE -

a1

RESERSBEA PR DRE/REET 2R -
BRA TR RIS ERIEIRIRR -

BEAFTRA RIS FRAERIEE -

Z T MIER (Delete) ARBFREERKE -

nes

EREHRELRMILER -

MEERRELEHFEILER -

=]
A AE °

Port Triggering ALG UPnP
Max

WAN Interface WAN IP Source Private IP Option
[WAN] WAN1T [WAN IPJ{ WAN1 )172.16.3.132  Any 192.168.1.10 dit D
[WVAN] WAN1T [WAN IP]J{ WAN1 )172.16.3.132 Any 192.168.1.1 dit Delete
[WAN] WAN1 [WAN IP]{ WAN1)172.16.3.132 Any 192.168.100.252 dit Delete
None None 192.168.1.77 - 192.168.1.88 192.168.1.155 - 192.168.1.201 it Delete

Public Port Start Public Port End Private Port

10008 65535 20002

137



I-1-11-2 DMZ E#%(DMZ Host)

Vigor BEERZRHAITNEE - DMZ £# - BEREIHE LNPAAEREFERKNWERH BRI R AR P E
—E % - Eit =2 PV EEEEABNEthEREEREELRET ARV ENTE - DMZ £
RFEENABAPTERBERARER BRYRELRKER ANARERABESSERAED -

Configuration / NAT O Reset

Port Forwarding DMZ Host Port Triggering  ALG UPnP

DMZ Host

+ Add earch Max
Enable Interface WAN IP Private IP

Option

ARFTILHTRY DMZ THERERE - B — M +iE(+Add)EER TS FER -

X
Enable ()
Interface [WAN]TWAN1T (Wired WAN) ~
M IP

Private IP (D)

D)
\

bypassed and become inactive.

[WAN IPI{ WAN1 )172.16.3.137 ~

192.168.2.96

1. When the DMZ Host is enabled, Local Host and Port Triggering are

2. You can change the service priority order to adjust this behavior

using CLI command: exec nat_prio set [service_index_order] .
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oI AR ERRARA T -

I5H
ExF(Enable)

N &E(Interface)

WAN IP

E# IP(Private IP)
B (Cancel)

EM(Apply)

Bkl

) FR R RN o] RUA s 1= AR UL IO BE -

RFFS RSB (WAN)REEEEIRERN RIS (LAN)IP At -
RUAER WAN Bl& IP RITHEE - A% - HERE >> WAN >> WAN ZE#R

(Configuration >> WAN >> WAN Connections)® =2 ER T A IPv4 7l
BEREDEE—E WAN BI& IP -

FERAZIER DMZ 489 IP fudlt -
EEENRELHFEILER -

WEERRELEHFEILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -

I-1-11-3 38 5E 48 5% (Port Triggering)
MBERFTHELEEAARSMARDAGT - LAHEE WAN BRKGHROARE - QTSRS

BEREPRERL - DUSAEBLERLHEN LAN 2] WAN 8 - WEEIFRM WAN EEENESEAR
SWHHEXINTERRZEARELHN LAN BRI -

BB BB BRI IUARFFE R R - EREN T - BLEERSETLES tenet
ESETIEY -

TCP: 86400 #
UDP: 180 #
IGMP: 10 #

TCP WWW: 60
TCP SYN: 60 #

Configuration / NAT
Port Forwarding ~ DMZHost ~ PortTriggering  ALG ~ UPnP

Port Triggering

Service Name Enable Schedule Source IP Option

MFTILFAIRRAB R R ER - BiE— T+ g (+Add)ELERNTES T EER -
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oI ERRAR T -

HH
Add Service

EYF(Enable)
HE12(Schedule)

& IP(Source IP)

B E RIRSE
(Protocol & Port)

Triggering Protocol

TCP TCPIUDP | 7070 - 7070 i Delete

Scheduled On

Triggering Port Start (7 Triggering Port End (& Option

AR
WFREERNRFEBEPEE  AFHRTEEE - BABEREZIE -

F&#(Manually) - MNRBBWIE - FETEEREEHE -
AR7% &8 (Service Name) — B AREHIZHE -

Bk (Preset) - MRBBILIE - AABIRESBRBHMBZERRES
-

FR#5 & (Service Name) — A T EBIEE —ERTE -
It RRRAL U/ 1= FA L INAE -
Vigor BSFRRROFRERIRA R IR AR SR ERERE H B E R
=8
KigER (Aways On) — MREA - BRBRGEKE -
HERRRIA (Scheduled On) - BEBR EEFANKBEENHEEENE -

822 3R (Triggering Source)

E—(Any) - EAAIZRIR P A IEER S 5 8B 2 & I AR B -
IP fizsit(IP Address) - =2 E#X 2 @IS IP AL FEE -
IP fiIilt(IP Address) — FE#IA IP U FARERIES -

IP #4114 (IP Object) — 1zt +#i&(+Add)IEE IP MR ERE (R 12 EH
ENE) -
IP ##48(IP Group) - 1ZLL+#E(+Add)IEE IP AR ERE(HZ 12 @R
E1E) -
+¥18(+Add) - B— FRURERERETCP - UDP 5 TCP/UDP)REL
ER(IRAERNER) IR (FRMER) -
8 21% % (Triggering Protocol) - R BAIHE -

TCP - BN TCP =R -

UDP - BRI UDP R=I85% -

TCP/UDP - B3RX TCP £2 UDP 21255 -

EEILERRERNBLERBETCP ~ UDP 3 TCP/UDP) -
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Eﬁ§§E%ﬁﬂ%ﬁ/ﬁ§E"Eaﬁ”‘gﬁ(Triggering Port Start / Triggering Port
End) - 1§ REEELEREIBREN WAN B REEEEMEZIRAIN

LAN AFIm -
B A SN HE R BRI IREIRRE E -
B ABR# (Incoming Services)
B IRERIBE +#18(+Add) - RIELIREIEEHETCP - UDP 5 TCP/UDP)HIEAE
(Protocol & Port) ?Jr‘ﬂE’\Jﬁ?f’%(ﬁ?f’%iﬂﬁﬂiﬁsﬁi‘fgﬁ)
BABERHZE (Incoming Protocol) - AR E/EHE

TCP- BRI TCP REBE -

UDP - FRI UDP =185k -

TCP/UDP - B3R TCP £2 UDP 21255 -
EERERTEENEAERNEARGETCP - UDP 5 TCP/UDP) -
i A IR SBR[ 80 A B8R 48 B (Incoming Port Start / Incoming Port End)

- KB WAN WEERE  REEBNEREFOELERRRG Ml
ZKERBRURAM LAN BRI -

BEABRINGAB R SRR EIRIREE -

34(Cancel) REE AR EE -
2R (Apply) 77 B AT BRI E -

SEREREZE - B TNER(Apply) Rt FEEABRE -

II-1-11-4 ALG &%
ALG 1EFEFEBRIE (Application Layer Gateway) - Vigor B EH T MEREASMRAE NG
755% - B0 RTSP(BNFs B 7% E) ALG 1 SIP(ER B ENHE)ALG -

Hop . RTSPALG £ Vigor BEHHERAEZ03E1R NAT IEREHEHAEI RTSP AR - RTCP HELKZEEM
BB RTP HE -

M SIPALG & SIP SREMES RTP HEIRELEA Vigor AR NAT [EREEHFNEEUT -
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Configuration / NAT 0 Reset

Port Forwarding ~ DMZ Host  Port Triggering  ALG ~ UPnP

Application Layer Gateway

Protocol Enable Listen Port (7
sSIP () 5060 (1-65533)
RTSP 554 (1-655335)
Cancel
DR ERRARI T ¢
IER iR
RUA(Enable) i FA RN o] RUA s = A LT BE
EHRIEMIE (Listen Port)  #A SIP 3¢ RTSP @&l i ERVIRSE -
£/ (Apply) 7 B AR BRI -

SRMBRETE - B TER(ApplY) R EEEREE

II-1-11-5 UPNP & &

Vigor B8EH28 2 12 @ABNEEIA ( Universal Plug and Play, UPnP ) - E2—ER{CHAKRENRK BT
$ 18 UPnP & F A& (LAN)FEAE XA R B ol LA K ISR E L EHRE LI ET NAT 23 - #MERE
HAAE(WAN) FEEE B ERRITM -

Y& UPnP MEREANMEEFHAFIEE : uTorrent - Vuze Ml eMule EREEHZEMER ; Sony
PlayStation 3 A 4-Xbox 360 #1 Xbox One ki #; Plex 1 XBMC 2SR ; LUK Skype
ZAREANBEEAER - B2 /R ERAENIRARBRREEEZXENFTE UPnP  BEREERF
fRexEE A HLrER -
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Configuration / NAT (C Refresh

Port Forwarding ~ DMZHost  PortTriggering  ALG  UPnP

UPNnP
«©
WAN Interface Mone ~
Status
(DThe following is the display historical data, If you want to receive new information, please turn on the switch
WAN Interface Source Public Port Private IP Private Port Protocol
Cancel
SRR ERRARIH ¢
I5H Bkl
UPnP
RYF(Enable) Y FARE BN o] R A=k 15 UL TOEE -
UPnP 2FLEAZL(BHIU PPS - Skype - eMule %)FTUTER - MRA
A#E UPnP - ERLZEESEZMEAUINGE -
WAN 7T E(WAN EE WAN EEEDOE UPnP 5% -
Interface)
HR&E (Status) BRELER -
BE(Cancel) REHR TSR -
£/ (Apply) H B AIR B R R EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-1-12 IGMP &%

AREEAEERE(CMP)R—EANESEFHEMRBMGN IPv4 BAIRE -

I-1-12-1 EX:RE(Gene
AEHEIZA IGMP IHEER—#%

Configuration / IGMP
IGMP Status

General Setup

ral Setup)

Bt}

A AE °

GMP Version Auto 3 ‘

IGMP Proxy

GMP Proxy

nterface None
Query Interva D 125

GMP encapsulation in PPPgE
IGMP Snooping

GMP Snooping

Cancel Apply

oI ERRIRET -

EH

IGMP FRZA(IGMP
Version)

IGMP KIBEMRER(IGMP
Proxy)

N &E(Interface)

&:ER(Query
Interval)

£ PPPOE ERY IGMP $3
(IGMP encapsulation in
PPPOE)

IGMP Snooping

IGMP tRiEIB(IGMP

AR

AEE v2-v3 S EEET(Auto) - B AT Vigor BEEZRTIE v2 fl v3 W
ERAK - FIRBEETEN IPTV RISBIZFERAIRA -

IGMP {2 fEARE2(IGMP Proxy)

YRR RERD o] RU A s AR LTI BE -

ZIEINEERE® WAN/PVC/VLAN BEHRHEIT - U4 - NAT X T 248
UEINEE -

EEHERBNNHE -

Vigor IS B EE RSN - REWE IP G EERS PTV IR - BT
BEBAEEHEITE - Wit - HREEE0EIRMR(E : ) - LIRS
Vigor BAFS BT B -

HUAR S WERBREENERRTE - IRCANBUIRMABNER - B
ARG AR AR TS LB -

IGMP Snooping

EEZRA IGMP Snooping - MMERARREBEZCIAZEREN
IGMP A B °

EERA IGMP Snooping R4 E#a /R ILEETR - BEEULEIRO A IGMP
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Fast Leave)

IGMP #E#Z5EB(IGMP
Accept List)

B (Cancel)
ER(Apply)

PR -

BEFERT  SEAKBWEIRE IGMP ERABERNRE TERERE
HEEMHME  UEEZRFHATEEEENE - RAREKRE  22F
BHAPHRE—EERBERRANIE  ZFENSER AL -

QERAILEETRN P ALNEETAES IOMP {BARREESE
FE—(Any) - FiA P (IHHSEIEM IGMP KIEAR -

IP #14(IP Object) — =iZ IP M - NAMUA P IHERNERRS
1B&EE IGMP LIEERIBETERIE -

IP B548(IP Group) - #iZ P B4 - fﬂﬁﬁq%#mm% 1&EB IGMP 32
Lmﬁi@ AMAMAR IP MHEENERRERER IGMP {IREAR:S
ETERE -

EEENRELHFEILER -
HEERRELHFILER -

SERREZE - B TNER(Apply) Rt FHEABRE -

I-1-12-2 IGMP R &E(IGMP Status)

IR EBNES SRR A

Configuration / IGMP

General Setup

Multicast Group Table

Group Address

oI ERRARA T -

EH

B4 fIHE (Group
Address)

P1 3 P5 (C410 %51)
P1 2 P4 (C510 %5%l)

(C Refresh

P1 P2 P3 P4

AR

SIERAENMLL - U IGMP RERY 1P AIHEEEE - 1 224.0.00 %
239.255.255.254 A -

B IGMP EHMALLZERFHR LAN EEFIE -

SRRETE - BTER(Apply)RHEEARRE -
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I-1-13 #1#F(Objects)

Vigor BEERER S AR KM INEE -

FARAEUMNERSBEILNEMEE  REBEERARZESS - AINERE> >NAT> > IRSREE
(Configuration>>NAT>> Port Forwarding) ~ 22 #>>Fh K& 88 28 (Security>>Firewall Filters) °

HEMEREHEZRFEERTE  UEMuURSNEX - BAIURKRNYHEESE P MAC - BFE - IRTIZEE -
BT LUREE IP-MAC #AESS -

I-1-13-1 1P #3#(IP Object)

BEBELT  BEHSKEPEEA—ELEARN P UUMREIES - IR AIURYE &I HEE
TEBEAN - HEREER - 2% RATLUEEZY G BHERERILRNIEE -

flan - SJUER 1P MHERB—EFIARR 1P fuitstE -

Configuration / Objects

P Object IP Group MAC Object MAC Group Schedule Service Type Object Country Object Keyword Object Backup & Restore

IP Object

Object Name IP Version IPv4 Address IPv6 Address Used in Option

ARFTIE |P WHEERERE - B N +EE(+Add)BARI TR F R -
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Object Name () IP_Object_10

IP Version

IPv4 Settings

Start IP Address (3) 192.168.2.96

End IP Address ()

192.168.2.96

w

Invert @

IPv6 Settings

Match Type (@ Suffix 64 Bits

Start IP Address (D ffo2:1

W
¥
o

End IP Address ()

oI ERM T
I5H BL]
Y1+ &1 (Object Name)  BA—ERAR B AILLYERIZHE -
IP K& Z(IP Version) B P ARA(IPV4 ~ IPV6 37 E) U AERERY 1P Al -
firit $5% (Address BIZMHHERY IP(IP) 3k F48(Subnet) fizdlt -
Type)
IPv4 :2%E(IPv4 Settings)
#E44 IP firlt(Start IP MRATUFRRS P - BWALLE P ALl -
Address) EERE IP AHE - HERH 1P AEER P AIHBAIS BIBAT
B IP firdlk -
#55 IP firtit(End IP MERMAERRS IP - SBEMALSSR P At -
Address)
IP fir4it (IP Address) MR EERS T - FWA P AL -
FHiEE(Subnet Mask)  WIRAIIHEREFH  BEAFERES -
RE(Invert) NEREYALEINEE - A E R EE @ AR 2 SN ER A Lt -

IPv6 2% (IPv6 Settings)
FEER(Match Type) 16T IPv6 M SIER (128 MITHFE 64 fiIT) -

#8448 IP fizdit(Start IP NBATHHERLS 1P . AL IPVE il -

Address) £ P AR - EEES P IS SE P B BIBMAKR
A IPv6 fizdl -

5 IP fidt(End IP MBAUHERS P - BWALR IPV6 Rt -
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Address)

IP fir3it(IP Address) MRAUBRSFHE - BHWA IPv6 il -

B BB R E (Prefix MRAUFERRFHE - F@A IPv6 FIEHRE -

Length)

R@E(invert) RUALLINEER - RIS ERMAEML - BAEE Ly ARt -
B (Cancel) EEBARELERLER -

ER(Apply) REEANRELBEILER -

SEREREZE - B TNER(Apply) Rt FHEABRE -

I-1-13-2 IP £#4H(IP Group)
KRERZEEE IPv4 91 /IPve M MA—E IPvA 348 [ IPve B4 -

Configuration / Objects O Reset
IP Object P Group MAC Object MAC Group Schedule  Service Type Object Country Object  Keyword Object Backup & Restore
IP Group
+ Add =
Group Name Obijects Included Used In Option

ARFTIE P BXAHRERE - IR N +ENE(+Add) AR TR F R -
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Available Object X

Group Name G 1P4_group_1 Select Objects Search...
- BT, . i Object Name IPv4 Address IPv6 Address
Selacted Objects + Add iz

Object Mame  IPvd Address  IPv6 Address  Option [] IP_Object_10 192.168.1.100

IP_Object 10 192.168.1.100

| Cancel
oI HRRERRART -
L=

B{ 48218 (Group Name)

EEM 1 (Selected
Objects)

€= (Search)

EEWH(Select
Objects)

Y1+ 218 (Object
Name )

B (Cancel)
ER(Apply)

Close

AR
MA—ERRERIILREESHE -
+#iE(+Add) - RULFRE2TAYHNER -

T A (Available Object)
WA P MR IPv4/IPve At DUS=ARRE P K -

IEERBERTARD AN - BE—ENZENYE - KESHEZIER P
AT -

FEREREER IPv4/IPv6 494 -

EE2F P MAMBZERR IP A RFEEMFNYGEIT - ERY
HRBENELANEEDH T -

EEERNRELHFHILER -
HEERRELHFILER -

SRBREVE - B TER(Apply)RHEEAERE -
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I-1-13-3 MAC #1114 (MAC Object)
gME MAC MHBEREDIEEAES EHAEHRN MAC il -

Configuration / Objects \DReset (Refresh

IP Object IP Group MAC Object MAC Group Schedule Service Type Object Country Object Keyword Object Backup & Restore

MAC Object

+ Add Search.. Max: 192
Object Name MAC Address Used in Option

AHTIE MAC Mt RRERE - 3B N +#B(+ Add) BB oI N EE -
X

Object Name () MAC_Object_1

08:BF:B&:D5:DF:F1

Cancel
AR ERBOT :
I5H B
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&1 (Object Nome)  BIA—EAREBILYHHIETE -

MAC firit(MAC A BB MAC firdt -
Address)

B (Ccancel) IEEEARENHFIILER -
£/ (Apply) R B AR E L B -

SRRETE - BTER(Apply)RHEEAERE -

I-1-13-4 MAC &4 (MAC Group)
KEDHFFEE MAC DEMA—E MAC BT -

Configuration / Objects O Reset (Refresh
IP Object IP Group MAC Object MAC Group Schedule Service Type Object Country Object Keyword Object Backup & Restore
MAC Group
+ Add
Group Name Objects Included Used in Selected Objects Option

AT MAC BHERRERE - B N +HB(+Add) BB oI N EE -
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Available MAC Object X

Group Name (© MAC_Group_Anna Select MAC Objects Search...
Selected Objects + Add Max: 12 o e [EReklss
Object Name MAC Address Option MAC_Obejct_1 08:BF:B8:D5:DD:A9

MAC_Obejct_1 08:BF:B8:D5:DD:A9 il Delete

Cancel Close

AR ERBOT :
I5H B
BH4HZ 1 (Group Name) MA—ERR B AILLEEEEHE -
EEWH(Selected +H78(+Add) - ZILBRESTAYHNER -
Objects)

T/ MAC ¥ (Available MAC Object)
EE MAC 1 (Select #=(Search) - A MAC ¥MHRBUBRSEEN MAC U4 -

MAC Objects)

Y114 & 18 (Object EEZMAER MAC BAENYHE -
Name ) EBRNNYMUSBRELANEEME NS -
B (Cancel) REBRRETRHRMAIER -

£ (Apply) B E AR EE -

SRBEZE - B TEMA(Apply) Rt EERERE -
I-1-13-5 HE#2(Schedule)

AEUMRURKBHESR - JEXEIIRIENBER —EER - UERELENEYUERTRENEE
EENRARUAEARS -
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Configuration / Objects

IP Object IP Group
Schedule

+ Add

Name Enable

AHTIE I E R E R

Name (@)

Enable

Start Date

Start Time {(HH: mm)
End Time (HH: mm) @

Repeat

o B ERRABIT
IHH
Z#E(Name)
EYF(Enable)
#E#a B 83 (Start Date)

MAC Object MAC Group

Start Date

Schedule Service Type Object Country Object

Start Time (HH: mm) End Time (HH: mm})

BB N +HTE(+Add) AR RGN F R -

X

schedule_n oor{

2026-08-18 3]

10 v 44 o
00 ~ 100 “
Once ~

B
AR ERENEZHE -

tNRFRARN S RIS = Bt B R &2 HFRR EAE

EEIREREREY -
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Repeat

L
2]

Keyword Object

°

In Use

O Reset

Backup & Restore

Option

Max: 20



FE1aEE R (Start Time)
#RIER(End Time)
E 3 (Repeat)

B4 (Cancel)
ER(Apply)

AT RIABERRVASRS -

RETRAERRME -

—R(Once) - IHRERBUTREBR—R . B - RIARSERERR
B

BXR(Daily) - IHRESREMSRIBELRIAREANERSEBEE -

#REE(End Repeat) - MERMALLINAE - ABHEKEXBER &

AEREEHNPEZNWHBBLE -

&R EEHH(End Repeat Date) - HIZEIRIEEABLR -
3i8(Weekly) - ILHHRZ B TR 2 ERIARFRIBE - WISERLER
R -

S(Every) - BEBRHROAS -

#REE(End Repeat) - MERMALLINEE - AHHEKEEBER &

AEREEHNPEZNWHBBLE -

&R EEAH(End Repeat Date) - HIZERIEEABKR -
ZH(Monthly) - ItHH2RIB AR EREEE - 6l BIE 2022 F 4
A 27 BfERBERE - 2% - WEtEIRESH 27 g% -

#&RE 1 (End Repeat) - MRBALLING - AIBFEKESEER &

NEREEHPPERNHHRL -

#REWAY(End Repeat Date) - HHRIGHRIEE AR -

EEERRELHFEILER -
MEERRELEHFEILER -

SRBRETE - BTER(Apply)RHEEAESE -
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I-1-13-6 BR#%EE 4 (Service Type Object)
BRI 255 ERBERE -

Configuration / Objects O Reset

IP Object IP Group MAC Object MAC Group Schedule Service Type Object Country Object  Keyword Object Backup & Restore

Service Type Object

+ Add 5 lax: 255
Name Protocal Source Port Source Port Source Destination Port Destination Port Destination option

Start End Invert Start End Invert

AUTH TCP 1 65535 false 113 113 false & Edit [i] Delete
BGP TCP 1 65535 false 179 179 false ¢ Edit [i] Delete
BOOQTPCLIENT UDP 1 65535 false 68 68 false ¢ Edit [i] Delete
BOOQOTPSERVER UDP 1 65535 false 67 67 false ¢ Edit [i] Delete
CU_SEEME_HI TCP/UDP 1 65535 false 24032 24032 false & Edit [if Delete
CU_SEEME_LO TCP/UDP 1 65535 false 7648 7648 false £ Edit  [i Delete
DNS TCP/UDP 1 65535 false 53 53 false £ Edit i Delete
FINGER TCP 1 65535 false 79 79 false £ Edit [y Delete
FTP TCP 1 65535 false 20 2 false £ Edit [i] Delete
(T30 TrD 1 AREIS falsa 1720 1720 falsa 2 it i Dalate

ARG/ 4RI ARTS IRAU M FRRTERE - SRR T +HTIB(+ Add)/4REE (Edit)SB45SEN ] RN N B E -
X

Mame AUTH
Protoco TCP ~

Specify Source Port ()

Source Port Start 1
Source Port End 65535
Source Invert

Destination Port Start 113
Destination Port End 113

Destination Invert

oI AR ERRARA T -
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I5H Bz

&1 (Name) BAMEANRTEESZE &FJE3 16 BFT-
B % E (Protocol) EEES IR EENEMBE -

F—(Any) - FRBEMBEARHE -

ICMP [ ICMPVB — #8484 S E -

IGMP — R EEEFASIERT -

TCP - BEEHIHE -

UDP - #REEENBHE -

TCP/UDP - B#iZ#liHERAEREZTR BIHE -

Hitr(Other) - EftRk3ERGBIIRE © FBEXFHRPEABNGER

5% -
e E R R IR (Specify ERENENBESS TCP 3 UDP R - olBUEERREEFIE B R EE
Source Port) 18 -

R BIRE R AR/ B AR R SRR E -
FBYATRIRIE SR [ 4 R AR SR (Source Port Start / Source Port End) — #i
AL ERERRFEFBIERREE -
HRiERE(Source Invert) - MR EALLINAE - RIS Rk E# A RO
B E(FRREEIRIRIA 4R LSNP A B IBIRE -
HIAEMIER/EREMN ERENENBESS TCP I UDP IF - o/ LUEERFEZENMENEE
2% (Destination Port 1% -
Start [ Destination Port

End)

B#Y&E(Destination MRBALETNAE - B E R EES AR EERE(BREEBEG/ER)
Invert) ZNFTBEREIRE -

B4 (Cancel) EEERRELBHFLILER -

£/ (Apply) BRI -

SRBRETE - B TER(Apply)RHEEAERE -

I-1-13-7 B R ¥4 (Country Object)?
DRMERERTLEE Vigor BEEM0N X ERELHEDS -
2T 5 EEENERERTHE FARSEROZELE -

=

n

156



Configuration / Objects YO Reset

IP Object IP Group MAC Object MAC Group Schedule Service Type Object Country

Keyword Object Backup & Restore

Country Object

+ Add Search Max:

Object Name Selected Countries Option

AFTBE R MR ERE - BT +HE(+Add) BRI oI N EE -

Available Country X
. [ P -
UM "U.5. Outlying Islands" Oceania
@ By clicking Apply. you agree to the terms and policy of Maxmind License.
AS "American 5amea” Oceania
Object Name (@ For_TW
cA Canada “North America”
Selected Countries + Add Max: 12
us "United States” "North America"
Country Continent Option
"United States” "North America” [ Delete Ps Palestine Asia
RS Serbia Europe
Note: To up check System Mainte
AQ Antarctica Antarctica
SX "Sint Maarten” "North America"
ow Curagao "North America"
BQ "Bonaire "North America"
SS "South Sudan” Africa

Showing 1 to 250 of 250
entries

Show | All ~

entries

Cancel Close
O ERRART -
I5H Bz

&1 (Object Nome) (ERMAIAZATEEEHE - RERZH 63 EFT -

EEER +H#ii8(+Add) - ZUILEEFTRWERYG - GRABBEREAR/ MRS
(Selected Countries) % * &ZOEE 12 L -

B (Cancel) SEE AR LRI -
=6 (Apply) e AR E LRI -
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SRBRETE - B TER(Apply)REEAERE -

I-1-13-8 EA#E =¥ % (Keyword Object)
AEAKE 50 EMBTNEREN  AEERENABE -

Configuration / Objects O Reset
IP Object IP Group MAC Object MAC Group Schedule Service Type Object Country Object Keyword Object Backup & Restore
Keyword Object
+ Add fax: 50
Object Name Keywords Option
ACITIB AR TR TR - BIR T +HE(+Add)iEEEN ORI T EE -
X
Object Name & Forbidden
+Add Ma:
Keywords (7 Option
[ Delete

Gamble, gambling

Cancel
oI AR ERRARA T -

EH AR
&1 (Object Name) BWAULREESEHE - RZOUEE 16 BEFT -

B3 = (Keywords) TEEBRCAEARERESE -
AR EENAS - fIW - AFDEA gombling - SR EHER -
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ZREER(gombling) WEEREER - WIRERFHXIES EETHENE

AT

5 - BZELEA 3 ERRRFHEE  EEZBUEENR  fRREAB

B 63 B=FT  MRERFELEPESER BREBBRD %2060
"keep out” BEIAL “keep%20out” -

ik (Delete) R TSR WAER -
B (Cancel) EE AR LRI -
=6 (Apply) e AR E LRI EE -

SRRETE - BTER(Apply)RHEEAERE -
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I-1-13-9 # A L& R (Backup & Restore)
MHERTILBORRE - RRNBERES - TSR OREEALEBERSR -

Configuration / Objects

IP Object IP Group MAC Object

Backup & Restore

Backup

Selected Item

Restore

Restore from Backup File

oI AR ERRARA T -
IER

#1%(Backup)

& & (Restore)

MAC Group Schedule Service Type Object Country Object Keyword Object Backup & Restore

Select All
B P Object
IP Group
MAC Object
B MAC Group
Schedule
Service Type Object
@ Country Object

& Keyword Object

AR

—iRRER - EREULIEBHEE M RIERETI Y -

BT ERE - YERAEYY(ER) HETELRIESR -

#E%(Back up) - RIULTIE BRI EHIIER L - WERBRATARE
JE o

B R B #1942 (Restore from Backup File) O - smitbise ey
g -

B (Restore) — ZUILMITEFIRIE -

SRBRETE - BTER(Apply)RHEEAERE -
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II-1-14 LTE &8 &

I-1-14-1 EX:R7E (General Settings)

SMS over IMS 2—TEH it - RHER IP 2IRET R4 (IMS) BEEWMEARE (SMS) - TR
BTl R/ 1= FA L INAE -

Configuration / LTE

\U)Reset
SMS Inbox Send SMS SMS Outbox SMS Gateway

General Settings

Enable 5MS over IMS [ @)

I-1-14-2 R UL E (SMS Inbox)

IEEE AR #/R LTE SIM R EIRREE - AW EPERZWHE - B BRESNERRSAFHE D
MUK EMABRIFEERED -

Configuration / LTE

OReset (CRefresh
General Settings SMS Inbox Send SMS SMS Outbox SMS Gateway

LTE SMS Inbox

Max: 255
From Date Message QOption
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I-1-14-3 % (Send SMS)
IEEARES LTE SIM RRZEEN - EESRNREZNEFMSHNENEE -

Configuration / LTE YO Reset

General Settings SMS Inbox Send SMS SMS Outbox SMS Gateway

Send SMS Message

Recipient Number () +886123456789

,,,,,,,,, 0 characters (1 5M5)

O ARERBUT :

156 B

W 4 2 5% 58 (Recipient B AW AREE IR -

Number) BRI EEBRERESRNS ( +8869123455678 ) 3L BE TR
(10912345678 ) -

2 (Message) BERWABREZENNEARS
It RZ @A 160 EFT -

BE(Cancel) BEBARE

£ (Apply) HEERSRE -

SRBRETE - B TER(Apply)REEAERE -

I-1-14-4 &5 & E (SMS Outbox)
IEESH T EEEMNEN - LTE SHEBRSAEERE - WHESERBNENABTNFEET D -
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Configuration / LTE ‘OReset (CRefresh

General Settings SMS Inbox Send SMS SMS Outbox SMS Gateway

LTE Outbox Cache
To Date Message Optien _—
TR ERBOT
=E A
i (View) BRI A E -
ik (Delete) MFsE AN S -

I-1-14-4 &5 R3E(SMS Gateway)
Vigor BHZE U DUERREMEE - BRSO FHEEER -
BHEMUTWMEBR -

P EF BB EEEREZTEAE A FEHS B - B P BEHRELNRR - BHs A REEBBEENH
BRBHEDREOILR/EENBNE -

Sending SMS =
WAN LAN
Router A Router B
Sending SMS via Other Service Provider (with LTE)
EHss B EAMMEEINEE - BMEKE A B BHER B I LUFREMEE - EROFHEHM
(TR EMSHERE) -
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= Sending SMS

WAN LAN
[ ®
- AAEAE &= - AAEAR &=
Router A Router B
Sending SMS via Vigor Router SMS Gateway (with LTE)

Username Password

LTE > SMS Gateway
HRESESE B - REBIRERE>>LTE>> B EIE(Configuration>> LTE>>SMS Gateway)lli 5% & —#1{5 F &
SHEANBE -

Configuration / LTE (C Refresh
General Settings SMS Inbox Send SMS SMS Outbox SMS Gateway

SMS Gateway

Enable SMS Gateway ()
Username ()
Password (@O @

Note: Please enable HTTP or HTTPS server to allow SMS Gateway to work Remotely on System Maintenance / Management

Cancel Apply

oI AR ERRARA T -
I5H &t A

Ry RIE (Enable TR L FIRE B [ 2 PR IR FRBs O RS AT RS I ThAE -
SMS Gateway)

FEAERE(Username) BWAFHEAFEAELE -

21 (Password) B A\ — A2 -
BE(Cancel) BREBRIRE
ER(Apply) REBRIRE -
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II-1-15 #8182 (Wake on LAN)

FHURE -

&7 BRI AR A P I BE 20 18 AR AR Bl BRI AN AR I AR -
S - BRANTREMBENEURAEEBRE (Wake-on-LAN) HIFAAS -

-

MR FRELRSEE Wake-on-LAN BFIRRY IP ik - BIMZASTERR 1P

AR FRER

MAC {UHtEHEZRIEE IP il -

Configuration / Wake on LAN

Wake on LAN from Router

EE/mIRIaEE (Wake-on-LAN)
FLEEEEEAPIHNX

#IER MAC ThEEBHE

gp ¥ pefres
set ( Refresh

(VUL Eind IP to MAC List

Note: Router will send magic packets to wake device up. Make sure the device supports wake on LAN feature.

‘Wake UP

Wake on LAN/ WAN Device List

Name () Device (i)

Wake on WAN Access Control
Mode

Cancel

Apply

oI AR ERRAREA T -

EH

IEEE S =
(Wake by)

MAC firit(MAC
Address)

Public

Auto Wake Up by Schedule Port

Wake on WAN/VPN

Disabled

Bt}
#EEER23IEB LAN I2EEE i8S (Wake on LAN from Router)

ZERENESAEAPIRAII R -

MAC fi1#it (MAC Address)

HB7E IP = MAC 52 (Bind IP to MAC List)
IEERHE MAC AIit#$=E Vigor BEEHERIGIREERYSEE AL -
WMREMREEF T PEE MAC izl - BITE ARP AR ZERAE 3
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12288 (Wake Up)

Configuration / Wake on LAN

Wake on LAN from Router

Wake by MAC Address B

S50:3E:AAOD:2E:B1 (192.168.1.20)

MR Wake by TIEESIE IP E MAC & E(Bind IP to MAC List) - R5&
E>> RIS > > 1P AU HIE R MAC AL PRIRR EEA DI BREIRH
TREE -

Configuration / Wake on LAN

Wake on LAN from Router

Wake by 1AC Addre Bind IP to MAC List

Configuration / LAN
LANS ind DHCP Options nter-LAM Routing VLAN List nterface VLAN LAN Port 802.1X

Bind IP to MAC

Comment MAC Address IP Address.

LAN_PC_1 TETETTTTIETT 192.168.1.77

R EZEPERGEN S EEENRISAEHE P

#p%I8EE (Wake on LAN/ WAN)Z£ & 5 2 (Wake on LAN/WAN Device List)

+3718(+Add)

M 1%ER (Wake on
WAN) 2 BU I $ 18 =
(Wake on WAN Access
Control Mode)

B4 (Cancel)
ER(Apply)

BRILIEEERENTEER -
Zi#E(Nome) -BMAEEZTE -
#E (Device) ~MIAZER MAC firdl -

BB B #1%EE (Auto Wake Up by Schedule) — AR B Ol #k:& TR
BB EIREE -

#1288 (Wake on WAN) — t)H2BSRELURUF/ 15 FRLEINAE - WL ETIEB
BBEBEPEEH IP UILIRE -

AR (Public Port) — B AGEHEHEES -

#IE(MIER) (Option (Delete)) — BIREEHIKE -

BEMBER T O(AFRER)EXIERESHRE -

B &S (Allow List) — B2 1P B4 - BEHEBEBES WANIP AIitE
IP BADSIHA IP IHEHDZEIHEHE -

REEBIRE °
HEFEBIRE -
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II-1-16 EH1ARF5 (Notification Services)
BE . BENRBENEEAEFBUNBIBNERE -
I-1-16-1 AR #5 B it FE &5 (Services & Providers)
EBRHEFIK A - BRRAAREEERTERTEARBEEHNBANERRINBHHERD -
Configuration / Notification Services

es & Providers SMTP Server SMS Provider Webhook Notification Backup & Restore

Services & Providers

Catogories Notifcaion Type STP Server S Provider
system System Notfications Defaul Email Profile Default_SMS_Profie v
wrA Email & 5V PIN Code Defaul Email Profile Default_SWS_Profe v
O] R ERABIT

156 AR

SMTP falfR&E:(SMTP AT EEEZRNEEEFIHHMN SMTP &R -

Server)

SMS Provider AT EEEZERN R ASHNENREHED -

BU¥(Cancel) REEHARE -

£ (Apply) BEBRRE -

SRBRETE - BTER(Apply)RHEEAERE -
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I-1-16-2 SMTP fal AR 28 (SMTP Server)

EZOLRE 2 @ SMTP ERFREERBMBAHBEERE -

Configuration / Notification Services

Services & Providers SMTP Server SMS Provider Webhook Notification Backup & Restore

SMTP Server

+ Add

Name

Default_Email_Profile

ik

ARFILEE A

il
ol
ot
i
B

Connecting Sender Through
SMTP Server ()

Spedify Port

Sender Address

Connection Security
Authentication Required
Username (@)

Password (@
Sending Intervals

Send Test Email to

Send Status

oI ERRAR T -

5B
Z#E(Name)
F2F (Enable)
ERESHAAR

Enable SMTP Server Last Sent at

Enabled

BT+ B (+Add) AR TR T B E -

Default WAN

8.8.8.8

carri@gmail.com

S5L

«©

test123

nnettt2020033@gmail.com

Send Test Message

AR

WMARTEERN -
IIARIRARN I BL AR/ B AL AR B 1R -
BERREZRSHARN WAN 7TH -
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Option

> Edit



(Connecting Sender
Through)

SMTP fERR2E(SMTP
Server)

SRR

(Specify Port)
Al

(Sender Address)
Bzt
(Connection Security)

RERE
(Authentication
Required)

EEER
(Sending Intervals)

BERARHEBEE
(Send Test Emaiil to)

B (Cancel)
ER(Apply)

A SMTP @ ARES8Y IP it -

IR B REIR SRR E -
187 SMTP 1835%(Specify SMTP Port) — BA SMTP EIARESRIIEZIRIEE-

WMASFHEREF I -

B=EREYLUEE SMTP GRS1ERZ 2] -
#&(None) - A& SSL - HEBLIRMEBR S S8 -

SSL- HEBEBMNZELER - BFBEEH SMTPS(ER SSL I SMTP)
B SMTP falfRE34BAT - 35/ F = - SMTPS @Rz ERRVEFEIRIEIE S 465 -
StartTLS - ERBERIBE - AR HRALZEBEN LT EBEBN B E
}ﬁ\l o

EENER I BERAERENBGEEE SMTP GR:BETEMERE -
fFERAERZE(Username) - ARBNBRENEREEE - BAEES 31
EB=7s -

2 (Password) - ARENBRENEE - RARES 31 B=ZTT -
BPEFEIMG AR EEEHEAMUMWAEA) -

{5 —EE FE At -
@ERIEA R (Send Test Message) - RILTIREE Lillsd B8 ERHET
s -

EEENRELHFEILER -
HEERRELHFILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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I-1-16-3 &M AR 75 4 €& (SMS Provider)

n

=2 ORRE 2 EEMREHER -

Configuration / Notification Services

Services & Providers
SMS Provider

+ Add

Name

Default_SMS_Profile

Name (
Enable
Connecting Sender Through
Service Provider

SMS Gateway URL (@

Connection Protocol

Sending Intervals

Send Test SMS to

Cancel m

=
' AR

SMTP Server SMS Provider

0 Webhook Notification Backup & Restore
Enable Service Provider Last Sent at
Enabled None
ZH+ B (+Add)EERI DRI N RE -

MKT_1000
«©

Default WAN w

Vigor Router SMS Gateway v

HTTP ‘

carrie

09101234569|

Send Test Message

oI AR ERRARA T -

HH
Z#E(Name)
ExF(Enable)

BESHEARR

AR

WMARTEERN -
IIARIRARN I BL AR/ B AL AR B 1R -
EERREZRSHARN WAN 7TH -

(Connecting Sender

Through)
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Option
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BR#% it FEES (Service
Provider)

B2 Vigor IEHEREH
RAiE(Vigor Router SMS
Gateway) & IR ¥ L FE
(5l

EEEERZL
(Customized) fEARTE
2 ER S

AR E R
(SMS Quota Enabled)

53N 88 = (SMS Quota)

BRI
(Sending Intervals)

BERAREAE
(Send Test SMS to)

B4 (Cancel)
ER(Apply)

Vigor B&ERE3MERIE(Vigor Router SMS Gateway) — iJEFF7A Vigor
SR A ST IR AR INAE - IHEIR OB MR B EHSRRY P il - A e A
TERSEEE -
= 8t(Customized) - REBNRISHEBEEIRMA P (i URL -
i RI3E URL (SMS Gateway URL) — A BRTS # FERIAVEBIAS (B 218
5 IP firdl) -
#4238 1% 2 (Connection Protocol) — f§& HTTP &2 HTTPS °
EAZEZE(Username) - ARIRELERETENEBSE - BARES 31
B=T -
#HiE(Password) - ARRBHERETSHRE - BARES 31 BEF
7'5
2530 AR5 AL FERS API URL (SMS Provider APl URL) — i A BS s AR 75RO 4D
ik - AU RERZ S 255 EFIT - B & RE AL ED EVS IEREr AL -
R API 2 81(SMS API Parameter) - $REEE BB I A SE
B(EE)W API(FﬁHE‘EﬂE) BRAEE APl FIARES -
HTTP E-t(HTTP Method) — 2HtMERKRA -
IEB(GET) - AR %EE% BEREN -
POST - AREEREE 8= EAHLXLH/E%EE’“J?

IR BARABN ST R AR/ 15 PR AR A8 8

R R RENBMEE - BERESRBEZEE  BEENDRE 1- 2HE
BEEZE 0 5 BRARZEDRESES BEIREEZEE/AR 0 BlE-

BN ERESERE(UDRENT -

RE—EE At -

EEt N B (Send Test Message) - ZILTIRIE it E R AR EF
W -

EREHRELRMILER -
i EHARELREFILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-1-16-4 Webhook %

Vigor BAEREHEN A0 E I EAREE BIE RS (webhook HB) - HPEIE WAN BRMAE( LR - F&) -
CPU (EFI% - RIBMEAESHM -

HZOHRE 10 8 webhook EHE -
Configuration / Notification Services D Reset

Services & Providers SMTP Server SMS Provider Webhook Notification Backup & Restore

Webhook

+ Add Masx: 10
Webhook Name Enable Server Protocol Type Monitoring Server URL Option

Slack Disabled HTTPS ¢ Edit
Telegram Disabled HTTPS 2 Edit

ACHTIEER B - AR T +#iE(+Add) BRI TI RN T EE -

X

‘webhook Name (D)
Enable «©

server Protocol Type A | HTTPS

Monitoring Server URL (D

Cancel
oI AR ERRAR T -

IEH AR
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Webhook #&1& MAREEZHE -

(Webhook Name)

F2F (Enable) tNIRBRREEN T R/ = B RR E1E -

AR EM G EEE EIZEREFEREAHEHTIPS 8 HTTP) °
(Server Protocol Type)

S {EARES URL A EIARE8RY URL -

(Monitoring Server URL)

BE(Cancel) EEERRELBHFLILER -

£/ (Apply) REEART LB EE -

SRBREVE - BTER(Apply)RHEEARRE -

I-1-16-5 &4 (Notification):8 &

RZODEI 20 BEMREXH - WikERERRREH®ER ZBMRE -

Configuration / Notification Services
Services & Providers SMTP Server SMS Provider Webhook Notification Backup & Restore

Notification

Profile Name Events Type # of Event Schedule

ACHTIEER B - AR T +#iE(+Add) BRI TI RN T EE -

173

Option



Profile Name (@)

Trigger Events

Events Type

WAN Reached Limit Budget
Notification

Email Alert

Send Alert Email to

SMS Alert

Webhook

Schedule

Cancel
OIHRRERRART -
IER

#EtE 21 (Profile
Name)

SHER
(Events Type)

Lo ESS
(Trigger Events)

BTHHET
(Email Alert)

EARER
(SMS Alert)

Webhook

#E12(Schedule)
B4 (Cancel)
ER(Apply)

[WAN] WAN1

[WAN] WAN1

WAN / Disconnected | WAN / Reached Limit v
X Budget X

[WAN] WAN2 [ | [WAN] WAN3 || [WAN] WAN4 | | [WAN] WANS

[WAN] WANZ [ | [WAN] WAN3 | [WAN] WAN4 || [WAN] WANS

AR

WARBREENZHE -

iBE = (Trigger Events)

ZR(Alarm) - MRBELIREY - Vigor RAEB T E BEZRAR

#5(Report) - Vigor A#E1E B ELRBUR

HHBERENER (60-360 NiE) -

FERATHBBEEERT Vigor 2%3
EWEH -
&4 (Notification)

AR BB AR 15 U T BRI -

fﬁizﬂTIMsz(Send Alert Email to) - BIZEZEB

B HEHRER

R REEN T R R/ (= PR ES S &R ThEE -

E%E‘STFéﬁnﬂi(Send Alert SMS to) - EZRNE
BRIEME

Y BIRFEN TR AR/ 2 webhook %] -

Webhook 424 (Webhook Profile) - EiZ &2
RELE -

BEDROBN(EN SFHE)NHRHRER -

EEEHRELEEFIIER -

i EHARELREFILER -

SRMBRETE - B TER(ApplY) R EEEREE
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BEFIM - BASHABER

EHAOW A E WS -
ih’z":%ﬁFEl(Report Period) - 7 Vigor #4518

BrHMG - BME
oy
B BHEEBANN
SEE:S RIS T

FBAHB webhook



I-1-16-6 {3 238 R (Backup & Restore)

BIDMERBHNRIFZRTE -

Configuration / Notification Services

Services & Providers SMTP Server

SMS Provider ~ Webhook Notification

Backup & Restore
Backup
ected Item 8 select All
@ Services & Providers
& SMTP Server
SMS Provider
& Webhook
Notification
Backup
Restore
Restore from Backup File [J | Restore
SR ERBBET -
EH Bl
EEHE EERAHENHNERRENIER -
(Selected 1ER)
RIS RE tHRFERARN o] RUR L = AL TOAE -

(Password Protection)

BEREFNESR

(Restore from Backup
File)

EEEARBRE
(File has Password
Protection)

B4 (Cancel)
ER(Apply)

WRENFBLLINRE - BRERE -

#2858 (New Password) — BIA—EFBEIELZEE -
23 288 (Confirm New Password) - E BE# AR -
#%(Back up) — RULRITHEHIEE -

EEZERNBNHES -

iR RERN O] RU AR S = R L THhAE -
WMRBIFLLINGE - FBRER -
28 (Password) - FRA—EFEEABRRBTENEE -

EEBERRELHFEILER -
MEERRELEHFEILER -

SRRETE - BTER(Apply)RHEEARRE -
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II-1-17 RADIUS/TACACS+:& &

EnfE B BARERBE(RADIUS) 2—EAFI/EREHL 2 MRE ZBAIRE - IBRE - BEMNHE
EIR - BRESPEREREREHEEFREZER ERRESRIENEERZEAREREEERN—ER
= .

IEEEFRERSTIESMNER TACACS+ LUK AERMSNER RADIUS EiRzETRAESNERE - BREMREREN
AR# B4 WLAN A VPN -

I-1-17-1 4ME RADIUS (External RADIUS)

MR RADIUS APl TA8E o) 5 B AR 28 B & I A (2 FR & SR AR DA RA 22 RADIUS fERR=RETHERREE
EXEEPAERFIRE  ERERERE -

Vigor B&E=2 0] L7 RADIUS B FIRIESF - IEAE AR ESNB RADIUS ERRZRMIERE - Z 1% - Vigor
BHANRIAREREREBZEARIETENRIEMRFEE - LEFIHEBREARELN -
EEIME RADIUS DI ERS £ AIME RADIUS IR ETEREZRE -

Configuration / RADIUS/ TACACS+ O Reset
Internal RADIUS External TACACS+

External RADIUS

Name  Primary Authentication Server Secondary Authentication Server Primary Accounting Server Secondary Accounting Server Option

Eupe (RS 4 (8)3%ER > Hi THEg(+Add) et DUER DL T E A -
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Name G RADIUS_1
Authentication
thentication ()
Authentication Server
Priority Server IP Secret Authentication Port Option
0 172.16.3.62 eeesees R 1812
Authorization
atio
Accounting
S Accounting
RADIUS Server Failover Policy
Cancel
BTN .
DR ERRARIT ¢
EH AREA
o] A ) /1 el o]
%18 (Name) WAREESZHE -

RADIUS 558

(RADIUS
Authentication)

ERiE R AR 23
(Authentication
Server)

RADIUS E#E
(RADIUS Authorization)

RADIUS Ft&
(RADIUS Accounting)

FTERRR
(Accounting Server )

& 5% (Authentication)

tNIRFERARN D] RUA /I R LR EAR

+¥E(+Add) - RULHIZERE (RS TRII=1E) -
fElBR 2% IP(Server IP) — #iA RADIUS fEIRR2EHY IP firdl -

4@ (Secret) - RADIUS AIRSEMALHEEA—ELE . ARBITM A
BEMAE -EANERTEAFEHAEENEERE - HERRBNEARES
36 A=z -
B 3518 [ (Authentication Port) — i A RADIUS fEBRERAVIEREIESE - FE:R
%1812 (B RFC 2138) *
EIE(MIFR) (Option (Delete)) - ZULBIREEAIREE -

24 (Authorization)
R EIRFEN DI R AR/ Z PR IL AR A -
il 238 O (Disconnect Message Port) -5 E— 18 UDP 118555

( TRE& /& 3799 ) AMEWIRE AAA BIRSHPENEREFBKHE - FEE
BLEHEER AAA BIIRSSENFER ZAT - BH RADIUS EIARER I -

#t & (Accounting)
RADIUS E1&=E RADIUS ER=MARE Pt &S -
WERENA - Vigor BEHZESEHMIEER RADIUS REIARER XS ERER( Al
. IP fidlt - REBFIKINRE ) -
tNIRBRRAEN O R/ = B RR E1E -
+¥E(+Add) - RULHFIZEREE (BRLORE 3 @) -
ARS8 IP(Server IP) - i A RADIUS fEIAR2EAG IP ATt -
4@ (Secret) - RADIUS ERRBRAAFHEA—ESHE  ARBBTM A
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5% 5 5B T R P

(Interim Update
Interval)

Eii(Retry)

% (Timeout)

ERAE
(Connection Test)
fEAR B3 AR AR

(Server Status)

B (Cancel)
ER(Apply)

"é* EAWFE - EANBREAFERERDNEZZE
6 E=T -

Eﬁ Z12%=(Authentication Port) - A RADIUS SRR 32 K3
#1812 (B RFC 2138) -

EIE(MIBR) (Option (Delete)) - ZUILBIREEREX -

REHHZR[@ RADIUS ERZR AT ERKWIEEER - #E1%K¢E 10 HiE
3 1440 H#EQ X) -

HEBRNEARER

HIRTE - FARE

RADIUS {3 AR 2812 % k& (RADIUS Server Failover Policy)

REH RADIUS fElfR=REHMERNEANRE - WREEEIR[ROERIIA
K- R IEERE R AR R AR A RSZIIELR -

RIEMHARER RADIUS HHE%%@BEE’\J@H%E°§ZD%5ELI$Z§U@BE'Vigor iz
B EREEBNREFK

#4283 (Connection Test)

35 FAHR £ {5 AR 28 1 17 380720 (Tesst with Status Server) — 1RUIL#ETT 51 B
AR B R R -

BNERAEAER -

EEENRELHFEILER -
HEERRELHFILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -

I-1-17-2 AR RADIUS (Internal RADIUS)
BR Y A RADIUS RIS - Vigor BESHBHETIUER RADIUS EIAREIETT  BTHITEZERE - LEAE

R EARE RADIUS EIARERAIERTE - RETTHE - Vigor BERNBEAREREREZEB

BsRETEMERE -

EIFNER RADIUS AR

Configuration / RADIUS/ TACACS+

External RADIUS

Internal RADIUS

Authentication Port

RADIUS Client Access List

Pv4 Client List

Pv6 Client List

Cancel Apply

B Vigor B

ERHAZEMNAEZE RADIUS @RS -

External TACACS+

Shared Secret  IPv4 Address  IPv4 Mask

Shared o Address e
Secret Length
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oI AR ERRARA T -

I5H
ExF(Enable)
ERiEIRaR

(Authentication Port)

IPv4 FFIHEE
(IPv4 Client List)

IPv6 AR HiEE
(IPv6 Client List)

A3 (Method)

802X A=
(802.1X Method)

BB (Certificate)

ERAE (User)

fERAEEH
(User Groups)

B4 (Cancel)
ER(Apply)

AR
iR LI/ =L RADIUS RAIRZBRMRTE -
# A RADIUS fEARE2A UDP E#E185E - Fa581E 5 1812 (EH RFC 2138) -

RADIUS A E i BU5E (RADIUS Client Access List)

NEFEENBEETRERGNAFEIRZ BEFE RADIUS EIARES -
+¥ME(+Add) - RUILHIE A SR (RZ TR 10 @) -

ExA(Enable) — tNREIRALIELR/ ERILIEE -

HZ 2 (Shared Secret) —— AR FHZRAY RADIUS fEAR2EF] RADIUS FB
Fln#EAENXFEFSE  ARRRRIECEREMNE - RARESR 36 @
BT -

IPv4 fiiit(IPv4 Address) —H#AFEIRAY IPv4 fizdt -

IPv4 = (IPv4 Mask) — 212 1P BELIRTE IP BERAIA/N -
EIE(MBR) (Option (Delete)) - L UL BREE MBS -

NEFEENBEETHRERGNAFEIRZ BEFE RADIUS EIARES -
+¥ME(+Add) — RUILHIE A SR (RZ T8I 10 @) -

ExA(Enable) — tNiRFERAIE R/ ERALIER -

H#=H$8(Shared Secret) ——#AIEHZRA RADIUS fEAR2EF RADIUS FB
Fln#EAENXFEFSE  ARRRRIECEREMNE - RARESR 36 @
T -

IPv6 firtlt(IPv6 Address) —&i AR Ei#a0 IPve firdlt -

IPv6 RE(IPv6 Length) — #IA IPv6 BIBMAIBERE -

B IE(MBR) (Option (Delete)) - RULIEEREEHI A S -

§83% (Authentication)
BEEERAEFIRNSMERAT -
FRAI PAP (PAP Only) - 2EABBRBEBERBEERESS -

PAP/CHAP/MS-CHAP/MS-CHAP2 - PAP/CHAP/MS-CHAP/MS-CHAP2-
PAP + CHAP (Challenge-Handshake Authentication Protocol) ]
Microsoft KRAf) CHAP o] AREEERE -

%18 802.1X I = (Support 802.1X Method) — Vigor B&FRE8AEAY RADIUS
EIRRER O LUER AAA BIARES - BEZELIRIA 802X X418 -

BRIZZTEARAE RADIUS BERZEHVERE (MR E> > RE > AHERE
(Configuration>>Certificates>>Local Certificates) 217 -

= &R E 1 (User Profile)
EZERRHET  FEFAERNNBHETS MRS ERTHEER
2RI BEDR IAM>> ERE FEH (IAM>>Users & Groups) P58 2 17— 1
ERERERE -
FRrAEERZ(All Users) - RILEBIYIFIAEAERTELUETEZE2RE -
EIEFAE(Select Users) — RILERIZANRZ2WBNERERTER -
FrEE 4 (All Groups) — RILEIIFIAERERALIETERRE -
EZE 4 (Select Groups) —ZILEEERR L2 RBENEREEHA -
EEERRELBHFLILER -

MEERRELEHFEILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-1-17-3 4ME TACACS+(External TACACS+)

BRI R IH T AU IR BV H] 2 A 1830 R (78 TACACS+) - BRI TERIEE MM RADIUS - BhEEINERHY
TACACS+RRIU NER :
Configuration / RADIUS/ TACACS+ “0) Reset
External RADIUS Internal RADIUS External TACACS+

External TACACS+

«©
Primary Server
Secondary Server
Cancel
DR ERRARI T ¢
I5H B
Rt (Enable) IR BARRRN ST R/ B AL R e -
BREEIRR A RADIUS falAR25#9 UDP :ZHIR5E - FRAR1E% 1812 (BM RFC 2138) -

(Authentication Port)

EZ[RE[IR2E(Primary Server/Secondary Server)

Al AR ES IP firdlk A TACACS+ERR=3A/Y IP Azl -
(Server IP Address) AEBEAHFREMMBING TACACS+ fFMRES -

EEE TACACS+ fAlfR=3BEMIER - RE TACACS+ IR K HEHE
RIS -

B RYIRRE H#A TACACSHERBFE AN ERRS - REFAMNEERZ 49 -
(Destination Port)

HERR TACACS+ AREEFIFAE ( lH:R ) AMENXFFS - ARBETEMZ
(Shqred Secret) F'Eﬁ?é%ﬁggﬂ% ° %*EE% 36 1@"7“'_775 °

—/EISEERA RADIUS EIAREEA RADIUS FFIHEFIBMN X FFE - AR
BRRE UL 2 R BXRIENE - RARER 36 BFTT

E34(Cancel) RERAR LB EE -
£/ (Apply) RS ELEEIEE -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-1-18 %&:&(Certificates)

BMURE BHREEROIREEBEN(CA)

REER

BELBREFXE  UEPEZEEEFZABZMEE -
TEABEAME - AINREREENZHE B DERE - DURREEEEMNEMURS - MEEK
Aol RN EEM - Vigor BHSRXENS X509 EENENIRE -
EAH S SO UEEMERRKEIRE - WEAREGERN CAES - FRERMNS LNKBRES LR
() - U B S 45 RS A IERE (BB LR Eﬁﬁﬁﬁxﬂﬁﬁﬁﬁ')ﬁ@?&@ %&fﬁE&t‘m#UE?’;’ﬁiﬂ REENTTEAZ

b 5 5 5 RS B 4B B S S 173 < (NTP) B AR 28

I-1-18-1 A& # %% (Local Certificates)
EENEABESE - EASRBRARES -

Configuration / Certificates

Trusted CA Local Services Backup & Restore
Local Certificates
+ Add g Let's Encrypt
Certificate Name Status Source CA Imported Valid From Valid Until
Default_Certificate valid Internal ~ 2021/10/24 17:02:03 2031/10/22 17:02:03
RNk = —] =% fivd rm) y H .
MBERERENADBAS - FHRTHRA(View)
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EHAE

(G Refresh

Option




X

Tl Copy PEM Content to clipboard

Certificate Name (3) Default_Certificate
Version V3
Status valid
Source Internal
CA Imported e

Subject_alternative_Name

Subject_Name ~

Country ™
State Hsinchu
Location Hsinchu
Crganization DrayTek

AT A MORE - 12 TRIE(+Add) BE RGN T E® -

Certificate Name @

Method Generate (SR
Key Type R5A-2048 Bit ~

Algorithm SHA-256

Subject Alternative Name
IP Address ()
Subject Name

Country @

State ®

Location @

Organization ]

Cancel Apply
OIHRRERIBET -

EE| Bz

’iE &1 (Certificate A FRRER I RENBTE -
Name)
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A= (Method)

SRER(Key Type)
EE%(Algorithm)
R (Type)

B =% (Country (C))

i (State (ST))

fi1E (Location (L))

#1#4 (Organization (0))

#AsEE Al
(Organization Unit

(ov))

EREE
(Common Name (CN))

B FE ¢ (Email (E))
B4 (Cancel)
£M(Apply)

B4 CSR (Generate CSR) - EANWAKERDE -

EAREBEZSE (Import Certificate & Keys) - Vigor BSE22 0B EE
REBKULIERE CA FARSR  BEZLEAER/EIERE - MREBESLHE
BE-FWBTRE - GO MEERA - BRI PKCSI12 BRUER
BERNERE -

753% - B4 CSR (Generate CSR)
BREREERANSREE -
BRELRENEESE -

BRI T e E B (Subject Alternative Name) Il i A {8 FERIBUE -
IP fi31t(IP Address )
#8335 % % (Domain Name )
E 7 HH(Email )

WA BIEABFTENER B (HF5) -
MABRABPIENMNEE -

WA BRRABPRERR -

WMABRABNSERHE -

WA ER IR A A IME R PI B PrRA B AV BIPT 2 A8 -

WA FARGFIRERENTRZMILZHE/WAN IP il -

WMABRASNE AL -
EREENNRELRERILER -
HEERRELRERIER -

7k - EAREBEZB(mport Certificate & Keys)

TERER
(File Type)

B4 (Cancel)

Vigor R ORI ELERE B RUFHERRA CA AR:S - REBHEA
DAMEE - IRACSRE=FEGREE AU EREA - XENRER
BIBIFE PKCSI12 REMB AN IBAVERE

PR FIR#B (Certificate Only) - AR -

EE&E(Upload Certificate) - & T 2% (Choose a file) #
5 — E AR -

PKCSI2 - FRETMUMARIEE R pix F pl2 WEE  SLREBES
ETEE - PKCSI2 RLEEREERZRBEBREN—BRE  TEARN
Netscape BHHMER IE £ -

& PKCS12 1% (Upload PKCSI2 File) -2 T 22 (Choose a

file)PkiE—1E PKCSI2 BRBIEZE -

28 (Password) - A BRE - £BERAABHNSTIE -
RBE2M(Certificate & Keys) - ERPHABIIAREFFLSR - I51)
BEIEEER - MRFIBEME - BIEEREE -

EE#E=E(Upload File) - & TEZE#E%(Choose a file) HkE—E A

B -

EE£#®(Upload Key) - 1% T EZ1E3(Choose a file) k& —

-
28 (Password) - A BRE - £BERAABHNTIE -
IEEEARENHFAIILER -
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EM(Apply)

seRRE % - R TER(Apply) R EEamE

BRY FENEUAKBREI - MECLUER Let's Encrypt EERE « B PRE»

WEERRELEHFEILER -

B AE °

&> RRE

(Configuration>>Certificates>>Local Certificates) F#Y Let's Encrypt 3% - BT AT E® - #EUL

& - O DIER DrayDDNS RRISELE Let's Encrypt RiE - IO ITERRE

>>WAN>>Ef &

DNS(Configuration>>WAN>>Dynamic DNS) & & HE fthi5 -

‘ Let’s Encrypt Certificate

will be added.

Service Provider

Service Activation

Enable ACME Client

Certimcate

Status

oI AR ERRAREA T -

EH

BR#% 14t FEE (Service
Provider)

BRFERLEN
(Service Activation)

EZF ACME A Eif
(Enable ACME Clent)

E 22 (More Settings)

FERUT AR EH DDNS

(DDNS Update DDNS
with)

(D The certificate will be generated after the verification is completed, and the Dynamic DNS settings

DrayDDNS

Activate

sync

.drayddns.com

«©

Close

Bk
HR Let's Encrypt ‘RERIRIZHLIER -

=X
g

FiEh(Activate) — R T B4 RIE MyVigor #I5MEE Let's Encrypt
=,

A% (Sync) - WAEZEEE MyVigor EIAREE LRTE - R IR MET
S (INE ) -

IR ESR Let's Encrypt MEEMERE - EEMZE LS DDNS iR
=

YIR Vigor HHRZENEE NAT HBH=E%ET - Mo LIRALLIEE -
HSERM WAN IP Azl -

& Vigor IRERZR AR WAN IP BFAA IP B - ETHRECI UERI NAT FEH2s
ERAMAR 1P WEAERZIA P UETT DDNS B -

BEmEERTERE
WM IP (Internet IP) — IS4 IP ISERESHNAM P Al - R
RIRAA AR WAN NTHER 1P A2 ERRISNER 1P Al - FBEEULE

X
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IE -

WAN IP — EFREE2E WAN /TER IP il -
E# WAN IP 53 EHFTAEER WAN IP (Update All Selected WAN IPs) — Vigor 388
(Update WAN IP Mode) = F#iSHRIE T REVSZ(E WAN IP IiEd0 162 ERES HAER -

ik FFE#TE— WAN IP (Update Single WAN IP by Sequence) - Vigor
B ERTRPEENE—E WANIP I - ERIRFEHER -

+#itg(+Add) - BT IRUHMMWAENEMNE P 2R - RZOE 6

4 -
#MENE(Binding Interface) — 2L DDNS REEAREBAN WAN 7
E o

AE IP (Interface IP) — :ZEE—E WAN IP fidlt - ZEHREE - 2GEE
FETERRAY WAN IP fizdlk -

BENENER 233 E) DDNS @ERE:BUERN IP MU EMAVER (LIS EREN ) -
(Auto Update Interval)  TE:&fE% 14400 -

B (Cancel) EEZBRIRELBHFEIILER -

ER(Apply) REEMRETHMHLE -

SEREREZE - B TNER(Apply) Rt FEEABRE -

I-1-18-2 Z{={EHY CA (Trusted CA)

EAME - o LIEILEREZII—{E RootCA &:E -
EAME P BEG AP H TS TRERE (B IPsec X 509) U EEZ R B\ SSL @B EF RS
MITM RS - O] fE AR RER I8 (Root CA)ZRERE BB IRHAMN B IR -

A ERREREENREHREBNENMRESESEHETRENBERE - FHItEMSRE— AR S %S
ZTOIDUES Root CA Hi BB IRH—RERAEEZHNER M - 2 I Root CA AILUETT ARG 2 5
78H -

RRBIEHEEE(Root CA)TILUMIER - BREEAREE - EEENIRREBESHENNSRTE  BELMREAN - A
BT (Create) 2 $RE2 YT37HI Root CA »

Configuration / Certificates ( Refresh

Local Certificates Trusted CA Local Services Backup & Restore

Trusted Certificate Authorities

+ Add
Certificate Name Status Commen Name Valid From Valid Until Option

Root CA Empty
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MEE AR IR B 1S 118 (Root CA)Z Vigor BEEHEE £ - 12 T8 (+Add) BRI T EH -

Upload Certificate Local cert N.ixt (3 choose afile

Cancel

O FRRERRARIA T
158 AR
rEEE EEHE 2 (Choose afile) - EiE—ERE -
(Upload Certificate)
B (Ccancel) EEEHRELEEFIIER -
£ (Apply) 152 L4650 R R S R B A RS ER S -
MR IR RS SRS (Root CA) - IR TEII(Create) MEMI TEE -
X
Key Type R5A-2048 Bit v
Algorithm SHA-256

Subject_Alternative_Name

Subject Alternative Name

Type

IP Address ()

Subject Name v

Country(C) @ ™

Commaon Name

State
Location (L) ()
Cancel
O] R ERABMT :
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I5H Bz

247 (Key Type) FENE B ER(BRAIRES RSA) ©
EE%(Algorithm) BNEEE -

FBa& 1 &1 (Subject Alternative Name)

BRI (Type) BIET I E N B (Subject Alternative Name) I8 A 1B FERVEIE -
FB2&18(Subject Name)
B =% (Country (C)) MABRASFENERZHE(RE) -
EREE WA BREIE RS2/ WAN IP At -
(Common Name (CN))
i (State (ST)) EABRRAMFIERMNEE -
fi1E (Location (L)) WA S e AT R -
{4 (Organization (0)) WABRABNEEEHE -
4R EAGHESILRELRAHBAMEI A EB I 2TE -
(Organization Unit
(ov))
E 7 EH#(Email (E) A B AMRE FE4L -
B (Cancel) EEBARELERLER -
£ (Apply) HE BRI EE -
R e - 5 T ER (Apply) BRI RN E -
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I-1-18-3 ZA&# AR ¥ (Local Services)
U EE TR AR R T AR AERIRRE - LB AR E R R B RS -

Configuration / Certificates
Local Certificates Trusted CA Local Services Backup & Restore

Local Services

Categories Services Local Certificate
Web Server HTTPS

Web Server TRO69

Authentication Server Internal Radius

oI ERRARA T -
IEH Bz

KHRE BEECEAZ Vigor RKENAKEE ZREV AT TENZRANTE
(Local Certificate) Hifl -

BOSBABBESER(CR)RENBRBFREERATWES -
E34(Cancel) RERAR LB EE -
£/ (Apply) REEARE -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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I-1-18-4 #13 E2i8 R (Backup & Restore)
A GRS A BRE RS SR CA BB B O EERAERED -

Configuration / Certificates

Local Certificates Trusted CA Local Services Backup & Restore
Backup & Restore

Backup

Selected ltem Select All

Local Certificates

3 Trusted Certificate Authorities

Password Protection ()
New Password (D) @
Confirm New Password (i) @

= At least 8 characters
Uppercase characters
- Lowercase characters

= Numbers or Special characters

O ERRABAT
L= AR
&% (Backup)
EFIEE (Selected BIERDERN (A  SEENREIRE) -
ltem)
Z 17 (Password ExA(Enabled) - tiBARIEN T BY B a0 15 R L ThAE
Protection) it (New Password) -8 A LR S N BE BN BENS -
#5237 288 (Confirm New Password) - BE# AR -
#H(Backup) - RULTFEREEE -
R (Restore)
EEAHEGIEE(Restore  BEMEERNTERFENBDEE -
from Backup File) /R (Restore) - LT EBER -
EZBARERE(File IR FEREBN O] R AR sK 1= A LEThBE
has Password ERAT LA - ERE— M -
Protection)

ZiE(Password) - BMALEENZREMENZBAS -

SRBREVE - B TER(Apply)RHEEAERE -
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I-2 Z & (Security)

I-2-1 Bk %38 & 28 (Firewalll Filters)

RIEEHEFEESNERUERARZRE BREANEEEEER 2HAEZERIER/N—R
VlgorEQEH%EE’JB)‘J‘)(HITL,{T’%EJJﬁﬁfhzlsimﬁﬂftﬁﬁx&i*&)\%E’JISZER Cilis; ETBE%UZISM%HEQE’\JE%%??HY
MRS - IENEE T LUBR —LAB R ERRMTE N ERFETE -

BIEARERETEBLUNHKBINBEEESLZERE :
fEAETREN P LF%%( BRiBE=E) -

AREEEMEA (SPI) | BH BN OWEBREHKNEAER
oEIEIEBIRE (Dos) | A BI=UFEENRR#S (DDoS) WERh:E

BEiBIREHE

AR AEES IER IR ﬁ?ﬁk’ﬁgﬂ—;vE‘JrJrL,Jﬁ%%TF_ﬁHEuu ERENERER - 2RERRBAERRRAIRE
HE - MREGEN - ZEHERTRE

pass
Se':g EAaEIket «— Data Filter «— < LAN Link
l block
Drop
packet

ij@ﬂk N\IBIJ(SPI)

EHEBERL - HERERIZE—BIXEER  EERU—EH SRR BRI KR RAE N ERY
RN - WHERBLEGEZEAYN - ﬁt*ﬁmﬁfj)(ﬁ T ARBREHEIRREN - CRBOERZER
ROARRE -

DoS WERE (DoS Defense)

DoS WEMEINAEH B A AR DoS W - BRWBERE UM _KHE - flood FHEIEMISREK

£ - flood FAKBEARBANLZRER MEMUBAZNABENHBENZRIFAFNBHENRR SR

DoS WEREINEENSIZRZM Vigor BRSBNKBRFHEBRNERER - RTE8—EHEN®E - £ad
E?EFELXF@IT%Z%T%T"J EZENEEARE PR BREREE  MRECBERERRCIREMS

ﬂBF%i?EZEf? AMBTEEAEEEMMBA -

Vigor BT I MERENRE - AAERBLEEENSENAEEERR(FINERENET) - BER

BRE—EREITA - Vigor BERZRMEBHEKS - REERBEXE

TOIFRASERE DoS WEMZINREFT BRI B R T -

1. SYN flood attack 9. SYN fragment
2. UDP flood attack 10. Fraggle attack
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3. ICMP flood attack
4. Port Scan attack
5. IP options

6. Land attack

7. Smurf attack

8. Trace route

1. TCP flag scan

12. Tear drop attack

13. Ping of Death attack
14. ICMP fragment

15. Unassigned Numbers

I-2-1-1 URL/IP {5%28% 2% (URL/IP Reputation Filters)

PEERERE—RBLZETE  BREIPALNERTANSEBARKIGEIEE - LB BREENE
AMELERRORE) - AINABREY - BRERENEMPAREELE -

Vigor BEERZMER IP 2 BIER STERRBAE LB IP A - B 7 ANERIERE  FEEZRBUT=

B EEAERIRY

1. B R (AR RE U RS 22 A0 WAN 1)
2. WA (L APRAB S T RS R 2R AU LAN 1)
3. B E (1 LAN B4R 4ERS)
EEDAUMEREEIERZAE P it -

Security / Firewall Filters

IP Filters

URL/IP Reputation Filters

Enable URL/IP Reputation Filters ()

P Reputation Blocked Report

Enable URL/IP Reputation Log ()

Inbound/Qutbound

Inbound (Internet to Router WAN)

Inbound (Internet to Router LAN)

O ERRART -
IER

RIF3 URL/IP (5 21B iR 28
(Enable URL/IP
Reputation Filters)

P EBHHBE

(IP Reputation Blocked
Report)

RF URL/IP (2 85
(Enable URL/IP

Content Filters

High Risk

( Refresh

Default Filters Backup & Restore

n, activate and manage the license on Registration & Services
20 40 60 20 100

Block when under (i Log when under

Disabled Disabled ~

Disabled ~ Disabled ~~

REA
IP 52183823 (IP Reputation Filters)
YR BIRERN T R AR /= PR L ThEE -

RUILER 1P EEHHRE -

)i RERN o] RUAEL 15 A B st RCER THAE -
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Reputation Log)
LIRS pHEIES
(Block when under)

T IE BN AT #%
(Log when under)

WA (R IE IR
WAN B#) /

WA (PR ER SRR
LAN B#) /

@it (LAN IR Z R 4EES)

Inbound (Internet to
Router WAN) [

Inbound (Internet to
LAN) /

Outbound (LAN to
Internet)

WA (PR ER IR
WAN )/

i A (HAPR4E I8 LAN B%)/
B (LAN 3% Z4MR405R)

Inbound (Internet to
Router WAN) /

Inbound (Internet to
LAN) /

Outbound (LAN to
Internet)

B4 (Cancel)
ER(Apply)

BERRSE - —BERIB(@A/HL)NEREIIEERNPIEE

(20/40/60/80) - Vigor &#EIIENE 8z IP A1l - BREH EA"

TMEIARE AT EBIRIE -

BERRSMK - —BERHG@A/BL)AREILETENEDLE -

Vigor 2 ESEEENGLEEEl Syslog EIMRES - Re% "FA" -
8135 (Port List)

HRBEAFRNERS &S - BEEESNIRE HEN S B EREES

s -

BERBEHHOER :

B A Z 5% WAN B (Inbound to Router WAN) - 28 WAN F7
HAEA Vigor BHSEMNI B EBENEE -

WA Z B2 LAN B (Inbound to Router LAN ) -
#A Vigor BHRBHHEERBENEE -

B (LAN B Z48p24888) (Outbound (LAN to Internet)) -
Vigor BSHgE LAN MHEZBZELENE H@Hﬂ&LF%MﬁE

+F8(+Add) — 2 ULHE O] AR 75 B 1B 5 B8 ch R 1 — B AR 5 -

FiB LAN TEINES

B&E (Allow List)
RIEE(ARE)PHWAER IP AItEAEE
i
BRI EEm A5 QEE .

WA (BB E R EREBEE WAN i#))(Inbound (Internet to Router
WAN))

A (84888 ZE LAN ) (Inbound (Internet to LAN))
#H (LAN I5 242 488) (Outbound (LAN to Internet))
REEEZEHEESRBIANEE(RRE) -
+EME(+Add) — HELEREEAY 1P (RSB (B RE) P -
IP firsit(IP Address) —#iA IP firtl -
+3018(+Add) — ZUELUS T [ BEHETIE B A B E(ARE) DA E -
M F2$48 (Object & Group) — ER T HIEERE MU MBHARTE
% -
EEERRELBHFLILER -
REBERRE -
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I-2-1-2 IP #8382 (IP Filters)
FEAEIUMEBIEIIESIRB IR ERERE -

Security / Firewall Filters

URL/IP Reputation Filters IP Filters Content Filters Default Filters Backup & Restore

IP Filters

+ Add

Name Enable Direction Source Destination Protocol Service Type Object Action

EEMIG IPBRRRERE - BN +HIE(+Add)ZE BRI TER -

Name @
Enable

Schedule

Direction LANfo WAN ~

Specify Interface

Criteria
Source Any v
Destination Any ~
Protocol Any v
Fragment Donit Care s
Action

Cancel m
OJRRERBOT :
5B B
Z#(Name) & AR LGE R AR BURY 21 -
E2F (Enable) 1R FIRAEN O] U/ E LR EAE -

{OReset (CRefresh

Hits.

Option

Ma:

x: 40

HE12(Schedule)

KEER(Aways On) — MREA - BANGAEEY -
BER2RIA (Scheduled On) - EEHR RIS - TR AIER ERERK

193



7 1a(Direction)

BEENH

(Specify Interface)

K
(Source)

BrY
(Destination)

A - R a] R B> > ¥4 >> BERR (Configurations>>Objects>>Schedule)
15 EBFEPEIZESE  RZOUE 4 @ - IRKEFETMRS| - BIFRAIGRE
BLARAREE -
SHIERAE - BERELZE(Clear Session when Schedule is On) -
MRFREEREEMBTRAEY  FEEIEBELERIBEAEE
FIEERESBHES -
B ILBEARRERNRERE -
LAN Z WAN (LAN to WAN)
WAN Z LAN (WAN to LAN)
LAN/VPN Z LAN/VPN (LAN/VPN to LAN/VPN)

YR EIRAEN DI R AR /= FR L ThAS -
WRRIF - BIEERENH °
B E(Source Interface) — #i#2 LAN/VPN HE -
B9 E(Destination Interface) —21E WAN 77H -
123 (Criteria)
EREHR IP Ak -
EEFERE IP AL - FEEE— [ IPv4 it [ IPv4 F48 [ IPve firdt

[1Pve F48 [P 9tk [ 1P B/ MAC ¥ | MAC BEABEAZ IR
BMAFTEEA -

E—(Any) -Fr5 1P fidlt -
IPv4 firdit (IPv4 Address) — EIA IP fird -

R IPv4 firtlt (Source IPv4 Address) — 1R T +#18(+Add)#iA IP
it -

IPv4 F#(IPv4 Subnet)-#iA IP I FHERIES -

BB IPv4 FHARHE(Source IPv4 Subnet Address) —1& T +#71%
(+Add)BMAB B FHEBEIESH IPv4 fizdlt -

IPv6 firit(IPv6 Address)-#iA IPv6 Al

BB IPv6 firdlt(Source IPVv6 Address) — & F+¥71&(+Add)# A
IPv6 Al -

IPv6 F#(IPv6 Subnet) — A IPv6 IIAAIBBREE -

BB IPv6 FAANIE(Source IPV6 Subnet Address) —1& T~ +#71%
(+Add) AR B FHEBIESH IPv6 Al -

IP ##(IP Object) — AFFEIESLEEEMN IP U4 -

R 1P ¥ (Source IP Object) — 2 F+#fig(+Add)EE 1P ¥
-

IP 848(1P Group)-fosF i BB E A IP 2448 -
R 1P E#4E(Source IP Group) -## F+#1ig(+Add) 12 1P B4 -
MAC ##(MAC Object) —frFiBIES 5 EHM MAC W1 -

B MAC #3#(Source MAC Object) — & F+#1#(+Add) LUEIE
MAC #) -

MAC E##8(MAC Group) — nFFEIESRTEERN MAC B4 -

&8 MAC E##H(Source MAC Group) - & T +3i(+Add)#E MAC
B4 -

REBR P At -

EEFEHRE IP A8l HREE— [ IPv4 it [ IPv4 F4E [ IPv6 fidlt
[IPv6 F48 [P Witk | 1P BA/BRRYHEIEA B AU T APRESH -

E—(Any) -Fr5 1P fidlt -
IPv4 firdit (IPv4 Address) — &I A IP fird -
B8 IPv4 firilt(Destination IPv4 Address) — & T +#71&(+Add)#
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B RE
(Protocol)

AR #5 B 4

(Service Type Object)

15 TE HKIRIE SR
(Specify Source Port)

BaYESE
(Destination Port)
EA R ERE
(Protocol Number)
7ER

AP fizdt -
IPv4 F#(IPv4 Subnet)- A IP AL FAIRRIES -

B IPv4 F#Bf1t(Destination IPv4 Subnet Address) -3% T+t
1% (+Add) A A FREBIESH IPv4 izl -

IPv6 1i13t(IPv6 Address)-#iA IPv6 firdl -

B IPv6 fizdlt(Destination IPv6 Address) — & F+51%(+Add)
A IPv6 firdl -

IPve F#(IPv6 Subnet) — A IPv6 AR BBEEE -

B IPv6 F#3M1lt(Destination IPv6 Subnet Address) - & F+#7
18 (+Add) AR A THREESR IPv6 Al -

IP #14(IP Object) — RFFEIESKEEM IP WK -
BHY 1P ¥#(Destination IP Object) — & T +¥i#(+Add)EE IP
Wi -

IP 2$48(IP Group) — AFFRIESLTEERN IP BEAE -
B IP B4 (Destination IP Group) - & F+#118(+Add)EE P
4 -

E X% (Country Object) - A EEEREENERYH -
BHYEI R ¥ ¢ (Destination Country Object) — EE¥4 -

5 MR AR A B R TR LE i -
F—(Any)
AR#E# 14 (Service Object)
TCP/UDP
TCP
ubDP
ICMP
ICMPV6
IGMP
Others
SIRBEMHRERBNBER - aJALEINEE -
BT+ (+Add) BB B EWRBERME (&Z 12 @) -

Available Service Type X
Select Object
Name Protocol  Destination Port Start Destination Port End
AUTH TCP 113 113
BGP TCP 179 179

SiERER TCP~ UDP 3¢ TCP/UDP B - aJFLEINAE -
IIRFRRE LU R/ B B IRIRRR E -

R E IR (Source Port) - WIRELALLINAE - iR G IR B BB R4S R IE
BIRME -

EBANBERER TCP ~ UDP 502 - IEThEET A -
REFRBREE - FRHEERELRIERE -
2ENBERER "Bt K - WIS -
WMARE -

FHH D ERER BB RIS -
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(Fragment)

EE
(Action)

BRIBATBIRER

(Bypass Content Filter)

EYF Syslog
(Enable Syslog)

B4 (Cancel)
EM(Apply)

XEF(Don't care) — HHREEAENERIIE - S AREVE MG -
F 7B (Unfragmented) — BRAIEARKDBENES -
2 E&(Fragmented) - G ILRAERZED BHE -

A4&(Too Short) - BHAEME LS TRBENNERTAERL

FRA -
& 1E(Action)

EHETERAUBERIVEF -
EiB(Pass) - FERAMBRII K IIANEE -
$188(Block) - FERAMNBRH AR IMESE -

oli% FRE R LR LG T EE -
YIRRUAIEINEE - Vigor BEARFABARBRRRETERSH -

YNGR R LAR % 88 2% Bt ac 822 Syslog RYTIEE

EREHRELREMILER -
HEEAIRE -

SRBRETE - BTER(Apply)RHEEAERE -

Security / Firewall Filters

IP Reputation Filters

IP Filters

+Add ©Cone DResetHits [
Name Enabled
Firewal 1  Enable

EEIRAN P BIER
oI AR ERRAR T -

HH
FZ(Clone)
ResetHits

il
(MultipleDelete)

R AZ#
(MultipleEnable)

FRAZH
(MultipleDisable)
#mEE (Edit)

ik (Delete)

esel Refresh
Content Filters Default Filters Backup & Restore
pleDelete () MultipleEnable  © MultipleDisable =
Direction Source Destination Protocol Service Type Object Action Hits Option
LAN to WAN Any Any Any Pass 0 Edit [ Delete

— BEHIREZEE -

AR

EEEEEN P BIERREXH - UM FEHEME -

EE 1P RREHSEHBNEERBERRRRE -
WMREE T ZME P BRREXH - BEZ— NEIT—RMRELIRR -

WREFETSME P BEREXH - FR— MO —REAELRER -

WMREETZME P BRREXH - BE— MO —REMELRERE

BBUREN IP BIBRER -

BEREEN IP BRRERE
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I-2-1-3 AEBE 2% (Content Filters)

RABBREIE APPE » URL BIE=234F1 WCF BR#5 - APPE WRIBFRTEZMRIVETERE - URL BIER
1 WCF BiE=RZEBRE DNS FXRHEHN TS APl Hello HEDTHAERSIEHAICERBEERZNER

og

WEETELGRERS 40 EASEREZREM(EHE APPE ~ URL 1 WCF) -
Vigor BSHZISIRIEAEERNIBREBRES - HEEBKH(LAN ) WAN) PR SRTHMEE (R
B[O - EEREBEASBRFEREREER -

Security / Firewall Filters O Reset (G Refresh

URL/IP Reputation Filters IP Filters Content Filters Default Filters Backup & Restore

Content Filters

+ Add Search.. Max: 40

Profile Name Enable Direction Source Action Keyword Exceptions Hits. QOption

EZMIEARIBIRIRDTERE - BT +IIE(+Add)EELUERM N ER -

Profile Name (3) NOgambling
Enable

Schedule Scheduled On

Direction LAN to WAN

Specify Interface

Source Any ~

Destination

vate and manage the license on Registration & Services

Action

Enable Keyword Exception

Enable Syslog

Cancel m
OIHRRERRART -

EH Bl
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#EtE 21 (Profile
Name)

ExF(Enable)
#E12(Schedule)

7 1a(Direction)
BENH

(Specify Interface)

R
(Source)

BaY
(Destination)

EE
(Action)

WA R AR SRR AN EHE -

IIARIRARN I BL AR/ B AL AR B 1R -

KiziES (Always On) — WERMA - BAGRELEY -
BB (Scheduled On) - EIBHRRSIES - A RAEREREIR
A - SR a] U RR B> > ¥4 >> BERR (Configurations>>Objects>>Schedule)
15 EHEREESRE  R20E 4 @ - MRKEFETMRS] - BIFRRIGAL
RUFRAREE -
SHIERAE - BERELZE(Clear Session when Schedule is On) -
MRFEEHEREERB TRER  FERELERBEDUBRIRAZRE -
FMEEREBHEE -

BRI EBRABERNRERD -

YR BIRERN T R AR /= PR L ThEE -

MREA - BEERENH -

8% LAN (Specified LAN) -2 LAN 77 -

FREHGE P st -

EEFEHRE IP Al HREE— [ IPv4 it [ IPv4 F4E [ IPv6 fidlt

[1Pve F48 [P 9tk [ 1P B/ MAC ¥ | MAC BEABEAZ IR
BMAFTEEA -

E—(Any) -Fr5 1P fidlt -
IPv4 firdit (IPv4 Address) — EIA IP fird -

R IPv4 firtlt (Source IPv4 Address) — 1R T +#718(+Add)#iA IP
izt -

IPv4 F#(IPv4 Subnet)-#iA IP I FHERIES -

BB IPv4 FAARHE(Source IPv4 Subnet Address) —3& T +3#71%
(+Add)BMAB B FHEBEIESH IPv4 fizdlt -

IPv6 firit(IPv6 Address)-#iA IPv6 firilt

BB IPv6 firdlt(Source IPVv6 Address) — & F+¥1&(+Add)# A
IPv6 Al -

IPv6 F#(IPv6 Subnet) — A IPv6 A BEBREE -

BB IPv6 FAANIE(Source IPV6 Subnet Address) —1& T~ +#71%
(+Add) AR B FHEBEIESH IPv6 Al -

IP ##(IP Object) — AFFEIESLEEEMN IP U4 -

R 1P ¥ (Source IP Object) — T +#fig(+Add)EE 1P ¥
-

IP 848(1P Group)-fosF 8BS E M IP 2448 -
R 1P E£48(Source IP Group) -2 F+#1i&(+Add) 12 1P B4 -
MAC ¥ (MAC Object) —frFiBIES 5 EHM MAC W1 -

B MAC #3#(Source MAC Object) — & F+#1#(+Add) LUEE
MAC #)# -

MAC E##8(MAC Group) — nFFEIESERTEERN MAC B4 -

FEE MAC E##8(Source MAC Group) - & F+#18(+Add) &
MAC B4 -

BRETASERBERINEE WCF /3 APPE #/3¢ UCF ( A=Y
%) RER -
&1E(Action)

EHETERAUBERIVEE -
EiB(Pass) - FERAMBERII K IIANEE -
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RLFARAs2 = BI5h

(Enable Keyword
Exception)

31§ (Block) - MERWBRFEIGIIANEE -
YR EIRAEN DI R AR /= FR L ThAE -
BAs2 =69 (Keyword Exceptions) - B REEMBRTZMMY -

T EEREENRRFREEREERY NREGHTEHBRFEE
R ARBATHEROEE -

RiA (Enable) Syslog IR FERA LR S B8 2% B At RC#R 2 3 4% B 5 AV THEE

BE(Cancel)
EM(Apply)
SHREE  HTE

EEERNRELHFHILER -
HEEAIRE °

FA(Apply) iz i F HEERE -

I-2-1-4 ¥8:%38i% 23 (Default Filters)

FrKigg kR TN IRR
1. BERBIE R EA

EESRE .
@/}g&/ﬁi.

RA

2. HRBEEIHAEAVER

3. BEIARAI
bR E o E A EERIE

RENH - G5 QoS - BFFHKME - WCF » APP IBHI#TT - URL ARBIESR -

FRREB Vigor EHRETERSEH -

R RABERRAAR

Security / Firewall Filters

SE BB R AR RIRERIRE -

(C Refresh

URL/IP Reputation Filters IP Filters Content Filters Default Filters Backup & Restore

Default Filters

Qutbound Traffic (LAN to WAN)

P Filters Default Action
Enable Content Filter Default Rule
Content Filter Default Rule

Content Destination

Inbound Traffic (WAN to LAN)

Fragmented Large Packets

DA Renting Cannactinne

Cancel Apply

oI AR ERRARA T -

EH

IP B8 =8 FRRR 2N 1E

(IP Filters Default
Action)

on Registration & Services

-

Note: Certain gaming and streaming services require this traffic to be passed

[ [

AR

# 172 (LAN ZE WAN)(Outbound Traffic (LAN to WAN))

RERFEEA IP BIERRZHE(HIME ) O FRRRENF -

@B (Pass) - AR IP BERANTERWNIT - ARSETREB
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MAASBIERTERRA
(Enable Content Filters
Default Rule)

ARBIERTERRA
(Content Filters Default

Rule)

ABE/
(Content Destination)

H#H(Block) - AR IP BERAAI BRI Vigor R H -
i FA RN o] RUA s = A LT BE

EE/FT FIREBRRRNE NG HIRERITFRRIRF -

WMRBLREATESEM IP/ARBERR - H IP BRBFERREORS
PASS - It ERIZUERAETERIMEE -

WMREINEHREF G LHRY - BINASE TIABTEERR - 2FEH
TR AGIRIE -

BB (Pass) —FEUTABBRRANB L RER WA ES ; &R - K
FELE -

##H(Block) - & TNIAEBRRRNE LREFHKAEL - BRI - G007

EEZATBARERPHRSE WCF #/sk APPE #/3¢ UCF ( BE#=FY
) REE

# A2 (WAN Z LAN)(Inbound Traffic (WAN to LAN))

SBRMARNE
(Fragmented Large
Packets)

IPv4 BEEREAR

(IPv4 Routing
Connections)

IPv6 BEFREAR

(IPv6 Routing
Connections)

ICMP BRI
(ICMP Timestamp)

TCP KSfEEiRC
(TCP Timestamp)

Syslog

HUHE (Cancel)
ER(Apply)

REBBARMERMBEAIRI UDP ERFHERERER -

BB (Pass)- BRI AN - BAERGZTD R ENTEEEE
- MmAETEMR -

##H(Block) - BHEFZEMEMARREABE—EE (FW
15xx~2102 Furc )R EEREE - ARZENER T E/RERE -

EiB(Pass) - HRNEM IP BEAFAEEW WAN IPv4 IR LAN =
#ERUIDEIRCIHEIE WAN EHERE LAN E5# - IBEIRHFE LAN
FHIE LR LAN EHimay -

##H(Block) - FHIE LAN E#EMH IPv4 E4RE] WAN =% -

@B (Pass) -IPve M AILLEL (NAT) - HILPAE LAN EHEE
WSRESL WAN HNEE IPv6 IP fudl -

HiH(Block) - FELE WAN FH#EH IPve E4RE] LAN T -

I S 852 (Timestamp)
REZARBENN BN EYUEERATERIFERVINTER -
HERELERE  BREREVEREL ICMP BEEAEHE -
1T (Pass) - #5F ICMP BREBNESERHEEANE -
$188(Block) — 8 ICMP BRIB B LIRS LB ETINE -

TCP BB IS RELARETRD  EUEERNEEHEFEE
Bl

BERELERR  BREVERBEL TCP REIEEE -

Mi7(Pass) — 7% TCP BREBNEERHEEBNTE -

188 (Block) - 185 TCP BSRIBMELARS LEBERNEMINE -

F4F Syslog (Enable Syslog) — WNIREIA - BEFRRRIBIERERERY HEt iS5
BERAE

EZEHBIRE °
RBEFBERIRE

200



SRBREVE - B TER(ApplY) R EEEREE

I-2-1-5 #3238 R (Backup & Restore)

IR E A E D MNEREHRRE °

BRTIBR Vigor C410/C510 AERIREFMDIN - BOIMMFEL DrayTek BEEH2ZER Vigor C410/C510
ERED -

Security / Firewall Filters

URL/IP Reputation Filters IP Filters Content Filters Default Filters Backup & Restore

Backup & Restore
Backup
Selected Item Select All
B P Reputation Filters
B P Filters
B Content Filters
3 Default Filters
Back up
Restore
Restore from Backup File (]
SR ERBBT -
IEH Bkl
#1%(Backup) EFIEE (Selected ltems) — EEIERE -

B3 (Back up) - R FEREMNER(RIESL - IP BIRE  NBBIEE
MIREE B ) AT ARRERD -

= E (Restore) EF B #1945 (Restore from Backup File) — ZILMUIEE B ARERN
*mw: °

BR (Restore) - RULBIABRRIFE - MREHEECNE - AAZRRE
WMATE -
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I-2-2 EFH &2 %E (Defense Setup)

I-2-2-1 B DoS ¥ ¥ (DoS Defense)

1E% IP 1BIE/BAXHERIFINEE - BFE DoS B (DoS Defense): BT - B2 4B EBANIISAI/BHEINEE - 78
BT - DoS FHEINEEEMNF AR -

Security / Defense Setup D Reset

Defense Setup

05 Defense Brute Force Protection Allow/Block List Defense Syslog

ARP Spoofing Defense

Block ARP replies with [ Inconsistent Source MAC addresses.

B Inconsistent Destination MAC addresses.

IP Spoofing Defense

Block IP Packets with [ Inconsistent Source IP addresses from WAN.

Inconsistent Source IP addresses from LAN.

oI AR ERRARA T -
IEH Bz

RIFABSE DoS WEINEE )RR IR R/ 2 B ER DoS EINEE -
(Enable DoS Defense)

Flood % ER;5&(Flood Defense)

WAN Flood EERHE +¥E(+Add) - #RUIERRE Flood WERFERERE - &ZO0EI 6 BERE
(WAN Flood Defense) 1&
N E(nterface) — EiE—E WAN /TH - 22 EE AN EUERBELUH
RENER -
SYN Flood - P32 tbFERETI R/ SYN flood & " B -E SYN I
BNRERBEPIEER - BBREEABEKESE TCPSYN 8 - EER
BIHRARRERTE - ExME% 7Bl TCPSYN HEEREHEER -
SYN Flood 3#&3#=E(SYN Flood Packet Rate) —PIt&E @A TE
REPBAEE 2000 EENFEFM 10 # -
ICMP Flood — 13 ttFERE IR A//E A ICMP flood ERFE - & ICMP
HEMEEXBBPIEER  BHEHIBSHBEEESE TCPSYN #8 - £&
FFEI B ISR ESRIE °
ICMP Flood ##813% % (ICMP Flood Packet Rate) —FIt& B A& A9
JERREDAIAER 250 EERNIIEFM 10 # -
UDP Flood — tJi2IEBAEE T RIFI/{=F UDP Flood WERFE - & UDP
BNRERBEPIEER - BBREEABEKEE TCPSYN 8 - EER
BHARREERE -
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LAN Flood INEERH&
(LAN Flood Defense)

E7&(General)

UDP Flood ###13%#(UDP Flood Packet Rate) —PS1&E A& AT
FERREDAIBER 5000 EERFEF 10 # -
Port Scan -t IERBECI BB/ EREEERHEN - EEERHEOm—%
SEHIREETE  SEHEIEERRE - MM EMAAR - BUAERER
BHRENE SEERENIERRRMENEAMEENS  eREEER
8-
Port Scan 3} &3# = (Port Scan Packet Rate) — FERFIEEAEW
2000 EERFHE -
EIE (4R EE/MER(Edit/Delete) ) - MEMRIBHMEFRMREEMETHME
W ( BRI EIREMNMRERE ) - MERRBREENRE -

N E(nterface) - B2 LAN/VLAN 1 VPN 2% - Ed . LAN/VLAN
RFERZH BIERERFE WAN flood BFEAEE I #&E VLAN ARFTE LAN
NEER - VPN BN EREEEHEER VPN 89 LAN TEEN - #HRE
E=ERE LAN/VLAN 1 VPN B3 E3REE -
SYN Flood — t/i2tLBRRATI BN /1E A SYN flood PR - & SYN HEAMZR
FERDIAPEER - RN IGFHEREKESE TCPSYN HE  EERBEHRE
FFREERTE - ERMER TR TCPSYN HEEREHRER -
SYN Flood i £13% 2% (SYN Flood Packet Rate) — P EFEREHITE
REDRIAEY 2000 EERIIEM 10 # -
ICMP Flood — 1] tbFARETIRY /= ICMP flood INEERFE - & ICMP
HENEERBBPIEER  BARGHBEKESE TCPSYN H8 . EF
R REIRBERR ERTE °
ICMP Flood 13 % (ICMP Flood Packet Rate) —PI{E&ERm AR
ERES AT 250 EERIFEM 10 -
UDP Flood — )i It5BIR DI BY /15 UDP flood W2 - & UDP it
BINRZERBEPIEER - IBAREARBEEESE TCPSYN 8 - EER
B ERERRE -
UDP Flood %113 % (UDP Flood Packet Rate)-PI{E& & &R 7E
RESRIAEY 5000 EERIIEM 10 # -
Port Scan -t ttFRBE TR A/ REEBEFEEEN - BEEREEZO—%
F)BEFIERESE  HERIILENRE  EMEBENRE - BUAEEE
FHEENE SEEXRENZEZEFERIHBBPIEER ZREEES
=

Port Scan $&3% = (Port Scan Packet Rate) —TE:E P& E AT
2000 EEREE -
EIE(4REE/MER(Edit/Delete) ) — R T 4RIB(Edit) BRGE E B EETHEAR
B (ENFTEERRNRERR) - MRBREENEE -

THABARA AR /152 F LA TSI HEAIBRE

FA#E 1P 3218 (Block IP Options) — MR LLINAE - Vigor EEEEHERRE
BERZERREE T IP BIEHEMAMN IP 6 - IP BIBR/DER  BHE

OEEEREM A METEBRLAREENME - AIlZERE ~ TCC
(IR ) 28 - —Z5PBRARRUL - BHEAES  EEENER
FORIEINER AR IERY - SN ER R B o LUK B L BRI SR B IR A A B BS RO RE A

e

Euﬂ °

FE#E Land K2 (Block Land) — BYAALETNEETIFELE LAND X% - LAND
WERIFWEERZEBEN SYN 8 BREMUIA B EUERESE
BREOMIL - #MERBEAFAHEERS -

PE#E Smurf %E(Block SMURF) — RIFBULINBETIMELE Smurf X% - B
IR EMIEEN ICMP echo 33K -

PEEE M (Block Trace Route) — REFAILIEIE O] 3464 3R FRIB Bt - BREO 2%
BASEAKHBERSE -

FE#% SYN Fragment # & (Block SYN Fragment) — EXFB L IET] 384
SYN N8N E - BABKEETARRRTE 7 SYN AInEZHENMITT
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HNEH -

P& Fraggle (Block Fraggle) — BUALLINAETIMALE Fraggle K% - 1§ MR
LERAAR AR EIEE UDP B8 -
RUALLINRE D REEME — LA ZMNENTE - ARMAERBBENER
UDP B #iEHE - FItZRBEMEHN RIP I OJgEEEX -

FA#E Tear Drop X% (Block Tear Drop) — BXALLINEETIFELE Tear Drop
WE - FLEAFIREZERREBBREARSIN ICMP ERHE (8 )
OfEERE - KHREEETOUREBE 1024 A TANDE ICMP 8 -
FA#% Ping of Death K E(Block Ping of Death) — B LLINAETIRR LE
Ping of Death W%  ZHWEEKER(EM ping HNBEEIEREH . B
RELIMESHAZEINERN ping IBREHEE -

FE#E ICMP 8 R R E(Block ICMP Fragment) — EUFLLIHAETIMA LE
ICMP HERE - RE FEZREBATH ICMP B HEE -

FEE K H11% % (Block Unknown Protocol) — BIFBLLTHAEE - BRERERigME L
BEFRABRNERNITE - 5@ IP HENEMEETHE—EIREFE -
ARERLERBRETHREEE - 2 - BAIAR 100 HWiBEHEER
BAREZRAY - MIARER - EIL - AR EEEEN W IE R I HEE NI 098

ARP Spoofing KEFi#(ARP Spoofing Defense)

BE1E ARP EIFE(Block ARP it THAETIR:E 48R 5 ARP(NIHHBR T 17 5E) IRER %2 -

replies with)

£ ARP R1EPRIEH
MAC firiit (VRRP)

FE#Z IP 31 & (Block IP
Packets with)

B4 (Cancel)
ER(Apply)

iR MAC firit AF—® (Inconsistent Source MAC addresses) — #1%R
ARP BMEZEE MAC it ARP 3 E0 XA IEEE T AR
MAC {iERUEED - Vigor % #R#G17BIFE IS -

&Y MAC firit A — & (Inconsistent Destination MAC addresses) - 1
% ARP HE$HEE MAC fit# ARP HE L XARZHETWERE
MAC I ARUCEE - Vigor H#ErFIIB0FE IEFZ3TE -

1% (Accept) - E#H MAC it oI UECERTE ARP &R -
F#{E(Decline) — E# MAC it #)XFC#RTE ARP RSP -

IP Spoofing K EBHE(IP Spoofing Defense)

IP BBRBAE D] BH IE R ISR - WMREENTE N  BRAKLE -
B WAN I3 IP {1tk F—2 (Inconsistent Source IP addresses
from WAN) — SHEEREEEARNER IP At - fl0 - MERKEEHLE
BAERNE IP (i 2ESAKFAKN IP 218 - Vigor 241511803
SHISLEHE -

RE LAN B#3RiE IP firit R —2 (Inconsistent Source IP addresses from
LAN) — HEREABEARWER IP it - Al - NMRFEEHAEAE
IR 1P i 2 EEAE TR IP HE - Vigor 24 IEIEEEE
HE -

REEBIRE °

HEFEBIRE -

SRBRETE - BTER(Apply)RHEEAERE -

I-2-2-2 BFP #& %€ (Brute Force Protection Settings)

BFP 2 Brute Force Protection H#EE -

HAERZEB Vigor BRZFIERAENA PR S RERETERESNRE - WWIHEEUMUMLERE
EFPMAYENTE - HFNGRAS - BEIRIEROEE - EMiRE Vigor BRI RIWE -
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Security / Defense Setup

Defense Setup

DoS Defense Brute Force Protection

Enable Brute Force Protection (}

Login Protection for Service

-
L) Reset

Allow/Block List Defense Syslog

vice Server @ All Server

B HTTPS/HTTP

SSH

B Telnet

@Fp

SNMP

[ TROG9

@ VPN

1AM

Protection Rules

O ERRART -

I5H

B GEANE0ES
(Enable Brute Force
Protection)

IR #% A AR 23 (Service
Server)

IAM fE 2 (1AM Users)

AR
IR RS EARNIREEAERNER -

AR %5 & A Bh:&(Login Protection for Service)

BFP TJlU{R# Vigor BEHRNBEANERZRERE - HIEREES
HTTPS/HTTP ~ SSH - Telnet ~ FTP ~ SNMP - TR-069 ~ VPN -~ IAM %1%
TE K AR IR S ANZAS -

FaRe R A ERZR (All Server) -

B:E3#8 8l (Protection Rules)
EE IAM FERZEMNRERR(BIMFER FTP 1 IAM BRFE) -
EiF(Enable) - BEEALUERZER IAM FRENHERERE -
RE2EAEHRE(Maximum Login Attempts) — IEEITHE—DSEA
BRI R AT AKLMRE -
ZREAKRMEINFZAEAERRE)NEAEBHET —EER - £8E
A Vigor (IR FTP 1 1AM BR#) -
Ei#(Penalty Period) - RERMESHAR -
FEIHR - APRBEEBA - LR EEEMIEINIEFEHEEBREBES
RIBRERS - BB EHMERE -
By EAE IR E#E(Enable User Account Lockout) — t#:BaRE LR
FER IAM FERERSHEEINGE -
EAE#(Login Attempts) - BFIEEAERERERATALBREY -
ZEFURHIE - MNRBAKL ( BIANER FTP 3 IAM RS ) - IAM A
EHIRPIEHETE -
£ IR % - BREE1E B IRE (Unlock User Account After) — 2R
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RE IAM ERERFNRKBER -
#B3E M (Email Notification) — EfEAERERSHESHE - BBET
BHRZIRFREBA -

VPN T VPN B RERA -

Rt (Enable) — R ASEA VPN BRMHERE -
RE2EAEHRE(Maximum Login Attempts) — IEEITH#E—HEA
BIREFMEAREARBREY -
SREANKH(EIFAEAEDARE)NEREBRET —RS[ - A5
A Vigor %4 -

Ei#(Penalty Period) — RERMESHAR -

ELCHARS - AP EEE AT Vigor 4% - IhiESEN LN EEE
WEFBRBET BTN - REBNEMSRE -

@M (Email Notification) - EEMAERERPHEEEHR  BRET
Emz iR FEEEAN -

System Account ERAMRP(EABNEES)RRERA -

XA (Enable) - tEERALIRI S A HIRSEAIHER ERTE -
REEAEHRE(Maximum Login Attempts) - R#EIRSEMNES RE
AKX - EARARBAERAREY  BWES—RERD - A5&EA Vigor %
“(HIn - EA HTTPS/HTTP ~ SSH ~ Telnet - SNMP #1 TR069 BR#%) -
Ei#8(Penalty Period)— & EHMEHAR -

TELERRE - AR EEE ASFE Vigor 24 - b ESEMIEINBBREE
WEFBNBESRIBNEN  REBAEMRE -

By FE fE & 1R 5 $4E (Enable User Account Lockout) — 13638 LR
HIEHAARIRSREHEIISE -

EAEi#(Login Attempts) - IEEFIERHIRENRABTARKMRE - 13
BEEREE - MRBEAKRK (B0 - A HTTPS/HTTP » SSH - Telnet -
SNMP #1 TR-069 BR#% ) - HRMIEEHEHETE -

T EH% - BREERZEIRS (Unlock User Account After) — 15E RS
SERMIRPHIRREER -

438 &0(Email Notification) - EERERERSHETERE  BASTF
R EZIREREEA -

BE(Cancel) BREBRIRE
£ (Apply) HEERSE -

SRBRETE - B TER(Apply)REEAERE -
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I-2-2-3 5/ 2 &E (Allow/Block List)

SRAPRERARENRZE -

Security / Defense Setup

Defense Setup

DoS Defense Brute Force Protection

«©

Allow List

IP Address

Object & Group

OIHRRERRART -

I5H

YRS E DoS WEINEE
(Enable DoS Defense)

ERBFEZ R (Priority for
Conflicts)

B&ZE(Allow List)

=28 (Block List)

EM(Apply)

Allow List first-Pass

Bkl
YR LIRS 15 A DoS BhEZ2TNEE -

FEERNEEIBF/BLIER -
BZEEEBEB(Allow List first-Pass) — EFESERE A IP I
BB -
=2 B isE(Block List first-Block) — &R ZEE FHY IP AIHEE
EETER Vigor BBHESBEW/BEHSNAER IP it -

+318(+Add) — IZUEHFTE IP AINFIRSED -
IP fi131t(IP Address) — A IP firdlt -

+Hi8(+Add) — RULHIEYG BHAA R RETHRE -
M B2 48 (Object & Group) — R T BEEEWHMEHAR
i -

E Vigor B &M IR % Bls 1P Azl -

+318(+Add) — IZULHFTE IP AINFIESESD -
IP fi131t(IP Address) — A IP firdlt -

+Hi8(+Add) —IRICHFHIE M BB B REPHIAE -
M B2 48 (Object & Group) — ER T BEEEYHMEHAR
i -

HEFEBIRE -

SRBRETE - BTER(Apply)RHEEAERE -
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I-2-2-4 EFHE Syslog (Defense Syslog)
FA7R Vigor BSHR IR A A B RS - B Vigor BRASEAVENE - MEAIB 2N BSR4
B EIARES -
Security / Defense Setup D) Reset

Defense Setup

Dos Defense Brute Force Protection Allow/Block List Defense Syslog
Syslog
Enable Syslog B All Defense Logs

Flood Defense
General Defense

ARP Spoofing Defense
IP Spoofing Defense

All Allow & Block List Logs

B Allow List
Block List
Cancel
oI ERRART -
I5H Bz
RiA Syslog (Enable EEREIREE - BIFDR - SR BAZINERBENEUENEBE R AR
Syslog) HiER=E P -
BUHE (Cancel) REERRE -
ER(Apply) REBMRE -

SRBRETE - BTER(Apply)REEAERE -

I-2-3 MAC B8 E 1% (MAC Filtering Profile)

Vigor BEFEOILIB RS E MAC it BE B/ A ERRHESAFHNE -

HREBEULUEBREFAPIRN MAC IIFNEE R L ERNERGAPITER ; ol UEBERER
Pl MAC it £ B R ERDFFEN D AR P ImEaR -

I-2-3-1 MAC iBi& % 1 (MAC Filtering Profile)

B EOEMRERS 10 8 MAC B RREEZE(BEARRE > ELEHMAE
>>SSID(Configuration>>Wireless LAN>>SSID 7 SSID IE8)) - LUK Z FRIEK
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Security / MAC Filtering Profile

MAC Filtering Profile Backup & Restore

MAC Filtering Profile

+ Add

Name

O] BRI ERRABANT -
I5H
#1E (+Add)
#wmug(Edit)
ik (Delete)

Policy

Included Devices

B
BRI AR ERE -
BILEIEEENR

E
ZIEBREE IR EE

AT —AEHTH MAC BIREER - 1R THE(+Add)BIRUN T EE -

(YRR MAC Object | MAC Group

Name

Policy

Type

Device List +Add
Name

Cancel Apply

Search...

MAC Address (1)

Max: 128

Option

[i] Delete

{OReset (CRefresh

QOption

Max: 10

oI AR ERRARA T -

I5H

B
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Z#E(Name)
#h&(Policy)

R (Type)

# &5 (Device List)

B (Cancel)
ER(Apply)

MARTERENEH -

=M (Disabled) - IR ER -
MRRIFA TR ER  HEIECEHRE -

BRZE(Alow List) - IEERTE - RA MAC fiIiltB5Es

MFRERE T BEFEUL RS -

ZZE (Block List) - f5ERZM - RA MAC fiziitEa
*ﬁ?&ﬁ@ﬁﬁﬁ%*%ﬁﬂﬂ?ﬂilﬂ:ﬁﬂm%
REMLREGE SRl UMERZE SSID -
F&#(Manual) - BWABEEEN MAC Al -

b EBHREEE

BhERNRERH

MAC % (MAC Object) — 12 MAC #114 - £ MAC #)15 FRIFFA MAC

BT MA B2 B (3B 0 BB B (R OES) -

MAC ##(MAC Group) — 32 MAC B4 - £ MAC Ef# FHIFTA MAC

MEETMA L ZE(TER) A BZE (L BB

UETHEER B R & | BB ERER RIS REN T A -

g (+Add) - B TR LIRINHAE - BIOIREEEEEHA MAC il -

100

Name MAC Address ()

TE_ST 14:49:BC:36:61:00

EEENRELHFEILER -
HEERNMRELRERIIER -

SeREETE - R TER(Apply) Rl EamSeE

I-2-3-2 fE K BRI R(Backup & Restore)
AEORAEE D RER MAC BIRREH -
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Security / MAC Filtering Profile
MAC Filtering Profile Backup & Restore

Backup & Restore

D Download
(i} estore

oI ERRIRET -

I5H Bz

THEOESR T#E(Download) - #ILFTE MAC BIEHRERE -
(Download Backup

File)

EBREBHER(Restore  BELEHEZFEANEHERE(MAC BEHRTERE)
from Backup File) BIR (Restore) - ZULER MAC BRREREMAS -

I-2-4 IPv6 fiIiitZ = #(IPv6 Address Security)

ICEECEARE IPve /1@ ID -
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Security / IPv6 Address Security

IPv6 Address Security

Generate Interface ID by
IPv6 Interface IDs
Interface »

[LAN] LANT

[WAN] WAN1

[WAN] WAN2

[WAN] WAN3

[WAN] WAN4

[WAN] WANS

Random IIDs  [EVECE] ‘

IPvE IIDs.

83ba:7cbf:7873:54ed
fcb7:15c9:ec47:3d18
a627:89dc:652:d85

€2@e:50cc: cadd:dO17
5673:549c:73%b:d6d8

2be3:dc3d:c5ea:54c4

Regenerate Random Interface IDs Regenerate

Cancel
oI ERRARA T -

IER
EEXENMEIDAR

AR

EEFARE 1ID 5 EVI-64 1ID fERTE ID -

(Generate Interface ID

by)

IPv6 7V ID (IPv6
Interface IDs)

EMEEMBEH E ID

Random IIDs
EUI-64

BRTHEKEEHEN IPV6ID -

(Regenerate Random

Interface IDs)
B4 (Cancel)
ER(Apply)

SERREZE - B TNER(Apply) iR

REHEA

s

X AE °

HEFHEBIRE -
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I-2-5 %22 M ER 8E (Security Defense Status)

BHERENZEREXRTISRERNBENEBFP)M IP FERE - AEHEIRMHABELRERTIIREN

FFAIER -

I-2-5-1 & H1I%ER}:# (Brute Force Protection)

IE B BN R D EE R (BFP) RUAR A -

Device Menu

(# Dashboard

= Configuration

Firewall Filters
Defense Setup
MAC Filtering Profile

IPv6 Address Security

URL/IP Lookup

S 1AM

& VPN
B3 Monitoring
B3 Utility

@, System Maintenance

Virtual Controller

P Wireless

= switch

O R ERR BRI T
Y=
IP fiit (IP Address)

1R 5% (Account
Name)

B (Role)
R #5483 (Service Type)

PR FEREGARS RS /PRIE R
R (Blocked Start
Time / Blocked End
Time)

gl (Hit Count)
815 (Option)

IP Address.

Security / Security Defense Status (CRefresh
s IPReputation

Brute Force Protection Status

Account Name Role Service Type Blocked Start Time Blocked End Time Hit Count Option

AR

BTREFERRAIRE (FIW - A HTTPS/HTTP - SSH - Telnet - SNMP #
TR-069 BR# ) MAEEE EENEMEIRFHEINBEMB A IP ALk -

BTREFERRAIRE (FIW - A HTTPS/HTTP - SSH - Telnet - SNMP #
TR-069 BR# ) MAHER EENEMEIRFHENBEMB T HIIRF R -

BNIRPHAS -
BNERERPHRBER -
BRIETE 1P AR AR A4 R -

BRRAIRFERESNERERFHENRE -

Rk 8 (Unblock) — BBRRHEE S8R0 IP fizdE -
g =228 (Add to Block List) - #§ IP At HEEBHEREN A/ BH
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II-2-5-2 URL/IP {52 (URL/IP Reputation)

ItEERRN Vigor BEHRM URL/IP EEHRE - BIFERERMANGL -

Security / Security Defense Status

Brute Force Protection URL/IP Reputa

URL/IP Reputation Blocked Report

{Internet to Router WAN

Inbound {Internet to Router LAN)

[ Export as TXT  [4 Export as JSON

Seen at Source IP (Threat)

oI ERRART -
I5H

EEH A TXT/JSON/CSV
3t (Export as
TXT/JSON/CSV)

B (Seen at)

338 IP(Source IP)
B#&Y IP(Destination IP)
152 (Reputation)
B g (Attempts)

B BB (Threat Type)

Source Port

QOutbound (LAN to Internet)

» Export as CSY Filter: | All Threat ~

Destination IP Destination Port Reputation Attempts

Bkl
PLTXT - JSON = CSV 1EZAEAEL IP EERE -

BRERHN BT ERERRNERE - .
BREE SRR P il -
BB RRER IP At -
BERRZ IP RS -

BRI EH BRI B R BRI RE -
BNEZEE -
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I-2-6 URL/IP &&(URL/IP Lookup)

IEEE T EABEREE IP 8 URL (RERND - 2E(Look Up)ZEREN O EE R E - 2eaiiz
Vigor %#ti512HHARE IP/URL ROMEEENGR - EEERSR - &) - #hl%F -
Security / URL/IP Lookup (C Refresh
History

URL/IP Lookup

Method

Direction

URL/IP

e: Enter a URL or IP address r
e: To use | t i mar
Lookup
O ERRIBAT
IHH Brlili]
A (Method) # A URL/IP (Enter URL/IP) — #e4E ) 530 {#H URL ¢ P {irkhiffTi8
o
A E(Direction) - TJEZ#H AR E(Inbound) L 2H R E
(Outbound) -

URL/IP - AGESHRNTEHIAIS 1P fAzdl -
#E 28 WAN IP (Router WAN IP) — EIBILSAEB WAN NEETE
8-

&:f(Look Up) RILE &35 IP/URL HRENE -

_T_
Hep - 8 |P UARAMAMEEEN (R X ) #EBRNERRL -

L2485 (Threat Type)
& Z 5t 8 (Threat Count)
=237 (Reputation Score)
115 25E 5 (Average Reputation Score)
# 4 (organization)
fi1E (Location)
#E (Latitude)
#<Z (Longitude)
E - MAMEURE  BE CSEREZALABNAEREN -

=237 (Reputation Score)
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$85l(Category)

851150 (Category Confidence)
ZE02E (Popularity)
Z#EEAR2E (Name Servers)
278 (Registrar Name)

#17 HH#A(Created Date)

F|# H (Expired Date)

# 4 (organization)

fi1E (Location)

TERREM IP/URL K46

URL/IP Lookup History

URL/IP Lookup

Method Enter URL/IP

URL/IP 202.43.195.52

Mote: Enter a URL or IP address to view threat, content and reputation analysis.

Lock Up

Threat Type

Threat Count (1)

High Risk  Suspicious udel'a Low Risk  Trustworthy

60 80 100

Reputation Score 89

Average Reputation Score

Change at Reputation Score

2022-04-08 09:00:56 B84

2022-04-01 09:00:51 80

0210707 NG-NN-EA - 07
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-3 1AM

SoEANERER (AM) ntEREEEEERERAEERBFIER EHEZBEREZHWNE
WEpEEn%E - AUISRARERFIER - 105 - EUUERTENNKERANESEREFIRRA -

BR7 ARERIEBERERS/VLAN)ZS - 1AM E 0] IR EF BRI IR HIE A& F AR - SR oY
BiRRARABIELXKERATEEEE -

@ |ldentity & Access Management

Groups 8

p Users
.
=

-
Roles é

Credentials

-=-=--ldentities - - -,

O
AN
g. J E IAM
Falicies QS f?l “- - Permissions - _

Resource
Provisioning

Devices

Port Knocking
iﬁi%ﬁgﬂ%ﬁﬂwﬁﬁﬂﬂﬁ% @B’L‘fﬁﬁﬂﬁﬂﬂﬂ’ﬂﬁﬁﬁiiz— - BE - MRBEIBERFBGREE - Al

EIE - Port Knocking i aJ A A BN G AR ZRIB NN — B ERSMNAV(REE - WAREAR IS RIS AL ZENF -
Port Knocking 2 — 1L 21l - B2 B RV EMMARBERELH ARAT R RHEBINNEFEIIRER

2iER A PIRIIRIRCRENIRFERZIRENERIE (R knock ports ) I - Z 487 BERREZER
JIIEF? ERENI - 2R ERAMEERBERE  AHFZAPKREUERER -
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Typical NAT Port Redirection

TCF Port 8080 is
always open.

A A

NAT Port Knocking

TOTP

TCP Port 8080 is closed.
After unlock the door by
TOTP, TCP Port 8080 will
he open for the client.

o i B W T

I-3-1 fE & B 8§48 (Users & Groups)

ERBREFINAEBZR - EUEAEHNELS Vigor 2AMETESNER - LERARZE -
FEEPZREESRUARNERENEFERERFERRERE -

I-3-1-1 {E A& (Users)

IE D RS ORE 100 EFERAERERE -

1AM / Users & Groups

Users  User Groups  Authentication Server

Users

+ Add £ OpenVPN Config Generator

Teleworker
Source Username

VPN

AHTIB R E1E

Usage Role Status

{OReset (Refresh

Last
Group as

Policy

Allow Login Created
from WAN Time

Last Login  Static

Login P P

at

R IR N +ETE(+Add) BRI TR N EE -

218

Option

Max: 100



Teleworker VPN

Status Active
Group Policy None

Expiration Time Never

User Information
Enable Email

Enable SMS

Cancel m
OIHRRERRART -

LS|
EREZE(Username)

F3%(Usage)

Eix T{E& VPN
(Teleworker VPN)

21 (Password)

BE [ SR RS TR B R
#&(Password

New Password/

Confirm New
Password)

#R 8 (Status)

B4 405888 (Group Policy)

2% B (Expiration Time)

AR

BMABAZE (B - LAN User Group_1 - WLAN_User Group A +
WLAN_User Group BE% ) ¥ IbERERTERE -

E&E M FERAEREEAVFEE -

IAM fEFZ& (IAM User)-Itb32E& T B VPN RADIUS-802.1X~USB #1
IAM ( BAoNEINER ) &E -

B2 51 (Router Management)-LiLE2 E B E AR KERER - £8E
A VPN - RADIUS ~ 802.1X - USB #1 IAM §&:5 -

MERAEEET IAM FRZE - RITTRLEINEE -
IR A EEm LEE VPN Ih&E -

WMRREEET IAM A% - AITTABIETEE -

HELFERERTEERERE (BN - lugl23 - wugll3 wugd56 5% ) -
EFERAEEATIRRARE VARTAVNNERE BB ASET
S0iEE - AREBTENEREZENEBHRNREEERERRER
& -
WMRFABIZETIRAHREE - AITTALLINEE -
HELFERERTERERE (BN - lugl23 -wugll3  wugd456 5% ) -
EFEREEAFIRRARE VARTAVNNERE BB ASET
S0iEE - AREBTENEREZENEBHENREEERERRER
& -
E & (General)

(MRAZEENE 1AM FERE)
{ERA$ (Active) - MAEEPH—MREE -
KEZA(Inactive) — FRALEE EH—MEE -
WMRFEEET IAM A% - AITTAIEINEE -
EEZERIILFRAERERNFARKRES -
WMRREEET IAM A% - AITAIEINEE -
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EREZER(User
Information)

MFA B2 Port Knocking
(MFA & Port Knocking)

REMBERECTHERBERNER - BRIERT - MAERRERSRKE
HERUKBRE -

KA (Never) — BEBRIBERITFERRE -

FIERKT B (Expire in) — MIEREIE - BERENDE /N RSBE
BN AR I EAR -

FIHAITE (Expire at) - AEERZLE - BELMEERN B BAMRBZIH

HE8(Date)
RS (Time)
F# H (Expiration Time)

RAE T E 4 (Enable Email)- tNIREIREURFASEAESTHBERE -
BT (Email) -8 A FBREK MFAPIN BHEFIAFH0LL -

EXEFHEHRMEHEIMNERE(Send Email Notification to
the newly created User)— [ LL 18 F & IR SE S5 @ AN R ¢ -

By (Enable SMS) —1)iEBIRALL RIS S REARE -
B5(SMS) - B AU MFA PIN TBAOES SR UT SR TS -

S (MFA) IR BEZEHNRIKER -
B2 MFA(Enable MFA) — tiRBIRILIEIF//EF MFA Thas

705FH9 MFA A= (Allowed MFA Method) - E1Z7t WAN EARE
HHEE TOTP - A E FEHEEE -

TOTP - HREREBN—RIEZREE (TOTP) #H  BREEMSHNEEES
BRERTIERE - A% ERHNFH# ELE Google Authenticator F&
AR - BHEGZERERNFRIEEE LM QR #(QR Code) - R F#
i EER— AR - EIE TOTP Wiz FEM(Apply) - Blols&EHal T~
HERAE

TOTP *

Secret: |BLUMZRXMJCUE4JRNRJEKYTDNB2DERKNIKDARBYK44W44DPG5GDQUDFKZAXSZTP

Validation Code:

EEERE NS (Validation Code)t#Id - MIA—RUZRE - REEZ— T8
& (Verify) -

BERECTH - EEBEREZBWNENRIR  TRKNERBAE
EIFRREHS -

55/ & 7 B+ (SMS/Email) — %E%Hﬂﬁﬂ’%"fﬁtﬁﬁﬁﬁ%‘mﬂqﬂﬁ
BN NEBEMNEF IR

MEIEIT Port Knocking (Enforce Port Knocking) — 132 38BALLEY
FA/1% F8 Port Knocking If&E -

% —{& Knock #£O(1tKnock Port) - 5# A 211& ( 3001~59999 ) -
BIRIESR (! ) UEBEEZEM -
TOTP Z#&(TOTP Secret) — B RAR TOTP WEE -
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1ES% &M (Account Info)

E&(General)

FOEFHY VPN B E
(Allowed VPN
Protocols)

WireGuard &%
(WireGuard Settings)

Z =1 (Security)

BAERERPHN—REN (BURRE - EREABENLREA IP) -

EIB T EZ VPN (Teleworker VPN)
(MREAZEEMNZ 1AM ERAE)

E&EEE(dle Timeout) - HIRFERAE BRI 2B VAR - 8l
ZERENREBEEEZ L - TERERT - BEARRKES 300 # -
VPN HE2(VPN Schedule) — #1EXiEER (Always On) (EEEHA VPN
YALRIEIE ) - S IEBEERIA (Scheduled On)iRIEHERR 217 VPN E4 -
EERE VPN B AT - BBERE> >WH> >HiE
(Configuration>>Objects >>Schedule) PHiGFERIRERZR -

1B VPN #1T Netbios @ (Netbios Naming over VPN) — t7]1E8 1
SEF[IEM NetBIOS maiiElEB VPN BEEH -

E1B VPN #1T mDNS 3 EEi — t)IREIRIL A /E8 mDNS i EaEA
VPN BiEEE -

T& SmartVPN Client (Download SmartVPN Client) - %It TR
#1 VPN E#H DrayTeck SmartVPN BFIRTE -

#IE |Psec » WireGuard 3 OpenVPN 1E&ZIFLIEE VPN EL4RME
HIBE -

IPsec — U32FERELIRIF IPsec HHE -

MREA - BEE IKEvl/v2 ~ EAP F/3; XAuth 1E% IPsec R °
OpenVPN - t#8EBLEAE OpenVPN H#7E -

WireGuard — tJ#2EBIEA WireGuard #H%E -

MR FBEFHY VPN BB EEE T WireGuard - BT BLLINEE
E4ESH1ER (Generate Key Mode) - EZH#(Auto)si EE1E
(Customized) »
E4E S B4 (Generate Key Pair) - 1% ILENT] B8 &4 A B in S £ 87
BRIm A AREHE -
FF%ARE#(Client Public Key) — #i A% WireGuard VPN FFE
IR FES -
L H =288 (Pre-Shared Key) — BENE T ELTASLL S (PSK)R
FREENEREHES -
ELEELERZ288(PSK) (Generate PSK) — 1% F ELTELHZ 28 (PSK)
BRIfEETAHASE -
5B 41588 (Persistent Keepalive) — T8:&1E%5 60 7 - tIREHAIR
NAT Sk 2% - sBERTRRRTE -
1EE$ 7 VPN (Specify VPN Peer) — t1i58R LRI/ ERERE BIRA
ZEH -
EIHAER IP (Remote Client IP) - MNRMA T EEY S VPN I
BE - BEMAERINE SRS IP it -
L H =28 (Pre-Shared Key) — EIEZ IPsec 1EBAFH VPN
HER - BITTABILINEE - $5EE S VPN o] RS IPsec REEAIEERN
#75 IP s ZERE  WolsEEFANEREHE -
X509 i1 E(X.509 Digital Signature) - Ei&{ZE IPsec ERBFHN
VPN 15#ERs - RITTFLETIEE - R RESMERE - BEFEA X509 &1
BE BEEES0OREBERZE UABEREHAMTEN -
=R (Disabled) - EZIEBTER VPN ELHRERER -
B2 EEEE KB (Accept Subject Alternative Name) - MITF =&
77 ID X9 0ES - 81F P it - BB EMEFHLE -
1 IRARE P EE(Select from Existing Certificates) 22 85%
BB EERE>>RE> > A RE
(Configuration>>Certificates>> Local Certificate) PRI & ReE -

°
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A% 1P 4R (Local IP
Assignment)

Bk Config BEELE
#2(Client Config
Generator )

B (Role)

#R 8 (Status)

FRETIEB WAN EA
(Allow Login from
WAN)

2 EBaEHE(Accept Subject Name) — FE#IASERMRE
& -
#EZE—(Accept Any) — FIERE> >KRE>>ZEEH
CA(Configuration> >Certificates>> Trusted CA) P REEM CA %5
ERNRBHFERAHEN -
IPsec ¥R 2 E (IPsec Advanced Settings) - ZILTIEEMTEIE - &
# ID fEAs ID BELEEBEBSKEERT ID - fAIMNERBEBERA IKEVL A
IKEv2 (3818 ) -
#175 ID (Peer ID) 15 EEMA IPsec VPN AT VPN ERIFEE
FRAE ID - MARKESHKN ID B -
A% ID (EIEERE) (Local ID (optional)) - MRIEE T ELE - AIR
BEREERE P A/ NESEEEHS D KER -
2% IP #H(Assign IP By) — #1Z LAN DHCP SiZERE IP firlk - MR
FY WireGuard VPN B:RIBE - RILLEIESEAGEA -
EEIZEEE IP(Static IP) -
E%E IP(Static IP) —15& IPv4 firdlt -
7K IP B (Assign IP from) — EiE—{E LAN AEET IP HE -
DNS %JE A= (Assign DNS By) — 242 LAN DHCP ( DNS IP i3t #§ e
Vigor ISz BB 2 EC ) L 2B E DNS - IRBEEE DNS - BREEXE
DNS 1R Z DNS -
£Z DNS (Primary DNS) - 8IAEZ DNS @R IPv4 firdl -
RE DNS (Secondary DNS) — MMRHBE - FE#AS—{E DNS @R
2289 IPV4 fudlt -
MREAT WireGuard VPN @IHE - BILEIESEEER -
VPN falAR28(VPN Server) — B8 A LLESEREEA WAN IP fiziE st 4818
&

2% VPN {5 TE:% I3 (Set VPN as Default Gateway) — ti2EIRIENT]
RUA/ 1= RLEThEE -

E2A(Enable) - Vigor BEFa 2815 #48 & WireGuard VPN B B IkA0TERE
7. WireGuard VPN FIEIRERKEIAREE WireGuard VPN &
BEHE@ZE Vigor BHES -

= (Disable) - ERBILINAE -

BV X 7E3% & F (Replace the Default Route) —t)1& IR R/ 5 A
LEINEE - = TN ER(Apply) BEIRMTEREEBEHE VPN BHEM -

2% (config) - WA PHTER X FEEE TN - WERE QR BHRE
mEt - MBRE  BERIXXFE -
T2 E(Download Configuration) - Z LG ILEE LR E T &5
X XTI BIEAZ] VPN BRIHS LI WireGuard VPN 3E4R -
EA&(General)
(MREAFENEIRMREEE)

MRAEEE 7RSI - BIOALEIEE -

18 & (Administrator)

1% (Guest)

£ (Users)
EAD(Active) — RIBILEE M —MRBE -
FEYB(Inactive) - ERLEE FHN—MRBE -
MRAEEE 7RSI - BIOALEIEE -
ERA - ERZBOIM WAN IGE A -
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fEREEM(User RAEZH 4 (Enable Email)- t)iREIRIL RIS EREFHERE -
Information) Z7H 4% (Email) -8 A FREW MFA PIN HBHEFE 4t -

EXEFHEHRMEHEIMNERE(Send Email Notification to
the newly created User)— [ LL 18 F & IRSE S5 @ AN D¢ -

B RS (Enable SMS) —1)iEBIRALL RIS S REARE -
B5(SMS) - B AU MFA PIN TBAOES SR UT SR TS -

MFA £ Port Knocking ZHERE (MFA) IR BREZ WA ER -
(MFA & Port Knocking)
F{F MFA(Enable MFA) — tTIRBARALIRL/EH MFA ThaE

Fe3FH9 MFA 5 (Allowed MFA Method) - 2iZit WAN EARE
BHERE TOTP - BNEFE4EREE -

TOTP — HRERIBMN—REZREG (TOTP) #H  BHEEEHNIEHEE
RERRELRE - A% - EENFHE LLE Google Authenticator &

AR - ARZEAENRFHIEEE L QR #(QR Code) - RHIF 1%
FiBER—RMERTS - EiE TOTP Wiz FEM(Apply) - BIEEHMAT
HEEIE -

TOTP *

Secret: |BLUMZRXMJCUE4JRNRJEKYTDNBZDERKNIKDARBYK44WA4DPG5GDQUDFKZAXSZTP

Validation Code:

EERE NS (Validation Code)t#Id - MIA—RMZRE - REEZ— T8
& (Verify) -

BRERECTH - EEBERERHENERRER  TRRERBALE
KIFRRE RS -

31/ BT E - (SMS/Email) - & E%Hﬂﬁ?)’%’f&tﬁﬁﬁﬁ%‘mﬂqﬂﬁ
ERS A B BEMNEF B AR

3EI#IT Port Knocking (Enforce Port Knocking) — 132 38BALIEY
FA/1% F8 Port Knocking IfI&E -

% —{& Knock #£O(1tKnock Port) - 5# A 211& ( 3001~59999 ) -
BTRESFE(UEEESEN -

TOTP Z§&(TOTP Secret) — BERAR TOTP K&k -
1ESEZE M (Account Info)  EEREAERPH—MREN (BIBE - EREABBEANLEXEA IP) -

BE(Cancel) BERARETHMIER -
£ (Apply) b7 B AR R B -

STHREZE R TER(Apply) LR FARRRE -
BEEMEHA OpenVPN REXH - 1% T OpenVPN & EE4 23 (OpenVPN Config Generator) -

EXED - FAoliZiuEl OpenVPN BFIREZIIBARBABHRE  REEE FNENEBEFHUEE
EAaERE -
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OpenVPN Config Generator

Specify Server URL by

WAN IP

Transport Protocol

UDP Ping

UDP Ping Exit

Auto Dial Out

Set VPN as Default Gateway
Export Configuration by

ncluded Users

OIHRRERRART -

I5H

EE AR URL AR
(Specify Server URL by)

Em@EA % E (Transport
Protocol)

UDP Ping

UDP Ping ##R8(UDP Ping
Exit)

B 8#% H (Auto Dial Out)

BEENMERZEETEH
(Cache password for

Cache password for auto reconnec

m DDNS Profile | Custom URL
upp v
+ @
Download file

AR
OpenVPN AP R IP A7l 34815 & 8 2 i =R -

WAN IP — OpenVPN RREREBFFEREFERM IP UIERFIRIIAIL -
WAN IP — #1E WAN 7TH -
DDNS :&7E1%(DDNS Profile) - OpenVPN :RE#E#5 A DDNS :REE
PHARIE 2T -
DDNS 2 E4%(DDNS Profile) — #1Z—{& DDNS REMR -
%8 URL (Custom URL) — OpenVPN REEGEAERAE EENERS
IP BN#Rig2FE -
&%) URL (Custom URL)- I5EFERAZEHEDH URL -
TCP/UDP - %32 UDP = TCP £% OpenVPN REI#E#AZIRARE
FrERBYIRRE -
MRERENV LB EHAERIIE - BIZEE UDP #H3EE ping
R2IneRE -
MRARWEIRBIERHEFEER ping HEMIIE - AIEE OpenVPN FELLER
TEHFEEEL -
t)I2FE BN B/ F B ThEE -

RUA(Enable) - &K SIH O B8 B9 EETIES Vigor BBHZ - ME
17 OpenVPN #BE -

=H(Disable) - =FILINAE -
IR RERN I BB/ = AL ThEE -
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auto reconnect)

FRE VPN & TEsRRE
(Set VPN as Default
Gateway)

BE iR et A = (Export
Configuration by)

B3 (Close)
ER(Apply)

RUA(Enable) - OpenVPN &/ NSEBEHER X - EMELGHTE
WA - MRBALLINEE - Vigor iR 7T OpenVPN ERAIZEH -
WHESREHERRER -

=M (Disable) - =R IEIHEE -
)R BN R/ F B IhEE -

R (Enable) - Vigor B4 FRH5 % OpenVPN Sl H0ERIE -
OpenVPN FEI# B4/ A7 81518 OpenVPN BEEHEHE Vigor &
% -

=R (Disable) - =RILINEE -

BH-ZEEAZ(Email to Users) — EEBBISTHAE THBBNESERAER

fil - OpenVPN REEFEELAESFEAEFETHFERE -
BZEAE(Included Users) — RIEHBH Vigor A EWRTERN
Ein LIEEMARP) -
BEREFHMH(Send Email) — $Z LB T ILE E _EAER ELUE R
R EBETHHEL  ZEELIEAZ VPN AT - MUEHE
Ini AEREEIL OpenVPN E4R -

T#Eit&2(Download file) — OpenVPN HRER B HEEEBRIED - #E8

EIIE - MRS NER e -

T2 E(Download Configuration) - #Z T Itbi%Eh - #ILEE LA
RETHRESR  ZEXILEAZR VPN FHERMUEI OpenVPN

EEERRELHFEILER -
MEERRELEHFEILER -

I-3-1-2 {E & & 48 (User Groups)

IWEEAFF RS EERE

1AM / Users & Groups

RERBMAREP -

O Reset ( Refresh

Users User Groups Authentication Server

User Groups

+ Add
Group Name

Default

24
ok

ARFILEE A

il
ol

ot
fit
B

# of Users QOption

0 7 Edit

BT +RTE(+Add) AR TR T B E -
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Available Users

Search...

Username

Sales_Abby

Sales_Bill

Sales_Calvin

Close

+HE(+Add) - RUIRIBE AT B AR AR EE THEAERER -

EEMERAE(Selected Users) — RO BNERAEEHRTHPEERS -

G ame Group_MKT1 Select Users
- Sou‘r‘ce Username Option | g Internal
Cancel
O ERRART -

EH Bl

Bi4H 21 (Group Name) EIAMEANEHE -

EEREFE (Selected

Users)

o] A& (Available BT+ RO LIRICEIS -

Users)

BUHE (Cancel) REERRELHFEILER -

=6 (Apply) HEEMR e E -

SRBRETE - B TER(Apply)REEAERE -

IAM / Users & Groups

Users User Groups

User Groups

+ Add
Group Name

Default

Group_MKT1

Authentication Server

# of Users

1

1

II-3-1-3 Ef 3% {3 AR 23 (Authentication Server)

D Reset (Refresh

Vigor BSERZROIIERNE () Si9ME (Radius 30 TACACS+ ) BR#EMR=RE EREETEDERE -
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IAM / Users & Groups \OReset (G Refresh
Users  User Groups  Authentication Server

Authentication Server

+ Add Max: 2

Server Name Authentication Type Server Profile Hit Count Option

ARITHTHOER B AR - IR+ HiE(+Add) -

Server Mame Auth_Server_1
Authentication Type RADIUS

Server Profile Ple

Cancel Apply
AR ERBOT
IEH AR

fARRE3 & (Server EAERYHANEE -
Name)
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BBER

(Authentication Type)
fEAR 23 ER EHE (Server
Profile)

B4 (Cancel)
EF(Apply)

EIZEEAVEERI(RADIUS 2 TACACSH) -

MREIEE RADIUS ERARBHEE  ALEEZERDBAN RADIUS ER
23R ERE ( 'EERE > >RADIUS/TACACS+
(Configuration>>RADIUS/TACACS+) %11 ) - FFEEFTENRERE -

REERRELHFEILER -
WEERRELEHFEILER -

SRRETE - BTER(Apply)RHEEAERE -

IAM / Users & Groups

Users User Groups Authentication Serve

Authentication Server

Server Name

Auth_Server_1

OReset (CRefresh

Authentication Type Server Profile Hit Count Option

TACACS+ None 0 Edit

I-3-2 IAM & (1AM Policies)

IAM SRES B2 P EURES - B RISAR 4 U EURAS -

I-3-2-1 ERKIEZE LAN (Apply Policies to LAN)

IWEEAREZERERR LAN REEBNFICRISMEFERE -

1AM 7 IAM Policies
Apply Policies to LAN ~ Access Policies

Apply Policies to LAN

LAN_Network

[LAN] LAN1

oI AR ERRAR T -

(C Refresh

Group Policies Conditional Access Policy

Access Policy Group Policy

Default_Access_Palicy Disabled ~
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I5H Bz

LAN #8%8(LAN Network) BB NSERZINER IAM 50K -
FHURRS(Access Policy)  AERUITEEZEGFIGRE - SUEE FR"
B#4ERI&(Group Policy) = UL/ TEEERFAERE

BE(Cancel) BREBRIRE -
£ (Apply) BEBRRE -

E=REETE R TEM(Apply) Rl

ncs

A AE °
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II-3-2-2 7FHYEE& (Access Policies)

HFEGRBS TR LAN NEMBERERE/ B K NaEBSHREEIERE -
ILEEARER IAM ERNARFIERE -
1AM / 1AM Palicies

{OReset (CRefresh

Apply Policies to LAN Access Policies Group Policies Conditional Access Policy

Access Policies
+ Add
Name Access Control Mode

Option

Default_Access_Policy Disabled, clients can access the network (MFA may still be requested when accessing resources). ¢ Edit [il Delete

METIEFIOEERE - R T +H8(+Add) -

Name (@

Identity Access Control

© Disabled, clients can access the network (MFA may still be requested when accessing resources).

Allow devices in Bind IP to MAC list only

Access Control Mode MAC Allow/Block List Only

Login with built-in User function

Guest Hotspot

Cancel
O FRRERRARIA T
LS| AR
Z#E(Name) A ANSE -
543 B Az HI(Identity Access Control)
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FEUZHIER (Access 2= (Disabled) - FiAAFEIH/EREREEHTEFIAAL -

Control Mode) REELIE IP E MAC B E a5 E (Allow devices in Bind IP to MAC
list) — 437 IP 2 MAC BEDIIHNEEN/ERERSI IR -

BRF MAC 2/B87&E(MAC Allow/Block List Only) — & MAC firiiti#
BRRERE DR R Pln/ERERPEIEE -
ERAEEREIEEE A (Login with built-in User function) - FEIHE
GERRE A REETEMORE -
s E# 24 (Guest Hotspot) - IRIBFTEMERTEE - NS EREFn/E
FAERPFHAEE -
R EFEIEFIEEE 7 IRA MAC &/B&E(MAC Allow/Block List Only)
MAC firiti87828(MAC Address Filter)
BRTE MAC filitiBiEess BTt PiER(Selecting from Profile) — EATELEZEA MAC firilt
H(Set up MAC Address BiERRTEIEIERIBEER -
Filter by) MAC iBi3% & (MAC Filtering Profile) - BHEE T —E MAC fi1it
BERER (ZE2MH>>MAC UHERERERE ) (FRABEER -
F&#(Manually) - £% MAC It THENBERENEZE -
MAC firiit 3882812 = (MAC Address Filter Mode) — EIZERRE (R
FEFPIMENHEZEFEREPIHEFE) - A% BEFIRKN MAC fiI
HARIEAZ] MAC fit@ERS -
MAC firitiBi828%+&(MAC Address Filter Table) — B5%2 + ¥1&
(+Add)&@ A= Bimr MAC it -
MR EFIZHIENEE T RAFERAREREINEEE A (Login with built-in User function)

EasEiEat E—RE&K(Single-Factor) - ERETENRE -
(Authentication Mode) @z (Multi-Factor) - SEESHBEENT —EEIIR2RE - BT
REEREEEARANFERZEDS VLAN DREREREE S EFIUE
ERNEIR -
MAC firiti87828(MAC Address Filter)
BRE MAC filitiBiEesA BT PR (Selecting from Profile) — EATELEZEA MAC firit
H(Set up MAC Address BiERREIEIERIBEER -
Filter by) MAC iBi&3% & (MAC Filtering Profile) - BHEE G —E MAC fi1it
BERERE (ZE2MH>>MAC HERERERE ) IFRBEER -
F&#(Manually) - £% MAC It THENBERENEZE -
MAC firiit 3882812 (MAC Address Filter Mode) — EIZERRE (R
S P EE) RSB (EEEPHEN) 2% BEEH MAC I
HARIEAZ] MAC fIit@ERS -
MAC firitiB 828 %+&(MAC Address Filter Table) — B5%2 + ¥1&
(+Add)&@ A= Bixr MAC it -
seFfE A& S E (Allowed User List)
ERAE (User) HEERTE - FREUMUBEZENEWTERRERTENRE -
AREFRERE (ANl Users) - FREERZREHBRIABRZE -
EENEME (Selected Users) - BRERZERCETHNERBIRS -
#(None) - FEZEREAFERERE -

fEmR&E R (User BEERTE - HEUEERBENSEERERENRE -
Groups) FrE 848 (All Groups) — FiBfEFAEEHEMALRZES -

EERIE 4 (Selected Groups) - BRERZEECDEENERAEEMA -
#(None) - FEERTAEREHAE -

BEAEZHELED(Login Session Lifetime)
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BAERBEFR(login | 4IERE/ EERNESRER - BRNSRE  GRE/AEENESH
Session Lifetime) 2k e .
BASBEFEERE -

FEERBRE - NSENOER -
ISR EIEFI 82 7 A E #26 (Guest Hotspot)

212552 1% (Hotspot RIE—(EAMNIRERE -
Profile)

BEAEZHELED(Login Session Lifetime)

’é‘)\?;@éﬁiiﬁﬁﬂ(wgin THEAE/ZPIRRERESE - BREERE  ERE/BPRVESEN
Session Lifetime) 2\ A BT B4R -

FEIERBRE - NHEMDER -

E34(Cancel) RERAR LB EE -
£/ (Apply) RS E LB EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -

1AM / IAM Policies O Reset (CRefresh

Apply Policies to LAN Access Policies Group Policies Conditional Access Policy

Access Policies

Name Access Control Mode Option
Default_Access_Palicy Disabled, clients can access the network (MFA may still be requested when accessing resources). Edit il Delete
Acc_Policy_1 Guest Hotspot Edit [ Delete

I-3-2-3 Ef4A % M&(Group Policies)

BREXEEB IR MR HA RS ZEEEZER 1P WRAKELLIEEEZER ENRE - BTEL
EERFHER - FHARKRR T RBEFNAEE  EPEEELARECAERTER  ERAETH
EERRBIFIRE - DURFRBRIIRE - SInEsEAE RS - EIRFRE - K@ REAREM HRE

IWEEARKE IAM BREZXNEERR -
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1AM / 1AM Policies

{OReset (CRefresh
Apply Policies to LAN Access Policies  Group Policies Conditional Access Policy

Group Policies

+ Add

search Masx: 20
Name Allowed Resources IPv4 Filters Content Filters Traffic Shaping Policies Option

— B AR ERZEREIRS/VLAN

& REX M - BMECREM KiGBIE R
i as P AR ERYRA -

BHHRES T EERK

AFTIB B RIR R EHE - AR — T +#MB(+Add) -
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Allowed Resources s

Allowed Resources +Add

Resource Conditional Access Policy Log

Firewall Policies ~

Firewa Use Network Default

O ARERBUT :
I5H AR
Z#(Name) WMAMHERANEE -
#E#2(Schedule) KiziEH (Aways On) — IR - BEARKEHREEY -
BE2REA(Scheduled On) - BAKKEEAMRBEENHREZME -
438558 (Allowed Resources)
AFFEF(Allowed EEERRERTSEERZILRBRERE -
Resources) +$1iE(+Add) - RUILFIBFNERRERE -

EiF(Resource) - R MUEEEE IP 5 MAC BERRTERE -
& X Z AR & (Conditional Access Policy) — A T IV EEEIEER
1R ERE -
Hif(Log) — 1B "hfT. ~ "8, 3 "WMEST. o HENRKEE (B8
@A - BRSNS ) BRERBR -
EIA(MER) (Option (Delete)) — ZLLMIBREZIEE -

B X % 2% 8% (Firewalll Policies)

B K & (Firewall) 1 FI4AB& T2 8 (Use Network Default) — 211518 B o) & B8R B¥ 48R

KIBEFEERERIE °
EBEEF4ERA KB BB 2] (Customize Group firewall filters) —
EENIER OB BHAN KB ERRE KB REIEEAR LEERN
RHER -
MSRBAXIEIEE T BRCEER X BB 22 (Customize Group firewall filters)
WS IPv4 B8R +318(+Add) — BHEHIZEA IPv4 BIERERE (B2 10 @) - BARY
(Outbound IPv4 Filters) = MRS -
Z#B(Nome) - BEAREH IP BERERNZE - REEZBNEAE
E%x 15 =% -
B4 IP #£%4(Destination IP Start) — #AFEYA P il -

B#Y IP &% (Destination IP End) — #A—{& IP AIit{E&E4ESR IP fi
- MR IR EEEBBE—FEREE IP il BIEALTBZ IP Bt ,
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8RR IP frdt -

EIBE(Protocol) — 1EE ILBIERAEERRMLERE -

¥E%4 B AYIESE (Dest Port Start) — MR EZ TCP 3 UDP - FBEEBH
EERREHE (ERERER) -

#ERB V2SR (Dest Port End) - WIRBEZ TCP 3¢ UDP- BieEEME
BIREE (4R ) -

ENfE(Action) — E1F "8 L DIAARFEENGZ IP AIdL ; #81F T L DIEILE
ZENEZ IP At -

EIEA(MIER) (Option(Delete)) - MIBRATEXE -

A& B R (Content ZRNEEREENARBRRAREEREFLVERE -
Filters) +HB(+Add) - FIBMHHOASERERER (&% 10 @) -

REEEH (Profile Name) - 38 E—ERNEENSBREERTHENS

% - REEBBORARES 15 BF5T -

2R (Scheduled On) - 18182850 T IEHS 1R I L IR HE E HORS R HE R 2
% -

Eé9(Destination) - EES A EBERPILE WCF F/3L APPE 1
/30 UCF (BBt ) 392 -

B{E(Action) — BEIER(T(Pass) M A0 3P ER BRI E ; 12384 (Block) I
IR E B E -

Ry FARAsEF B 9MEnable Keyword Exception) — 13 FaRE LR/ /= FLE
THRE -

B = BI9MN Keyword Exceptions) - #RETEHEIRZME -

A EEREENRRFREREREERY NREKHTSFRTFEE
B RBFRTERNBRE -

EIE(MIER) (Option(Delete)) - MIBRATERE -

|P. i@ijﬁ%%ﬁﬁ%&@]{’ﬁ(lf RAARFESEHINRE IPv4 BIEEFASBIESR PREWRRE EIEE
Filters Default Action ) BT T B T R -

M7 (Pass) - 7FRFFEYEZ IP fudlt -
H$H(Block) - ZRIEFHEZ IP Ak -

FIRARRIERERRA  ORBA -
(Enable Content Filter A& BB TE:R 8N (Content Filters Default Action) - EEAR&GE Lt
Default Rule) Bhk i@ ERAEREARBERANEREBKRBIERISERE -
iT(Pass) - RFFAARBERANERERESR FEUTRASERZ
RAMWEINSRER W oFEE ; BRI - BHAEL -
HiH(Block) - ZIEREATEMNRRNEREES - F&UTARE
RN EINRERBFEL - TR - REBWALOFEBS -
A BAY(Content Destination) - EZEZEWEEE BT WCF- APPE
/3% UCF (=Y ) REE - EREA—ENIINASBIERE - A
REEENTSE/ERUEFRAHFNTEEZHAELES -

RiA Syslog (Enable T LUKER Syslog 2 ERCEREIRBAER -

Syslog)
BE(Cancel) EEEHRELEEFIIER -
£/ (Apply) REERRETRELEE -

SRBRETE - BTER(Apply)REEAERE -
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I-3-2-4 1§ F IR (Conditional Access Policy)

BEARREFIEREXNFIEREAR  LEEEHR Y —RBES T REZH R IP NZERSMERE
(MFA) B93REE - BOlLIBRER—BEM -

1AM / IAM Policies ) Reset

Apply Policies to LAN Access Policies Group Policies Conditional Access Policy

Conditional Access Policy

+ Add

Name MFA Condition Source IP Condition Time Condition Option

METE IR EUCRES - 2 T +#i8(+Add) -

Name Con_Access_100

Multi-Factor Authentication

MFA Condition [ @)

Required Reauthentication When Login Session Lifetime expires within ~ 4 ~ | Hours 0 v Minutes
Source IP

Source IP Condition [ @)

Source IP Permit ~ | access ifsourceIP | is ~  from any of following VLAN/IP
P Group '

Time Schedule
Time Condition D

Source IP Permit | accessiftime | s « | Within any of following range
a2 .
o] ERABUT

HH Bl
&1 (Name) WANHEREHE -
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MFA & (MFA
Condition)

EEEHEHE(Required
Reauthentication)

38 IP 1§44 (Source IP
Condition)

3R3& IP(Source IP)
LAN
IP #48(IP Group)

EREEHE (Time
Condition)

3R3E IP(Source IP)

HERZM1 (Schedule
Object)

B (Cancel)
ER(Apply)

% #5858 (Multi-Factor Authentication) -
iR EERN O] B/ = BB IhRE -

EIESR(Everytime) i 2 EE A ERHAREAIRE—ERISE B AR
(When Login Session Lifetime expires within) -
Vigor #iEEERZE (B ) MITEMRETLE -

K& IP(Source IP)
MRIGE IP HREIBER VLAN/IP - BIpaF i iER 7 -

BERIR IP EMF(FLRTEIER) -

EE—ENE -

EEZOIEMRBPHN—ENZEBZMN IP 84 -
IE R HEFE (Time Schedule)

IR O R A/ F RSB -

EEERFFRERIR 1P AL -
EE—ENZRESBENHERESR - MEBRARIERE -

EEENRELHFEILER -
HEERRELHFILER -

SRBRETE - B TER(Apply)REEAERE -

II-3-3 ZFi&(Resources)

IEEEEBIRERRMER IP ~ R MAC AL AE SRR - BB IAM 226 TSR 4 -

IAM / Resources

Resources

Name Resource Type

Resource IP Resource MAC Option

MENEE TR EE (RZORUE 50 @) - 2 T +#i(+Add) -
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Res: n:‘
Allow ICMP ()
Cancel
O ERRABAT
HH RAA
%18 (Name) BAYEANEE -
EiREERI(Resource B2 P 3l MAC fEAE R -
Type)

EiE IP /MAC (Resource REAILRERBZNERER - @A IP Aitsy MAC it -
IP [/ MAC)

#iRE3%(Resource BRI S KB .
Port)

Z &Y TCP / UDP 3£5%(All TCP/UDP ports) - {E##2 15 E (TCP)H
ERZEERERHEUDP) -

ZERAY TCP 383%(All TCP ports) - {E#mzHlHE(TCP) -

E#8AY UDP 1235 (All UDP ports) - REER & EUDP) -
BB 5% (Specify ports) — EIZULERHRER - WHBIRE
TCP/UDP ~ TCP 5 UDP HOEHHRIRAS -

+Add

Protocol Port Option
TCP/UDP 0 [i] Delete
AR75 BB (Service Type Object) —ILIEMI RS TRE 12 EAR
BRIV ERE -
Service Type Object
- Add Max: 12

Mame Protocol Destination PortStart Destination Port End  Option

2T + BT (+ Add) e A BIBE R o] IR B AL B8 - SRR/ BB MO PR TS IE L -
5

FFF ICMP (Allow ICMP) AR ZEIFIZHIER - BB 1P REMNERAR  BEFRRHEOAR
SARMEME MR KRR -
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EEERRELHFEILER -

B4 (Cancel)
£/ (Apply) s BRI R R B I -
2 -

SERREZE - B TNER(Apply) iR
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I-3-4 E{EA O E(Hotspot Web Portal)

EREADPILR E T E AT EERE RS ARERENEFN -

=112

I-3-4-1 2 &% E (Profile Setup)

EENHERNEFIREE (IAM) W—EH - AREA - BREMNZERE LAN HREQHE - G ERE
EHMEMTHEENEARH -

IAM / Hotspot Web Portal
Profile Setup Quota Policy Profile Users Information

Profile Setup

Profile Name Portal Method Option

Default_Hotspot_Profile Click through Edit & Preview

ML EE - BT +HE(+Add) -

#ZTFE AR (Login Method) « & ABEERE(Login Page Setup) - B&EE(Whitelist Setting)®1/3%
B % I8 (More Options)#EfT AL E -

1 B AAR(Login Method)

HAl - ABRAFPIRENBIEBEEST ASFNOHEE | BIBEE(Click Through) ~ BHBEA - EIEEEE
(Skip Login, landing page only) * 4hg A Q#4815 8 AR 28 (External Portal Server)f1& &% A (Various
Login) - 8EF AL RS EFEATERIFARBERABNAR -
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2 Login Page Setup

Profile Name (@ Floor_4_MKT

3 Whitelist Setting 4 More Options

©Q dlick through

Skip Login, landing page only

Portal Method

External Portal Server

various Login

Captive Portal URL https://

Cancel
O ERRART -
EH

REHEZE(Profile
Name)

AO#iEA R (Portal
Method)

38 %0% A URL (Captive
Portal URL)

=g URL (Redirection
URL)

RADIUS

4 portal.draytek.com

AR
WAMBANEHE -

BBRE(Click Through)- ERERREMEQZEARR (EBFHEA
URL hEE ) - WHRETFEHEREREAER -

HEBEA - EIEEEHE(Skip Login, landing page only) — LB R#4T
FOISHERE - APREENEQIEAETR - 2% - FRZLERE
HESHE A -

YMEA O 4ANLEAR2E (External Portal Server) - EEFAZERER BRI
R IR ARSI - SMD RADIUS ERRZBIGEERESETINHRE -
&iEE A(Various Login) - 2FREE—RER B BB TR RS
i ghR—ESHhREEERE - BP®R Facebook tRF - Google 1RF -
PIN #53L RADIUS BRRZ:EZBETESNRES SEEERINTAERET
ESRIEEIER -

#mAsaH & A URL 484t -

IETHBETE B IESME A O 4k @ AR 23 (External Portal Server)&s A D 4818 7
ST -

FHARPHEFREHRE@EIRN URL -

IETHBETE B IESME A O 41k @ AR 23 (External Portal Server)&s A D 4818 7
ST -

YORBYFBUETNEE - BREMUTRE :

9ME RADIUS {aElBR255% 4% (External RADIUS Server Profile) - ZE:&E
RADIUS fAIRRES - s — T 9ME RADIUS 3% - BITEARTEMA -
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EAAR(Login
Method)

Configuration / RADIUS/ TACACS+
External RADIUS Internal RADIUS External TACACS+

External RADIUS

Name Primary Authentication Server Secondary Auther

RADIUS MAC 5&5%(RADIUS MAC Authentication) — £ 53E8 LRI/ 5
FHLEThEE - 1R RADIUS EREEXEFER MAC UiETEMERE - 5B/
FALLEINBE - RADIUS MAC B&i8 i EiE RADIUS ERREEA MAC firilt
% -

MAC fiilt#§=(MAC Address Format) - #1# MAC {3 -
RADIUS NAS-:# Al (RADIUS NAS-Identifier) - & A ID -
IEREEMMER T - oJEIZEEEE A (Various Login){ERFFEA -
BE—GBYIEMBENEAST - UIREEBEUBRREEE -
Facebook
Google
B A PIN 55(PIN via SMS)
ZEREEIMA PIN B(PIN via Mail)
RADIUS
i E (Leave Info)
i 2 (Facebook) - %12 Facebook BZEAAXBAREMLNTAS -
f%E APP ID (Facebook APP ID) - AE%H) Facebook FIZsZER
23 ID-
iE APP 288 (Facebook APP Secret) - B A% E75#I AR APPID
REMRIE -
Google - ## Google REAFXRKIARZREMTAS -
Google App ID - BIABHMA) Google FEREI ID -
Google APP Z#(Google App Secret) - BIAR EA#HAK APP
ID BRENE -
PIN #B3Z B (PIN via SMS) - 12 PIN BEBEAAZASXBOURTE
MTAR -
5T BR 75 4t FE R (SMS Provider) - 2N 2% PIN FERAIAVERR
IRFBIRMHE -
AR A (SMS Content) — BWARE -
PIN #ZBE#(PIN via Mail) - 12 PIN BEBEHREAHFRRIRTE
MFAA -
B34 A AR 28 (Mail Server) -EIZEAR & PIN BEMNIMAERES -
RS (Mail Content) — BAGRE -
RADIUS - 12 RADIUS BEAA R OUHREMNTAR -
§ME RADIUS fEBRE3:% 4% (External RADIUS Server Profile) - 32
RADIUS ERZRFREE -
RADIUS MAC 2% (RADIUS MAC Authentication) — t)#2BaRALIEL
FB/f=FRLEIhEE - AR RADIUS AREEZIEEB MAC fHBETEH
B35 - SBRURILINAE - RADIUS MAC BB #32 RADIUS AR (&
& MAC gt -

MAC firit#& = (MAC Address Format) — %32 MAC it 1&= -
RADIUS NAS-3% R (RADIUS NAS-Identifier) - #iA ID -

=E(RERER) - BEDRER(Leave Info) BEAS XK TR 2
RS -
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+¥ME(+Add) - FEHMIBERKE (8% 10 @) -
FMEE(nfo Type) - EEZLRBRMUEN (AWM - —RET -
BEE - EFEEEES IR ) DUBITER -

H&(Required) —E/A - BABE LB RAAE—SEZREN
&, -

= (Title) -~ AR B RIAIIZE -

MZE(Content) — MABERERE -

EIE(MBR) (Option (Delete)) — ZILBHREENIER -

B (Cancel) SEE AR LRI -
=6 (Apply) e AR E LRI -

SERREZE - B TNER(Apply) Rt FHEABRE -
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2 B AEHERTE(Login Page Setup)

MRTEENEAEXNFTEZZ MR - FHEZEAHERE(Login Page Setup)EEFARHMNER °

1 Login Method

Login Page background

Background Image

3 whitelist Setting 4 More Options

Custom Logo
wser Tab Title

Color scheme
Background Color Text Color Box Color
Link Color Button Color Button Text Color

Box Opacity 100 %

Cancel

AU
oI AR ERRAR T -
IER Bl

B2 (Background
Image)

Z2{E1Z5%(Custom
Logo)

B e ST R ZRE (Browser
Tab Title)

EEa 5% (Color
Scheme)

B ABE®EE=(Login Page background)
HREEARAERAE -

E(None) - fEERETEA -

#12(Upload Image) — EZEB R 12 ( JPG 3 PNG 8 ) FRE
\?IH TEERKR/NME/NR 5MB -

BAIE S #1&(Current Background Image) — #% T~ £ f&#(Upload)
HEENEZRE LER Vigor ISHEBEZRMA -
REA DML _EBERAERS -

ﬁ(None) -#6fE A DrayTek RITERRIZEE -

B2 (Upload Image) - ZUILLUEAEME K 1EREE - HEX/NG
’E/J\B" 1MB -

BAIEsER & (Current Logo Image) - #% T L (Upload) #iEE
HItERMEFE Vigor BHBEHRMZ -

BARTERERPRRNSHERENX T

MEHS  XF - HE B BN FRERS - IS EE L —EE
BiE Lol RBEEFTEZEMBNES -
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#c5asad =

Hex
0K
FERZERAE (Box RESSFEHRBEBE (0-100%) -
Opacity)
A 1EPE S (Box Shadow)  REZAMBMAIKERE (0-100% ) -
g 2 (Welcome WAZBTIHEOAEXE -
Message)
EaAEE(Terms and  )3%EIRI L BB I THAE -
Conditions)
fERENWEAEDSHERAEFEER(User must tick to get the
internet access) — MRERULIE - TOUFHFEFIEBRNEREL VN EE
LB 8RB R R IR R AR - BRI - Vigor HAEEBEMAKEFIVER -
HERFR RGNS EEANBPAS HEBIMNIAS -
(Terms and Conditions _
Content) AEAA (Internal Content) - #AZEERERHFEHRE PRERNI
_"? o
MBI (External Content) - 8 AA31LE - BAERZARL S A EHH _LAVIRFREDE
HELE  AFmBEENEQILEEENAUEFRAR -
ARTHNENES 13555 B8 LU R R L THEE -
(Data Collection for
Marketing) 35 FA & A 78 38 LU ER 1S 4B PR 4B B8 72 BN IEBR (User musst tick to get the
internet access) — WREHUILIE - FAFALENBENEREHMLES
B MR EARRE A& - BRI Vigor 2FBEREBEFEER-
78R B (Marketing Content) - BAZEAERAENXF -
BU¥(Cancel) BEBEARELRHMALER -
E/(Apply) REEARELRHMALER -

SRBRETE - B TER(Apply)RHEEAERE -

3 BB EERE(Whitelist Setting)
EERH - BOURTEERERE - FAZUMBENBERGTEERERENERRE -
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1 Login Method 2 Login Page Setup 3 Whitelist Setting 4 More Options

Destination Domain/IP
Domain/IP List +Add

Enable Destination Domain/IP Whitelist (7

Destination Port
Port List +Add

Enable Destination Port Whitelist Port (0

Destination Groups

Destination Objects/ Groups
Source IP

Cance! m

oI ERRARA T -

HH 1A
B 894815/ 1P (Destination Domain/IP)

/P EE(Domain/IP  +#78(+Add) — ZULFTIZIEE -
List) BA(Enable) - TBRIRAMRR/ERZRE -
B4/ IP B8 (Destination Domain/IP Whitelist) — 58I A 1P fiI
SRR - BB Thttp://1 B "https// 1 FRIBEXF -
#I1E(MIER) (Option (Delete)) - MIBRERIRIIEE -
B #8938 3%(Destination Port)
e85 (Port List) +HH(+Add) - RRULHEIEE -
ExA(Enable) — tNRBIRALIEE/ERZRE -
B 8938 9% 8 % 8 (Destination Port Whitelist) — %12 TCP - UDP =i
TCP/UDP - #4%& - B AGEBEIRSRE -
gsk(Port) - MAHZE -
I (MBR) (Option (Delete)) — Mk EAIAILE -

B #9848 (Destination Groups)

By /24 EE—EZE P Yt/EEFRER -
(Destination Objects/ s :rEpEERRLA -
Groups)

338 IP(Source IP)
iR IP B8 (Source IP z5epg IP (i D AEBIKAR -

List)
+E18(+Add) — RULHIZIZE -
XA (Enable) - YRR/ ERZRE »
3 IP 3% (Source IP Whitelist) — & A IP fizdlt -
EIE(MBR) (Option (Delete)) - MIBRERIMIKE -

BUH(Cancel) EEERELERFAIIER -
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EM(Apply)

WEERRELEHFEILER -

SERREZE - B TNER(Apply) Rt FEEABRE -

4 EZEIE(More Options)

ELDRP - GO DIETREERNER(EADMILREEE -

1 Login Method 2 Login Page Setup

Quota Management

Login Methods Quota Policy Profile
Click Through Disable ~
Skip Login Disable ~
External Portal Server Disable
Facebook Login Disable ~
Google Login Disable ~
SMS Login Disable -~
Email Lagin Disable
RADIUS Login Disable
Leavelnfo Disable ~
Cancel
oI ERRAR T -
C]=|

EAAR(Login
Methods)

3 E R T (Quota
Policy Profile)

Valid Time  Idle Timeout  Allowed device# Reconnection Time Restriction ~ Block Users  Bandwidth Limit (Mbps) ~ Session Limit

BL]
# ¥ &1 (Quota Management)

BRAAENEALR - BESASUEBRERERIBRER -

X}

HEREANNIEEEERIEREE -
BRERER -

MABHRE - JrIFE IAM>>E8{EA DML > > B ERIBRERE
(IAM> >Hotspot Web Portal>>Quota Policy Profile):2 £ % B E1E -

BB EAEEEE(Landing Page After Authentication)

BMERBEAREER
(Landing Page After
Auth)

B4 (Cancel)
ER(Apply)

E%E URL (Fixed URL) — {5EEAEMINBRREBEGBERNES -
ERAERRENE@REEN URL- dRREOERZEBERNGENES - Bl
EREABDERFEGAEFNNEABRES -

{ERMHE AR URL (User Requested URL) - A% i i EE [ 2 &
WFERIALE -

EEBERRELHFEILER -
WEERRELEHFEILER -

SRBRETE - BTER(Apply)REEAERE -
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I-3-4-2 ZEE 5 5% £ 18 (Quota Policy Profile)

2 EEBULREEERARADBEAPENANEE ZERE - EMERKRE « BREMNERHACEH
AOBRH] -

IAM / Hotspot Web Portal \OReset (CRefresh

Profile Setup Quota rofile Users Information

Quota Policy Profile

+ Add Mac:

Profile Name  Valid Time  Idle Timeout  Allowed Device # Reconnection Time Restriction Block users  Bandwidth Limit (Mbps) ~ Session Limit  Option

MORTIBRE T RIS LB - IR T + 8 (+Add) -

@ Only apply on Web Portal Clients, the policies take precedence over Bandwidth Management.
Profile Name Quota_Policy_1

Account Validity
valid Time 10 1 10

Enable Idle Timeout

Device Control
Limited Device / Account

Reconnection Time Restriction

Block users Block users

T
Set time Set Period

Cancel
oI AR ERRAR T -

EH Bl

REHEZE(Profile AW RANEE -
Name)
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EXMEER(Valid Time)

R B E & (Enable
Idle Timeout)

REIMESE /RS
(Limited Device /
Account)

EIEIERERH
(Reconnection Time
Restriction)

$EE R4 (Bandwidth
Limit)

8 PR &I (Session
Limit)

B4 (Cancel)
ER(Apply)

& 538 (Account Validity)
ZEIBREXRE (0-180) ~ /NIFE (0-23 ) FINEE (0-59 ) ZKEBEZ AW
BYHAR -
FAHARRIEAE - Vigor ISR EIE Sk B RS AR ERAER - 1
RRAFmALHERER - AIFEEEB Vigor BHBETREBNRE -
B EIRE - IREREENERRBBEERAZEAEEEE - Vigor B
FHEs i 42 L ARRR AR -
BE @I (dle Timeout) — i A —{E#F (1-480 > 434%) -

&4 (Device Control)
RESERPOEGNEAEEZE LKA FIHREBRERA DRI FEAER
RIS ERR S -
ti2FE BN O] By =k = FIRZ INRE -
MR - BRELHFNZEHE -
s E # (Allowed device #) - B ESEREIEGNREARS

- DEAPIRZBAEA DB FEEREENRERE - &KXES
100 -

ZEBRUTEEAN 2 —THIEZIRE ARG EEERIE

A(No) - FHITEAITHARE

ZEiBIEE (by Time) -

TABEE  ZEPREZANBREERIAL BEIRENRBARIL -
$1EH{E & AI(Block users before) — ¢ TN HIT{#E &8 P IEH LIS
(N E) - IREIZEIERE - EREEEERAS I P B =95 -

ZBHIR(by Period) - EABHIE - ZIRFE—REBAFEZRARGERE
EIERIMES -

HEHFERBLU(Block users for) — B A/NSEMOEE - LUIEEFERE
HHERR -

388 BiE 48 BRI (Bandwidth & Session Limit)
RERALEMTIEHEE -
iR REBN O R A S = FALEThEE -
WRENFBIEINEE - BRRELLT RS -

HER%/ TER% (Upload Limit / Download Limit) — #A —E&32(1
3 9999) -

REA DML P IR R A EZ RS -

IR RERN O RS = FE LB TORE -
WMRBIFLLINEE - BREUTAS :

E#8 #(Sessions) —# A —E 2= (1 % 50000)
EEEHRELEEFIIER -
REERELEEFIILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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I-3-4-3 EAEZH (User Information)

ITEEREARAERIITEARNERS (READRIERFG ) OFMAER -

IAM / Hotspot Web Portal (" Refresh
Profile Setup Quota Policy Profile Users Information

Users Information

Onlir 0
sers 0
[ Exportas TXT [ ExportasSON [} Exportas CSV Filter: | a1l profile v =
Profile Name Status Profile No User Login Methods IP  MAC Expired Time Email Phone Number Custom Info
O] R ERBMT :
IER iR
#& E{ERE (Online B2 Vigor MEARERIMENR LEREHE -
Users)

R % (All Users) BERE Vigor BHARMERIFEREBNERERE (EEKLEREMN
BmERE) -

LA TXT X (Export  IRULTIELASENR TXT 1 -

as TXT)

45 JSON Xt (Export  #ZULT I EAEENEL S JSON E= -
as JSON)

EHA CSV Xth(Export RO ERAEEMEL S CSV #HE -
as CSV)

iBi% 22 (Filter) BREEEAOMLRENEAER -
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II-3-5 tESEAR 88 (Account Status)

IWEEBER IAM ERERE (FIMER FTP A 1AM R ) MRDEEAREE

1AM / Account Status (" Refresh

Brute Force Protection Status
Search Max: 200

Blocked Start Time Blocked End Time Hit Count Option

IP Address Username/Profile Name Service Type
oI AR ERRAREA T -
EH Bl

P R B (Hit Count) BN IAM ERE R RS SERERPHEENRE -
18 (Option) Rk 8 (Unblock) — BBRR¥EEI S8R0 IP fizdE -
g =228 (Add to Block List) - #§ IP fritHiGEBHEREN A/ BH

B o
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I-3-6 P ELE R (Backup & Restore)

IEEIARER/ER IAM R&E -

1AM / Backup & Restore

Backup & Restore
Backup
selected Item 8 select All
@ Users & Groups
B Access Policies
Group Policies
B Conditional Access Palicy
& Resources
[ Hotspot Web Portal
Backup
Restore
O ERRART -
EH B
%19 (Backup)
#EIEH (Selected EEARRERNNIREEHA -
ltems)
25 R #(Password BTYZEZER  IUHIERENRERETNE -
Protection) ABIBEN T AP AL A
Y2 (New Password) — BIAZTTIEBNNBR ELWRE
2237 258 (Confirm New Password) - BRI AF TR -
#3(Back up) - R ULENTIEH 8 EE -
R (Restore)
BREEMERRRestore [T _mprpnameEpgies -

f Backup Fil
rom Backup File) B E (Restore) - HUILHITBERIE -

REEBETERE(Fle  REIMANT BRI B
has Password MBHA - MEFRRERBERE -
Protection) =16 (Password) — A FBRBRRENTE -
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-4 VPN E 4R E

EHDAAEE (VPN) SERMENER - TRE 7 BURAENAHER ( AINERER ) /0EE - M=
2 - f&B) VPN it - BB BRZR AR EREMS BN BE@EUE - HO RS /MBS RE
BSRORSHE -

PURZ VPN —LERR

MERAERZERER
EIEMAAR - LEBTNRE 2BRIZZER -
ERMAZEARE 2BZBER -
EH SR EL 2 IR POS %4 -
BREEES  EEHERIABTHER -
A3 AR 75 12 fH 2 o (L IR 8 A5 B LE 330 PR 5k A 2 AR 55 T % PR RO 3t 3 41 B e U 434G
EBNHEMSETLEZER

Tele-worker 1

Tele-worker 2

Vigor router 1-‘“&&“1(

II-4-1 BEAXETE

KEFIRHEARLEE (B2 IPsec ~ WireGuard #] OpenVPN ) VPN ERERMNERRE -

I-4-1-1 7FEUZHI(Access Control)

%E@ETHE‘ HEMDT VPN BAMNE - WHEHE VPN KR IP AR 2 ENERZERY - K&
UZZER VPN 4R -
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VPN / General Setup

General Setup

Accept VPN Connections on

VPN Access Control

oI HRRERRART -

EH

15 VPN E# 1 (Accept
VPN Connections on)

IEHIEIT Port Knocking
(Enforce Port
Knocking)

VPN TZERZ#I#E = (VPN
Access Control Mode)

NG Tl Specified Interface

Allow All Connections

AR
BBRTE P ME/RHEORENERBICBRZEEN VPN ER -

EIEZES VPN E4/0 WAN 7@ -
FEEIAE (Al Interfaces) — £FTE WAN N HE L#ES VPN E#4 -

HERE N H(Specified Interface) - B7] WAN 7@ - IP izt VPN %R
WE - MUEF VPN E4R -
+HIE(+Add) — ZULFIBEE  RZORESE -

WAN - ### WAN THE -

IPv4 fi1ilt(IPv4 Address) — #1E WAN IP it (F8:8 WAN IP)Z (=
FRIEIRIE -

FOEFAY VPN BAR %
(IPsec - WireGuard - OpenVPN #] EasyVPN)
VPN EZHHE -

EIE(Option) — RILHEREEANE -
VPN 7ZER#Z#I(VPN Access Control)

tDi2 L EARALURUR /2 A Port Knocking IHEE

3 EIETT VPN 8 (Enforce VPN Type) — EEREIHE - REMINTEH
E$# Port Knocking RIZRIR P A7t A BEF BGE ki EE*E@HE%(@ WAN 77
) ; FTAEMAIE SRR -

BBRE IP YH/EHHERCSEREZERBEZEEMN VPN EL -
AEFEEREL (Allow All Connections) — ESFIBERFIHH VPN E4R -

BR&E(Allow List) - #XLUTFE IP MH/FFAEAREPREAEN VPN
ER -

+H#iiB(+Add) - RIETHORERE -

BB E (Block List) - {EEHRE NIEEN IP WH/BHARETHERE
B VPN ZE#R -

+#8(+Add) 1R It

7E(Allowed VPN Protocols) - #HAMNERE
- WEEATAR

ETHRIRERE
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EEERRELHFEILER -

B4 (Cancel)
£/ (Apply) s BRI R R B I -
2 -

SERREZE - B TNER(Apply) iR
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II-4-1-2 EasyVPN &&E

Vigor BEHAZEZIEZHE VPN f5#3% - 83F IPsec + WireGuard F] OpenVPN - AT - —AR S oI AE g DU
BEMEARE - 5E VPN REBREFBEIEE - It - RIEREBRTERXE VPN EGEEMN - BT
FRSRISLERERE - Vigor BEERBRSI AT —1E® A EasyVPN METEHE - &L VPN RERE -

A EasyVPN - EAEREES WireGuard EE®#® - BA OpenVPN REEN LERE - URINE
I VPN E#  ERERERACEHERBWNEE  BBEFHEERN—REZE (OTP) -

IEES - NRARERIL VPN AR - AR WRERE - Vigor 2#EEEEHE EasyVPN ERT)RE T —{E
O RN S B
VPN / General Setup {0 Reset

General Setup

VPN Type Preference Preference VPN Protocols
1 IPsec
2 WireGuard
3 OpenvPN

© Disable Additional Route
Route All Traffic through EasyVPN

More Remote Subnet

Cancel Apply
O ARERBUT :
I5H Brlili]
R2 A (Enable) tNIREERALL R AR/ (= AL AR TS -
B g et (Listen S0E EasyVPN fRsEc Iy ings -
Port Mode)

1k & HTTPS WAN 72EU£3% (Follow HTTPS WAN Access Port) — #5712
EasyVPN fR7% - FBEAH HTTPS SIEEEBARNIBE - ARSI
B WAN & HTTPS &2 . Lz EasyVPN FSIHA EasyVPN faiRes
ZBEETEN -
E8{E(Customize) — EZILEO FEEHEIRIBME -

B 5212 (Listen Port) — & A$21E(1-65535) -
VPN EBREFRE(VPN  IWINEEAEAEETRSE VPN BRNELE - BRER T BEIEFE
Type Preference) EHH VPN R0EE - BEFIMOT - IPsec VPN > WireGuard VPN > OpenVPN -
MERIER - ABERHPNEPEBLEHHSIEEENT -
E17:8E (Preference) — B~ VPN BENIES -
VPN $#E: % E (VPN Protocols) — &R VPN HBEZF -

=AM ANEE A (Disable WIS (RUA ) LEIhsE - B (7 TEZRIGFA L PEUMN ) EMEEE
Additional Route) REAR VPN ER -
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%@ EosyVPN EHFTE
2 (Route All Traffic
through EasyVPN)

EZiE M F 48 (More
Remote Subnet)

B4 (Cancel)
ER(Apply)

YIREE (BYA ) UEINBE - RIFFEREEREB EasyVPN EH -

EEILTNBED] A Vigor BHSEUESFH - (MR ERMEFnREH
AR -

+318(+Add) — T ENTIEIIHAY VPN EERTE - &
VPN ERRER -

E 4% (Remote Network) — B AZIHE Sikad IPv4 il -
F4HiE = (Subnet Mask) - ER T HIEEEEEKAPKNFREBES
EIE(Option) — W T MR (Delete) UBHREENE -

EREHRELREMILER -
i EARELREFILER -

VPN

ZoJE1 8 @

SRMBRETE - B TER(ApplY) R EEAREE

lI-4-1-3 IPsec %7€

IPsec (#RMERHELZE ) BEBREBETMENRE - BREB V
REEENFE  ERRALARE - SEARERPEA -

BEREE® - 5oL
EEAEREE @

PN #T%%
IR EEENER R AAR

FEAEREE AR EEMME LERASURE -

VPN / General Setup
General Setup

Access Control EasyVPN wireGuard OpenVPN L2TP VPN MSS
Enable (}
Authentication Settings for Dynamic Peer
Version IKEv1/IKEW2
Certificate None
Preferred Local ID Subject Alternative Name
General PSK
Pre-Shared Key (0 @
XAuth User PSK
Pre-Shared Key (i @

Cancel Apply

oI AR ERRAR T -

1BH
EYF(Enable)

AR
1R BARA LRI AR/ R PR LR 2 -

Eh A5 ¥4 0% B 3% 2 % (Authentication Settings for Dynamic Peer)

KR (Version)

& (Certificate)

E1Z |Psec VPN ML 21 E A (IKEVL/IKEV2 -
BERRMS VPN ERRE - EFABR IPsec 3

IKEvl 2 IKEv2)
EHEPH X509 S5
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=X
Ag °

EEERAR LRERE - BAIERE> >RE

(Configuration> >Certificates) #%5 -
BEA D (Preferred  EIZEFXEEEZM(Alternative Subject Name) i 2 E 82 & 18 (Subject
Local ID) Name)

IEE IPsec BRBREEAY ID E(ERERSEL EESH) -
—IREEIBTESEHRESE TALEHZEE(Pre-Shared key) - EEAN—MEMREMN PSK &8 -

(PsK) (General
Site—to-Site PSK)

XAuth EHREEAEREE  FEiEHEZ=E(Pre-Shared key) - & [Psec XAuth BFER PSK &8 -
#(PSK) (XAuth User

PSK)
BE(Cancel) EEBRIRELBHFEIILER -
£ (Apply) EEARELRPEILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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I —]
axX AE

lI-4-1-4 WireGuard

WireGuard 2—&%% « tRIZERAHFR VPN BERIBE - I VPN ERIJLUEBE VPN ER=E(H
91 Vigor I&EZER)F VPN AFIH(GIM WireGuard VPN RFR) 7 BRIREH T BN AR T |KERL

VPN 34 -

VPN / General Setup

General Setup
Access Control EasyVPN
Listen Port (i)

Default Key Pairs

Private Key

VPN Matcher

VPN Matcher Enabled
VPN Matcher Server
VPN Matcher Server Port (i

Router List Key (@)

oI HRRERRART -

1HH
R2 A (Enable)
ELE=38 (Listen Port)

EL£EHE#E(Generate

Private Key)

AR ER 2B/ (Server

Private Key)

AR ARS#(Server

Public Key)

VPN LB ERUA

(VPN Matcher Enabled)

IPsec WireGuard OpenvPN

L2TP VPN MSS

«©

51820

Generate

«©

vpn-matcher.draytek.com

31503

#RER
tIRBARALIRL A/ E B LER E -
B A WireGuard VPN B AR 83 HIIRSE -
FaR B4 51820 -
12 &4 4 (Default Key Pairs)
E&(Generate) - E4 VPN ERBMSIBERMNAR) -

BRNEERERER -

HBETHE WireGuard VPN HFImIEARPETRE -
BN E%(Generate)iZilE - ARTHRBBERELER L -

VPN LE¥4#%1(VPN Matcher)

IIb VPN EE¥ R T ERIE2ER WireGuard VPN #H7E

BE - BRI VPN EfE - EV—HWAEBEE Pl - VPN LEHE
R AEBIMIR NAT #EMNME Draytek HEHREIZEN VPN B
B AREILZENERER -

IR RALIRLAR/ 15 A8 VPN EL¥S#HIThAE -

IR - RAXE wireGuard 8 drayos4 EUSRAEE
VigorC410/C510 #1317 VPN #4R -

4B L S il
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VPN EG#t 1 fal AR 2% DrayTek VPN EC¥fEIARERAY IP Ui EHRRE
(VPN Matcher Server) Fvpn-matcher.draytekcom -
VPN LE¥#EIEARR%E  DrayTek VPN EE¥EIMRERH IP UUERR

$%(VPN Matcher Server  “vpn-matcher.draytekcom” - EiFBSEHES "31503" -
Port)

iEmEiEESB(Router WASMHRBRE - MUEHR VPN tbUEMREE RS EEMNE 4N

List Key) Vigor B&HIE3 - ABER VPN REBEEMIGM Vigor BEHEE ZBIEL
VPN 4% -

STUN f{alfiR28 {Efll(Detect) - ZULEE Vigor FREZMERAI NAT BEIEF AL NAT -

(STUN Server) MRAZ - BIEEEI VPN ELE -

&38R 88 (Detect NS5 E 58 (Get Device List) - WA FEANEESEE - OlRILESHA

Status) IbEEBRE—AHMO A Vigor HHES -

B (Ccancel) EEERRELBHFLILER -

£/ (Apply) s B AR RS -

SRRETE - BTER(Apply)RHEEAERE -
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I-4-1-5 OpenVPN & E
OpenVPN 17 EFIF/ARI% i - Lsﬁuﬁﬁﬁﬁ%%%ﬂﬂzE%X%ﬁ:%%ﬁﬂ“%ﬁw’ri% FRIRAEREE

SSL/TLS M EAIR ERIIN LS BB E -

FEIBES OpenVPN - Vigor BHAROILENEREZERERA - E0F - EX2HNABER - LUREE
gEK

OpenVPN BERAZRMET —EEENAUREAMIEFIER 2B VPN E4 - OpenVPN BAM{EE
25 -

o LUIETTEARIMZS £ - FE0 Windows * Linux & MacOS °

HR SSL MBMIZER - OpenVPN TR TBRIA S/ GAREER - S EAEK
BEBE— TCP = UDP BIEREEZ|E — OpenVPN ERER -

ERESE  SESULIREBREHRECRD  NEASZHREEREE (CA) BREIERE - IRE
EEI”“*E B - BRES Root CA IRBERENZEE - BF - MREMFE=77 CA FIELAERE - Al
Zi#Z CA FREMBRZEENREDHIEABBBRNERE N ZBRENAERRZLD -

OpenVPN BEMFAERE - 81 OpenVPN ER VA - BRHE OpenVPN RIBHWERRE
VPN / General Setup O Reset

General Setup

Access Control EasyVPN IPsec WireGuard OpenVPN L2TP VPN MSS

Enable ()

OpenVPN Server Setup

UDP Enabled ()
UDP Port 1194
TCP Enabled ()
TCP Port 1164
Cipher Algorithm AES-256-CBC ~
HMAC Algorithm SHA256 ~

Certificate Authentication ()

Certificate Source

Server CA

Server Certificate

OIHRRERRART -
L= Bz
RUA(Enable) IR RALIRUR/ FALLERE -

OpenVPN fafR2§:% & (OpenVPN Server Setup)

F2F UDP (UDP Enabled)  t]#258RALIEIAE//EF OpenVPN E##) UDP #HE -
UDP 1&8%(UDP Port) - i A UDP 3EHB3R -

F2F TCP (TCP Enabled)  t]#BIRALIEIFE/ER OpenVPN E#H) TCP HiE -
TCP 1235(TCP Port) -8 A TCP =838

B EE A(Cipher BIEMBNINZESRS - AES256 tE AES128 B%% - BEtEMEES -
Algorithm) MBETIBE R -
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HMAC &E&%(HMAC
Algorithm)

RiEER B (Certificate
Authentication)

BB RIE (Certificate
Source)

fARR 28 CA (Server CA)

A AR 28585 (Server
Certificate)

B (Cancel)
EF(Apply)

HMAC RERERBZNHERER - ARRE VPN ERNEE2ENEE
:ri o

BIEFTEMN HMAC IBFEEE IE-EHZEE A SHAL-SHA256 [
SHAS512 - =R SHAS12 - AATEE SHAL @K - Eol%E -
MREERFAFPIHEEESTHIETMN CA EE  BRILHBUIBRAR
FHAREE -

EERR OpenVPN HIRERIR -

#IRARE P EE (Select from Existing Certificates) — OpenVPN #§f#
B®E=57%% -

B ELRE (Router Generate Certificates) - A/ OpenVPN BIE&
FESEEMERE -

FATHSEEEE LEEKRARNEET CA BE -

EEBEZREEN CA BRFELEBEIKHEE  BATERERTE> >RE
(Certificate Configuration> > Certificates) BH - A%BZ— N REEMW CA
THEDINSEZRRE -

FARATHIEEEEZEC LERBRHENERIRE -

FETEEZAEEE  BAIERE>>ERE
(Configuration>>Certificates) B H - AR — M A REBEHEUNGEES

B .

8RR

EEENRELHFEILER -
i EHARELREFILER -

SEREREZE - B TNER(Apply) Rt FHEABRE -

II-4-1-6 L2TP
ATRUZEZMENERE@WEE - IWERKESER L2TP # IPsec ME -
RUAICEIRE  AEETE .
fEF L2TP over IPsec #Y VPN UL B8 AELR
fEF L2TP over IPsec RYEIm LIF#E VPN 4R
ISR EAFFERERE D NSEREEN 12TP/IPsec ERLT R HEFE VPN BE -
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VPN / General Setup O Reset

General Setup

Access Control EasyVPN IPsec WireGuard OpenVPN L2Tp VPN MSS

Enable ()

Cancel Apply

IEBIRALIRLAR/ 2 A L2TP VPN 4R - I N EM(Apply) BERE -

263



Il-4-1-7 VPN MSS & E
MSS & Maximum TCP segment size ( &z A TCP B2 R/ ) RS -

IWEEAREEHEE VPN BEARK TCPMSS & - BE(EERHEXR/)  BFLEERFES R - WHERAE
BEREHANERMET -

VPN / General Setup

General Setup
Access Control

EasyVPN

Maximum TCP segment size

Cancel

Apply

oI AR ERRARA T -

I5H
53 (Mode)

BE(Cancel)
EM(Apply)

IPsec WireGuard OpenveN L2TP VPN MSS

Auto Adjustment by WAN MTU

Note: VPN MSS is the maximu

1360

1360

1360

1360

#RER
18 WAN MTU B 81:8%(Auto Adjustment by WAN MTU) — 1R#E WAN
MTU B&i#E% MSS & - oJEF MSS & -
F#(Manually) - BESEERIEE MSS & DB RESB VPN B
TEREHABERNTER MTU #HEf -

IPsec

L2TP

WireGuard

OpenVPN

EEENRELHFEILER -
HEERRELHFILER -
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I-4-2 D524 1585 VPN (Site-to-Site VPN)

VPN 5892 /B IS FRes B I AR IS 2 B RV AR -
RHFDATNBEE TH=HENREEIR -

I{(;;al glgezvxéc;;l; Remote Network
' " 172.16.2.0/24

B e

AE VPN ERssAIZEBERE B SRR ENER -
IEFREIIARE VPN BEDRTARE VPN EARES - MIEUCRE R thSmErEAER -

VPN / Site-to-Site VPN O Reset (CRefresh
Site-to-Site VPN

+ Add Max: 32

Profile Name Enable Remote Network Status Option

lI-4-2-1 VPN 88! - IPsec
IPsec(BE B HEE L) HERASEANENRE - BISEE VPN BTZ2ERER - Tk
CERINTER - ENERABE  SEARERNA  EREETERNAA DS ENEEEE . FR

BEEREEARETAME LEWMASURE -

EEFEHMAEIRRERE(Psec VPN #2) - BRI VPN > > IARA ¥ 16 VPN(VPN>>Site-to-Site VPN)
W7 —T +#hig -
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Profile Name () WPN_1
Enable

General

Direction Dial-Out
Diak-Out Interface Mode
Dial-Out Interface Auto Select

Default WAN IP

VPN Type IPsec

IKEV1

IPsec Dial-Out Protocol

Remote IP/Domain (D

oI HRRERRRET -

EH

3Bk 4 =C: B R/ A A
(Advanced
Mode:ON/OFF)

REHEZE(Profile
Name)

EYF(Enable)

7 1a(Direction)

VPN #E3(VPN Type)

~

Selected Interface First

w

~

BrLil]
12 I BB /RSN PR R DL BT U5 B VPN (site-to-site VPN)AIEPE R E

MARERRTE - DI -

tIRBARALIRL A/ E B LER E -

EA&(General)
18TELL VPN REEM EFRSRAME -
—#(Both) - LLREEAMREREE (B ) ES (BA) BR -
4 (Dial-Out) - REEAREIEEINELR -
#BA(Dial-In) - IR EEARESEABRE -
VPN EG¥t1#I(VPN Matcher) — ItE VPN Eb$$# HI B 2/
WireGuard VPN % ° VPN LE¥iEMR=R o] IEMUR NAT EEHAMS
Draytek BEERZREINIZEM VPN BE - ARBILZBHNERNEE - 57
B REXE wireGuard 8 drayos4 BSE7AEE B EE T HI £ 1L
Vigor JEFRZRE1L VPN E4R -

EERANET VPN EHH VPN 33 -

FORERBLER - JRERES .
IPsec
OpenVPN
WireGuard
FORERBAR - JRERES
IPsec
OpenVPN
WireGuard
FaRER_ER - JRERES
IPsec
OpenVPN
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IPsec B A B HRE
(IPsec Dial-In Protocol)

IPsec RULBAGE
(IPsec Dial-Out
Protocol)

BA R FHEE (Dial-In
Allowed Schedule)

=i 1P/ 4835 (Remote IP/
Domain)

#H#E = (Dial-Out
Mode)

ERAE&E(Username)

258 (Password)

FHERRES VPN LE¥igE - oJRRIEES
WireGuard
1 |Psec VPN $REMEREMNEMEIE K BIEFIERNASQMES -

IPsec (FERES _E/BAR) - AREES :
IPsec 1 A B 1% E(IPsec Dial-In Protocol)
£ A 5255 8E%2 (Dial-in Allowed Schedule)
IPsec (FERER _E/BLEE) -JRREES
IPsec # 4 @17 7E (IPsec Dial-Out Protocol)
=% 1P/ 4815 (Remote IP/ Domain)
1 = (Dial-Out Mode)

EEEMBELIEBRERAIEAEEE IPsec VPN E4R -

IKEVI/v2
XAuth.
BEBABELIEEAREKEBEE IPsec VPN EAR -
IKEV1
IKEv2
IKEV2 EAP
XAuth
KBRS T T IE R P e -
KEssr(Always Allow) — EEILIEIE T RIS tALER -
HER2(Scheduled) — EBIBIEIE O] BBHIZE T VPN &4 -

EHHERMIBNS - hEfE AIAYIEE (Drop the Active Tunnel when
Schedule is Enforced) —t7)# R R R A /& FILLTHEAE -

VPN BER2(VPN Schedule) - AT HITUEBEIEE—{E VPN RERE -
e E VPN BE2 ZR1- B RE > > W > > BFiE (Configuration> >
Objects>> Schedule) g ARA R EE R -

ARG VPN FARZR IPv4 (IS =27 -

Z|ER(On Demand) - BEAIEIERERHMBEATER - BEE VPN
KiEER(Always On) — B ILIE O] FRSRIEMIBE T ER -
HER2(Scheduled) — EZULRIEDRIBHFRET VPN &4 -

EHHERMIBN - hEfE AiAYIEE (Drop the Active Tunnel when
Schedule is Enforced) — t/)#:58 58 LR /1= BULINAE -

VPN HE#2(VPN Schedule) - AT HITUEEEE—{E VPN #ERE -
e E VPN BE2 ZR1- B RE > > W > > BFiE (Configuration> >
Objects>> Schedule) g AR R EIE R -

#EFREZBHEEE(Username and Password)

EEE XAuth S IPsec BA/BELIHER - BIOI ALILINEE -
ARERESAEET VPN E4R -
EEE XAuth S IPsec BA/BLHER - BITIAUILINAE -
ARERESMIEET VPN E4R -

B/ — &> IKE 83E(IKE Authentication for Dial-Out/Both)

1% 32 (Dial-Out
Settings)

S5 OEER L (Dial-Out) B VPN REVEEE T IPsec i - ol HIEIHEE -
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i#%# & (Negotiation)

& 5% (Authentication)

IKE s BIES(IKE
Identifier)

K# 1D (Local ID)
75 ID(Peer ID)

& |Psec BB E(IPsec Dial-Out Protocol) 127 IKEVI i - TR
THEE -
EEXE(Main)EX S fE1E(Aggressive) T - REBRERIRLEHFE
PIBNZRENZETBE - Vigor BHBNFEREREEER -
FEE{ (Main Mode) / #E1B1E{(Aggressive Mode) — EEMIEILE
BEEXNZ: AAEESHNENKBERLZSBEDET - DUEII IPsec
EEY - A BBEXERESER -

L HZ= 2 (Pre-Shared Key) - HIABAELERBPHNZET -

EEET KEVI (EXEHEKT)SE IKEV2 iS5 - DI FRIEINAE -
L H =288 (Pre-Shared Key) - EEZEFASNBETL -
L HE=2M(Pre-Shared Key) - HIABARLEZRBPHNZET -
BiE(Certificate) - BEEEBBMHBRESE -
F#ERE (Local Certificate) — BEIBRTE> > K> > NEREB
(Configuration>>Certificates> > Local Certificates) P98 EfEH
S
&# D (Local ID) - EiBFELEyTEEREHE -
#75 ID (Peer ID) - A THEBHE -
EEET SN B (Select Accept Subject Alternative Name)
-THi=FE¥ 5 ID B OES - 8iF P A - A EEREFE
-
#1175 %38 (Peer Certificate) - BIECFALEIESLRENRRE> > BB
>> AR (Configuration >> Certificates >> Local Certificates)
RS -
SR ZHE(Accept Subject Name) — EHMASTEARBETREE
.
EZE—(Accept Any) - E> > RE > >ZEEMH
CA(Configuration >> Certificates >> Trusted CA)® - AR EEN
CA HZENTMRELBEEBANY -
RERRBRIMAY ID 1SS ID -
HRELEZIRTE ID &R - AU REHEI(Aggressive)id IKEv1
A IKEV2(ZEIEIHEE) - SiRtAH ID f¥A ID -
IEEfEA IPsec VPN $BEIEZEIT VPN BEBEFEHENARE ID -

FRAERRE PR D &2 -
WRIEE T HEHE  ARARREEIKBETE IP N/NEFREESH
% ID ROERR -

B A/ Z& 2 IKE 835 (IKE Authentication for Dial-In/Both)

BARRE(Dial-In
Settings)

t# & (Negotiation)

1EE#7 VPN (Specify
VPN Peer)

S EEER A(Dial-In)B VPN REVEET IPsec i - o FHILTHEE -

EIETE(Main)E S BB (Aggressive) BT - REBBEERBERHE
MBS RENZEIEE - Vigor EEBNERERETEEL -
FE#E = (Main Mode) / EBER (Aggressive Mode)-EE/E A LHTE
BEALZE AAEESHNERRBEELZ R BETET DB IPsec &
BRE - AT BEEREER -

E IPsec BERIBTEEEE IKEvl/v2 S - S ALELINEE -

LEINBETIABRAI IPsec REEFHIEEME T IP AIutsiAA =iE 08 - Wis
EEFERANERERE -

MRRAT - BERE

& IP/#81¥(Remote IP/Domain) — B AZRIFHEHR IP Azl -

FESE = 2% (Pre-Shared Key) — MIAF TR A BETIHR
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X509 #fiIzEE(X.509
Digital Signature)

IKE s BIES(IKE
Identifier)

K4 1D (Local ID)
¥75 ID(Peer ID)

=X
Ag °

& IPsec BIEMEREET IKEV1/V2 S - OIfERLEINGE -

EEFERA X509 BURE - FEE-EESNREHZE  URAZHEMS
& -

EEESIRENBME (Select Accept Subject Alternative Name) - T
Mm=TE%7 ID B9 OES - 6F IP il - PEEENEFBHE -
$757858 (Peer Certificate) - EECTREIBULRGFERRE> >RE>>AK
#R5% (Configuration > > Certificates > > Local Certificates) P HI¥I 75 &

& e

1EZ 8B (Accept Subject Name) - FHIATENREEIZEE -
EZE—(Accept Any) - FE>>RE> >R EER CA(Configuration
>> Certificates >> Trusted CA)F - HX{EEH CA HENEREBEEHH
WRAHBXY -

RERARBANAYE ID F1¥=ES ID -

HRELRERTE ID MER AU ABEDSET(Aggressive)id IKEvL
A IKEV2(RIEINEE) - FIZMAM ID F¥ 75 ID -

IEEER IPsec VPN $EEIETT VPN BEFEFEHAMAE ID -

BWARIKE PR D & -

WRIEE SHEEE  IARRSEREREREE P AUN/NEBEEH
% ID ROERR -

¥ IKE B85 (IKE Authentication) & &

IKE Phase 1

3438 UDP $t#(Force
UDP Encapsulation)

EHIE B (Force
Reauthentication)

IKE Phase 2

REER 2 #8F& ID (Phase 2
Network ID)

Dead Peer Detection

122 (Encryption) — #FB&)/AES/3DES/DES MEEEL  WEMA MD5
gy SHA-1 REEES

B4 (Group) — IEE—ERBRIBHE -

ER&8 (Authentication) — #1E SHA256 3 SHAL ETERNITERE -
AXEE(Lifetime) - ERZE2EE  BRNBIFRMEERBEE - AR
B% 28800 # - MOIRENFEEE S 900 72 86400 # -

iR EERN O] B A/ = BB IhEE -

MR - FiA IPsec SEEIFEEE UDP HE1ZHE -

t)i R REBN O] RUA /= BB IhEE -

MREBIEIE - BITEEH IPsec BHRERS  BENRBLEINES -
IEELZEBAHE  BENBNEREIEASN -

Z 2 MBI E (Security Protocol) - AH( 2 )R RERNBETEHRE
BAGHMNE - FBRBERT - WWEBEERRANRE - ESP (8 ) BB
HE (EBR) BWETNENSOEE -

% (Encryption) — 5 AES/3DES/DES NIZEE. -

ER&8 (Authentication) — #EZE0 - SHA256 3 SHAL ETERTAER
7

AXEE(Lifetime) - ERZE2EE  BBWENHARNEERSE - R
B% 3600 7 - MOl ENTEEES 600 FE] 28800 F -

SEERIERE PFS (Perfect Forward Secret) — t)#253R8 LR /1Z A LETN
BE - PFS ZHSE_FEERBHMIRBRIBREINTSBE -

=113

# VPN RERR IP UiSE KEMBBUPITERN NAT B 25
E IP A -

DPD 21=A IPsec BHRHFFE -

DPD #E3E(DPD Delay) - E2—ERIFERER R - 2BBEENRZERIRE
- RAEEHEE Hello S - EHERES 0 K - olfFRULINE - 10
REH - ZFERES 30 ¥ -
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#A18 (Network)

BEER/NAT #53
(Routing/NAT Mode)

EZERFHA(More
Remote Subnets)

EREEXTESHNER

BE A mEiER (Dial-Out
Interface Mode)

DPD #if%F(DPD Timeout) - S22 - MREAREERIDARWR
BRAE  AEEABHAEALY BHERES 0 B oFHLINEE -
WMRBIFMLINGE - BEERES 120 # -
#5% (Network)
BT A FRMNZIEFHRNREEE VPN EE -
A4S (Local Network) — Faxt{E% 0.0.0.0 &3~ Vigor BHERET
IPCP & PSR = IRERAZENS PPP IP fuilt - MR =W PPPIP firit
=EERN - BEIIEEZERE IP Al - MRERLEE PPTP 3¢ L2TP - #B
EASETERE -
F4EE (Subnet Mask) — B RAHAIRERY TCP/IP 2&E IP fIIALFIF43
BIEE - BREEFSAERAREKRNERIE -
EIn#As(Remote Network) — 8z {E% 0.0.0.0 - E5%R Vigor IEH=R
B IPCP MR EmEHRINGRREE PPPIP - 1RiEIHHN
PPPIP Uit Z2EIER - FFEIIEEZEE IP Uil - MREFLEZE PPTP
3 L2TP - HEFEE EFERME -
FHEE (Subnet Mask) - EEFE A HAEREKAVEIS - L IHEE BRI
—REEEE - SRR EIILEIFREE IP Uit/ EhAEESHREE
B VPN ERETT - #H¥ IPsec = @ B2 _PEEREEELXNEMA
Bim ID -
EiRERA(Diak-In)fER [ - £ ABB(Routing) < EIHBIRER
AR ER—& 1P It -
IR [ VPN tE ¥4 (Dial-Out/Both/VPN Matcher)fE & 7518
B
MRZHEBELTFAERRER—@E 1P Al - FB5EE NAT; B8 FE
Z&B(Routing)
BB (Routing Mode) — BRI NL 2L #1525 VPN (site-to-site)
VPN - REEMERE 2 BEZEER  MAEXRE P Ak -
A ER4BEE 131t 854 (Translate Local Network) — EE2 17432 VPN
B AT RETZRIEFRBAEARR - IRANOHER - RIFE
EFT IP IR (Bl - MRESEER 192168110 - BIEZEHED
—{E#5124 192.168.210 LIBIFAEE VPN &4 ) -
2 2 #83& (Translate Network) - 357 IP fizdlt -
NAT & (NAT Mode) — 1EEi S ZEIFIL A VPN RE  IBER 1P i
HEsAEE P Uil REEBEEXEEEMNE -
I EZEERA  FAER AT EHR AN FREEZA -
{=F(Disabled) — FAIEIHEE -
% E SA (Multiple SAs) - ZEZ @ (SA) BERAHABIIZEHAR
BUARNE_FEERZ2EE  DURHEBIINNERNERZT 2N - BIEIEM
{EFTIZERER -
+H#18(+Add) — RIEFIEEERA - @ASEER FRABES - &2
AR FREEES SN EEM -
EZF4(More Subnets) — FiZEEEHEERZRIFRERE) - DULRERNE
W ZEY - BELBIUERILZERA -
+HI8(+Add) R UEFIEEER A WA RIGREBEN AR ESSELE

# -

BIEFEHILREEEIIELSN WAN B4 - It EEERREBTES -
BSEEN HE(Selected Interface First) — B4R0F - IR S AFERETEN
WAN TE#1T VPN E4R - IREEN WAN N HEHERKRY - BBHAEE
A EREM WAN TE -

PRAFEE N E(Selected Interface Only) — B4R - BEFHERSFERAEEN
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WAN fE% VPN ZERAIME—7TH -
FE(Manual) - BTEZ VPN RE - fEEMLE WAN T BIFHIMNELR

JTH -
B E (Dial-Out ZIt VPN RERNEBSRS RRERBLER - IJHIEINEE -
Interface) B8iEiE(Auto Select) - KBERBEATERLNNE -

FE£% WAN IP/IP firtlt (Default WAN IP [ IP Address) - B FRISE &1L
VPN REREIEE—E WANIP fit -

BE@iE(dle Timeout) MR EZEAREEAKENBERE BEKERER-KEHRR 0 O
FRILINEE -

GRE Over IPsec YR FERARN D] RUR/fF AL TOAE -
REY IPsec EESEHLARER - UINAER SCRRRE B RILEM GRE over
IPsec MIBERIFEREH - BNEHSVARERBVER IP U7 #ERE
RBAA—EM -
GRE A IP (GRE Local IP) - BIABHERZASHES P Al - UEHRSE
TR -
GRE #&1i IP(GRE Remote IP) - 8 A IS F2ZRER:E 108 S T HAVESE IP U

B -
E34(Cancel) RERAR LB EE -
£/ (Apply) BRI EE -

SERREZE - B TNER(Apply) Rt FEEABRE -
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II-4-2-2 VPN & - WireGuard

WireGuard 2—&% % « (REBIRANFIR VPN #E © It VPN ZBARTLUEBTE VPN ERER ( Ald
Vigor B&H: A VPN FRIR( AId WireGuard VPN ARG )2 BB ERTHBM AR |MAKEIL VPN

HEMIBHWEIRRERE (WireGuard VPN $852)) - R VPN >> FILZEAALL VPN Wiz — T +Hig
(+Add) -

General ~

Direction Dial-In

VPN Type WireGuard

WireGuard ~

Interface

O ARERBUT :

I5H Bz

e =B RY/ BAEA 12t FE N BN BB FE U5 2 ¥ U5 2 VPN (site-to-site VPN)AY#EPEREE °
(Advanced
Mode:ON/OFF)
R EHE 21 (Profile WAREEETE - DIStHEA -
Name)
F2A(Enable) tNIREIRALIRL R/ ALLRR E -
E & (General)
7 1a(Direction) EEUE WireGuard VPN 2 EERIDFESESE -
4 (Dial-Out) - REEAR B BEINELR -
#BA(Dial-In) - LR EEAREZEAER -
VPN EG¥t##I(VPN Matcher) — ItE VPN Eb$$#HI B 2/
WireGuard VPN %7€ - VPN EE¥EIRZR TR NAT BEHMNMAE
Draytek BEERZREINIZEM VPN BE - ARBLZBHNERNEE - 57
B REXE wireGuard 8 drayos4 BUSE7AEE B EE T HI £ 1L
Vigor JEFHRE1I VPN E4R -
VPN #E3(VPN Type) BIZERAMRET WireGuard VPN E#&R) VPN $EE -
WireGuard (FEREABAR) -IHRESS :
B A 08 HE2 (Dial-in Allowed Schedule)
1EE# 75 VPN (Specify VPN Peer)
WireGuard (FEREABLE) -ORREES
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B A2 (Dial-In
Allowed Schedule)

fEE# 7 VPN (Specify
VPN Peer)

fARR 2855% (Server Port)

#H#E = (Dial-out
Mode)

#E (Device)

N E(Interface)

#475 (Peer)

EI% IP/ 4815 (Remote IP/ Domain)
EARER IR
1 #E= (Dial-Out Mode)
WireGuard (5552 E 4 VPN thEt s - o HEEES
# 5 (Device )
=% 1P/ 4815 (Remote IP/Domain)
A AR 23385% (Server Port )
#B 4 #8 (Dial-Out Mode)
BB TR IS IZ L B T i B A P ad s -
Kz (Always Allow) — BIZILRIBORIFAKER -
BEi2(Scheduled) — EiZILEIBO]RIBHIRREZI VPN E4 -

EHHRERMIBN - HEE ATAYEE (Drop the Active Tunnel when
Schedule is Enforced) —t/)#% 53 R8 LR/ = R THAE -

VPN #ER2(VPN Schedule) - BT HIZNEEISE—E VPN RER -
ERE VPN B2 2 AT B ERE > > ¥ > > Hi#2 (Configuration> >
Objects>> Schedule) TG AR IR -
YR I RERAL R R/ R ER AR 2 -
&= 1P/ 4815 (Remote IP/ Domain) - # A&l VPN EBRE:H IPv4 fi7dlt sl
ES =4
52 7E VPN {3 iR 23 A0IBIEIRSRAS -
S| (On Demand) - &R EFEHEROTSE - BB% VPN
KiziES (Always On) — RIZILIE O FRSEIER BRI IER -
HER2(Scheduled) — EIBIEIE O] BBHIZE T VPN &4 -

EHHERMIBNS - hEfE AiAYIEE (Drop the Active Tunnel when
Schedule is Enforced) — t/)#:58 58 LR /1= BULINAE -

VPN BER2(VPN Schedule) - AT HITEEIEE—{E VPN RERE -
e E VPN BE2 R0 B E > > W > > BFiE (Configuration> >
Objects>> Schedule) iR R E R -

DrayTek VPN E&Hg3sFfZIE—1& DrayTek VPN Matcher 1RFE# - B
BEEN - EMEBHERE ZEARUIZENIHEIHINE VPN 8BS -
IEENMEB RS 5EME DrayTek VPN Matcher ERSZHIEE - FEEE
EAIE Vigor BREIZREE VPN EHHES -

WireGuard

ERMER MER | FEEERHA VPN HREEE Wireguard -
Et 2 (Private Key) - FBRZ T E4 (Generate) P B EN E S

# -

EEEE2M(Cenerate Private Key) — 1% FE4 (Generate)iZHIEE S
BA(EEERSBMARSR) -

B2 (Public Key) - BRIZ T B4 (Generate) RS FT B ER AR 258 -
wEHE -

EU TR T S/ BAR VPN $EA%E Wireguard -
AmSm(Public Key) - WA VPN @RENABSE -

L HE2M(Pre-Shared Key) - BRZ TEXTEELEZSH
(Generate PSK) 1Rt EELHERSBASR -

EETELEE=28(Cenerate PSK) - R FULSRLIELE SIS -

#1% NAT FEE B I3t (For NAT Client Address (EIEINEE)) — ERIEA -
WARREESE P At -
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#A18 (Network)

BEER/NAT #53
(Routing/NAT Mode)

EZ 74 (More
Subnets)

EREEN T REIR

BE A mEiER (Dial-Out
Interface Mode)

#BH A E(Diak-out
Interface)

& # i (Idle Timeout)

B4 (Cancel)

#1545 (Keepalive) - ¥8:21E% 60 7 -
#3& (Network)

EE R A FAER FABRYREZEE WireGuard VPN E4R -
KiL#EE (Local Network) — EEBRAKAMEERY 1P AILEE - LEEEER
REBE VPN BHERE -

FHIIEE (Subnet Mask) - FRRBESAMRERAMAREAOA/N - WE
& VPN tafEE P it PrBEEE D - FHRBESS
255.255.255.0(3% CIDR RIARH /24)7=7~ IP AIIEAYAET 24 TR
B HER 8 AImARAKMARPHERES) -

&= 48 (Remote Network) - EHRMEFRAEMAIERY IP LSS
B - Bl - mREHAEE 10.0.0.0/24 - RIGEESH VPN EIRFEH
IP fzit#ER 10.0.0.1 ) 10.0.0.254 -

F4EE (Subnet Mask) — BEAEARBEL - EinEENTREESHRE
TR IP AESEENSS AN BRIEBRNFRBESS
255.255.255.0 (8¢ /24 ) - RIRTNEIHMEA 254 (EolHEEsFERNA
HE e

ZEEEA (Dia-IN)fER A EE - EERKE  ERERERTEPERE
B—1@ Ip fiit -

BB [ m VPN EE ¥4 (Dial-Out/Both/VPN Matcher)fE & 751
B

MRZHEBELTFAERRER—@E 1P Al - FB5EE NAT; S8 FE
Z&B(Routing)

B (Routing) -~ BRUFAIZEMISEIG VPN - REEMERKE ZEE
RIS - ME\FBESCER P AL -

A ER4BEE 131t 854 (Translate Local Network) — B I174(E VPN
B ARTEBNRRFRABASEER - IRefMEIMNMEE - AlE
FETT IP {UHEEE (A0 - MREFEEER 192168110 - RIFEH
Hoh—7SNIit 8% 192168.2.10 A EERIFEME VPN E#4R ) -

2R 2 #83&(Translated Network) -5 IPv4 fizdlf -
FIZEZEERA - o BRBEERIEAEBNTFRARE L -
=R (Disabled) - EMALILINAE -
318 (+Add) — UL B E R - I A B AR F AR IE SR

BHER -

BIEFEHILREEEIIELSN WAN B4 - It EEERREBTES -
BSEEN HE(Selected Interface First) — B4R0F - IR S A FERETEN
WAN TE#1T VPN E4R - REEN WAN N EHERKRY - iEHHREE
A EREM WAN TE -

PRAFEE N E(Selected Interface Only) — B4R - ISR FEREEN
WAN fE%& VPN EZRE—NE -

FE)(Manual) - BiTEZ VPN RE - I5EWLL WAN O] B INER
T °

21t VPN REENERAS R ELHB LR - oI BIEThEE -

B Ehi 2 (Auto Select) — KBERERARAETERENNE -

FE£% WAN IP/IP firtlt (Default WAN IP [ IP Address) - B FRISE &1
VPN REEIEE—E WAN IP fuit -
NMREZFHARREEARENRTERSE  BEGEHRER - BERS 0 O
EHEIEIhEE -

IEEBARENHFIILER -
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ER(Apply) i EARELREFILER -
SERREZE - B TNER(Apply) Rt FEEABRE -
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I-4-2-3 VPN $5&! - L2TP

L2TP EAAEIMERY IPsec MIZEEIIZER VPN JiE - BEFESRNTREENMEMY - IHEBEFBERAT
EARER IPsec MNZR L2TP »

EBHIEIHNEIRREMR (L2TP VPN AL ) . EBRL VPN>>IEZEEIIEE: VPN(VPN>>Site-to-Site VPN)
SRBIE— T+ (+Add) -

Profile Name () VEN_1
n «©

General

Direction

VPN Type

2TP with IPsec Policy

Dial-In Allowed Schedule

Username and Password

Cancel m
O] R ERRMT :

EH

3Bk 4 =C: B R/ B B
(Advanced
Mode:ON/OFF)

REHEZE(Profile
Name)

EYF(Enable)

7@ (Direction)

VPN #EE(VPN Type)
L2TP with IPsec Policy

B A8 (Dial-In
Allowed Schedule)

Dial-In

L2TP

Must

Advanced Mode: OFF

AR
12 I BB N BY R R D 24T 5 B VPN (site-to-site VPN) YRS R E -

MARERRN - DUISER -

UBREIRI IR/ B RIS E -
EA&(General)
5L VPN RERMADEFESEAD - AL L2TP 58 BRIEIREAE
ft o
#EA(Dial-In) - LR ERARESHEAES -
EIE L2TP -
HWREEEGER WA L2TP A IPsec ME - DUEFRE R SSEMUR
R .
HiE(Must) - IEEES L2TP BHEMK IPsec REI -
IR TR NS IR T HEE T B P s -
KiEzsF(Always Allow) — BIZILRIBORIFIAKER -
B2 (Scheduled) — EiBILEIET(RBHIREETL VPN ER -

EHHRERMIBN - EE ATAYEE (Drop the Active Tunnel when
Schedule is Enforced) —t/)#% 53 R8 LR B/ = R THAE -
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fEE$ A VPN (Specify

VPN Peer)

fEE R IEER
(Username and
Password)

i#%# & (Negotiation)

EERESE
(Pre-Shared Key)

X509 BfiIZEE=(X.509
Digital Signature)

IKE s BIES(IKE
Identifier)

K# 1D (Local ID)
75 ID(Peer ID)

IKE Phase 1

IKE Phase 2

VPN BER2(VPN Schedule) - AT HITNEEIEE—{E VPN RERE -
e E VPN BE2 R0 B E > > W > > BFiE (Configuration> >
Objects>> Schedule) iR R E R -

IR BB/ FREREEHRNZ 2 -

i IP/4815 258 (Remote IP/Domain) - MREFA TISEL A VPN
(Specify VPN Peer) - sEB AEIGEZSH 1P AL/ M55 -

#EHEZBHEEE(Username and Password)

FEAERE(Username) - BREHREEAILEE VPN &4 -
ZHE(Password) - ARNEREEAEET VPN EH4R -

IKE B85 (IKE Authentication)
REBEERBLZEFE  UEBUSRENLZEEE -
RESTEER -
BEEXE(Main)iE S B (Aggressive) BT - RIEXBEERBLEHE
PRV S RENZEIEE - Vigor BEHBRNERES T EES -

FEE{ (Main Mode) / #E1B1E{(Aggressive Mode) — EEMIEILE
BEEAZE  ARBAEZIMNENRBERELZT BB TETT - DIZII IPsec
R - M EREXREER -

WMAFTIEARAHE=SRRETENRE -

Vigor FEHzRITR

EEFEA X509 BNUEE  BRE—ESORESE - WRWAZESEM
BROE -

EEET S B (Select Accept Subject Alternative Name) - F
Mi—fEH75 ID BT OES - 8 P il - BB ENEFEG -

#7588 (Peer Certificate) - EIBCIBALISLHERRE> > BE>>AK
%35 (Configuration > > Certificates >> Local Certificates) P HI¥ 77 7R
7 e

2R Z 1 (Accept Subject Name) — EBMASTEA BB TEEHE -
#ZE—(Accept Any) - 7E > > RE > >Z{5EH CA(Configuration >>
Certificates >> Trusted CA)d - A= {EEH CA BHENTOURBEBFIHR
RERRBRIMAY ID 1SS ID -

HRELEZIRTE ID &R - AU REEEI(Aggressive)id IKEv1
A IKEV2(ZEIEIHEE) - SiRtAH ID f¥A ID -

IEEfEA IPsec VPN $BEIEZEIT VPN BEBEFEHENARE ID -

BRARIKEPIKHW ID BTE -
MRIEE 7T HEASE - AR SESRKBIEE IP UitF/EBIEEYH
% ID WESE -

EZRE
% (Encryption) — 5 E&)/AES/3DES/DES NIZEE. - WER MD5
g SHA-1 RBEES
B4H(Group) - EE—ERBRIBAE -
E&:% (Authentication) — #12 SHA256 3§ SHAL ETENITERE -
BMEFE (Lifetime) - ENZEEE  ZBNBXRNEEREE - 18R
B4 28800 ¥ - MOl EMNM EEHE % 900 73 604800 0 -
BELZEBNBE  BRENBNREIEAN -
ZE MBI E (Security Protocol) - AH( & )R RERFETEHERE -
BAEWMNE - TBREBERT - IEIEEREARE - ESP (5 ) EnAY
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Dead Peer Detection

#A18 (Network)

BEER/NAT #53
(Routing/NAT Mode)

O S 48 B {11 41 52 58
(Translate Local
Network)T

EZ 74 (More
Subnets)

B4 (Cancel)
ER(Apply)

i (BR ) BEETNEANEMEE -
% (Encryption) — 5 AES/3DES/DES NIZEE. -
ER&8 (Authentication) — #EZE0 - SHA256 3 SHAL ETERTAER
7 e
AXEE(Lifetime) - ERZE2EE  BBNWENHARNEERSE - ER
E% 3600 # - MOIREMEEHES 600 FF 28800 # -
SEERIERE PFS (Perfect Forward Secret) — t)#253R8 LR /1F A LETH
BE - PFS ZHH_REREHMRBEBRGIRNTSBIIE -
DPD 2188 IPsec BHEMITE »
DPD #EiE(DPD Delay) - E2—ERFERTER: - EREENRZEBEMRE
B 2AETEHEE Hello :E - BBERTS 0 - OFEALIEE - 1
REA - EERERER 300 -
DPD #ii%(DPD Timeout) - E2ARETRFS - IREARRBEDAREE
BRAE  AESAHBEHAEREN - EHERES 0 - ol=HILEIEE -
MREIABILINEE - BEERES 120 # -

#5% (Network)
IBEAHFAM T EZEETENREEE VPN E4R -
AR (Local Network) — Fazt{E% 0.0.0.0 &3~ Vigor EHERET
IPCP BRI IEIRIZAZSENS PPP IP fizdlt - MNRZIHAY PPP IP Ardlt
ZEEH - BEIMIEEZEE IP Al - MREREE PPTP 3 L2TP - B
BB EETERE -
F A = (Subnet Mask) — R AHEABEEHY TCP/IP :&E IP [T 48
BIES - BERENSAEARERNEIE -
Ein#As(Remote Network) — 8z {E% 0.0.0.0 - E5%R Vigor IEH=R
157 IPCP BEMEERMIRMEARIGRIREE PPPIP it - MRIEHHN
PPP IP It 2EEM - BEIIEEZEE IP A1l - MRELEFE PPTP
g L2TP - BEBEFFERE -
FHHiE S (Subnet Mask) - BIERT A AHAR B RAEIE - b ThAE B 1L
—IREERER - BAEEIIERERE P i/ ZHEERESHRES
ZEiA VPN ERETT - 84 IPsec S - E2F _REREEENNE A
Fif ID -
EiRERA(Diak-In)fER [ - £ ABB(Routing) < EIHBIRER
AR ER—E P Al -
FEITEIE VPN B AT RBNRERFAEAEAR - IR/ 01E
@ - BUERZEREEST IP UL EER (Bl - WREHEREEA 192168110 - BIFEE
BE D — (B4 102168.210 LI EEE VPN &4 ) -

tNI LR RE R /= B L INAE -

Bt 4838 (Translate Network) - 153 IP fizdlt -

FIZEZEERHA - o BRBEEIREAEBN AR L -

=R (Disabled) - EMALLINAE -
318 (+Add) — LB E R - I A S AR F AR IE SR
BHEN -

EEEHRELEEFIIER -

REERELEEFIILER -

=113

SEREREZE - B TNER(Apply) Rt FEEABRE -
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II-4-2-3 VPN 5 - OpenVPN
OpenVPN BEFABAREE - RELUAEAEZBNRBEREZEFIRE D - REBBENERTE
SSL/TLS M B ER BN L RmEEy -
OpenVPN BEMFRRE - I OpenVPN ER VAT - BSERE OpenVPN RFNERRE
EEMRHNEIRREE (OpenVPNVPN 387 ) - BAIRL VPN>>IE 25 ¥ 1588 VPN (VPN>>Site-to-Site VPN)

Wi% T +#E(+Add) -
X
rofil me
n «©
General ~
Direction Dial-Out
Selected Interface First
Dial-Out Interface Auto Select
Default WAN IP ~
VPN Type OpenVPN

Cancel

O] B ERRABAT

IEH AR

¥R 4 =C: B Ry / B A 1R 1L BE SR BN BB 5 Ik BE ¥4 15 25 VPN (site-to-site VPN)RIEREERE
(Advanced

Mode:ON/OFF)

REEZE(Profile MARTEEZE - USRI -

Name)

ExF(Enable) BRI R R/ BRI RE -

EA&(General)
7@ (Direction) FEELL VPN RERREHFESERM -

4 (Dial-Out) - REEANRBRLEINELR -
#A(Dial-In) — IEREEARESBEAES -
VPN #EE (VPN Type) BIZFAMEII OpenVPN E4RA VPN BE! - £ OpenVPN 1EEARRAMIE
IR RIBATE RN S MmES
OpenVPN (BasER " %‘/iﬁ)\ﬂ—:) _FEEED
£ A 5255872 (Dial-in Allowed Sohedule)
1EE 7 VPN (Specify VPN Peer)
OpenVPN (HERER _&/BLE) -t HEES
=% 1P/ 4815 (Remote IP/ Domain)
A AR 2338 5% (Server Port)
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BA R FHEE (Dial-In
Allowed Schedule)

=i 1P/ 4835 (Remote IP/
Domain)

AR 22 E %L (Server Port)

#H#E = (Dial-out
Mode)

fEE$ A VPN (Specify
VPN Peer)

fEE R IEER
(Username and
Password)

OpenVPN i&E
(OpenVPN Settings)

#A18 (Network)

B 5  (Dial-Out Mode)
REBFER NSRS T EEN P EEsE -
KiEssr(Always Allow) — EEILEIE T RIS ALER -
HER2(Scheduled) - EBIBIEIE O] BBHIZE 1T VPN &4 -

EHHERMIBN - hEfE AiAYIEE (Drop the Active Tunnel when
Schedule is Enforced) —t7)# R B R A /& FI L THEAE -

VPN BE#2(VPN Schedule) - AT HITUEEIEE—{E VPN RERE -
e E VPN BE2 2R B RE > > W > > BFiE (Configuration> >
Objects>> Schedule) iR R B R -

#WAEIR VPN FARZR IPv4 (IS 27 -

R E VPN fEiR=3 AV IR SRS -

Z|ER(On Demand) - BEAIEERERHMBBEOTER - BEZ VPN
KiEER(Always On) — BB O] FERSRIEMIBE MBS ER -
HE2(Scheduled) — EZULRIEDRIBHFRET VPN &4 -

EHHERMIBNS - hETE AIAYIEE (Drop the Active Tunnel when
Schedule is Enforced) — t/)#:5 58 LR /1= BULINAE -

VPN HE#2(VPN Schedule) - AT HITEEIEE—E VPN REHE -
ERE VPN BFZ2 2Bl B ERE > > P> > BEiZE (Configuration> >
Objects>> Schedule) iR R EE R -
MR EEEEE(Both) - I IHAETIA -
UIREIRERR/ ERER ERIRN L s -
& P[4t 258 (Remote IP/Domain) - MIREMAT "{EEHA
VPN (Specify VPN Peer) - F#i ARIGH SR 1P AL/ B2 -
#EFREZBHEEE(Username and Password)
EMUTERTER : AEEER /% A(Dial-Out/Dial-In)f] VPN #EEIE
#Z OpenVPN -
fFAEZE(Username) - ARERREDIEET VPN B -
ZHF(Password) - ARNEIGESFEEET VPN ELR -

FELUTER N ER : 770388 2% 1 (Dial-Out)®] VPN #5E13%12 OpenVPN -
W B % E (Dial-Out Protocol) — #$2 TCP = UDP & VPN @R
BIE -
EEA OpenVPN #%7E(Import OpenVPN Config) - T #GEAM Vigor B8
H2889 OpenVPN REEEATERZILEESS -
#IZEE OpenVPN FREEKIETER OpenVPN fEIAR=E( Bld Vigor BEH
g - PC- Efh VPN R#MHEZ ) EAF Vigor EH=E - 2% - AT
PUMER VPN FiFIR  BRFEREZWAMBHFE VPN @RS - IRBE
BEERE  MSEHEA -

#3& (Network)
1B R FF A F ARG F AR EE 8 OpenVPN &4 -
RS (Local Network) - ERBRAMMAIEN 1P (itEE - HEEE A
R&E®R VPN BHRE -
FHAIEE (Subnet Mask) - FHRRIESHABRERAMARH AN - WE
#F VPN #{afR%E IP (It hREEEED - FRISESES
255.255.255.0(8% CIDR ‘AW /24)%~ IP AIHRIAT 24 fIocAR
B HEf 8 MIcARAME PR EES) -
EIR M8 (Remote Network) - EXMEZEENERAMEA IP AL
B - i - MREHRAIEZE 10.0.0.0/24 - RIGEESH VPN BIHAEER
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BEE/NAT 1=
(Routing/NAT Mode)

EZ 74 (More
Subnets)

EREEN T REIR

BN EE(Dial-Out
Interface Mode)

B E(Diak-out
Interface)

18 038 RE 22 = (Dial Out
Advanced Settings)

IP fistsEE 2 10.0.0.1 % 10.0.0.254 -

F#AiE S (Subnet Mask) — BIRMEAEREEL - EiHABRNFRBESRE
TERIFREE IP AUSEENEIN S -  BEERHEPBRNTFREESS
255.255.255.0 (2 /24) - AIRTEIRFEEE 254 EoHEEFERNOMN
it

=i A (Dial-In)EB A - ZERIRE - BIHRIRE T R EERE
B—@ Ip fil -

SEEER /#m (Diol-Out/Both)fE& S HE
MRZIHPEBELFAEBEER—E P Al - 55EE NAT; B - BE
218/ (Routing)

B (Routing) -~ BREUFAIZEMILZH IS VPN - REEMERE ZEE
EIRE - MEHESCKR P AL -

A ER 4 B& {131t 8834 (Translate Local Network) — ZE 7@ VPN
B AETRENREFHEEARER - IREMEIMNMEE - AIFE
FET IP itER (AW WREFEFEA 192168110 - AIEEE
Ho—AMAtER A 192168.210 ABERFEEE VPN EE)

Bt 4838 (Translated Network) -5 IPv4 fizdlt -
NAT - (BelE AR RIRIAEARY VPN JRE - #52KR IP {UitEIRSESR P
firtlt - A BEREEXAEZEERAE -
MIZEZEEEDR AR EEIRRABNFERKL -
L BERE AR /= BB b ThBE
i (+Add) — RULHIESTRIE R - I SR AR F AR IE SR

ERE, -

]

RIZFRAILREEZIIESN WAN B4 - IR EEERRELER -
B5iEE T E(Selected Interface First) — E4R0S - ISR AERETEN
WAN 7THE#ETT VPN #4R - IIREEH WAN NEEFKLR - BHREE
A EREM WAN AHE -

PRAEE T E(Selected Interface Only) — E#RRS - BHARFEREEN
WAN 1E& VPN E&ZrIE—E

FE)(Manual) - BfTEZ VPN RBE - I5EWLE WAN O] BIEHINELR
TE °

B #0312 (Auto Select) — BREREHRESHBENNE -

FE5% WAN IP/IP firsit(Default WAN IP [ IP Address) - B FHIEE AL
VPN :RERIEE—ME WAN IP il -

ZH5EE A (Cipher Algorithm) — EIZFFRMNZEE A - BATALEN
BUEEE  AES128 - AES192 A1 AES256 - AES256 LE AES128 &% -
BHNEFTEHEES @ DJsEENMEER -

HMAC @& 3% (HMAC Algorithm) — HMAC HEREREEZAN SR8 -
AREE VPN BRNZEZEMEE Y -

RIEZEFEMN HMAC BHEEEX - TIEMEHEEESE S : SHAL M
SHA256 - &:#%EH SHA256 - AT SHAL Si2@as -
BAE®RE(Client Certificate) - FA TR EEIRIED HEEKARKN
FFIm/&E - A OpenVPN HREEE - 2AEEHEEERREE(EE
Fi OpenVPN BREFRIEE) -

Z{S1EH9 CA (Trusted CA) - A TFHISEEED HEZRARNSET
CA & - EA OpenVPN REER A ESBEHEERREIR(TENER
OpenVPN ESFH CA) -

B4 (Compress) - RIE—EITARBHEERIE - LUR/DEBEBEER
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HERNRERERE -

TLS B&FE(TLS Auth) — tIRUEFABELRIA/FMA TLS BETA - IR
OpenVPN HEEEZ TLS i - RIGBEEA -

B (Cancel) SEE AR LRI -
=6 (Apply) e AR E LRI -

SEREREZE - B TNER(Apply) Rt FHEABRE -

282



I-4-3 &Zi T 1E& VPN(Teleworker VPN)

VPN {5V &E N E AR AR R AR 2 BER - TREMNESAEFEIEPH IP Uil - BERFET
EHEREFERATNALER -

Local Network
192.168.1.0/24

B, e
o T e—— e 192.168.1.100

FRL VPN>>%&l% T{F& VPN - BIoEALITFER -

VPN / Teleworker VPN {OReset (C Refresh

Teleworker VPN

+Add £ OpenVPN Config Generator Search.. Max: 100
Telework G Allow Logi Created o Last Login ~ Stati
eleworker roup low Login reate N ast Login IC
S U U Rol Statu L
ource sername sage VPN ole IS P()”Cy from WAN Time ogin P P Opl\ﬂh

EEHIE VPN RERE - FiL+#E(+Add) -

AR BEHREAEREEETHRTEE R (FRETLERRE ) BERADUS IAM>>EHEMNEHE
>>HEREBPHREAR - RZINAK -
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Teleworker VPN

Status Active
Group Policy None

Expiration Time Never

User Information

Enable Email

MFA & Port Knocking

Enable MFA [ @)

Cancel m

O ERRARET -

]|
EREZE(Username)

F3%(Usage)

Eix T{E& VPN
(Teleworker VPN)

21 (Password)

BB [ SRR [ TR R R
#&(Password

New Password/

Confirm New
Password)

#R 8 (Status)

B4 40588 (Group Policy)

AR

BMABAZE (B - LAN User Group_1 - WLAN_User Group A +
WLAN_User Group BE% ) ¥ IIbERERTERE -

E&E M FERAEREEAVFEE -

IAM fEFZ& (IAM User)-Itb32E& T B VPN RADIUS-802.1X~USB #1
IAM ( BAoRNEINER ) &E -

2R 51 (Router Management)-LlLE2 E B E AR KERER - £8E
A VPN - RADIUS ~ 802.1X - USB #1 IAM §&:5 -

MRAEEET IAM FRZE - RITTRLEINEE -
PRI A EEm LEE VPN IhEE -

WMRREEET IAM A% - AITTABIETEE -

HELFERAERTEERERE (BN - lugl23 - wugll3 wugd56 5% ) -
EFERAEEATIRRARE VARTAVNERE BB ASET
BMBE 2SR SHNERESBNERHENREREREARER
& -

WMRRFBETRAREE - AT AILIIEE -
HEWERERTEERERE (B - lugl23 - wugl23 - wug456 5% ) -
EFERAEEHTIRRARE WERTBUNERESBNRBASET
S0iEE - 2AERTENEREEBNEBHENRTRERERNTER
% -

E & (General)
(MRAZEENE 1AM FERE)

fEM S (Active) -~ BUAILEEPH—MBRTE -
FRIA(Inactive) - FALEE EH—KEE -

WMRREEET IAM A% - AITTABIETEE -
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Z#8 H (Expiration Time)

EREEM(User
Information)

MFA B Port Knocking
(MFA & Port Knocking)

EERERTIILERERERNEARERER -

WMRREEET IAM A% - AITTABIETEE -
REFEREREERERBERAEE BRERN  TAERERERKE
HERUKBRE -

KA (Never) — MFRERBEFRFHBURE -
FIERIS[E (Expire in) — REEREIE  BEBENSE - /\F - RIFE
BHERNG AR P IEAR -
FIHARF R (Expire at) - FAKEREIE - BELMEENHEBMEEZIE
WAL IE3EAR -

A#A(Date)

B (Time)

F# H (Expiration Time)

R EF B4 (Enable Email)- tNERELIRASEREFBERTE -
E7 4 (Email) -8 A BRER MFAPIN BHETE AL -

BEXREFHHBMEHEIIMNERZ(Send Email Notification to
the newly created User)— [a]1thfE A& 1R S 3B E 4 -

R A (Enable SMS) — B8R LR sl S B E -
REER(SMS) - A MFA PIN FSHY 2R BEUTSETE -

ZREE (MFA) DJLUREH B L2 RMIRER -

E2F MFA(Enable MFA) — i BIRALIELFE/ B MFA THAE -

705FH9 MFA A= (Allowed MFA Method) - E1Z7t WAN EARE
ERE TOTP - BANETFBHHE -

TOTP - HREREBN—RIEZRTE (TOTP) #H  BREFAMGHNEESS
BERTIERE - A% ERHNFH# ELE Google Authenticator F&
AR - HEEZERERNFRIEEE LM QR #5(QR Code) - R F#
i EER— AR - EE TOTP Wiz FEM(Apply) - Blols&EdHa T~
HERAE

TOTP *

Secret: |BLUMZRXMJCUE4JRNRJEKYTDNB2DERKNIKDARBYK44WA4DPG5GDQUDFKZAXSZTP

Validation Code:

EEERE NS (Validation Code)t#Id - MIA—RUZREE - REEZ— T8
& (Verify) -

RERECTH - ERBEAEIWNEDBRIE  CREERGAE
EREH -

0/ E F B (SMS/Email) - BIBHRBGHE LA ERAEENDE
BRANERHAHBF IR -

MEIEIT Port Knocking (Enforce Port Knocking) — 132 38BALLEY
FA/1% F8 Port Knocking IfI&E -

8 —{@& Knock ##0(1%tKnock Port) - & ABI1E ( 3001~59999 ) -
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1ES% &M (Account Info)

E&(General)

FOEFAY VPN B E
(Allowed VPN
Protocols)

Z 2 (Security)

BTRESE (| ) LEEESEM -
TOTP Z$8(TOTP Secret) — FRAR TOTP MEE -
BB EREIE SN — BRI (RUIBE - FREABEALREA IP) -

EI T EZ VPN (Teleworker VPN)
(MREAZEEMNE 1AM ERAE)

E&EEE(dle Timeout) - IR FERE BRI 23BN ARKERE - 8l
ZERENREBRET L - TERERT - BEARRKES 300 # -
VPN HE2(VPN Schedule) - #1EXiEER (Always On) ( EEEHA VPN
YALRGEIE ) o SEIEBEERIA (Scheduled On)iRIEHERZ 217 VPN E4 -
EERE VPN HEEZAT - BBERE> >WHE> >HiE
(Configuration>>Objects >>Schedule) PHiGFERIRERZR -

1B VPN #1T Netbios @4 (Netbios Naming over VPN) — t7]iEE8 1
FOFF[E#B NetBIOS mEIIEIFER VPN BEEH -

%318 VPN Z#&(Multicast over VPN) - ti858RI 035 /BB IEE &
BB VPN BEEE -

#3iB VPN #77 mDNS 1 &{=&(mDNS over VPN) — 1i&BIRELL 7055 /1B
# mMDNS I EI%EE VPN REEH -

T& SmartVPN Client (Download SmartVPN Client) - #ZItt T RAR
#2171 VPN E#&H DrayTeck SmartVPN FFIHIE -

1 |Psec ~ WireGuard 3% OpenVPN fE&REIx TIEE VPN ERHE
HimrE -

IPsec — ViEEREALIRLA IPsec 1B °

MBRYA - F8#2 IKEvL/V2 ~ EAP #1/8i XAuth %5 IPsec W °
OpenVPN - tJ#FHEELEIA OpenVPN 1#7E -

WireGuard — tJ#28BAIRUA WireGuard tH%E -

E4E iR (Generate Key Mode) - EIEEE)(Auto)ai B &L
(Customized) -

BIEEE (Auto) % FEE 2884 (Generate Key Pair) WIBEEIES
BERERSHINALKAMEE -
EERSE(Customized) B A S SNBSS -
FFi%ABE#(Client Public Key) — # A% WireGuard VPN
FAFIRZ#INEES -

L H =288 (Pre-Shared Key) — BERE FELTALLZ S (PSK)
RIMFREEMNERSE -

ELEERZ288(PSK) (Generate PSK) — T ELELHZSE
(PSK)IZEREAETELAEIS -

5B 41588 (Persistent Keepalive) — T8:&1E%S 60 ) - tIRE S
It NAT SFXE 2% - FERAERRTE -
L2TP — UNBRRBEILIEIA L2TP RE - A% - BETUTRE :
& IPsec & L2TP(L2TP with IPsec Policy) - ¥RiERIERE
3. ZRER L2TP A IPsec 1% - DUBRRERISTEMNEE Y -
MA(Must) - IEEEY 12TP ERERK IPsec RE -
fEEY 75 VPN (Specify VPN Peer) — 1258 BB/ & BIRIEE BIHR
LTS -
Ei A B IP (Remote Client IP) — B AEIHE %5209 1P Al -

HEEHE=2M(Pre-Shared Key) — EiEiZ IPsec 1EBMEFAI VPN
WER - LLINAETI A - 5275 VPN (Specify VPN Peer) o LUBR I
IPsec EHRIEEMNEES IP Ui ZEEE  WollsEEFERAN
Fhig -

X509 Bifi1%%2(X.509 Digital Signature) - ZEE IPsec fFRRFFH
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% 1P %ik(Local IP
Assignment)

WireGuard B Fis
Config R EEL 2R
(WireGuard Client
Config Generator )

B (Role)

#R 8 (Status)

FBEFEB WAN EA
(Allow Login from
WAN)

VPN HERS - IbIIBETI A - B RE B 5RE - £ 2E A X509 HAIEE -
BEE-BENRERE  URAZEREMEER -
= (Disabled) - EZIEEOEA VPN BRACREEARER -
2 EEeE K 21 (Accept Subject Alternative Name) - LI F=
BHE D BP9 UES . GF P il - PEBEANE LG -
1 IRARE PEE(Select from Existing Certificates) - BEECTE
SEES W R GFTE R > > RE > AERE
(Configuration>>Certificates Local Certificates) & i &R -

EZEREEHE(Accept Subject Name) - FEHMATEARE L
=5 -
#EZE—(Accept Any) — FAERE>RB>>ZEEHN

CA(Configuration>>Certificates >>Trusted CA) eI ST
CA HEWRBEFHEARBIESE -
43K IP #56(Assign IP By) — #1Z LAN DHCP siEEI%E IP firdl - 1R AL
Y WireGuard VPN #@:1%7E - BILLEIESHIEEA -
FIEZEE IP(Static IP) -
B IP(Static IP) —5%& IPv4 firdlt -
2K IP 5RE (Assign IP from) — #Z—{E LAN NEET IP D -
DNS %k 75 = (Assign DNS By) — 1% LAN DHCP ( DNS IP fiiiti#$
Vigor B2 EHEI B0 ) SLZ2ERE DNS - MIREEZEREE DNS - BREFE
DNS 1R Z DNS -
£Z DNS (Primary DNS) - 8 AEZ DNS f@fREEH IPv4 firdl -
RZ DNS (Secondary DNS) — MREE - @A S—{E DNS @R
22/ IPv4 fudt -
VPN faAlfR28(VPN Server) — =8 ALLEFAI2EA9 WAN IP {7ty 4818 &
-

27 VPN {85 TE:R I3 (Set VPN as Default Gateway) — t)i2BIRAENT]
R/ EFIEIhEE -

F2R(Enable) - Vigor B 2815 # 25 WireGuard VPN B EI%AITERR
8- WireGuard VPN BFEIREFIBREE1 WireGuard VPN 7
BEEHEM@ZE Vigor FEHEE -

=R (Disable) - =RILINEE -

I T2 & (Replace the Default Route) —t/#53R  RUB/ 5 B
LEINEE - = NER(Apply) BRIRHTERRESHEH VPN BEHEEM -

$2E(config) — ILBAIPHTER X FEEEFER - WERE QR BAIRE
el - MERS - AIEHLF -
T &% (Download Configuration) - #ZILERIGILEE LAEE N &5
X XTI MUE AR VPN BEIRD I WireGuard VPN E4R -
EA&(General)
(MREAFENEIRMREEE)

MRAEEE 7RSI - BIOALEIEE -

18 & (Administrator)

1% (Guest)

£ (Users)
EAD(Active) — RIBILEE M —MRBE -
FEYB(Inactive) - ERLEE FHN—MRBE -
WMRAEEE T EAZREE - RITTALEINEE -
ERA - ERZETLIE WAN IR E
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fEREEM(User RAEZH 4 (Enable Email)- t)iREIRIL RIS EREFHERE -
Information) Z7H 4% (Email) -8 A FREW MFA PIN HBHEFE 4t -

EXEFHEHRMEHEIMNERE(Send Email Notification to
the newly created User)— [ LL 18 F & IRSE S5 @ AN D¢ -

B RS (Enable SMS) —1)iEBIRALL RIS S REARE -
B5(SMS) - B AU MFA PIN TBAOES SR UT SR TS -

MFA £ Port Knocking ZHERE (MFA) IR BREZ WA ER -
(MFA & Port Knocking)
F{F MFA(Enable MFA) — tTIRBARALIRL/EH MFA ThaE

Fe3FH9 MFA 5 (Allowed MFA Method) - 2iZit WAN EARE
BHERE TOTP - BNEFE4EREE -

TOTP — HRERIBMN—REZREG (TOTP) #H  BHEEEHNIEHEE
RERRELRE - A% - EENFHE LLE Google Authenticator &

AR - ARZEAENRFHIEEE L QR #(QR Code) - RHIF 1%
FiBER—RMERTS - EiE TOTP Wiz FEM(Apply) - BIEEHMAT
HEEIE -

TOTP *

Secret: |BLUMZRXMJCUE4JRNRJEKYTDNBZDERKNIKDARBYK44WA4DPG5GDQUDFKZAXSZTP

Validation Code:

EERE NS (Validation Code)t#Id - MIA—RMZRE - REEZ— T8
& (Verify) -

BRERECTH - EEBERERHENERRER  TRRERBALE
KIFRRE RS -

31/ BT E - (SMS/Email) - & E%Hﬂﬁ?)’%’f&tﬁﬁﬁﬁ%‘mﬂqﬂﬁ
ERS A B BEMNEF B AR

3EI#IT Port Knocking (Enforce Port Knocking) — 132 38BALIEY
FA/1% F8 Port Knocking IfI&E -

% —{& Knock #£O(1tKnock Port) - 5# A 211& ( 3001~59999 ) -
BTRESFE(UEEESEN -

TOTP Z§&(TOTP Secret) — BERAR TOTP K&k -
1ESEZE M (Account Info)  EEREAERPH—MREN (BIBE - EREABBEANLEXEA IP) -

BE(Cancel) BERARETHMIER -
£ (Apply) b7 B AR R B -

STHREZE R TER(Apply) LR FARRRE -
OpenVPN R EE£2E(OpenVPN Config Generator)

EKEEP BE LI IENR OpenVPN AFIREZREHBMENRE  REER N HHEBEFIHHE
EAaERE -
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OpenVPN Config Generator

Transport Protoco uppP
UDP Ping

UDP Ping Exit
Auto Dial Out

Cache password for aute

«©
«©

reconnect

Set VPN as Default Gateway

Export Configuration by

ncluded Users

r——

Spedify Server URL by m DDNS Profile ‘ Custom URL

rrrr

Cloze m

OIHRRERRART -
IER
EEEAREE URL AT

(Specify Server URL by)

E#m @A E (Transport
Protocol)

UDP Ping

UDP Ping ##R8(UDP Ping
Exit)

B 8#% H (Auto Dial Out)

BEENERKZEETEE
(Cache password for
auto reconnect)

AR
OpenVPN AP R IP A7k 34815 & 8 2 i =R -

WAN IP — OpenVPN RREREFFEREFERM IP UIERFIRIIAIL -
WAN IP — #1ZE WAN 7TH -
DDNS :&7E1%(DDNS Profile) - OpenVPN :RE#E#5#EA DDNS :REE
AR 2 FE -
DDNS :R7E1%(DDNS Profile) — ##Z—{& DDNS REH -
Z% URL (Custom URL) — T
OpenVPN HEERKEREAEEERNEMRE 1P HAEHZE -
£ % URL (Custom URL)- f5EEAZEREDAH URL -

TCP/UDP - 32 UDP 5 TCP fE% OpenVPN FPI% B4 2B HaE M
FRiERMHE -

MRERENVEHALBRZTOTERTE - AIEER UDP #ZHI3BE ping
RIS -

MRRKIEIRBEEIRFERN ping SKEMIIE - BEE OpenVPN TELLER
ERWEEERD -

YR FARERN O] RY /1= AR B THRE -

RUA(Enable) - &S OI B8 #5REETIES Vigor BBHZ - ME
17 OpenVPN #BE -

=R (Disable) - =RILINEE -
NI RERN I BB/ = B LLEIThEE -

RUFA(Enable) - OpenVPN &/ N\EEEIEMER—R - EFEHIET
WA - MRBALLINEE - Vigor 2MiGIR7T OpenVPN ERAIEHS -
WHEBREMHERIGER -

=R (Disable) -E R IEIHEE
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FR%E VPN & TEsRRE
(Set VPN as Default
Gateway)

BE iR et A = (Export
Configuration by)

Close

EM(Apply)

tIRFERARN D] RUR/fF AL TOAE -

F2R(Enable) - Vigor BE2§#§ #1385 OpenVPN B EIHAITERREE -
OpenVPN BFEI#EMABREEE OpenVPN BEEHE@ZE Vigor B
g8 -

=R (Disable) - =RILINEE -

BHZEERAE(Email to Users) - ERIZILINAE FABBRE2EHEM

fir -

OpenVPN HEEREZABFERAETEETHERE -
BZEAE(Included Users) — EIEZBH Vigor A EWRERN
Ein LIEEMARP) -

BEREFHMH(Send Email) — $Z BN T ILE HE _EAER ELUE R
R EBETHHEL  ZEELIEAZR VPN AEIKS - MUEHE
Ini AEREEIL OpenVPN E4R -

T#EitE2(Download file) — OpenVPN HRER B HEEEBRIED - #E8
EIIE - NABER NERERE -

T2 E(Download Configuration) - #Z T Itb#%Eh - #ILEE LA
RETHRESR  ZEXILEAZR VPN FHERMEI OpenVPN

EEENRELHFEILER -
i EHARELREFILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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lI-4-4 VPN E4R 58 TE

REBEREE VPN EHNREE

IhE 4T IR 2, VPN(Site-to-Site VPN)
&% T fE& VPN(Teleworker VPN)

(256

B ES (Connection History)

SR VPN B4R E #t (Failed VPN Connection Attempts)

2 N1 E8RA 3% (Brute Force Protection)

VPN / VPN Connection Status

Site-to-Site VPN Teleworkers VPN

Failed VPN Connection Attempts

Time Period

Protocol

IPsec
WireGuard
OpenVPN

LaTP

Failed Attempt History

External IP Location

Last 2 Hours

Connection History

Failed Attempts

o

o

VPN Type

Failed VPN Connection Attempts
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VPN Profile

Brute Force Protection

Interface Time

Details

(C Refresh

Max: 100



I-4-5 13 B8 R (Backup & Restore)

IEEIARER/ZER VPN &E -

VPN / Backup & Restore

Backup & Restore

Backup

Selected ltem

d Protection
New Password (@)

Confirm New Password ()

O ERRART -
EH

EEIEHE (Selected
ltems)

B 1RE (Password
Protection)

AR TR R
(New Password/
Confirm New
Password)

#13(Back up)

BRAFNER(Restore

from Backup File)

BEEEEET 5%1%11:(':”9

has Password
Protection)

#%8(Password)

B Select All
2 General Setup
B Site-to-Site VPN

& Teleworker VPN

«©

@

@

+ At least 8 characters

se characters

se characters

= Mumbers or Special characters

Back up

B
%19 (Backup)
BIBERBEEON VPN B -

BTYZEZER  IUBIERENREREE
i FA R RN o] RUA s = A LT BE

WMAFTIERNERERNER -

ZICEN O E MR ELRE -
R (Restore)

- BItHEBEERES -
E R (Restore) - ZULHITIBRIZLE -

i FA RN o] RUA s = A LT BE
WMREA - AERRERFERM -

WARRERRENE -
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I-5 EHEHEHIZE — SEAMI(Virtual Controller - Wireless)

UEThAE IR E B I M E IR RAR SN B AR AT B 1EA) DrayTek ZE MRV -

I 48 25 BH—{E 1R &7 2 (Root) R S 1@ 7 &1 25 (Nodes) A A% *E’éﬁﬁﬂf“%ﬂﬁf‘@ﬁﬂﬂ&]rﬁﬁ&ﬁW@E*ﬁ?UFﬁE?
B - EE - REMAMTEREAERNER SSID/ZEURTE - FEHEAFK USRS E P Ea—{E -

HREAENEE  REOEMUEBEEREBENALD - HBEPNAAREHURE—EEFHAT - RETFHD
PUgNNei#e ERFHAE PR EPMRE—ME - £HEBECLIEE VigorMesh 5 EasyMesh ZRE17HEAR
Bk (Mesh) 4885 - MREABKMEREE - RERAT AP E12 - NUEBEBERELEIRE -

VigorMesh 2 DrayTek EEHVBRERMARMIEINGE - 35FF - 7 VigorMesh A8
BB RS 8 E(BE MK )

RARMER 3
ExAN-IF
I e e - Mesh Node
et S el hop 2

-y
- - - -

Mesh Root
hop 0

: Mesh Node °CHz

MeshNode:
hop1

. ' hop1
L

', MeshNode +

+ hop2

LY

P Mesh Node ,’
hOFJ 2 s

-
--------

- -
- -
L B

L VigorMesh #38 PROFRAR AN A8 RS B A
WZAE " RIS ERA "0~7" EAERAERERAAMN -
(Bl)BERERT - @REEPHRSERERNER SSID/ZERE -
(F1iE) R ERMARBEE T3 S E B ER B B A P IIE — BRSPS EN T -
(118 EnFRE A AR A RS BB IS B B E S B R B F — A P B — B S IE A ABAR BN S -

$7 43 4 1R 48 18 3 25 (Mesh Root) BB 43 48 1A 48 1% & 25 (Mesh Node)
FARMBINABIE £ 25 (Mesh Root) R R E B ER — QBB HITHEIER -

ERMEER  ZEREVNELSSANERGERD —SRER  THRERIEKRAK -
ERMKER  ZREULUEBRANARERERIE—REARABRBFARNNRR AR -
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NERRY Vigor EEH=RM@IER MESHROOT EfF :

Vigor Router

\t)‘ o 0 [

INTERNET MESH ROOT MESH NODE

W asaas - #

I-5-1 A &:8E (Role Setup)

AEEOLUREEAEME I EREN Vigor BREENAE - WREEESERMDIE(Mesh)IhEER AP EEI)

BE °
Wireless / Role Setup O Reset (Refresh
Role Setup
Device Role Root ~
Group Admin Account (G) admin
Group Admin Password () seseeses @
Password Status Ready

Initial Config Sync

Set Configuration by Follow Root
Config Sync to Ia Iﬁa Select Scope |

Mesh Setup

Mesh Version Vigor Mesh (R2)

Enable Mesh (:)
——

Cancel Apply

TR ERBMT
IEH Bl
¥R 4 =C: B Ry / B A IRILEE NS S RE PE R E (B TTHIRSEY - HEES LTHRIRSEL
(Advanced BARER) -
Mode:ON/OFF)

#EBRE(Device Role)  MIEEE(Root) - ARBERMIE TR - THEHI B/ 1G R EELSBIEFR
AR EER L -
BB ETRIRSE (Group RE—ARSE - HEREEERERRGAREHEENR -

Admin Account) BB ENIREEIRASESNSENIEESE  UREESARPKEHD
IESRRZ 2 -

|
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B EEERE(Group
Admin Password)

BEEHR 8E (Password
Status)

BERES(Set
Configuration by)

2 ER S Z(Config Sync
to)

A AR 48R B (Mesh
Setup)

BAAKARBERAGE
(Mesh Protocol)

B{ 48218 (Group Name)

BENE/MEER(Auto
Wired Adoption)

BT THRES
(Wireless Downlink
Band)

BENER L1ITHERRE©L
(Auto Wireless Uplinks

REHEEERETEBRSERABE IR -
WWEMRENZEENAESEGHMNIEERE  DIEREFMAINEAEES IR
THZEM -
1 P& ME 228 (User random password) — LB TBREERIRES - HETER
BT - AIRERARIEEER Vigor RMEHES -
##E(Ready) - MEBBEFERTHEEN - RETHE - BENER
o4& Ready F1x »
AR E RS (Initial Config Sync)
&4 8 (Follow Root) kBT BB EEART - SRR E 2B
.
SSERE(Full Config) — 1B RERISRIFAES -
E125E (Select Scope) - HEEMRER S EIFFEHL -
BRI PR B (Mesh Setup)

36t BARA LARK AR/ 15 PR AR AR AR AR B THAE -

EEARARBE - UERBRRMARMAE -

Vigor Mesh - DrayTek B EHIHE -
BRERBSAREREEANSTE UERE  FEEME -
RHERAEPBE Web AP MEBRPHIESBIZLH  RFTHG AP E
FIMRFR R0 LAN EEHREN O[3 17 VigorMesh B¥4H -

RRFLEINEER - £ VigorMesh BB XMEHERAZFNERES
(AP)FS - AR ABEE E 26 (BN VigorCA10) B EMIE ERBE>REFE
(Device>>Device List) W BRIAFEM - #4% - FZENRAIS B BN IRANE A 48RS -
SEEM T (BTN B BT R BB AR MEER (Auto Wired
Adoption)IfEE -

evice List ~ MeshStatus AP Adoption

Device Menu
Device List

€#) Dashboard

= Configuration

Device Number: 2/ Online Number: 1 / Synced Number: 0

@ Security N Name MAC |P Address

[>] DrayTek-72D8E8 1449BC72D8ES 192.168.1.1
VigorAP1070C 14498C223344 0.0.0.0

BTN AE R e P 26 72 BUFR RS (ON) A Tl A -

EERA LTRER  SREERNEEAEFREEERAR -
EERGIAR(BE - 24GHz 5 S5GHz) DUEEEI N TRAMRE R T1T
RN

2.4GHz e

Auto
2.4GHz

5GHz

IETHAE(E TE #E RS 26 72 RUFR RS (ON) A Tl 6 -
FRERCRUABILTIRE - EENTEHEE - FRAANEBET(RE)HN CFG
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Optimization) Sync A CFG Check REEMINTTA - MREIBULINEE - ERRBEEIRIR

BAESME (HIMNEBEAR - EFERE ) 8 IRERATEIEEUEREGHE
AR -

B#Z 4 (Log Level) IEINAEETE PR RR E RU RS (ON) A Tl AR -
BIZE A (Basic) st 25 MR (Detailed) - HHREMNBEZ BRE Syslog & -

AP B2 %E (AP Management Setup)

F2F(Enable) AP IR RIRA R/ (= AP EIRINAE -
Management

BE(Cancel) REBRETEBALER -
E/(Apply) REEARELEFIIER -

SRBREVE - BTER(Apply)RHEEARRE -

I-5-2 &£ & (Device)

I-5-2-1 8 &5 8 (Device List)
AEER AT AR RIS UEIREE Vigor B AP BERKEEY Vigor AP EEN—RRK
i, -

Wireless / Device DReset C Refresh

Mesh Status AP Adoption

Device List

Device Number: 2 Online Number: 1 Synced Number: 1

£ Node Device Configuration
WLAN Clients Firmware
Name MAC IP Address SSID Status Role . System Uptime  Opti
(2 4G/5G/6G) Version o = ptian
DrayTek VigorC510ax  14498C9012C8 192.168.2.1 Online  Root  0/0/0 5.4.0 4d 23h 47m 26s Edit
VigorAP1070C- = £d
14498C223344 0.0.0.0 Offline  Node N/A Edit
223344

BT REE(EAi) SR FTERENRTE - REMABENREIBNSINEE - AP WREBELE -
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X

Maodel VigorC510ax
Role Root
WLAN Clients (2.4G/5G/6G) 0/0/0
Firmware Version 5.4.0
Systemn Uptime 4d 23h 47m 265
Device Reboot All Nodes Reboot now

Device Factory Reset All Nodes Factory Reset now

Device Configuration

Config Sync Status All Nodes sUCCess
Last Sync Time All Nodes May 26 14:21:30
Config Sync to All Nodes Select Scope
Sync Config Sync now
oI ERRARA T -
I5H Bz

RESMEEFR AL T BENE i EEN(Reboot Now) — &I T BIE R A &%, -
(Device Reboot All
Nodes)

HEOEMASMMZER  IBIEE L MER (Factory Reset No) - RILEISI I BN FrA & BHE R A
#E:2f8(Device Factory Rz HEREE -
Reset All Nodes)

2IEIBZRRERL SSERE(Full Config) — 18R ERSRIFAES -
(C?jnﬁ? Sync to All E12gE (Select Scope) - B EERRER L EIFRBEHL -
Nodes

RA%$ERE(Sync Config)  IIENEH(Sync now) - #—TFTURTRASEE -
B 4% (Device Maintenance) - &M AP &iZh

EIRIESE(Admin FENBLPFELR EREIEE AP Hig -
Account)

RIZMEZOHER -

k8 (Default) — fFFAMRMEEE>> &R E (Wireless>>Role Setup)®
R E R B S IR IRSR/ B BB Z B (Group Admin Account [ Group
Admin Password)77EY AP &% -

ZHE(Customize) - FERAAEERENEIEIRYE/ 672521 (Node
Account / Node Password)77E AP &i% -

EEBMEETRER A - MRAWMNIRENBHE LB (GFERE) - Ak
REUEER ENRAAVIRIEFI BB ERLE AP ENRAERIRVE - BRI - MWEEE
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ENEAIRSR
(Node Account)

(Node Password)

BE(Cancel)
EM(Apply)

R BRIREIRPNERN AP HiRh -

MREDIEFR R ERERIE(Customize)  BWAFHEEENR EERE
RSE =R -

BTER(Apply) % - TREAWLKER - FHAFIRSRSHE -
MREBIRIEC R ERBEIE(Customize)  FHAFTER BN EFERS

2 -
ZTER(ApPly)#E - TREALEER -
RERAR LB EE -
RS ELEEIEE -

BB -

SeREETE - R TER(Apply) Rl EEmSEE -

Ei2h#£ B2 E (Node Device Configuration)

Vigor BEHZBRERAMRMAEER - TRAREESE 49 ERRAKER - ELEHMOFEA Vigor BHREE
EZMREATETES - BBHEFEERTE(Node Device Configuration)IhsE - Tl A @G TER L B

ERZIFRBELE -

Node Device Configuration

Set Configuration by

Config Sync to

Apply to Device

Device Name

VigorAP1062C

OIHRRERRART -

EH

REREA N (Set
Configuration by)

ERZEEE(Apply to
Device)

#E &1 (Device
Name)

MAC

BuzE(Model)

Use AP Profile

Full Config

Select Scope

MAC Model

1449BC5D6892 VigorAP1062C

AR

AmEEA I UERIIRES :

tk#BEE E 2 (Follow Root) — BEME EHMNRENBRKER -
SRR E (Full Config) - KRR ERSEEIFMBRERD -
14 E (Select Scope) - BIENRERLLRIFMANED -

{EF AP 2 E1&(Use AP Profile) — EIZHTE AP REMREAEPHRE:
AP 2 EE(AP Profile) - B THITUEE PEIE—{E AP 2 EE -

BNO BRI SRR ERGERN AP KEBE -

BN AP ERARVERE R -

BN AP EiRARY MAC fudlt -

BEUN AP ERRARVELSR B FE -
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EEERRELHFEILER -

B3 (Close)
E/(Apply) REEINRELHMALE®R -
2 -

seRRE % - R TER(Apply)iZsEEamn
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I-5-2-2 4R 4R 48 B& HR 85 (Mesh Status)
BRESEREEN—BAE  OEEREEEENBRERSY -

REEERBESARERE(Enable Mesh - fEE BHEHI 2> BEME>> BB RE (Virtual
Controller>>Wireless>>Role Setup)) % BRIk ol A -

Wireless / Device C Refresh
Device List Viesh Status AP Adoption

Mesh Status
Name MAC Address Role Hop Uplink Device Uplink Interface  Signal Strength  Uplink Rate (TX/RX)  Uplink Uptime  Option

DrayTek VigorC510ax 14:49:BC:80:12:C8  Root 0 N/A o o 4d 23:48:27

VigorAP1070C-223344  14:4%:BC:22:33:44 — — — = —

oI AR ERRARA T -

I5H B

Z#(Name) FRILEENZE(WEZA) -

MAC firiit(MAC FERULEEER MAC ATl -

Address)

B (Role) BTRILRENAE -

$2%5(Hop) BETRIREIEFTHNEFELGNEF -0 ZnLEEHNERNERR

ETTHERS -
LiT8ERE S E (Uplink BRILREEEN S —ARERN MAC full -

Device)

ErTsEE A E(Uplink BRI ERNERE LTERNN E -
Interface)

s eksaE (Signal BRI B FITHEE 2 BRI SRaE -
Strength)

EITHEEER (B EYW) RAE VigorMesh #EIE(ER MR MR 488 8 5 E (Mesh Protocol)
(Uplink Rate(Tx/RX)) 5 - LEIhEEZA TIfEm -

BRILREHE FITERNERR
LTS IEERRE (Uplink  RAE VigorMesh ?&%ET’E%%ﬁﬁl‘tﬂﬂkéﬁﬂﬁ?ﬁ%ﬂbﬁﬁwesh Protocol)

Uptime) - UEThBEZ oM -
BNILEREER LA -
18 (Option) BT R (View) TBEREEESPRBELBEAS -
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X

MName DrayTek VigorC510ax
MAC Address 1449:BC90:12:C8
Role Root
Uplink Uptime 4d 23:48:27
Mesh Action

Optimize All Mesh Links Optimize

B2 ERAYAEHR M8 5845 (Optimize All Mesh Links) - RAE VigorMesh
WEEEARGMRMILENGE(Mesh Protocol) Bt BN S S A
RABAR RS B - IETHEEA BIfEA -

BT B{(Optimize) 28k - MITEFEIZSRMRPE -

I-5-2-3 AP #1 & (AP Adoption)
BESWEEEEFADIILES -
B EEE AR #E A E(Current Device Role) B X2 (Root) T A -

Wireless / Device
Device List Mesh Status AP Adoption

AP Adoption

® Scanning will temporarily interrupt wireless service for a few minutes.

Only supported models can be adopted. Models without WDS support wired adoption only. Please refer to the Supported List for details.

Status Ready

Device Number 2

Start AP Discovery Scan

AP Discovery Result MAC Model Signal Strength Device Name

oI AR ERRARA T -
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I5H B

#R#E(Status) BNEHAINRHERES KT ANRE -
FRBESEKEMS BN R o IR S AR EIR -

(Start AP Discovery)
MEEGEMAZR(AP BERREOEE -
Discovery Result) O- MREAREMESEBAHAN  DRESHIENVZISE -
MAC - BEREER MAC Utk -
BI%E (Model) - BEREB RIS -
MskiaE (Signal Strength) - BERBBEAAKKIINEBHMSERE -
#EZ1E(Device Name) - B AEB ZHELIEHHT -

BG4 (Cancel) BEBARE
£ (Apply) BEBRIMNGEE -

VigorMesh #BI&ERERR

VigorMesh £ B &) E1TH#E - MREEBFIFNERER - PEZEECEEHDEAER -

AR ABARAD S = B (Mesh Root) 3k 75 4R 48R 48 15 &1 2 (Mesh Node) FERZAES0 BB 2 K498 ping H
RlfEes -

VigorMesh B UEBRARN B AR T TS AR AE RS B AR B MDA ROA IR RS ENRS - B2 - RPIEESE
RO KRB EFERD PR - REBRBEMEEERAEEE -

SERERLTM - ARBOMHBHEBERUE -

VigorMesh %371 3 [EIER, - BE - BEREHEE Mesh BEREMHE BB 2@ -

B PN A BB E A ETEEMIERE AR -65 dBm °

BB ORBBEABRNEGR N A BEE Mt &R IR

MRPEEEREX  LEAREARS "BE ) R LBERERER  AEP—EERENEGRTE

VigorMesh #$4H0] %538 [ RHEHI 28> > AR M > > 8 B >> # B 5 B (Virtual Controller >> Wireless
>> Device > Device List) FAUE R (Reset) 1RIAEHATE -

IR BHREFRADMRADEEE 2 (Mesh Root)
¢ AR LENHERENRTE
¢ EEATHREFRENEGR  UUBBFINHFAENRTE
IR EHRERBADNR B2 (Mesh Node)
¢ EKECHBEMMMER
¢ EEMEZSSID REMEWEMRTE
PP HERR
REBS LU RRAE
REIEIRA - BHUERPIBRAERER NS S ERARTNVENERE
BEREBNNEREABRBRNN LTHES
FERR B B AT RN DFS CAS 1= RIFEER

WMERBEAE  BERAEEBE 70%
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EasyMesh # &8 E KI5

REZ BRI RE - B ETHEE RSSI EAMR-65dBm
EECRARERTIRBEEETRE - DEMERE

EasyMesh #8488 < 3% 3 BB - BEREZZBRME O NRAESN 2 @D
E#EAZER EasyMesh MIARER VigorMesh RIE

HEBEHEHEAS (ssid_num * device_num <= 56) -> Eoh device_num IEHWEEBHE

IR E VigorMesh ##4H?
PUNSERS BN E—1E VigorMesh &4 :
REMEEESMEE IS  EAREENREEH

1.

2.

(BIERT) FARUEBHEHI> > B|AMEE>> A E R (Virtual Controller>>Wireless>>Role Setup) °

M EBEEEZHE(Group Admin Password) © b8 T 18 % 80 BN A 48R B 40 ST A AR E B2 Y
BHEERE -

Wireless / Role Setup

(C Refresh

Role Setup O Reset

Device Role

Current Device Role
Group Admin Account
Group Admin Password

Mesh Setup

Enable Mesh
Mesh Protoco
Current Uplink
Group Name

AP Management Setup

Cancel Apply

Auto e
Node
admin
@

Use random password

Wired

DrayTekMesh

IA-:I'-.-'-a nced Mode: SFFI

B R RE B 121 28> > B4R RS > > B B >> AP 41 (Virtual Controller>>Wireless>>Device>>AP
Adoption)E @ - & Ti@#(Scan)zf -
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Wireless / Device

Device List Mesh Status AP Adoption
AP Adoption

status Ready
Start AP Dis ry Sean

AdoptAP  MAC Model Signal Strength  Device Name

3. WS BIBEERE -
BECEEMABEDORE « THATHNBOSTE -
T ER(Apply)iRl - EERARRMARE -

Wireless / Device

Device List Mesh Status AP Adoption
AP Adoption
Status Ready
Start AP Scan
AdoptAP  MAC Model Signal Strength  Device Name

14:45:BC51.BT:9F VigorAP1062C -92dBm(weak)

00:1D:-AAGE:44:66 VigorAP1062C  -94dBm(weak)

00:1D:AAB4:10:115  VigorAP1062C  -61dBm(good) N1

e [N

4. SEEBHEHZRO>ESMARO>EBE>EEEE(Virtual Controller>>Wireless>>Device>>Device
List) LUK S22 > AR > 1 B> > B Mk Mg IR 85 (Virtual Controller >> Wireless >>
Device >>Mesh Status)i@ 4%

Wireless / Device

Device List ~ Mesh Status AP Adoption OReset (Refresh
Device List
Aax: 50
WLAN
_ System .
Name MAC IP Address SSID Status  Role  Clients Firmware Version Ustime Option
(2.4GI5G) B
. DrayTek- +
WigorAP1062C 001DAA102722 192.168.1.10 102722 Online Root 0/0 1.5.1_RC8 0d 4h 58m 24s 7 Edit
. DrayTek- A
VigorAP1062C 001DAAG41015  192.168.1.11 102722 Online Node 0/0 1147.3df8de432f Beta 0Od 1h 00m 45s ” Edit Delete
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Wireless / Device

Device List ~ Mesh Status AP Adoption (C Refresh

Mesh Status

Signal Uplink Rat Uplink
Name MAC Address Role  Hop Uplink Device Uplink Interface S‘t?::gm (TpXIfnR)()a € Uzlli:we Option

VigorAP1062C 00:11DiAAND:27:22 Root O N/A o = 0d 02:15:33 @ View

N1 00:1D:AAB4:10:15 Node 1 D0:1D:AA0:27:22  Wireless 5GHzZ (Ch36) -56dBm/86% 1735M/1755M  0d 02:11:22 @ View
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I-5-3 AP & 1€ (AP Profile)

PREETBZZEBANREENENS - EEASEFTRAEMHSNHEEREREZTH  AIUERREENES
E’J’FEEQ%HEEQE
Wireless / AP Profile ) Re!
AP Profile
+ Add Max:
Profile Name 2.4GHz Enabled 5GHz Enabled Option
] Enable 7 Edit
AURTIBRRTE U - S IRHIE (+Add) BRI BB E1E SSID ~ ARSI ERB IR TEM AP BB -
I-5-3-1SSID & &
—1E AP R E1EERZ ] U7 1% 8 & SSID -
X

Profile Name @ o

SSID Radio Settings Roaming
+Add
SSID () Enabled Security ()

sSID [ @) WPA3/WPAZ Personal v

Cancel
oI ERRART -

Password ()
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VLAN

Scheduled On (1)

v

24GHz 5GHz  Option

V] [



I5H Bz

SSID WMABEIELYE AP ZH -

FZR (Enable) tHRaRA LB /B L SSID R2E -

Z = (Security) B2 -

21 (Password) A 8~64 18 ASCIl =TT *

VLAN ZIZ I SSID BB VLAN -

BER2REA (Scheduled It SSID 28 B 1 #6 k FR P A BERR 2R o I R R /= -
on)

2.4GHz[5GHz BIZIL SSID BEREE -

18 (Option) #miB(Edit) — RULTIRRELL SSID BMBHAS -

2 T #me8(Edit) 1T E SSID AHHAS -

X
SSID @ DrayTek-Default
Enable (}
Security WPA3/WPA2 Perscnal
SSID Band
O] ERBMT :
I5H Bkl
SSID FREERAIEE (SSID) - ALEEME AP B - BARER 32 @F T -
RE—EEHE  FREHZE -
RUA(Enable) ) 5R B LA RUA 315 2 I BE -
L2t (Security) HAEYERATLGREREEE -

UTBrRERESEZEHNE,

WPA3 BAET + WPA3/WPA2 AT « WPA2 AT -
WPA2/WPA {& A 13 (WPA3 Personal, WPA3/WPA2 Personal,
WPA2 Personal, WPA2/WPA Personal) - £#% WPA BEI - 1l
BEIBELL PSK BB A - WPA ZRSBHESERBEZENEEN
EETNE - ZEREFHRAZTHBUPHEE(Password) °
WPA3 {2453 « WPA2 ¥ « WPA2/WPA 24 z((WPA3
Enterprise, WPA2 Enterprise, WPA2/WPA Enterprise) —{£1#5
WPA IR B EEEARES M/ R E>>RADIUS/TACACS+>>4ME
RADIUS(Configuration >> RADIUS/ TACACS+ >> Externall
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WPRAS/WPAZ Personal
A3 Personal
WPA3/WPA2 Personal
WPAZ Personal
WPAZ/WPA Personal

A3 Enterprise

21 (Password)

VLAN

HER2RL A (Scheduled
on)

BRI (Client Limit)

2.4GHz/5GHz

MAC BiEEE(MAC
Filtering List)

RADlUS)DP;ﬁEzzEE. WPA FRSBEESERERNESENEE
TN . Z2ETE8 802X REBEHEE -

OWE - WPA3 E5|A 7T —EHMHAMBEZENEREN . OWE- B
AHFEFIHEFEIHA0ERE  FEESHMAE  ESEAXFKZ
BEETEESBLRBRNIMNERERS -

UTFBEREEEAZE HHE,
WPA B A (WPA Personal) - #3#% WPA AER  BSiamE
PUPSK UEIA - WPA BB S B ¥ BAAR B XS EREETN
B ZEBIEFHWMAITABAIPAEE(Password) ©
WPA 72123 (WPA Enterprise) - 1215 WPA B F 1% BB RAR
22 ME fERRTE>>RADIUS/TACACS+>>4ME RADIUS(Configuration
>> RADIUS/ TACACS+ >> Externall RADIUS)DP;QT@;zEa WPA £
SHRHEBLABRERNSENEETNES - Z2BHEB 802X 7
FEEIHENS -
WEP B A t8=(WEP Personall) - £ WEP BBl - 2B &8 EHR
AZ WEP £8P -

#&(None) -RARIINZ I -

i A 8~64 {& ASCII FJT - Al "012345678" - tEINEE®E AR WPA fE A
153 (WPA Personal) 5 WPA2 A (WPA2 Personal) & WPA2 /
WPA {B A t53(WPA2 [ WPA Personal) - WPA3 {BIA 3t (WPA3
Personal) 2 WPA3/WPA2 f& A t23{ (WPA3/WPA2 Personal) °

EE4Z I SSID FREAY VLAN -

L
[1.:]
|

Always On

Schedule_noon

EEXENEEMABIERER -

iié%i(Alwoys On) - b WLAN & B 1815 4L A BN RS -
HE - AEAMISEEERRNAIERERE - BEZR - FUAERE
>>#¥##(Configuration>>Object) EER E LA HRE ER(ZEVESF—
) -

WAZBIL SSID EEALEENAPIREERE (0 RRERE ) -
SSID #&(SSID Band)
ZIZ I SSID BEMIEE -
SSID 52 %E (SSID Settings)
ez a2 (Disabled) °
FEFER MINSEEERRNBBERERE -

BEETA] - ASAIEREMOMAC 1Bk (Security>>MAC Filtering) EE &
U ED—H MAC BB ER -
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MAC_Filter_South

Disabled e

RHEEEREMAKWAE  UBREEE LA/ =R -

(Isolate Client from IEINEE T B EBMEE SSID WEL R B (IGE) R It 2 RS EME G i -

Wireless)

B SSID (Hide SSID) Y3 BARE AR AR /2 A SSID BERINEE °
IETHBEDIBh LE ARG SR IR R - WA RALIRENAPIRE STA BE#MAKA
EEBRIFAE REKTEERANAR EREERSMABOIERES
FBR SSID ZAMWERR - HEBRAFAZEQIFER VigorAP 1062C KIFLE -
ZERB AR ENAE SSID UEEREIRBZ -

WPA &% (WPA Settings)
SWEHER(Key IETHEEBE e WPA #4HBE 218, -
Renewal Interval) FANEZBIER/BBRE R 8 EESNABRRET  H2FERE

BEENARMERR  WBREEENZRECHER  BELBAERE
RIS - BRIBEERE  ESRENEZEN - BRER 3600 ¥ - RRE
Az 0 AIRIREARA M ATINEE -

WEP & % (WEP Settings)

B @@ (Default Key)  UETNAE(EIEF WEP fBLABLZN(WEP Persional) « 12 a8 AT A S -
B—RREEE—ARBERTERSH -

SWHER(Key # Type)  +7/NEMI/ASCI(Hex/ASCI) - BEIZESRAVIETR -

EBH BB ALIZHA 5 @ ASCl XFH 28 A 10 fE8(64-bit MNZREAR)16
fi1E ; 28 A 13 @ ASCIl XF 2 26 {E(128-bit MZEAR) +/<HEM
18 - BERMEERNSIBAR - BT # 8 . "D Bz t(33(1)
3 126(~)ERal & -

E34(Cancel) RERAR LB EE -
£/ (Apply) RS ELEEIEE -

SeRERETE - R TER(Apply) Rl B EmSEE -
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I-5-3-2 4R 515858 E (Radio Settings)

AEERRREEGSENZIRELRRTE @ flER - BRRERRERESS -

5GHz Radio

Band Steering Settings

5Ghz Client Minimum RSS1- 83

O RRERBUT :
ER

2.4GHz B F3(2.4GHz
Enabled)

E®MINE(Transmit
Power)

$83&(Channel)

383858 S (Channel
Bandwidth)

5GHz ExF(5GHz
Enabled)

{E#HIH=E (Transmit
Power)

3838 (Channel)

3838585 (Channel
Bandwidth)

AR
2.4GHz IERRE
BRI/ 15 2.4GHz BAREHER E -

FRER1ER 100% -
BREHEVESREREGEBENESBENREES -

e ERIERRE -

MRFTERBRIRETE - MO DURIEE - BEAFBMTERER
FEZEHEIEE(Auto Select) - BAME I RMIEIE -

B &) 20/40 MHz(Auto 20/40 MHz) —AE B 2R HAMEIEMN AP 818
8 20 MHz(#8%5 AP #2318 10 &)z} 40 MHz fEAE SR EE R E 2 EE
BMRNEREREE - RO PUENERERA L -

20 MHz - XEEFR 20 MHz fEREMSBEG A B 7 BEmp0E R
}E o

40 MHz - AKEEMA 40 MHz (FEREIS
o

HEGAP ZBERNERZE

B5GHz MERRTE
IR RALIRLFR/ {5 F 5GHz JEAREIERE -

REREMSERMIENEILL - FRRER100% -
BREMEJEERERGABRNESEENAEES -
B &R ERRE -

MRFTEEERIBRETE - WO UNRIEE - BB N EEEER
FEEEaaEE(Auto Select) - EAFKEBRITEE -

20 MHz -AREFEA 20 MHZ (EREMMSERGRAP  BEHNERNRE -
40 MHZ-FREEF A 40 MHz (FRE S BREGAF 2B ERNERRE -
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5Ghz A Eix&/)\ RSS!
(56hz Client Minimum
RSSI)

RERRE(Fragment
Length)

RTS P& {&E(RTS
Threshold)

F R #(Country
Code)

Z1E WMM (WMM
Capable)

3218 APSD (APSD
Capable)

TR SEEI9{E(Airtime
Fairness)

B4 (Cancel)
ER(Apply)

H}

80 MHz - A EFH 80 MHz fF R RS
160 MHz -AREEFH 160 MHz fEREIMGH
-

$8ER 5|82 E (Band Steering Settings)
zg%EﬂlFﬁltth]ﬁE - VigorAP % 1E BR E Y S B A =R SR 4% A P Ui
48 -

IEFRARIARE Bt 5GHz MISEAREES) - BAMSEMAE T AERIER - B - E5
#RILBEEIER VigorAP [ - MNRGEASRREER IEERERE - VigorAP ;‘1
SFTR P E RS 2.4GHz 4855

M (Advanced)

RERREAN R RFIEE - TRR1ER 2346 - MRAAHE
7IELFRRE -

YR PR ik B 2 R RO R (B AL R NIITAR) - DURS AR AL -

28 B4R BTSERY RTS PIIEE - FARRMES 2347 - MR RHNE
IE -

2 24GHz -

VigorAP #E1E 80211d {REREIERR /&S - B BRI E A/
FHEXCBIBREREE - MIREAR 7ER - BRIEHFWIES -
I B EER AR ER - Bt 2ERER/ R R BURRERESERT -
HELEHPRARREMVE -

WMM % Wi-Fi Multimedia 9% % - £&# 8021e TTENIUEFEER
BB  ELELLIHERE B  FEFRIREH  ILIUES
BARIE - AC_VO, AC_VI, AC_BE B2 AC_BK °

EEGERERDPER WMM 22 - )% IR R/ A I TEE -

AP ZBERNERRE-
RERPZBERNERE

EEXIEE

ET

R

MRBE - B

BEWNRAM - B

ORFER %?Eﬁx&ﬁ—:F'EWFEE NI RN 1§§EJL H—;F'EJ

7E§"\‘ EEﬂXEﬁZEEZxQ

tNIR I BARE U RUR [ = R L THBE

ERZREBR —ENRET  SERFKRBZEERENRBZEDRE

- AL TERENIRIES - W U EEREGERENARTE T
WETEHBRMABAIMR -

BEERIE .

(1) ZEEEAF

Q) FRENEEAP X EEHMRET FEFEE

(3) MMHMSEFETERER -

EERARETERALER -

i EHARELREFILER -

=HREE B TERAppl) EREEAESE
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I-5-3-3 ;2#%(Roaming)

BE-EGEINEENRRENREEZRNMAREZEE - Bt - IRCBEE—EAALL RS LIEBIE
RESEENEZRE  LUNUZRHCEGTEINEERRES L RKMASSRERNSEINE - it—
K PO LUERRARIE R R RES - (EMIBBAMREE -

Assisted Roaming by Signal Strength (RSSI)

Enable ()
Assisted Roaming Signal Strength Threshold - 85 dBm.(Default: -85)
Assist roaming when adjacent AP signal is better than 5 dB.(Default: 5)

Cancel
O] R ERBMT ¢

15H
EYF(Enable) 802.11r

8021Ir 1=
(802.11r Mode)

ExF 80211k (Enable
802.11k)

802.1x HITESEE D5EE
(Pre-Authentication for
802.1x)

AR

N8 I BERA LA BLFR/ 15 B 802.1Ir R R EBIEINAE - BB PR E A 2
EIRERIREAZ 2 ith 1)) -

#3B DS (Over the DS) - EERIEEMNEE - AFIKILIFIA Action
Frames (FT #F3KE FT [E1fE) BBIRAN AP EEANA AP #ETTIB -
&8 OTA(Over The Air) - REHSFRENEE - SO UF FEER
FEREXEBEEMN AP BA(REEES 8 AP PAENEHERE) -

R EIREL R 8021k WE (thEABELETREME (RRM) ) - FA®% -
HEin S B{EBERAEINEE -

YIREBSFLEOZEEMSETRE - & WI-Fi BEERRE BZZE -
38 |EEE 802.111 EXEMTELERB S - SEF 0 UETIBERM BRI T
Mok RE R/ EERNESDEHER  FEEEAREM S 2B
BEIE - (EBEAR WPA2)

tiRIRA LI AR/ 1= A3 |EEE 802.11x FESCEREBINAE -

EXA(Enable) - FLFH IEEE 802.1X TESCREBTNEE -

=H(Disable) -1=F3 IEEE802.1Ix FESEsREETINAE -

#z8ARI(Cache Period) -38E WPA2 PMK REVRIBEMEER - HRELT]R
BORENEMSEN  BEEE Wi-Fi SEREHRERES (EFAR
WPA2 1EET )

I AN 8554 5 (RSSI) 84 B384 (Assisted Roaming by Signal Strength (RSSI))

EYF(Enable)

734 1 BE BA LU B FR /15 FR UL TOBE -
ERGAPKVERERBE  WESAPIKEWRINFIREZER - Vigor
BEFRRER IS & B BRI (B RO EHBE R RSSI BoR) - W U %548 F P IR
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e - LEPEERD S —EREEN SIS EFAIAE -
WENRNAMREFIMEE SESAFKNASREERILERENE(IBM) - B Vigor EHIEH

(Assisted Roaming F4855 AP (MZE2 DrayTek BE2S/AP - BT IBILTHAE) WASE R ER S
Signal Strength (ZEEEHEE N - ERM AP Eith & 5% B 5 LEPI1E &S (Assist roaming
Threshold) when adjacent AP signal is better than) 11 E %) - Vigor B 22

BEDEZESAPENRRELR - 2% ZEEBPIRRInEERIAH0
AP(EAEFHI RSSI)

EHRNBYE - EHEME AP Bt I5E —EEEFERFIEE -
AlsRER I PIEER

(Assist roaming when

adjacent AP signal is

better than)
B34 (Cancel) REEANRETHFELER -
£ (Apply) b7 BATRO R B L -

SeRRETE - R TER(Apply) Rl EEEmSEE -
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-6 E#EEFIZS — 2R (Virtual Controller — Switch)

Vigor IM&: o] ISR E EEEAIA S VigorSwitch & - BB LIEBRERMAARE - —RNIT
Vigorswitch 25 R0ENEE/RRERD - BIR - EHRENRH RIS LR ESIRE -

[ mamaaan )

H==t=
Server Visitors %

——+
Vo=
; Visitors Worker Worker ~ Manager
)

UEINEE R AE RN E R B BR RN B REERN DrayTek K& -

I-6-1 E&:&7E(General Setup)

EEES - R/ F AR EBINAE -

Switch / General Setup

General Setup

Enable Switch Management ()

ACS Server

Username admin

Password @3 | esem @

CPE Client

Username vigor

Password @0 | seesseas o

Cancel Apply

oI AR ERRARA T -
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I5H

Rz ZHE (Enable
Switch Management)

e (Role)
B\ 7% (Protocol)
ACS £ (ACS User)

ACS %8 (ACS
Password)

Ccwmp fER#E(Cwmp
User)

cwmp Z#B(Cwmp
Password)

B (Cancel)
ER(Apply)

AR
tNIE R LA R A S = AR iR 2R SR INAE -

BARENAE -
R HTTP 3¢ HTTPS 1R/ B R I et BB E -

BIA Vigor REREREET ACS ARBZFABHNERE RN -

IR EMERE 2B A EHREIENRIRREY - (ILERESHEE
B VigorSwitch RIREEHI ACS BRI T R R4 E> > FHER
>>TR-069(System Maintenance >> Access Management >>
TR-069) FRREMEAEZHE B -

A Vigor X2 ERE ACS BRI -

IR RN E IS B B R BB IR R ALY - (LB
VigorSwitch 32482389 ACS AR FE R A #EE> > FIEE
>>TR-069(System Maintenance >> Access Management >>
TR-069) TR ERZIB—) -

FHA Vigor BHBERIIBRRBABENEAESHE - (LERESHEE
B2 VigorSwitch RXi825H) ACS fafR2RE R M4 E > FEINEE
>>TR-069(System Maintenance >> Access Management >>
TR-069) TH#J CPE REPHEAELHE B - )

B Vigor IBHRZREER I IRRPIRAEE o (ZEBEE Vigor
RN A FLE>>FHIEE>>TR-069(System Maintenance >> Access
Management >> TR-069) T CPE :REF 2 ZHE—5 - )
EEEHARE °

HEEAIRE -
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II-6-2 #£ & (Device)

B ER R EREE Vigor BEEZREY VigorSwitch BELR - BRI MERHME - MAC At - IP fizik - FEEAR
A~ BUSE - R EARRE - 2EBTRME  BEECAER - APk - REBEERENERSS -

Switch / Device (> Refresh
Device List

£ Add New Switch ~ Get Data from Switches  Provisioning TR069 Setting Max: 5

Switch Name MAC Address IP Address Firmware Version Model Online Status  System Uptime Last Process Status  Last Update Time  Option

oI AR ERRARA T -

EH AR

#1E 251823 (Add New RUILIE— MR - B Vigor IBHRETER -
Switch)

BHRERINEEN(Cet ZIEEVSE Vigor IR EEMFIARBBARBAFEN(HIN : X188
Data from Switches) 278 - MAC firdlt - 1P firits) -

fii 2 TRO6BY =R E ZIb#E TR-069 MEENKE(BEHREEE « ACS FEHESEMR - ACS
(Provisioning TRO69 #H - CPE {EAESMM CPE B15)FE X Vigor IHBERWAARIE
Setting) gBE-

%15 (Option) 18 (Edit) —IEXFTE Vigor SRBMRE -

Bk (Delete) — #ZUILUBIREER Vigor 33828 -
15 (Get) - ULLUE IP ATHHEIR4AEER Vigor IREE -

ThiBazifER
1 BT - AR THIERR2E(ADd New Switch)$#45 U BIRUN T EME -

316



]I Add New Switch x|

(D For the list of supported switches, please refer to the Supported List.

When using Switch Management. switches cannot be managed by VigorACS.

Scanning From Netwaork Scan
scanning Refresh Refresh
Switches
Adopt Device Name MAC Address  Model Name  Account  Password

admin admin

Close m

oI ERAR T -
EH AR

1@ #(Scan) £ Vigor BH=MIISHRIMER - HENIRBRBNERRBRIGEE
o -

EEEH(Refresh) BHBRRILERLS -

#h& (Adopt) EIET M Vigor IR EEM Vigor IR -
#EZE(Device BN Vigor XIRB[HBHE -

Name)

21 (Password) BERIL Vigor RRRBERI BT AR -
BABA(Close) EERARETERALER -

ER(Apply) HEEAIRE -

#B—T#EH#(Scan)LHE R 7 - Vigor FEEIERIGIRIEIS] HERE Vigor BEHIEE MRS -

| Add New Switch x|

(@ For the list of supported switches, please refer to the Supported List.

When using Switch Management, switches cannot be managed by VigorACs.

Scanning From Network Scan
scanning Refresh Refresh
Switches
Adopt Device Name MAC Address Model Name  Account Password
p2282x 14:49:BC:HC:01:15  P2282x admin admin

Close m
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3. EaRmE(Adopt) FHMSIE - BIEFRBNEET R TEM(ApPlY) -

AR MREEBRNBIEA VigorSwitch BABHEAE - FiFEEAE VigorSwitch SR
BW—H -

BEENRBBRBNERESED - AR -

Switch / Device

C Refresh
Device List
G Add New Switch ~ Get Data from Switches ~ Provisioning TR069 Setting Max:
;:";z‘ MAC Address ‘A o \Z::’;:m Model (s]‘r:::: i‘;:::' Last Process Status Last Update Time Option
P2282x  144GBCSCOS 192.168.1.39 P2282x  Online  0dOhOmOs  GETPARMVALUESTRIGGERING FriOct2005:08:082021 Edit [ Delete  [)Get

TR R4 EHREE(Online Status) BN Al 42(Offline) - XIS (Get) LUER Vigor BEEEEIEIR
B 1P ALt -

4. E#8 EiREE(Online Status)EE R A4 _E(Online) - BE 2 #2300A Vigor HMERESE -

ARUE ST IRERER TE

ZEFEERESH - ATERERERAEEILRBMERBRE - FR—TRE(E) -

General Port Profile Port Status

Switch Name P2282x

14:49:BC:5C:01:15

192.168.1.39

Model P2282x
online
0d 0h Om 0s
0/0
0%
Clients 0

GET PARM VALUES:TRIGGERING
Last Update Time Fri Oct 29 05:08:08 2021

sync from Device

Reboot Now

Factory Reset Now

admin

EK(General)

ILEEERAR VigorSwitch RIBEE - Ihoh - BEBIREIEIEH @ (Reboot Now)FI3BIEIE H
¥8:& (Factory Reset Now) % sl - MEBAEEH RS -
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Port Profile Port Status

P2282x

14:49:8C:5C:01:15

192.168.1.39

P2282x

0d 0h Om Os

0/0

0%

Clients 0

GET PARM VALUES:TRIGGERING

Fri Oct 29 05:08:08 2021
sync from Device
Reboot Now

Factory Reset Now

Cancel
O ERRRET -
EH Bl
RinEE|B(Switch BRRMBNEHE - MAFE - JBEZH -
Name)

a2 RE% (Sync from RIS BRI 2R ARV RN ( Al - JIRERZTE - MAC it - IP fi
Device) ) -

VBN E #i R @ (Reboot B—T RO ERERRELBNEHMENI RIS -

Now)

IIBNEE L R FRER LB Ol IR KB TR ER B -

(Factory Reset Now)

%8 (Password) It E R RIS M AE Vigor RLEEE ABIE— - B - Vigor i8H =R
BEASETRE 7RI BEBRR EENERRRE O R A &R
BT -
#3382 CWMP 52 % (Provisioning CWMP Conf) — & — T ol TR-069 & &
it Vigor BEHSREZEEIRIAE L ( FEGRRIAEA Vigor BEHRER ) -

B (Cancel) EEBRIRELBHFEIILER -

£ (Apply) B E AR TR EE -

SEREREZE - B TNER(Apply) Rt FHEABRE -
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B OEREME (Port Profile)

IEEE IR E Vigorswitch HE1E GE BEIRREE - ETRAMERBREE -

X
General Port Profile Port Status
Search
Port Description Port Enabled Port Speed Duplex Port Profile
2.5GE1 () Auto Auto None
2.5GE2 () Auto v Auto None
2.56GE3 () Auto Auto None
2.5GE4 () Auto ~ Auto None
2.5GES () Auto Auto None
2.5GE6
2.5GE7 () Auto v Auto None
2.5GE8 () Auto Auto None
2.5GE9 () Auto ~ Auto None
2.5GE10 n Auto Auto None
O ERRABAT
L= AR
120(Port) BTN GF i8R -
iRBB (Description) WMAERE FWAGERA  BEEA AN EEREET VigorSwitch

BE -

BORA(Port Enabled)  FRES VigorSwitch H Vigor BEEI28AYERHE O( Bl - ABIHA) GE2)
AEW Vigor HEH=REER -
VigorSwitch BYEf LAN EEIBERFFEREEDT LANEKEE E - HEZE
A% - 2 NEM(Apply)# - 2B # VigorSwitch 2 BM 4B BRI 1 48
1F -

12 O3 E (Port Speed) AP EERBEARAKENRE oI FERES
10M/100M/1000M i1 7T/F0 -

Auto
Auto
Auto(10M)
Auto(100M)
Auto(1000M)
Auto(10/100M)

BIRIBEERET

BE(Auto): BBNRE - EEFTAINAE -

Auto(10M): 1ZIREH 10M BE B ENERE -
Auto(100M): EFREH 100M BEHWBEENEE -
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Auto(1000M): EFEEH 1000M BENMEENEE -
Auto(10/100M): ZFREH 10/100M BENRIEENEE -
10M: ®HIEA 10 M ERRE -

100M: s&FI{ER 100 M EREE -

1000M: 3&%IfEM 1000 M BAREE -

EEOE(RBHE)ENE - NS TNBERSE R RN KERERE
DERSELHENEREENETHEN - MAERHEE - KR LrE
ZIERF B AN R ERERE LUOREEGREMNE TR - IRHInERE
IBAXEB BB NSRBI - RiRRFE B R EEARMEL R+
ETRAKEEEFRE - MRXRB[NEDHRANBECEHR - AIEZRE
BIEGRBEAARNEENE THES - RItHEEERE R ERNRE
B R R H R BERINEAR -

B SFP YR - BOREREFHREREUT S MEENEE -

& T (Duplex) EE AN ERRNe TEL -
BE(Auto) - BENE TR - EHEFRAINE -
2(Full) - ZREH 10/100/1000M BENRIEENRE - FIASIBERETE
BERSEH -
¥ (Half) - ZIRE%10/100M BENWBEENRE - FIARBEZRETEEE
KiEH - B2 —REF—ALB(BHRASHURHHEE) R ETEN
s -

Duplex
Auto v
Full

Half

BOREE (Port Profile)  ##2—1{8 VigorSwitch LAN BT EAMIEORERE -

E34(Cancel) RERAR LB EE -
£/ (Apply) BRI EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -

B OAREE(Port Status)

ICEE SRR Vigor IR MEE GE BB BATIKE - AIUEEIRE( TX/RX )  EEBER - VIAN D -
EREANERERERS -

321



General

Port

2.56E1

2.5G6E2

2.56E3

2.56E4

2.56E5

2.5GE6

2.5GE7

2.5GE8

2.5GE9

2.5G6E10

Port Profile

Applied Part Profile

Port Status

Description

T

Rx

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

Port Type

Trunk

Trunk

Trunk

Trunk

Trunk

Trunk

Trunk

Trunk

Trunk

VLAN

Search..

Clients
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I-6-3 12 O:% &4 (Port Profile)

IEEE O EAREERORER - 812 VigorSwitch E# 2t Vigor BHAZRKFIRNEARRE - AN -
REAE - 1P ULt - MAC fudlt - BUSERNERRS -

Switch / Port Profile O Reset
Port Profile
+ Add
Profile Name Enable Port by Schedule Port Type PVID Untagged VLAN Tagged VLAN Option

EEHBEAZRN - FR T+ (+Add) -
EEBUCRARENN - BRIEZRE R — T +RE(+Edit) AR EEH -
BT +HE(+Add)# - THBEANEREEHE -

EK(General)
IEERE RO AR EE R Vigor IEEREIEMN VigorSwitch MAFFAE -
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OIHRRERRART -
EH

REHEZE(Profile
Name)

PoE 12 R A (PoE Port

Enabled)

PoE &5t (PoE Priority)

12O RLA (Port Enabled)

FEIRHIE R IR
(Enable Port by
Schedule)

12 P72k (Port Isolation)

LACP B % (LACP
Priority)

LACP #f%(LACP
Timeout)

AR

FERRMBEABTE - RESHEBNERRERIRZIERS -
E#% VigorSwitch(1HEET) $ B @1 Vigor BHIZER - ILINAETEE
BH -

RUF/ 12 FRFTIZSE R /0 POE ThAE - BNFR & - b HIR o] R0 IEHE PoE 28 -

EE PoE REMEBTIER -

11 L RRRA LU R /1= FRE B HER R A8 5% (Enable Port by Schedule) 1]

BE -

REERBREEREANRKE GE BRI ANEE -

KigiER (Aways On) - IR - EEHBRTEEBBEEY -

BB (Scheduled On) — EEFIRR ERIERIBILEIE EHBEHRE

% -

AFRREEERERREERBIRE  MUBLEETWEREEEEA -
BOMRBE AR SRENERBEH -

BN - TEEIEIREE PIRIE GE A GE3 - WiR— FRUA(Enable) LU
HIEPREE - RIS GE A1 GE3 B A RAESWIEEE  |MERILABE B -
R B REEN T R/ 1= FR L THhAE -

BN ERRELERET( £ 65535) -

BFEIRE (A LAC EGRXBR[IITHEEREECPE - KiRET
IR EEBNER RS - UEEmIMEIFESER ZE LACPPDU -
58(Short) - LACP PDU S8 ##—=X - MNRBB 3 WAREARIEEBM
8 AlgEynEmensa -

K(Long) - LACP PDU 8 30 & ¥ —=X - 1R 90 MRAKREATERZE
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mE - MEERERR N SR -

EEE )RR R B R St (S FEFTIE S B EEE(RSAE 2 A ABRR ) THAE -
E34(Cancel) RERAR LB EE -
£/ (Apply) BRI EE -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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VLAN

IhEE R FEREZREA VAN BENNE(GE)REARS -

Profile Name ()

General VLAN GVRP Multica

Port VLAN Settings

Port Type ‘ Hybrid

O ARERBUAT :
5B

REHEZE(Profile
Name)

e3E4ER (Port Type)

PVID

141 (Accepted
Type)

REER VLAN
(Untagged VLAN)

E1Z#AY VLAN (Tagged
VLAN)

sRAR

BEARBRMALTE -  RESTEENERARERIZRES -

E#% VigorSwitch(MEEE) £ BiE#3 Vigor IR - ILIEEES
BB -

EENEM VLAN BT -

REEX(Hybrid) - 8 IEEE 8021Q MREFFEZEMFFA VIAN IIEE ¢

EERX(Trunk) - RZIESE—ME VIAN BIKRIZE (Untagged) 8 - I
ERKEAZENSE VIAN WEZH(Tagged) K8 -

FEEN (Access) - E#ZARIZH (Untagged) B HRIE (Frame ) - I
INA—1{B #1246 (Untagged)VLAN -

EEER (Tunnel) - #1#2 K128 (Untagged) BB RHE(Frame) - TEA0A
— B 2% (Untagged)VLAN -

PVID(320 VLAN ID) 2—E1Z% - ©EMAZEEE BWEINRZE 2 AE
o USRS L EEEAZIZETRN VLAN B4 -

HREIER (EEER TREREE - B PVID FERI2HA VIANID B8
BN EEARIZE Y VLAN -

2EIERAE (Hybrid) B - LLIHAETI A -
BEMENAJEINERMERS - ItINREETRESEL N -
2ER(AI) - FEREEEHAE 8021q 2K - HEZT -

PRAZHE (Tag Only) - R#EZ 8021q 1ZHMNIE -

PRAIR1EH (Untag Only) - 2 FIEHATHIE -

SEIERSEX (Hybrid)2 5880 - tEIhRETI A -

BIEEEE VLAN FHEUSZERN VLAN RERE -

BIETE VIAN SPOER ERHAFA VIAN REESERI VAN 852

% -
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2} VLAN (Forbidden
VLAN)

B (Cancel)
ER(Apply)

VLAN R EE PR ER GE BRIBDFFRRR VLAN H @S -
FBEE VLAN RERIEB/ERL VLAN -
EEENRELHFEILER -

HEERRELHFILER -

SRBRETE - B TER(Apply)REEAERE -

GVRP

IR ERFFAREESREE GE EEIRRE GVRP(GARP VLAN B i@ HE)WAEMREX(MNES - BE

L) -

UEINBE BB AN EN AR E - W LEETRREMAFEHENNEE -

oI AR ERRAR T -
EH

REHEZE(Profile
Name)

EYF(Enabled)

EAE VLAN 11
(Dynamic VLAN
Creation)

st (Registration)

B (Cancel)
ER(Apply)

Bl

AEARRRMAZE  HWEBEEZEARSHHEA -

IETHEERERF S VigorSwitch(1HRIE ) s B E#F Vigor WHRE - 2
EEAR -

tNIRILBARAC RUA /{28 GVRP IESEERTE -

tNIRILEARI S RUR /158 VLAN EITIHEE -

A=REAYUEE -

EH#ER(Normal) - ILATERRE - FIAERI S OBIBREN G &
I8 -

B (Fixed) - EER CF EEIEEOAMRHE R EET VLAN S -
W rFFEIE VLAN 31858 -

2 - Ex (Forbidden) — T/ GE EHIBEATER VAN $HHEIES -
EEENRELHFEILER -

HEERRELHFILER -

SEREREZE - B TNER(Apply) Rt FEEABRE -
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Z1&(Multicast)

IGMP snooping 25 HIRARERFASERE (IGMP) BB REABRE - IR RABRIRRERT
WA 2R 2B IGMP 5% - BBEIREL TR Q@%%TLM& —IRFAE - ROIRIBLEAREML P
BHER RESFUUBEARESUHERIBEETHERR - [EMiEhILE e RN EENRFERE -

MLD snooping £ IGMP snooping HINAEHEE - ZRITER IGMP snooping fEAR IPv4 €11 MLD
snooping 1’E)5HHA IPv6 F 61 - MLD snooping @& RS ERE N EERFIRAKRENBE - Baliga
IPv6 6 - WiEB VIAN BEIEM SR ELI EEXIIEENUSE -

X
General N GVRP Aulticast Ti Qo!

IGMP Snooping

MLD Snooping

Cancel
oI AR ERRAR T -

EH Bl

B ENE 2 (Profile FERRMBEARTE - WREEEZAREDHEA -

Name) IETHEERERF S VigorSwitch(1HRIE ) s B E#F Vigor IR - B2

FFEEH -
IGMP Snooping
MEMREIRARFAR EHER MR LEAEULUMARNER IGMP FERERHE - MREE

(Throttling Max. Group) ”0” ~ JEZ NE(EER)ITLNAFA IGMP B4R EE(ERRHR TR

+H

ERFIEBRAYENE ERENHEN IGMP IIARSHEBBEAFEDPERNEER -

(Throttling Exceed VigorSwitch H%ﬁikﬁb[l:i%ﬂ’]%?wﬁ .
Action) B4 (Deny) — ILATERE - BBILENERER IGMP MARS (AR SE
RS G W EE -

Bt (Replace) — EE% - WE IGMP B|ERFEARRNIRAEA -
MLD Snooping

TSR R AR EE3 \}ﬁl EEAEILIIANGRAR MLD AR TR E - IREE

(Throttling Max. Group) ~ "0" + RIRNE(EESR) I MUIIAMA MLD B4 E 1 (R R 2R T
EH) -

TERFIBBIFAVENE ERENHEHN MDD MARSHSBBEAFHATERNRER -

(Throttling Exceed VigorSwitch H%ﬁﬂﬁu?*iﬁ’]ﬁﬁfﬁ

Action) 48 (Deny) - ILATERE - BBRIENEWREIR MLD AR S (BRSE

R EWESE -
Bt (Replace) — #EE% - WE MLD &M ARSI IEAEA -
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B (Ccancel) RERRRETHMAILER -
£ (Apply) B B AR R L B -

SEREREZE - B TNER(Apply) Rt FEEABRE -

STP
STP(LEREIRE) B —BEBHE - AERFREAEEIAPRESMENRERIAERS -

BPDU(EBEIHREB R ET)B—ENE - aaiﬁﬂaﬁﬂ%m(STP)’Fﬁ%ﬁﬁEﬂ RIS FE A E AR EFIEAIME—
MAC fIitFIZIEAIATER BB MAC 2R EE%: BPDU ( ¥&={E VLAN EEBIRER - o UZE
01:80:C2:00:00:00 8 01:00:0C:CC:CC:CD) °

X
General VLAN GVRP Multicast STP QoS
tion |
Cancel
FARRERBAT -
IER iR
R EIE B (Profile BRRBRWALHE - WREEERAREDEA -
Name) IETHEERERF S VigorSwitch(1HRIE ) s B E#F Vigor IR - 2
FEEH -
BPDU iBii 28 (BPDU tNRARALIE A/ S 1A EFA BPDU HEKINEE - BB A S EREME
Filter) BPDU °
BPDU Bji#&(BPDU BPDU MiEINAE S W RIPR B2 B IRRIE(T BPDU [ - i5R%3E iﬁ%ﬁA
Guard) SERRIR R BA R - 1E T — D IRE MRS - BB IDETRDRURILINAE
tﬂ?ﬁlﬁﬁ%ﬁuﬁﬂzﬁﬁ/ =F BPDU [h:EINBE
B % # (Priority) BRMRFIETEBRITHEE - BLEENW)  BAEUS R EIRBENHE
PEAK

Edge #O(Edge Port) # Edge £ O(Edge Port) =R - BAR I ENE 1700 AE AR -
MENHERLA Y Edge BO(Edge Port) = - BAE _EUEIT BPDU - Al
£ STP ARRRCH AT - OIREE ERSEANBLEIRE -

)46 RERARN O] B /1= FR b ThAE
P2P 18 (P2P Option) B#(Auto) — VigorSwitch EENRE ILEREIBM STP S4B -

2(Yes) - FRILERE FNBEREAA2ET  ERERIS AR
R EW -
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B (Cancel)
ER(Apply)

E(No) - FRULERIR LR STP A EAAZ2ET  BAEEERTS
— AR IR R -

EEENRELHFEILER -
HEERRELHFILER -

SRBRETE - B TER(Apply)REEAERE -

QoS

IR E AR & E AR5 B (QOS) R EIFIRRRTE

ngress Default CoS 0

Multicast

BREEZRNREERBBENEAR FIRRES -

STP

Cancel
oI AR ERRARA T -

I5H

#EtE 21 (Profile
Name)

HWATER CoS (Ingress
Default CoS)

¥4 Remark CoS
(Egress Remark CoS)

#45p Remark DSCP/IP
&% (Egress Remark
DSCP/IP Precedence)

R PR 9 P 3 2= PR
(Enable Ingress Rate
Limit)

R ¥ IMEZR PR
(Enable Egress Rate

RAA

BRRRBEALHE - WEBETERARBED#EA -

IETNRE#ERF S VigorSwitch(1HEIET) S B3 Vigor IBHER @ KE
FEER -

SHEIIBLEIR B4R F1E1E QoS 1R%(802.1q/DSCP/IP B5cH#E - IKBREREN
ME)HEAFIERETER CoS BEE -

YR FERAEN O] RUAR /15 FALETHEE -

{=A(Disabled) - EZ|L1E B O =BILINAE -

DSCP - 1R DSCP HEXRTIIER - #HINR=AZWIZC DSCP E -

IP B5c(IP Precedence) - 1RiE DSCP #EXRTIIER - HINTREBHAE
iCIP BTHEE -

IEEEAREERSME(QoS)MIERIRE - SEEBIBNREL RGN
EAE FARNERT -

I BAREEN o] R/ = B L IO BE -

¥ ERPR %I (Ingress Rate Limit) - # A% =& (16-1000000) - B : 16
Kbps °

ICEE AR ERYE R E (QoS)WEEIRE - SEEHENREAERSET

330



Limit) EARAE N ARNERET -
i BAREEN O] RUA /= AL INAE
#ohERRE (Egress Rate Limit) - & A %% E(16-1000000) - B : 16

Kbps -
B (Cancel) EEERELERFAIIER -
ER(Apply) REEMRETHMHILER -

SRBRETE - BTER(Apply)RHEEARRE -

II-6-4 #:&(Maintenance)

Vigor EEHRROILUED - BIR - EFRBHEEE MEEA Vigor RIRREE -
Switch / Maintenance

Maintenance

Select Action

Action Type Config Backup

Select Device

Existing Device - add Max: 1

Switch Name MAC Address IP Address Option

Back up
oI AR ERRARA T -
I5H Bz

158 {E(Selection Action)
B{EER (Action Type)  Vigor BEIZRTI LI Vigor XIS ITINBERLRIIRIE -
R E#D (Config Backup) — %19 Vigor 212220 B AIRRE -
2B R(Config Restore) — ERABHIERER Vigor RIREEMRTE -
& ERI(Remote Reboot) — #318 Vigor 2R IHEFRIE Vigor 38

on

[E18 £ BE &% {E (Factory Reset) — &3 Vigor IR FRE2 K B % Vigor i

E‘E o
#1242 F (Select Device)
BA 58 (Existing +ER18(+Add) - HRILIEI LS - ZRBRER DANRE -
Device) B3 AR E—EEE -

EERERDDEIEERR
B3 (Backup) — RUILUEHFMREB(SIEREEESED)NWEA

NS

A AE °
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EEREERDEEHERR

= ZIESERRERNENES -

BE(Rostore) - BRI ERAEHRRERMEREGIERAEES
B o) 3R -
B E RSB (EERES

E#iRiE(Reboot) — 1% I LUfE A B AT EEH A B RH 02 (H
Vigor BB EE) -

EERELRARESEERE
EE(Reset) - RULKENWEBGIERALESED) SRR LM
RRERTE °
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-1 % 4 43 (System Maintenance)

HRZMRE  ARB VRN LERT  KERTE - BE - 36 - BNRER - (RIENEBEBREUK
BT -

I-1-1 £ B % % (Device Settings)

EABETULBREENRKRE - BEMALBT -

I-1-1-1 BRI (Time)
TR & M 48> > 8 B 52 E (System Maintenance>>Device Settings) #4112 T 5 (Time) 124 -
AEOZEMTIEERDEH Vigor REWRA -
System Maintenance / Device Settings “OReset (G Refresh

Time  Device Name  Syslog SNMP  System

Time and Date

System Time

System Time 2026-08-19 11:50:21

Time Setting

Set Time Automatically with Time Server JRNELTEINY
Tim anuall
Note: Auto mode will adjust daylight saving time automatically.
Time Server () time.google.com
nterface Auto
Test Time Server Test Time Server Connection
Sarver Statiis
Cancel Apply
Eat—F 2 .
SRR ERARIH ¢
2
I5H i AR

4 F5 R (System Time)
%405 (System Time) BB REATRER -
R a2 % (Time Setting)

B E R (Set Time) BIEZTRBNSA(BEFE) -
B Eh {3 P B RS A AR 28 (Automatically with Time Server) - 15 48RS RS
#E (NTP) R IEER B R A RBEISRKBEN -
F & (Manually) - B E2IE 22 BRI RIS 2 4R -

ERERBEETEME RKHE(Time Zone) - EIEFBHBMENRE -
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Rk G fal Ak es i 5 13 AR 2% (Time Server) - &1 A X ZF5™1E AR 22 048 E At -

(Automatically with N E(Interface) - BEBEEH WAN/LAN N EEHER - IRBIESH
Time Server) (Auto) - Vigor #1653 WAN 2 LAN BHFER -

52 S RS /A1 AR 88 (Test Time Server) — 12 T I ISR @ AR 2R 42 (Test

Time Server Connection) ZBLUAI SRIARBEEEEEE -

fEl AR 28 AR 8E (Server Status) - BER FREFISRIHRES -

FE LR (More Settings) - 1% L BRI R A ARERAVER R E -
B 482 (Synchronization Frequency) - EERMBEHTHN A
HISERVEE (FM - SEESHIERE) -
REFAREE(Secondary Server) - MEHHIEEIGEMKES - AELRE
A URL/IP firdlf -
RENHE(Secondary Interface) - EBEEH WAN/LAN NHEE
SR - MBEZFEF(Auto) - Vigor R#E#E BB WAN 5 LAN B
5 - IbREIERTE - (FUBOREARENEANTE - IRFER
EfEl AR es SRS R - Vigor 2418 AR ESEEIREERETT -
By¢&i#I(Daylight Saving) - EREEEZEFE (Manually)B - 18
FEREEN T RY AR fE R ILThAE - N RMAit R % B B XN = (DST)
i - SBRUFBIEINEE -
B¢ a4 (Daylight Saving Period) - LLIhAEfE T R B &S
#ESTI A - IR (by Week) 2l ik B#(by Date) - WiEERIAR
IR RER -

EREREEETFEH BEi(Date) - FERTHXABLUISEERNBE -
(Manually)

L'.-_'UZ I-U4-2b = l
2021 APR ~ < >
APR 12 3
4 5 6 7 il J 0
11 2 13 4 5 6 7

20 21 22 23 24

19
25 'e' 27 28 29 30

BRE(Time) - BBIETER - DAV RRERHRE -
13818 282 [ (Synchronize with Browser) — 12 F31BIE % (Sync now)
BRI EEREL -

£/ (Apply) RS L B AR -
E34(Cancel) RERAR LB EE -

SEREBERETE - % TER(Apply) EH R4 -
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II-1-1-2 £ B & 38 (Device Name)
BREMBEEE - NRRE . IUBEEE -

TR & M 4&>> 8 B 52 E (System Maintenance>>Device Settings)#41&1% T 3B & #(Device Name)
System Maintenance / Device Settings O Reset

Time  Device Name  Syslog  SNMP  System

Device Name

Device Name (3) DrayTek VigorC510ax

1I-1-1-3 Syslog
Syslog INBEME A& BEIEIEERS -
TR & M 48> > 8 B 52 F (System Maintenance>>Device Settings) 24 1% T Syslog 1Z4%; -

System Maintenance / Device Settings O Reset

Time  DeviceName  Syslog  SNMP  System

Syslog Settings

Logging Destinations @ external Server

Log Message User Access Log
& Allinterface Log
£ WAN Log
LAN Log

@ Firewall Log

B IAM Log

& VPN Log

& System Log
APM Log

&3 WiFi Basic Log
& Mesh Log
Route Palicy Log

TR369 Log

Cancel Apply
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oI AR ERRARA T -
I5H

e B (Logging
Destinations)

# 2 (Log Message)

18 (+Add)

AR 2R IP(Server IP)
3% (Port)

818 (Option)
ER(Apply)

B4 (Cancel)

AR
Syslog #&%E(Syslog Settings)

5MEEBR2R (External Server) - BIZLIFERARIEB LR ERL R
fafR=s -

EEGEEAENEREENEN - TEMRAKENE Syslog L -
Syslog faBk2E(Syslog Servers)

B—TNUBREREILN Syslog AR 8% EAZ MR EAE -

i8R Syslog EIRESENRZORE 3@ -

#i A Syslog fEIAREEH IP il -

5 Syslog AR ME RIS -

kR (Delete) - #ZULTIMIFRIEE A FIAR 222 EAE -

REERRE -

EEBERRELHFEILER -

=BT YE - B FER(AplY) R EEEREE -

337



llI-1-1-4 SNMP

RENO B E SNMP IRFZFRE °

EEZE SNMP - SNMPV3 &8 NN (5238 AES I DES) M S5 835 (5238 MD5 ] SHA) SRR 2 EIBEK -
AELZE -

TR & M 48> > 8 B 52 F (System Maintenance>>Device Settings) + &~ SNMP 124 -

System Maintenance / Device Settings 0 Reset
Time  Device Name  Syslog SNMP  System
SNMP

() SNMP service also shall be enabled for LAN/Internet Access in System Maintenance >> Management

Manager
anage ecific Ho:
Query
Get Community public
Set Community private
Query Port 161

Armant

Cancel
O ERARMT :
IER

EZF(Enable)

@& E#(Manager
Host)

EX%§ Community (Get
Community)

2% Community (Set
Community)

AR
SNMP
tIABARA LR/ = SNMP ThEE -
MREA - BOUREEEE - &8 - UEMBHRE -
&E&(Manager)

E—(Any) - Ef@ IP AR EREEEW -
e EE#(Specific Host) - fEE—@E#(IPv4 55 IPv6) 515 Bl £ 1
(IPv4 #01 IPvB) -

IP $EEI(IP Type) -3 IPv4 5 IPV6 3% -

=

e B £ (Specific Manager Host (IPv4/IPvB)) - i iE
IPv4/IPv6 1E% IP MRS TIA - Bhis+$TE(Add)HIEIEE -

ALY SNMP 55 HIE# IPv4 AL (2 FEES)/ IPv6
M (BEEMBERE) - NMRBELEBEUEZEAM - BIRRAHET
IPv4/IPv6 BRIFABIETHEEE SNMP 165 -

&:(Query)

W AHS Community F& - 855 public - £/ get an L EEFF KL
BHENWEENRBIEERERN Get Community FE -

BARRE Community P& - F8E& % private - £ set 5L BIXE TR
EERZEBNABIEIERRN Set Community F& -
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&35 (Query Port)

EYF SNMPv3 XIEIfEE
(SNMPv3 Agent
Enabled)

EF SNMPv2c CIBIhAE
(SNMPv2c Agent
Enabled)

EZF3 SNMPVI ({2 IhAE
(SNMPVI Agent
Enabled)

EYF(Enabled)
BB AR 2 (Trap Version)

B&R# Community (Trap
Community)

F&RsI2(Trap Port)

BAER 1P fEDY
(Notification Host IP
Type)

BEIER(IPv4)
(Notification Host(IPv4))

BAE(Pve)
Notification Host(IPv6))

PER =S (Trap Events)

BB AR P RO E IR RAS -
12 (Agent)

IR ER LA/ 15 SNMPv3 THEE -

MERRLAUETNEE -

Agent

SNMPv3 Agent Enabled ()

Username (USM) &) Authentication Authentication Password (7 Privacy Privacy Password (7

Disabled

Disabled

SNMPv2c Agent Enabled (
Agent Enabled o«

SHA

SNMPv

FEREZE(Username(USM) - USM IENELIEREAERNZEE

o - FWARRBNEBRENEREZE -

E8#% (Authentication) - BIE—EHESHREBBREE—HHERNEES

% (hashing methods) -

B35 218 (Authentication Password) -
BEfh(Privacy) - BE—BNBTAERBIEE. -
BEF\ 258 (Privacy Password) - B # AR LURERER, -
AR R LAY/ F F SNMPV2 THEE -

IR RELIRLA/ 1= A3 SNMPVI THEE °

BB (Trap)
IR E B R/F A Trap ThEE -
EEEMARA -

Vi

V2c
V3

A FER Community & - TR % public - [@ SNMP #ZHI&EER

KERNOMEZEE - WREBIEEENEHERTS -
XFRE LRSS 23 EFT -
WA Trop AR EMAOERIRRS -

EIFEAEHAVERE
—#(Both)
IPv4
IPv6

+#i18(+Add) - BA DU SNMP trap BIE#A 1Pv4 fizdlt -

+§f18(+Add) -
A RFFEW SNMP trap RUEHER IPv6 izl -

EEZERUEERPRENSEHY -

339

BIEEHENRERS - BT +H8(Add)#gEE -

BRABEETEMRE -



=6 (Apply) HEEATRE LR EE -

llI-1-1-5 System
RO R ISR HARRENREAS -

System Maintenance / Davice Settings “0)Reset

Time Device Name Syslog SNMP System

System

(0 Advanced Setting Warning:
This configuration modifies system parameter at the DrayOS 5 core level.

Incorrect settings may lead to unpredictable behavior, including service interruption or connectivity issues.

Proceed only if you are familiar with these parameters; please refer to the Knowledge Base for configuration details.

Session Timeout

TCP Timeout () 7440 Sec
TCP Sync Sent Timeout (1) 120 sec
TCP Sync Receive Timeout & 60 Sec
UDP Timeout 60 Sec
UDP Stream Timeout 180 Sec
CMP Timeout (7) 1 Sec
Cancel Apply

oI ERRAR T -

I5H B

TCP #B5(TCP Timeout ) SR EEHRBRIFANNRRE -
TCP R =REFNE@MELREHE - MRLIBEMNERTEBEATE
B RIEREERSE R/ -

TCP ES @2 @IS (TCP  RE TCP RIS EXAMN -

Sync Sent Timeout) EEE IR SYN #EKESE SYN/ACK EIEARSR] -

TCP RS AR (TCP R IE TCP B & Bl -

Sync Receive Timeout)  j=pms#E BB SYN/ACK BEEES0E ACK HIFR -

UDP i#il5(UDP R E UDP MRS IR -

Timeout) {57 UDP HEIHESFHALEHBRFAYNIFERME -

UDP 5585 (UDP IBEEBENEEaREEREMANR UDP REMNERERE -

Stream Timeout)

ICMP #B%(ICMP BE ICMP BIRSERA -

Timeout) 167 ICMP 8 (BT ping M traceroute ) KIEREARIER -
BU¥(Cancel) REBRREIHFEIILER -

£F(Apply) 77 B AR B M -
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I-1-2 &3 (Management)

I-1-2-1 AR #E3%EHI (Service Control)

ICEEIRECEE—REARRTE - EERBLUK TLS/SSL MEBRTE - FHESREAEIBNBERES
N1 - AU ESHERERFEVER - WolEREIRRHRIPIKHER RN WAN 4587 HUERES -

System Maintenance / Management

TR-069 XMPP TR-369

General
Auto Logout off
Login Validation Code ()

Management Services

Enforce HTTPS Access ()

D «©
mDN [ @)
mMDNS Name vigor Jlocal
mDNS across

Port (7 (default) LAN Access IPv4 WAN Access IPv6 WAN Access Apply to WAN Interface

HTTP A 80 (30) ] All Interfaces
Cancel Apply

B .

OJHEERABNT
IEH BT

EA&(General)

BEhE 4 (Auto Logout)  MNREE RAET - AEEGERENENEBELINESRKER -
HItEREFEIZ N ELHERA - FRERENTESRSHEBGREE -

off ~

off
1 min

3 min

fault) v
5 min
10 min

7y o | P

RIBFAERBRERST  JUBLHRE - BRER/KRFER - BKRBEEUR

=
B ABEB(Login YNREXAUETINEE - Vigor SRS ERAEZEEARERKERZWAREZNS -

Validation Code)

EHEMR# (Management Services)
I HTTPS EEEA YRR/ ERAT A MEEEEB HITPS B A Vigor HEHEN
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(Enforce HTTPS
Access)

LLDP
MDNS

MDNS #&i#
(MDNS Name)

& VLAN A9 mDNS
(MDNS across VLANS)

123 (Port)

LAN 7ZEX(LAN Access)

IPv4/IPv6 WAN 7£EX
(IPv4/IPv6 WAN
Access)

TLS 1.3/TLS 1.2

WAN 7ZER3Z I (WAN
Access Control)

LAN 7ZER3Z#I(LAN
Access Control)

tNIRBARELIR A/ LLDP AR¥E -

Y BIRE LR AR/ 2 B 1B 481 2 78 2 #5(mDNS, Multicast Domain
Name System, mDNS) BR% -

MABEERSAEAERINESEH - DUEREMESTE -

1714 BARA AR A/ 15 PR L THAE -

&H¥ HTTP » HTTPS ~ SSH ~ Telnet 1 SNMP EfRERIEE R E B &R
IRSERE -
TR RYUAHAFEESN LAN NEHEA -HE RE N ZLAN
FEUEHILURE (R Bk ) s#EEZEL LAN BIEARFE(HTTP » HTTPS ~ SSH -
Telnet 1 SNMP) ©
DRIV R R G EIRE BB IPv4/IPv6 WAN TEIEA - 1% -
HETERE - :8E T2 WAN FEUZFILURE (B Bk sEAEZE IPv4 WAN
EIBRRFE(HTTP ~ HTTPS - SSH - Telnet &1 SNMP) -

TLS #0223 (TLS Encryption)

IR RERN O RS = FE L IORE -

ANz 435 B (Access Control List)
—RRRER - FiBEE® WAN NENAPIRHESMER IPvd WAN ZIEAR
TE(KBREEIZERY HTTP ~ HTTPS ~ SSH - Telnet 1 SNMP & #ZEUAS R E ) °
3EIMIT Port Knocking (Enforce Port Knocking) -t Ba R LI AR /1=
FA Port Knocking IhEE -

SRFEIMITIR#S B R (Enforce Service Types) — EZBEARE - R
BLIN5ERY Port Knocking RIZRIR P At 7 BEFEUE LL B BRI AR 75
(& WAN 7t ) ; Efth IP It EEHREE -

WAN Access Control

Select All

LAN Access Control

LAN Access Control Mode HTTPS
HTTP
SSH
Telnet
SNMP
TOTP Z§#&(TOTP Secret) — BE/RAR TOTP WEi -
WAN 7ZEN %1 = (WAN Access Control Mode) — EiZn 2 BhiEsg
FERE - REET P HADGTHIIEE IP MELTRESER WAN NTEHE
WIS EE ESIHHRTE -
7828034 (Allow All Connections) - ItATE81E -
BRZE(Allow List) - B F+HE(+Add) ¥ —2E K - B MUET
6% -
—iR%RER - FRIEEE LAN NHEHMNASHETIMER LAN SR (KR
ERIZAY HTTP ~ HTTPS ~ SSH -~ Telnet #1 SNMP S#Z U5 BME ) -
LAN 7ZEN 4 20 (LAN Access Control Mode) - #1235 2 BhiE 4 s A
BE - REEE P #AVGETHNIEE IP M TEEES LAN N EFEUL
BE L3 SRR -
seEF 2 &4 (Allow All Connection) -t A 7E5814 -
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BZE(Allow List) -2 T +#18(+Add)FTiE— 2 &R HZ OB 6

s

=
ER3#(Cancel) RERAR ELEEILEE -
£/ (Apply) BRI EE -
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l-1-2-2 TR-069

Vigor HEx 1 TR-069 2% . 0iEBBERERMRES (BIW VigorACS ) EinEIER &R HE
(Customer-Premises Equipment - CPE) -

System Maintenance / Management W Reset (CRefresh

Service Control TR-069 XMPP TR-369

ACS and CPE Settings

TR-069 [ @)

ACS Server
ACS Server On Internet
https://fae2962.drayddns.com:20022/ACSServer/services/ACSServiet
P/Domain (G fae2962.drayddns.com Wizard
ername (7 dcna@router5@dra

Test Connection
Cancel Apply
O] ERBMT ¢
IER iR
TR-069 YR FEREEN O] RS 15 FALETHAE -

ACS fafR28(ACS Server)
ACS fAIRRZZRARI(ACS EIERARAB R ERAREACS)WEENE -

Server On)

IP/ 48 (IP/Domain) WMAFRERE ACS K IP fIit/RISEHE -
BRERBE(Wizard) - FLEA VigorACS fIBREER IP Al - EHHESE
EMERIERERF -

ERERE/ BB BAEE ACS ARESFIHANERE -

(Username/Password)

#4385 (Test Connection)
E#4K#B(Event Code) FATHNRNEEETERTAENSH -
Rt @A (Test With Inform) - % — FENTIRIBEHREBEEREZEAS - LU
AEELEE CPE 2E8ESER VigorACS falfResEs -
E L E (More settings)
CPE FF%(CPE Client)  #RE CPE BFIHAIRE -

BABE(Protocol) - MRBETNE - FEIE HTTPS ; BAIFEEE
HTTP -

55 (Port) - MRBUEEEIRER - BEE CPE MIEEIBRE -

£ A& & E/ZB(Username [ Password) - A VigorACS #&RRE
%3 CPE WERERENES -
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EHAE A8 E (Periodic E2F(Enable) [ Disable - tiBAREEN T R AR BB LLINEE - T8 A "K
Inform Settings) B" &%~ CPE FAFInEEHEZE ACS ER:: - Wi "EfRE
B BUtEENREEREMHERSEH -

BRI (Time Interval) - 5312510 CPE 332438 51 A0 8 R i B 2 HE A2
R - (1-65535)

STUN #&7E(STUN E®(Mode) - ERERBE(Auto) - NREZEMA(Enabled) - FE#HIA
Settings) I TARRERRRE -

fARR 2 firdlt (Server Address) - #A STUN fEAREEA IP fizdlt -

fABR 28 STUN 385%(Server STUN Port) - A STUN fEIARERAYES:
128558 (1-65535)

B/ EZIFRE (Minimum Keep Alive Period) -t AT
STUN - CPE HEREIRBEENERE K  UHFRBETHHEHE Z -
B AR/)\ERRE - f8:k%A "60 B -

BA#FIEZIFR (Maximum Keep Alive Period) - #IRMAT
STUN - CPE M EMERBEEMERE XK MIHFHETHHERE % -
BEA—EHEEARAGEEERRE . "-1" RARIEEHKHE-

£/ (Apply) RS E LB EE -
E34(Cancel) RERAR LI EE -

SeRRETE - R TER(Apply) Rl B EmSEE -

llI-1-2-3 XMPP

XMPP 2oL EMFERE ( Extensible Messaging and Presence Protocol ) FIAEER - REHIE
BT XMPP fElfRE: LEE - VigorACS DJLABERS AR B IR NAT TR AP EiE -

System Maintenance / Management ‘OReset (CRefresh

Service Control TR-069 XMPP TR-369

XMPP

Status

VIRR /= RS - BITIRUREER XMPP TI8E -
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llI-1-2-4 TR-369

TR-369 E— &R -

T ISP BESEIN EIRIR AR R EHE R -

TR369 #Z=HI23;5 8 (TR369 Controller List)

System Maintenance / Management Reset rest
Service Control ~ TR-069  XMPP
TR369 ACS and CPE Settings

Enable TR-369 [ @)

TR369 Controller List Export Parameters
dd
Enable Name Status TLS  Broker Address (0 Broker UserName (7 Broker Password (1) Controller EndpointlD (7 Option
() 1 L] () mqtt.draytek.com @ none Edit Delete

Cancel
oI AR ERRAR T -

I5H
ExF(Enable)
TLS

X 78 3 AR 22 {131t (Broker
Address)

KIBEIREEAEBE
(Broker UserName)

R IR G AR 2R 288 (Broker
Password)

¥ 188 EndpointiD
(Controller EndpointiD)

815 (Option)

SR AR
IR IL R RA LR AR /1= ) TR-369 (USP) BB ERE -
YR IEEERALIEL AR/ 12 B TLS B H#HE - BIRERSIEBBEELEH -

FWA TR AR R (ISP) 12454 MQTT EIAREZM 1P firtltsk
EHEE -

Heoh MQTT 2:ETHEREH (Message Queuing Telemetry
Transport) RI4RE -

BMAGR ISP RHAIIEERSEREZHE LUET MQTT ERSMERE -
WAL ISP REMAIBEMBTH - LUET MQTT ERZMERE -
FWATNRR BRI R (SP) 12%h USP #ZHIZZMI%E ID -

BIVBEER protozidentifier ( 140 - protozmy-controller ) -
USP 2 User Services Platform ( #E&ERE TS ) NBES -

fREE(Edit) — RULUBKIZHISE B BENATAS -
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nab o©
1
Status e offline
T «©
MQTT Broker Setup
mQTT

matt.draytek.com

2883

AUTO

R IB @ AR 2_ 11t (Broker Address) — BE/R MQTT IBRY IP iz s 12
- NERE  FETEXR -

128k (Port) — A RARZRAVIESE -

R I2fEAR 22 RLA (Broker On) - TR HIEE—ENE

( LAN/WAN/AUTO ) 2R##5 MQTT Broker AR -

K I2 5 AR 2R = P9 & 2 #8 (Broker UserName) - BB RARIAR IS AR TS (L FERS 12
HWRCEERSFSEREEE - 1EFE  FEX -

X 32 fE AR 32 388 (Broker Password) — FERMEH ISP 2 HAINRIBEREDS
- RFE BFEX -

%128 EndpointID (Controller EndpointiD) — BE/RIEAR ISP LA USP
ZEHIZENIRES D - MRBE - FEX -

51 = #(Response Topic) — USP 322 = FAR 612 28 Sl L 2 1Y
MQTT xR - WEBEW ISP MEER - FHZEH ISP IS EERNE
BFE -

124128 = & (Controller Topic) — USP RIZETRIA MQTT & - AR
REEHIZRNGS - ILERTHW ISP BEEE - EHETH ISP DIREBIE
BHWEEFSE -

ACS AR E A& BME(ACS UserName) — IIEABEIBINAE - AZE ACS

ERBAREELRE - WREBFEAMZ VigorACS WWEFRERE - A48
&R ISP B VigorACS BIEEDEE ERENRE -

ACS fARR28 28 (ACS Password) - Ib & IBIETNEE - A8 ACS FIREBEAR
REELRE - MREERANE VigorACS THERZERE - BTN ISP
8 VigorACS B SRS IEENERE -
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BE i 2 8l(Export Parameters)

System Maintenance / Management

Service Control TR-069

TR369 ACS and CPE Settings

Enable TR-369

Export TR369 parameters File

Export TR369 schema File

SR ERBNM T
I5H
BELH TR369 2EHES
(Export TR369

parameters File)

BE TR-369 RiEHES

XMPP TR-369

«©

TR369 Controller List Export

t Parameters

Download

Download

AR

T#Ei(Download) - UL THER TR-369 £
= FABIE2T -

N

A e

{OReset (Refresh

Xt BRI AE R

T#(Download) - # It FHULEREZIEN TR-369 HRRAIZ4E -

(Export TR369 schema

File)
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I-1-3 &4 7+ 4R (System Upgrade)

II-1-3-1 & 8&(Firmware)

R 4 48> > 2 4 4R (System Maintenance>> System Upgrade.) - LA E 16538 & 65 B F 4R
g5e - FER - WEEAILL Windows fEEZRMAERTE -

EMEDEYLUETRIRTA

FEF 4R (Manual Upgrade) - BNEaF+4RAT -

FBSTHE DrayTek A5y FTP 415 T S &5 -

DrayTek #8112 www.draytek.com ( S AHth DrayTek 4L ) - FTP #8144 ftp.draytek.com -
BEF 4R (Automatic Upgrade) - Vigor Bz A 4R BIR BB ENEFARINAE(RIBRE - BEA

BARA) - HEAENER T REENFEE

CZEBBEUARBEVAERNEXTRE - BALEINEER -

RPEBFE NHEMENBRA - Vigor S BBEAEMRE - FELARIEHESS - IE—7%

HRBRERZEEBENBEENRILEER

System Maintenance / System Upgrade

Firmware GeolP Databases

Firmware

Current Firmware Version 5.40

2026-08-14 11:19:27

nd Interface Auto Select

5.4.0 2026-08-19 09:40:41 = Check for latest version

Online Upgrade (Upgrade firmware over the internet) ~

© Now Upgrade later (Specify date)

Upgrade

Automatic Upgrade for General Updates

nable Automatic Upgrade

Automatic Upgrade for Critical Updates

Cancel
O] R ERARMT :

EH

3Bk 4 =C: B R/ A A
(Advanced
Mode:ON/OFF)

B AigNEEkR & (Current
Firmware Version)

R EEL R A (Latest
Firmware Version)

BERENE
(Outbound Interface)

AR

R BRI PR RIEPE R E ©

BB RIERAVENE Z AR -

EEE#i(Refresh) — RILEE DrayTek Bt FEEERFFNELRA -

IEThRE R BARUERE 45 =t (Advanced Mode) BT F -

EEZRRTE DrayTek #8915 FEFEELUETEBFARN WAN 7TH - A&
S UEPTEAY WAN NTEZEE—E IP ksl IP A& -

B2 ER B EEE(Auto Select)
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#& £ 74 (Online Upgrade)

B BN R FEtE I R B M R TR -
(Automatic Upgrade  yrEN(Now) — EE1EIiT A AR R T A T SRR EH -
Schedule) M R(Upgrade later) - 1A ARE B EARIER -

—BRE#7A9E 8 4R (Automatic Upgrade for General Updates)
FiF B & # 4R (Enabled FAREREFH -

Automatically IR EE R LUE RS S I E R N B B B BE 4R -

Upgrade)

F+ 4R #k12(Upgrade REEEFARAER -

Schedule) #E4F 5 (In the middle of the night) — BIEEF AR FRETT -

HEZE#(Schedule Update) - FNEEA RS ESBEE— AN REET -
SEEFHMEEF 4R (Automatic Upgrade for Critical Updates)
MAEER2MBEIE —B Vigor BHRBWRIESEE LS HIEE/EAEREENHIEE 1§

AR 18 (Enabled BEIRTHRHAARE -

Critical Security and b ThAETERRE R F A - t1RRIRIEN O] B/ Z A LLThAE -
Major Bug Fixes)

4R E% 1% (Upgrade REHBEFH RS -
Timing) A% (In the middle of the night)— ENEEFA RIS I FRIEST -

HIEE#(Schedule Update) - #N3EF G EBY & — RS BIH#ET -
A7 4R (Local Upgrade)

LERZ#E(Firmware . ) o
EE(Upload) - ZIUIE FEBEERIEEER Vigor 24t -
&40 (Notifications)
{E3xa08eE 40 (Send NI RARIEN T R AR /1= PR i@ AN s -
Firmware Notifications)
B (Cancel) EEBRIRELBHFEIILER -
£/ (Apply) 77 B A28 T BB L B T -

it [0 BXIgeSHEmeEe -
#E % F EE(Upload) i HE—2 -

File uploading...

'39% Complete
File upload is in progress... It must NOT be interrupted!

LESTME - BT EMREN(Restart) % iH -
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Congratulations

File Uploaded

Please restart to apply changes.

Restart

FHERZ - HEIRAHATHEHNNE -

Rebooting...

Web Ul will be redirected in few seconds.

152

SECONDS

Or Access Now —>
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I-1-3-2 GeolP E#4E(GeolP Database )

GeolP Bt} EiR R E R A ( CIDR ) FMUEER - Vigor BAFFRAER MaxMind 289 GeolP
ERERNIES mER -

WERE - BH GeolP ERE -
System Maintenance / System Upgrade (3 Refresh
Firmware GeolP Databases

GeolP Databases

(@ By clicking Upgrade Now or enabling Automatic Upgrades, you agree to the terms and policy of Maxmind License.

Last Checked Time 2026-08-19 13:59

Current Version 20260728

Latest Version 20260728

Last Upgrade Time 2026-08-14 11:24:38 Success

Upgrade Now
Automatic Upgrade Schedule O off Upgrade later Repeat

Note: To ensure data integrity and prevent potential conflicts, all relevant functions are suspended during database updates

OIHRRERRART -

158 AR
ITBDFHA &R ZIEFK GeolP ERE -
(Upgrade Now)

B EFARHERE BABA(Off) - BNEAMIRAT A - hEEAREHES -
(Automatic Upgrade WEAR(Upgrade Later) — RFFIEEE R BHRKR -

Schedule) #844 B#(Start Date) — A T BB F R0 A -
| 20210228 a |

4 5 6 7 8 9 10
" 12 13 14 15 16 17

18 19 20 21 22 23 24

25 lal 27 28 29 30

FBYARS RS (Start Time) - RTINS BB -

E%Z(Repeat) - 2B EERNE—RAREESEANMNRAER -
SREBE—X - (0%t of each month at) - EA TR S ERIER
-
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I-1-4 {3 B8R (Backup & Restore)

BETIRE ST AR 819 38R Vigor BEEREEETE -
System Maintenance / Backup & Restore

Configuration Backup & Restore

Configuration Backup

actory default

Backup

Restore from a Configuration Backup

Restore from Backup File i)

O ERBMT :
EH Bl
Configuration Backup
i {R:E(Password EEZ2M i - BHRNRERZIUNEEEY -
Protection) )R B LU RUA 315 I RZ 0 BE -

YRR TR R M ALEFTIERINBREEBHEZN -
(New Password/

Confirm New

Password)

M BT B BIER ) FR R RN o] RUA s 1= AR UL IO BE -

(Restore with factory ERTEMRE - BoEREREREREABNEBEEA -
default password)

%1 (Back up) RILENT B R ERE -
it s2 E #1938 F (Restore from a Configuration Backup)
BREGRERRstore [0 _ )y s mrA @rommmins -

from Backup File)
B (Restore) - KILMITIBRIEE -

RBENEAZE(Keep VNIRRT RASEAILINEE -
current login

password)

EEEAZERE(File tIRFERERN T RS = FLEINEE - MR - RIERRERBERM -
has Password E[F 2% (Restore Password) -#i A R BREERN R -
Protection)
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II-1-5 #RSEEIEF BT (Account & Permission)

B E R AME N BRI EEEIRE R -

BB
RHEREESERFEREEMEFH -

QQ l.‘ Lisa's notebook
<>

WLAN_User_Group_A

(Password:wug123)
Allen's PC

D)

-.@ .) ik - QQ l-J David's notebook
= LAN e
‘-@/b LAN —
WLAN_User_Group_B
LAN_User_Group_1 .
(Password:lug123) Nina's PC (Password:wugd56)
. Diana's PC
SI LAN ‘————.l Amy's PC
L
R . S
- -
=

Notcontrolled by user Management
LAN_User_Group_2
(Password:lugd56)

II-1-5-1 A #% 18 5% (Local Admin Account)
HEATRR RS T EASSEEESHTE -
System Maintenance / Account & Permission ‘O Reset (Refresh

Role & Permission

Local Admin Account

+ Add Max: 5
Account Role Status Allow Login from WAN Last Login at Last Login IP Created Time Option
admin Administrator Active Enable 2026-08-19 09:40:37 172.16.3.130 2021-10-24 09:03:48 & Edit
Ea-o ) .
oI ERRAR T -

I5H &t A
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2712 (+Add)
#mig(Edit)
Mk (Delete)

MEBBRARERSE -

AUHTIB ZRTAVRR EAR

Allow Login from WAN

Enable Email

Email

Enable sMs

MFA

Enable MFA

Cancel

B —EHAIIRSE AR EE -

EBUEENRER °
BIREERIRER

BIEIEZRRERE

R HE(+Add) -

Active

oI R ERRAR T
EH

#ES% (Account)

Y ZE(New
Password)

TEsR T AY 228 (Confirm

New Password)

B

IR IR 9% (Local Admin Account)
BRIRIE B -
Rt & AR -

BREAZ -

e (Role) HEIRTHNAES -
18 2 (Administrator)
5% (Guest)
EAEEEAE(R Role & Permission EEEII)
#R 85 (Status) ERA$(Active) - RIFETEAIIRSERER -
KEA(Inactive) - EAEENIRIEREIE -
FEFER WAN EA WNEREYALEINEE - ERETLUABILERE IR WAN I E

(Allow Login from

WAN)

ExF(Enable) Email

IR FRARN T RS fF R E F B E -

EFHHEmMaIl) - WARREK MFAPIN WSS FEH At -
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EYF(Enable) SMS

ExF(Enable) MFA

B I7B5R (Created
Time)

B (Cancel)
ER(Apply)

mTERA(Apply) Ui EEE -

i I A BE BN ol R S 5 AR (SMS)RRRE
B - @A MFA PIN WSRIRIERZEERES -
MFA
BRI/ FRZES M EE (MFA) T8t -
FeETHY MFA 5 (Allowed MFA Method)- #E#ZEE A Vigor IERHREE
AFEE TOTP - EFIH - AEABMERE -

TOTP - RERFEBIN—RMZEE (TOTP) #H  FRECNEHERE
REIER - A% - ERMNFHE EL% Google Authenticator FERET -
FARIFE AR UIR ML EE LM — 48 (QR code) - — R BB BRI
RFH L+ -

TOTP

Secret: |BLUMZRXM|CUE4JRNRJEKYTDNB2DERKNIJKDARBYKA4WA4DPG5GDQUDFKZAXSZTP

Vvalidation Code:

5B (Validation Code)BfIth - MA—RMUZRN - ABER—TBE
(Verify) -
RERTEOTH - EEBERAEIHENBIERER  2ARKERTCBAER

FOREHE -

5T/ BT EH(SMS/Email) - A E B LAl ERE BN P EENEG
RO/ SR ED ¢ 75 BRI RS -

1ESEZ & (Account Info)
BREREIREAEIIRGE -

EEENRELHFEILER -
HEERRELHFILER -
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II-1-5-2 AR (Role & Permission)
BEEAFRIBSTERE - Bl e T ERRAREIRRS -
BRAGOEEEE  HENERS -

System Maintenance / Account & Permission O Reset
Local Admin Account Role & Permission

Role & Permission

+Add Max: 5

Role Administrator Guest Users

Left Menu Path

» Dashboard Read-write Read-only Read-cnly +
» Configuration Read-write Read-only Read-only +
»  Security Read-write Read-only Read-cnly  +
> 1AM Read-write Read-only Read-only +
» VPN Read-write Read-only Read-cnly +
» Monitoring Read-write Read-only Read-only +
» Utility Read-write Read-only Read-cnly  +
» System Maintenance Read-write Read-only Read-only +
b Wireless Read-write Read-only Read-cnly +

EERZUVNACKREE  BET+MIEAdd) - EELEEHE—ETEe -
System Maintenance / Account & Permission
Local Admin Account Role & Permission

Role & Permission

+Add Max: 5

Role Administrator Guest Users Role_1

Left Menu Path i Delete
b Device Menu Deny Deny Deny A Deny A
» Dashbeoard Read-write Read-only Read-only v Read-only w
» Configuration Read-write Read-only Read-only v Read-only w
»  Security Read-write Read-only Read-only v Read-only w

O ERRART -
C]=| AR
+#i18(Add) BB ERES

Role_l RERBEBN - FIEWREEFIEZS Role# - ZENEME - RB|ILT

B

°
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2B A TS (4 - Role_MKT ) BT -

m

_I.EI:I
c &

RIS
(Left

£ EEZEHAFN Vigor BHABHNERSER -

nu Path) ShE/EAENER Vigor HHRESREER -

EHZEAENERZENBBEEERE (HINERNR K& - 3
BE) iﬁ%&%ﬁ’w&;’é‘%;’éﬁ?—ﬂﬂgﬁﬁ'

ks (Delete) BRECHEREBIBERER -
HEREEENACEEEBREESZEEHER -

Z

Readonly | smpeny)- EREETABREMEEETANEEES -

- {£PRBI:E (Read-only)- BIEEN#ERAFEAEBBAERTERE
Deny HEMRREE -
ead-only ;85 (Read-write)- EEFEHMNERAHEHAEEENACREER
TLAB%EE?TTLX»‘%A
Read-write
E/(Apply) REEIRELEEFIILER -

RETHME - ZNERApply) - TBEUMEN MIESEMNERE | RAHEE> >IREMER> > AEER
& 5% (System Maintenance>>Account & Permission>>Local Admin Account) -

X

I-1-6 %% E#ELEN(System Reboot)

MEFERAENTEIUARENMM B R - 157 R AH#E> > RAEHELEN(System Maintenance >>
System Reboot) NS FEH -
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System Maintenance / System Reboot

System Reboot

t With Current Configuration Reset Configuration Reset to Factory Default

Reboot

Note: Reset Configuration: Reset configurations, retaining service status (product registration, license keys, and

certificates), is recomm

Reset to Factory Default: R ncluding service status {product registration, license

keys, and certificates), is recommended

Auto Reboot Time Schedule

Enable Auto Reboot Schedule ()

Schedule Profile v

Cancel Apply
TR ERAAN T
EH $RER
E%Fﬁlgﬁhﬂﬁf\i(l?eboot BETIRIEED Y18 - AEIREHEN(Reboot) iR T 12t 5 5 EIEN 25
With

=EE
BRIE%E (Current Configuration) — EiZHEIBO[FERBRIRTE - EFE

ENESE=s -
EERE(Reset Configuration) — EEILEIRO[EHLEAREARRE(EmaT
fit - FFOEEBAES)RBNER FERBEHEE -

El{E %I & MR FEE% E (Reset to Factory Default) — ZEEZEILEIEO[E SN
R EHASNREEERBLMERE -

BEERERRE(Auto | RUBBEERBERE(Enable Auto Reboot Schedule) — & ItEIREENT]

Reboot Time BUBSERILINAE - RUBRS B S S IRRIBIEN B2 S BN i EHELE)
Schedule) HEi2sRE#E (Schedule Profile) — ER T2 S B IBIBR T -

B34 (Cancel) RERNSETHELE -

EM(Apply) BB E R EE -
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IV-1 E£#%(Monitoring)

IV-1-1 B B 15 B (Clients List)

FFEmBERIRER WIi-Fi B4RERES Vigor BHEMNEZREFIRINEIRRE
IEASh - ABEEERME T —ERESE  UBRSBEFRIIEETMIRERN MAC IHBERERT -

=]

Monitoring / Clients List (CRefrash

Clients List

%

MAC Filtering from Clients

= &

Up Link Usage Usage Physical Auth Encrypt
N MAC RSSI SsID P CH Band BW PSM
ame Time Speed Up Down an Mode Mode Type

EEREGAPHIIEEIRAN MAC HHBRATEET FiE—THIEESK MAC {IiiBiEINA:(Add
MAC Filtering from Clients) BRI F—& -

Add MAC Filtering from Clients * ‘
Add to MAC Filtering Profile
Update Client List Update
Clients

Add to MAC Filtering Name MAC

oI AR ERRARA T -

EH Bl
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FriZE MAC fiitiBiER
(Add to MAC Filtering
Profile)

ENAFIREE
(Update Client List)

B E#(Clients)

B3 (Close)
ER(Apply)

BTHRBEEERP—E MAC MIHHREREE(Z2 M >MAC ATitHa
TRRREN) ERIBIRERE -

E#i(Update) 12 F I ERIBEREFBRENAFKSE -
Update Client List Update
Clients
Add to MAC Filtering Name MAC
72:3C:59.06:2B:78

B6:8F.21:92:DD:8A

Close m

BRELZRAFIRN SSID &% ~ MAC fdt® 1P fudlt -

#iEZE MAC it BB (Add to MAC Filtering)—-2{Z IL18 B ol 4R F 5
IHIA FEREN MAC BIRRERE -

Z#B(Name) - BEWARRBRINEZHE -

MEBRRELRME -8 -

FFEARREL BRI R -

EEMEMMENESRAFKESCIIEE MAC BB ERESD - F
SERZM>OMAC {188 R EHE (Security>>MAC Filtering Profile) -

Security / MAC Filtering Profile

—

Name MAC Address Option

Andy 72:3C:59:06:2B:78 7l Delete

Carrie B6:8F:21:92:DD:8A 7 Delete

= TER(Apply) LURERE -
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IV-1-2 Bi5$0(Log Center)

IV-1-2-1 B $id(Log Center)

B IEEG

R/ MATIREMAR B 3% AU E Web Syslog & #5B it - 12 T B EE (Refresh)

EMMEEELERNEHEN -

Monitoring / Log Center

og Center  DDNS Log

Log Center

Time . Type

Cancel Apply

oI ERRARA T -

EH

R AR Syslog
(Enabled Web Syslog)

1EIR HESACEIEIR
(Loop Logging Option)

BE ! TXT 1% (Export as
TXT)

EE L JSON 12 (Export
as JSON)

B2 EB(Clear All)
BiE(Filter)
BE(Cancel)
ER(Apply)

T ER(Apply) MUHEERE

Notification

Clear All Filter: | all Type ~

Max: 1000

Content

Bz
YRR RERD o] RUA s AR LTI BE -
NSRRI FALEINAE - 183R H it a0 8% 1B (Loop Logging Option) i BRI 4L -

BEBREHi#(Override Oldest Logs) - Vigor B 2 4 &5 RS
BIETBRBENEHEIEH  WERRKHELEERETHNENR - 2% - BHK
FEOECEE -

RIS 2 LE 4082 (Stop when Full) - Vigor B E28 & 4518 2 LR RESAE 1B A2
I EREEM -

1ZILEN O] 15 B s rc 88 08 1 A8 R (ixt, json)

UGB TIARR LR E _ERFTA HAS iz -
EEERTEEBERRBFREE -
EEENRELHFEILER -
HEERRELHFILER -
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IV-1-2-2 DDNS H#%(DDNS Log)
IHEE O BRI EE R ITHENE DNS BIEAENARE(ERE - BEEIB/AASR) -

Monitoring / Log Center (C Refresh
LogCenter ~DDNSLog  Notification
DDNS Log
Manx:
Time Profile Name Content

BT EHEE(Refresh) EFHALLBEEALUERSHE -

IV-1-2-3 &40 (Notification)
ItEEBEREZENHFAE 85
BZAR
SSH/Telnet EALLR Web & ABAN
FNESFHARAR BRIBAN
MR R IR (B RS R ) B A
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Monitering / Log Center

Log Center DDNS Log

Notification

Category

User Access

System

System

User Access

User Access

User Access

User Access

User Access

User Access

User Access

Notification

Filter: | all Category

Content

Router Login Attempt Detected (pending verification) from WEB with IP 172.16.3.130 (admin)
Coredump was generated, and (dray_meshlog) terminated with signal (7) !

Coredump was generated, and (dray_meshlog) terminated with signal (7) !

‘Web add [IAM/Resources/Resources / ResourcesMACT]

Web add [IAM/IAM Pelicies/Conditional Access Policy / Con_Access_100]

Web add [Security/Firewall Filters/IP Filters / Firewall_1]

Web add [Cenfiguration/Notification Services/SMTP Server / Senders_MKT]

Web add [Cenfiguration/Objects/Schedule / Schedule_noon]

Web add [Cenfiguration/Objects/MAC Group / MAC_Group_Anna]

Web add [Cenfiguration/Objects/MAC Object / MAC_Object_1]
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(C Refresh

Max: 1000
Time

2026-08-18 09:40:37
2026-08-18 08:12:21
2026-08-18 00:30:42
2026-08-18 16:39:09
2026-08-18 16:35:28
2026-08-18 15:38:57
2026-08-18 11:53:02
2026-08-128 10:49:32
2028-08-12 10:44:27

2026-08-12 10:40:06




IV-1-3 &4 & (Wireless Information)

MMEE 2.4GHz/5CGHz FEMAY SSID 3% 2.4GHz/5CGHz WEIRAEEIER - HRMEE> |RET
(Monitoring>>Wireless Information) & & ME -

IV-1-3-1 &E&& & (Wireless Information)

ItEEBREGBERN—MREN (G - BEEBA 24GHz/5GHz - MAC firilt - SSID &%) -

Monitoring / Wireless Information

Recent Activities Real Time Throughput 2.4G Real Time Throughput 5G

Wireless Information

2.AGHz
Enable
Enable SSID Hide SSID
Disabled DrayTek-9012C8 No
5GHz
Enable
Enable SSID Hide SSID
Disabled DrayTek-9012C8 No

mTEHEmE(Refresh) ENH AL EELUENRHET, -
RTEEEZH15(See MoreH) IBIREZEH - .

IV-1-3-2 iE 8% &N (Recent Activities)
R AR E D I R EET -
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Monitoring / Wireless Information

Wireless Information Recent Activities Real Time Throughput 2.4G Real Time Throughput 5G

Recent Activities

Last 24 hours ~

2.4 Ghz

Throughput

5 Ghz

Throughput

T E#HEE(Refresh) EX A LB ELUERSHEH -

IV-1-3-3 BN 4RI £ 2.4G(Real Time Throughput 2.4G)
B IR R (2.40) T LU A BT -

Monitoring / Wireless Information

Wireless Information Recent Activities Real Time Throughput 2.4G Real Time Throughput 5G

Real Time Throughput 2.4G

Throughput

=1 Kbps <1 Kbps

T E#HEE(Refresh) EX A LB ELUENSHEH -

IV-1-3-4 BENE5 42 £ 18 £ 5G(Real Time Throughput 5G)
BDRS 48 I8 (50) S B BB E T -
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Monitoring / Wireless Information ( Refresh

Wireless Information Recent Activities Real Time Throughput 2.4G Real Time Throughput 5G
Real Time Throughput 5G

1.0
09
0.8
07
06
Los5
= 0.4
03
02
0.1

Throug hput

o<1 Kbps < 1Kbps

T EMEE(Refresh) EXH A L EELUERSH B -
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IV-1-4 WAN

ICEE I LU#R WAN ZGIREE - BIREENE - MAC Azl - BRMEA - B4R 1P Al - BREE - E
BAREE DNS fafResfiit - LRREEE -

IV-1-4-1 WAN 3£ (WAN Utilization)
IEE#BREE WAN MENERR - 8FLE - TENERERE I tEES -

Monitoring / WAN (C Refresh
WAN Utilization WAN Status

WAN Utilization

Name Upload Download Utilization

[WAN] WAN1 1.2GB 16.5 GB 100%
[WAN] WAN2 0.0B 0.0B 0%
[WAN] WAN3 0.0B 0.0B 0%
[WAN] WANS 0.0B 0.0B 0%
[WAN]WANS 0.0B 0.0B 0%

IV-1-4-2 WAN #R 88 (WAN Status)

IPv4

BIZ IPv4 ZEDIEEN IPv4 WAN E4RAREE -
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Monitoring / WAN

WAN Utilization

AN Statl
WAN Status

Pvd  IPVE
Name MAC Address Connection Type IP Address Gateway Primary DNS
[WAN] WANT 14:49:8C:00:12:C9 Static IP 172.16.31 172.16.2.8
[WAN] WANS 00:50:7F:00:00:55 DHCP 8.8.88

wTEHHEE(Refresh) EFFH AN EEUEMRHET -
IPv6

BIE IPv6 RELIEVE WAN EEEH(FIM - 278 - IPve il - BRI

=
Monitoring / WAN

WAN Utilization

WAN Status

Name IPv6 Address

Connection Type Gateway

BT EHEE(Refresh) EFHALLEEALUERSHE -
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FitlIN

Secondary DNS

172.16.3.1

8.8.4.4

(C Refresh

Uptime
1 day 06:15:47

RBFIEITRR) -

Uptime

(C Refresh



IV-1-5 ARP &1&(ARP Table)

IEFRARFAR B 88 PR TEAY ARP(UILARAT T3 ) RERBO A S - WRER 1 A ABEETE RS LA (MAC fizdh) AN
it 7 RV FERE % -

IV-1-5-1 LAN

T EMEE(Refresh) SHEALLEEMESHEIM LAN 2 K4 ARP FIEEH -

Monitoring / ARP Table (C Refresh

LAN  WAN

LAN Ethernet ARP Table

Clear Al
Interface IP Address MAC Address Host Name: Port Option
LAN1 192.168.2.96 08:BF:B&:D5:DF:F1 A1000461 - il Delete

IV-1-5-2 WAN
T EMEE(Refresh) SHEAILEEMUBSEN WAN ZKMBE ARP FRIEE «

Monitoring / ARP Table (C Refresh

LAN NAD

WAN Ethernet ARP Table

Ty Clear Al

Interface IP Address MAC Address Comment Option
[WAN] WAN1 169.25 E8:48:B8:73:F3:78 [i] Delete
[WAN] WAN1 172.16 BC:24:11:52:5E:28 i Delete
[WAN] WAN1 17216 18:0C:AC:DE:8C:30 i] Delete
[WAN] WAN1 172.16 0C:0E:76:6D:55:4E il Delete
[WAN] WAN1 169.25 50:3E:AAEB:DE:BS i Delete
[WAN] WAN1 17216 5C:ES:31:24:28:D4 i] Delete
DWAN] WAN1 172.16 CC:28:AAAFAF.BD ] Delete
[WAN] WAN1 172.16 ABI64:F1:F45F47 i Delete
[WAN] WAN1 17216 F0:2F:74:00:CB:01

DWAN] WAN1 172.16 20:0B:74:76:56:F0 ] Delete
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IV-1-6 B8 &(Route Table)

IV-1-6-1IPv4

T EHEHE(Refresh) ESHHAUBEALESSH

Monitoring / Route Table

Pvd IPvG

IPv4 Route Table

Interface

[WAN] WAN1
[WAN] WAN1

[LAN] LAN1

IV-1-6-2 IPv6

Destination

default

172.16.3.0

192.168.2.0

Mask

0.0.0.0

255.255.255.0

255.255.255.0

T EHEHE(Refresh) ESHHAUBEALESSH

Monitoring / Route Table

IPv4

IPv6 Route Table

@ Hide Detai

Interface

[LAN] LANT

[LAN] LAN1

[LAN] LAN1

[LAN] LAN1

[LAN] LAN1

Destination

fes0:/64

feB0:/64

fe80::/128

fe80::1649:bcff:fe90:12c8/128

f00::/8

373

a9 IPv4 BEERER

Gateway

172.16.3.1

Directly Connected

Directly Connected

A IPV6 BRER

Next Hop

Directly Connected

Directly Connected

Directly Connected

Directly Connected

Directly Connected

e

Bl -

Flag

(C Refresh

Flags

Default
Static

Connected

(C Refresh

Metric

256

256

256



IV-1-7 DHCP %&+&(DHCP Table)

AEHEERHER P A ENEN - ELEBEMNARZEREEE - M P AILERES -
% T E#EE(Refresh) EX A LB ELUEN S &R

Euﬂ °

IV-1-7-11Pv4 DHCP F#8(IPv4 DHCP Subnet)

IEEEE/RE(E LAN /TEA DHCP ER::IAES - IP ALEE - IPEEHE - EFERZ P ALMERER
palsr

Monitoring / DHCP Table

( Refresh

Pv4 DHCP Subnet IPv4 DHCP Lease IPv6 Assignment

IPv4 DHCP Subnet
Name DHCP Server Status. IP Range IP Pool Used IP Utilization
[LAN] LANT Enabled 162.168.2.10 - 192.168.2.109 100 1

IV-1-7-2 IPv4 DHCP #8 B E5RI(IPv4 DHCP Lease)
IWEHEBERRZEN IPv4 DHCP BLARIEREER -

Monitering / DHCP Table

IPv4 DHCP Subnet Pv4 DHCP Lease  IPv6 Assignment

IPv4 DHCP Lease

i Clear Al

Subnet IP Address MAC Address Host Name Type Leased Time Option
[LAN] LAN1T 192.168.2.96 08:BF:B8:D5:DF:F1 A1000461 Dynamic 23:46:56
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IV-1-7-3 IPv6 %3k (IPv6 Assignment)
U EEBERERER Pv6 DHCP BATBIME -

Monitoring / DHCP Table (3 Refresh
IPv4 DHCP Subnet IPv4 DHCP Lease IPv6 Assignment

IPv6 Assignment

fif Clear Al

Interface IPv6 Address Link-layer address IAID DUID Leased Time Option

IV-1-8 IPv6 TSPC AR EE(IPv6 TSPC Status)

IPv6 iBiEE 1717 & FA Sl (TSPC) AR B E ol DUR BN G2 I = TSP /Y IPve B4R -
YAR TSPC RELEHE - ERMMARAMINERIBENEGRSRR - BEASKIBERUTAS -

Monitoring / IPv6 TSPC Status ( Refresh
IPv6 TSPC Status
Name Status. Tunnel Broker Local IPv6 Address Remote IPv6 Address Router DNS Name TSPC Prefix TSPC Prefix Length

BT EHEE(Refresh) EFHALLEEALUERSHE -
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IV-1-9 IPv6 183i83&&(IPv6 Neighbor Table)

I EE RS AAARERL I (MAC fi73) B2 IPve ATt 7 R FERE (4 - ILE AN 2 BRI RIRE - Al
IP &R -

Monitoring / IPv6 Neighbor Table

IPv6 Neighbor Table

IPv6 Address MAC Address Interface Status
ffoz:1 33:33:00:00:00:01 [LANILANT NOARP
e80::1640:bcff-fe90:12c8 14:49:bc:00:12:c8 [LAN] LAN1 STALE
02:16 33:33:00:00:00:16 [LAN] LAN1 NOARP

IV-1-10 LLDP #B/E(LLDP Neighbors)

IEEIEAREES 7 RERRBNAEGEURRBZENREG - BREEMNES

ZmaTE
Z IR
IPv4/IPv6 fizdit (o))
ZMRINEE
EER D
ERIBERAA
S35
=i
Monitoring / LLDP Neighbors ( Refresh

LLDP Neighbors

Syst M M t Syst Port
LocalPort  ChassisID System Name - S CEEANID L ©

Description ~ Address(IPvd)  Address(IPv6)  Capabilities Port D Description 1]
ode
gi2@1G local A1000461 08:bf:bg:d5dffI@1G o0
1- C4164-MK-  5de

EWAN@100M  14:49:bc:dd:dd:7c 2.5g17@100M
4F_Q2200x_200.104 Zack 03

IV-1-11 DNS $:EXZ&1&(DNS Cache Table)
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BSERER oI U4 DNS fRARES - /oAt R igi AR M Pl B B 0 B 28 3225 DNS 55K K& DNS Bl - BB
BEEYUEEEFREER DNS HEEHM -

IV-1-1-11Pv4
B T EHEHE(Refresh) BHH A LLEELUEEES IPv4 DNS HREVER -

Monitoring / DNS Cache Table ( Refresh

Pv4 IPvE

IPv4 DNS Cache Table

7 Clear Al

Domain Name IP Address TTL (Seconds)

IV-1-1-2 IPv6
T EHEE(Refresh) EHH A LLEELUEEEH IPv6 DNS tREVEH -

Monitoring / DNS Cache Table ( Refresh

IPva4

IPv6 DNS Cache Table

Clear Al
Domain Name IP Address TTL (Seconds)
5-0005.dual-s-msedge.nat 2603:1063:27:1::14 50
5-0005.dual-s-msedge.nat 2603:1063:27:2::14 50
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IV-1-12 1T ENEFR B AR B X

Monitoring / Cellular WAN Status

Cellular WAN Status

Cellular WAN Modem

ae
BE
R4S

Status No SIM Card
MEI 865991060429457
MSI +CME

SIM1ICCID

SIM2ICCID

Access Tech

Band

Operator

Mobile Country Code

Mabile Network Code

(Cellular WAN Status)

IV-1-13 &% DSL #k&&(Remote DSL Status)

ICEE R AR AHE WAN Z#18_FRY DSL BURHZUW DSL ARAS - WA SERR_EFEIR DSL ARRERITN

ot

BE °
Monitoring / Remote DSL Status
Remote DSL Status

Receive DSL Modem Status from

WAN Port ()

Note: Enable this function to rece

Dashboard

to receive the DSL status from the DSL modem on the WAN port and display the DSL status on e

378
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IV-1-14 PPPoE 3&3& (PPPOE Pass-Through)

FEFH2R TR f#t PPPOE BSRIEAR - IESh - MIE T LUEB Vigor BEHIsS - EEZEUAMA PR ISP i PPPOE
#R - B2 PPPOA MER - BB PC {HXAJ PPPOE I EIfF#IR 7S PPPOA HEWEXE WAN fERkes - 1
I5—23% - PC Bl TlZ B 5@ 77 7 VAR RS -

It R E R R#IT PPPOE BERAER -
BT EHEHE (Refresh) EMEALEALUERSEHEN -
Monitoring / PPPOE Pass-Through ( Refresh

PPPoE Pass-Through Clients

Client MAC Address Client Interface Uplink/ PPPoE Server MAC Address Server Interface Status.

IV-1-15 & 48 Bl (Sessions)
IV-1-15-1 & 43 iR B8 (Session Status)

It EE#ERSE WAN NTEAEZE ( TCP/UDP/ICMP/ B8/ IEE ) -
RE I IEEEFYRNEHINEDURN RS ERE -
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Monitoring / Sessions YD Reset (Refresh

Session Status NAT Session Table

Session Status

Interface TCP uppP ICMP Total Sessions Peak Sessions
[WAN] WAN1 54 15 o 69 642

[WAN] WAN2 0 0 o o 0

[WAN] WAN3 ] 0 o o 0

[WAN] WAN4 0 0 o o 0

[WAN] WANS ] 0 o o 0

AllWANS Totals 54 13 o 69 642

IV-1-15-2 NAT #4321 1& (NAT Session Table)

AEEIEER NAT R MR PRI 200 F325% - 1% FEMEE (Refresh) EF A L BAEREHE
-

Monitering / Sessions (> Refresh

Session Status NAT

NAT Session Table

Interface Source IP Source Port Pseudo Port Destination IP Destination Port Protocol State TTL

[WAN] WAN1 192.168.2.96 54494 54494 1721 443 TCP TIME_WAIT 00:01:58
[WAN] WAN1 192.168.2.96 53931 53931 13.1C 9 443 TCP TIME_WAIT 00:01:14
[WAN] WAN1 192.168.2.96 53211 53211 104.1 443 TCP ESTABLISHED 02:03:39
[WAN] WAN1 192.168.2.96 58595 58595 104.2 o 443 TCP TIME_WAIT 00:01:27
[WAN] WAN1T 192.168.2.96 60418 60418 7412 88 443 TCP ESTABLISHED 02:03:38
[WAN] WAN1 192.168.2.96 57914 57914 1721 3 161 uoP = 00:02:48
[WAN] WAN1 192.168.2.96 59495 59495 17341 .84 443 uDP = 00:00:45
[WAN] WAN1 192.168.2.96 60602 60602 142.2 119 443 TCP TIME_WAIT 00:00:33
[WAN] WAN1 192.168.2.96 55629 55629 104.2 o 443 TCP TIME_WAIT 00:01:27
[WAN] WAN1 192.168.2.96 53757 53757 54.1¢ i 443 uDP = 00:02:45
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IV-1-16 #1717 A9AR#5(Running Services)

IbE @RS Vigor Bz BRI EENTHRYE (B2 REEE - HTEEEIERE) -

Monitoring / Running Services

Running Services

Service Protocol
SSH TCP
Telnet TCP
DNS TcP
DNS uop
DHCP UDP
HTTP TCP
VPN 2FA TP
RADIUS ubP
RADIUS uop
1AM TCP

IV-1-17 Port Knocking #k#&(Port Knocking Status)

It EEBERDAINEBEFRERE(Port Knocking) &R EAZEE P Al -

Monitering / Port Knocking Status

History

Port Knocking Status

iif Clear Al

Start Time Usemame Source IP Timeout(s)

38l

Port

22

23

67

80

802

1812

1813

2050

( Refresh

Option



V-2 T E(Utility)

AEEE—EERTE@BIW ping TA - traceroute ~ DNS %) - TliBBIE A TS HR R EFEFRED
BRI ERIEE -
IV-2-1#81& T B (Network Tools)
IV-2-1-1 Ping TE(Ping Tool)
EABTMUEIEEN IP(EMFIT ping BIE - UEZHEREHIESIES -
Uutility / Network Tools
Traceroute  DNS  iPerf Connectivity Test
Ping
Clear “
SRR ERBOT :
158 1A
IP KR Z(IP Version) BB IP RALUEE A ERERY 1P il -
PING E{EREH FEETAURXEEDREZNIT ping BIEWNTE(LAN 3 WAN) - SiiEEZEH
(Ping from) B (Auto):ERSFHZRIEIZE WAN NE °
Ping ZEEH#/IP {irit WAEHEE ping RIER/IP ALl -
(Ping to Host/IP
Address)
sax/(fir) ( 187 ping EHMEHBAN -
Packet Size (byte))
Ping &t & 1BEW ping W BHE -
(Ping Count)
Ping RIFR() BRE RS ping Lt 1P AIHEAIESRIRIFR (BB AL : #) -

(Ping Interval (sec.))
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&k (Clear) B IR B B RMRE °

#17(Run) 1T ping % -

IV-2-1-2 &5 & (Traceroute)
ERE TSR TR 1P A (1) TR IR - UBZEIEE Vigor 2 FHNENEHEETES -

Utility / Network Tools

Ping  Traceroute DNS iPerf Connectivity Test
Traceroute
Clear m
O FRRERRABIA T

5H AR
IP kR (IP Version) EEIE IP ARADUE S A EFER IP AL -
EHER(Trace EBRBENEETEN - BATZREaE(Auto)BIE -
Through)
E B E (Protocol) 42 |CMP 5 UDP BZE -
E# /1P izt (Host/IP WAZIBHERARAEH/IP A1t -
Address)
B (Trace Count)  BIZBEMIRMAMNRAREE - EiZE(None) IR RERE -
&A% (Max Hop) REELSEHENE KR -
&k (Clear) BIRREL RERMERE -
#17(Run) #MITLIE -
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IV-2-1-3 DNS

ERETLIBBE MG BT 24 (DNS) B R B RESATEZRE P AUAS - EMm2

Utility / Network Tools

Ping  Traceroute  DNS

DNS

P Version
Through WAN

Host /1P Address ()

oI ERRARA T -

158
IP KR Z(IP Version)

%18 WAN(Through
WAN)

x4/ 1P firdt (Host/IP
Address)

&k (Clear)
#47(Run)

iPerf Connectivity Test

AR
FBIEEE P ARALIEE A LERERY P fizdk -
EEZDNS EFNHE °

WA Z R P AHUE#ETT DNS &Ei - DISHEER

IR E L K ERMERE -

MATIAE -
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IV-2-1-4 iPerf E %45 (iPerf Connectivity Test)
iPerf R—HARME Vigor BEREEMEE (AMETNEKITHE) > BERERNTE -

Utility / Network Tools

Ping  Traceroute  DNS Perf Connectivity Test

iPerf Connectivity Test

@ The iPerf connectivity test tool is not intended for performance testing. Data sent by the iPerf Client uses a slow path rather than hardware

acceleration, so it may not accurately reflect your true WAN speed.

oI ERRAR T -

HH
iPerf KR 7 (iPerf Version)
IP KR Z(IP Version)

A ARER AL /IP it
(Server Address/IP
Address)

ARk 23 E5% (Server Port)
$8% (Bandwidth)

siERE(Packet
Length)

HI 28 (Measurement
Time)

FBELEE (Protocol
Type)

’ifR (Interval)

& 03805 (Bidirectionall
Test)

AR

RIBPTERAY iPerf B AREREEE iPerf AlRAS -
FBEEEE P ARALUEE A LERERY P fizdk -

#A iPerf EIAREERY IPV4/IPV6 fiitsk FH#E2TE -

FHA iPerf A RERAVEEIRIEHS -
BESRMASAE 2485 (1-1000MB) -

EEAIE 2 ERE(8-64000 it s) -

BEIESNAE RIS ERR(3 510 20 71 50) -
BURWE -

#81E TCP 3 UDP E% iPerf @R EH RERRIBE -
STETEEEAIG - FBEE UDP -

R EBREER0 23 510 FE) -
BURTWE -

SrAEBES EEMX)MTHR)EE - 5 - BET
FHRRBEEZERS -

=R (Disable) - =RAE -

##(Tradeoff) - £RF LERSE  BARTERS -
#3815 (Dualtest) — BRI EEMTHRS -

&
i3
i

B CPU 2
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&k (Clear) B IR B B RMRE °

#17(Run) MATIAE -

IV-2-2 1 E#EE(Packet Capture )
HERERIMTEN TR HBREEBENTENHE - BRILEASETLR (411 Wireshark A1
tcpdump ) BIRFI DTS LI -
ZIMEZARERE - BEON - WEFRNEELEHEE -
Utility / Packet Capture YO Reset (Refresh

Packet Capture

Mirrored Tx Port Port 1 Port 2 Port3 Port4 WAN 1 WAN 2 WAN 3 WAN 4 WAN 5
Mirrored Rx Port Port 1 Port2 Port3 Port4 [ | WAN1 WANZ | | WAN3 [ WAN4 [ | WANS
Status IDLE

Capture Mode All Packets Filter BPF

Protocol Any v

P Address tomize IP

Duration 30seconds ~

IV-2-3 BR#& B (Debug Logs)

IWEEEHRKMARER -
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Utility / Debug Logs

Debug Logs

Selected B Select All
B Coredump

Threat Protection

Download

IV-2-3 B <57 E(Web CLI)

#B DOS mLRNFIAIIER telnet 52 - BRMHRZEHIQETHNEBENHE
B

AEOREERERTS
EEEARENYR - ERETFHE BRI/ RENIUEBREEERENEE

BERAETHETHE
= .
B TMMIREEEEDNHNEZEEZEES(Web Console) - BRI T EMH -

R EE T E>>MEdm< 57 & (Utlity>>Web CLL)

Utility / Web CLI

Web CLI

admsniesma admin
Password:

vigor>
help Show available commands
quit Disconnect
history Show a list of previously run commands
exit Exit from current mode
config Configure
exec execute

vigor> ||
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-1 B ERHRERREEEIER

RERAREENEEEES

1. REERGURERER - FHABENFESE 2 BERER

2. FARNEEEEE - MR ACT fERiEH

3 MIRRA ERESHARNERANE - BEEEE
HEERH -
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C’%]

V-2 BEABRNARERREEEIEE

BERRRILMZADMEBRERREERMEHN  SEEAB LENITE  IRREAEERT - Fi%
NS RERAEEEREELEER -

V-2-1 E 5% Windows %4t

@ #&
TEREAIZIL Windows 7 1FEZGDBERMIEM - BENERAEMNIFERR - BFLRELH
FREE www.draytek.com.tw B REIARRRRI M SRR -

1. FAREER&E>>#ZHI& (Al Programs>>Getting Started>>Control Panel) - AR AT
(Network and Sharing Center) -

i =m/,18
] BSAme

|7 mrxms

_?_.'j.' EREFIIEA PN
@ ==

2. HEFRMMEEL RIMEENEHFREES -

@@ Y, 2R ) FEEIREE » EEAREDD

ZEeEE BREEFNEREALRTER
= Ay )2
A1000381 ®E 3
(EEER)
BEEETHERE

@ 3
P ==mex
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3. HWHEEKENREBNEESL FEESMARBRERKENLRTNAR  REQTEHHMEAS -
HEEE ~ FRHEREEEE BEEREES Ef&SiEE:

= | G |
*}5 Fie 3

@7 Intel(R) 82579V Gigabit Netw| @ =AB)
AREE(U)

2ED
B S\ESES0)

BIEE(S)
BIED)
B EHEEM)

rﬁu AE(R)
4, EAREEBESABTEEE  BEAREREBENBESENR(TCP/IPVE) - BIRTRSHE -
.

] e

RS ThEE

HERRT
l_-'r Tntel(R) 82579 Gigabit Network Connection
EEEEEER TR RO

& Client for Microsoft Networks

vl QQDS HEEEEER
g F:IlE am:l Pnnter Sha.‘rmg for Microsoft Networks

Diriver

. Link-Lager Topology Discovery Responder

[ ZEE@.. | | EERREREE)
i
(e i e AR R S (TCRAE) = 521
%Eﬁlﬁﬁﬁﬁﬁaﬁ%ﬂiﬁﬁ  $R{ET [RIERRS - FERamET et

ot
i}
z

5. EABERERENHESIRNABTEER - BEEEHIE IP it & BEHES DNS @RS -
BN EERETHRTE
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SRS R T S A 5 (TCP/IP) - NE (S

— | ik

INFATAIHERE SRS * 1F TLAEEfaEEHE.J[’EE'J [FERE- &
Bl » ML R o S S IERERY [P 3R0E -

@ EIEhET{S IF {ardh(0)
IF il I):
TGRS (1)

SEREE D

@ BE&hET{E DS {TIARER it

TEFH DN {alAR =& (F):

Hittr DN {s1AREE(4):
EE AT D R e (L) SERET)...

@E | [ mE |
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V-2-2 ¥5 Mac &4

1L EREEEZEBRRPIERR MacOs MIREEIBE _T -
2. EEERERKPMABEERN -
3. HEAWBER EREEERD - BEEFERMDHCP -

|8e00 o
<|r || BTRE Q
: [g®; B
e - ElEE
Bl N BMEERERZAEE" B filth
@ Bluetoot e 10.10.1.100 »
il
USB TA & .
LRl G M@ : [ @A DHCP B
PPPoE IP firdh :  192.168.1.10
® ms N
FEEEE ©  255.255.255.0
hinet 3 o
® us &P BEEHSE: 192.168.1.1
o FireWire i DNS FIBBSE : 168.95.1.1
FE = '
o AirPort = mme -
- 0
@ VPN dial to Viger @
i o
— | @
Il
d RRUEA— TR — 5B - ( wmeym- ) Em ) ( =A@
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V-3 #E S F Ping BEH52

EERERATRREIER 19216811 EARFLIER - 14\7'@5%%@% "ping " IERIREMEARAVELRE -

EEREZREENEEWEIZRE 192168.11 REIFE - QD%&E FREREA

B LA IP i - HAEES

1 AR AR S AR RR E A B BN AT IPﬁith (F2B V2188 1@/\ SRR ERRESEER) 3

BRI T RO BB IEME M ping BEEHER

V-3-1 ¥ 1 Windows %4t

1. PRSI AP TEE (AR EERE> > #]IT) -
2. WA cmd (BRR Windows 7 &I E) - DOS sa S I2 R FTRE R

mmand Prompt

M soft Windows ¥P [Version 5.1.26881
(C> Copyright 1985-2081 Microsoft Corp.

D:~Documents and Settingssfae>ping 192.168.1.1
Pinging 192.168.1 .1 with 32 bytes of data:

Reply from 192.168.1.1: hytes=32 time{ims TTL=255
Reply from 192.168.1.1: b 3 i TTL=255%
Reply from 192_168.1.1: hy time<{imsz TTL=255
Reply from 192.168.1.1: hyte¢—32 time{ims TTL=255

Ping statistice for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms. Maximum = Bms. Average = Bms

D:“\Documents and Settings:\fael>_

3. #A ping 19216811 W% N Enter IRBL LT ENEWEIZKE 19216811 B[EIFE “Reply from

192168.11: bytes=32 time<ims TTL=255" -
4. MEBHEKRRY - FEDEABIEWN P ALREZERR -

V-3-2 #1158 MacOs (4 lint) %4

p—

#4Z Applications 182 3&HhRY Utilities 123k -
BEZ T Terminal ; #IHHEMNRESESRELEIREERE L -

A~ 0D

192168.1.1: icmp_seq=0 tt|=255 time=xxx ms” K2
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®ene Terminal — bash — 80x24

Last login: Sat Jan 3 B2:24:18 on ttypl

Welcome to Darwin!

Yigori@:~ draoytek$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1): 56 data bytes

64 bytes from 192.168.1.1: icmp_seq=0 ttl=255 time=8.755 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl1=255 time=0.697 ms
64 bytes from 192.168.1.1: icmp_seq=2 ttl=255 time=0.71€ ms
64 bytes from 192.168.1.1: icmh_seq=3 ttl1=255 time=0.731 ms
64 bytes from 192.168.1.1: icmp_seq=4 ttl=255 time=0.72 ms
AL

--- 192.168.1.1 ping statistics ---

B packets transmitted, 5 pockets received, 8% packet loss
round-trip minfavg/max = B.697/8.723/0.755 ms

Vigor1@:~ draytek$ ||
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V-4 = RiEHz R AR E

BR - #HRNEGREYUERERMBRRAERENKRE - Ao UAN A ERMBERBNIEEENRENT
REREHSFREE - WHAEEEEEREEX T o LIEF -

jocg==N
= Q3.

EERRERARER - SRt H O ZR=RAENREEFIXEMRIRRE - BEBCE ZAIBBARAE/M

X AE °

V-4-1 ERESEFERE

oD EERAR - WEEEIHRIERE -
FEATEEER  BIRENELNRG4E > E/IEH2E(System Maintenance>> System
Reboot) - TR T E - EZE{EFIH BTEsR E(Reset to Factory Default) - 3% T E#iE & (Reboot) -
A% BARNEREZLMIERHKTE -

System Maintenance / System Reboot

System Reboot

Reboot With Reset Configuration Reset to Factory Default

Reboot
Note: Reset Configuration: Reset configurations, retain
Reset to Factory Default: Revert all settings to fac
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V-4-2 BB EFTERE

I
EIRMBIEEEER(ACT EREE) - MRMAEE Factory Reset %1838 5 ML L - BEZ O &
SRFIIRRIRPIMENS - F5RER Factory Reset 128l - LR - IEH=SEER A L MR B -

- ' - - ( b
- + +
P1 P2 P3 P4 P5

WEZHMIARER - CHIURBEARE - EMREEHSRS

PWR
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