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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.
[ J

Other products may be trademarks or registered trademarks of their respective manufacturers.

VigorAPM License
© All rights reserved.

No part of this distribution may be reproduced, transmitted, transcribed, stored in a system, or translated into
any language without written permission from the copyright holders.

Limited Warranty

DrayTek warrants that (a) the VigorAPM (henceforth called the SOFTWARE) will perform substantially in
accordance with the accompanying written materials for a period of ninety (90) days from the date of receipt,
and (b) any support service provided by DrayTek shall be substantially as described in applicable written materials
provided to you by DrayTek, and DrayTek support engineers will make commercially reasonable efforts to solve
any problems. To the extent allowed by applicable law, implied warranties on the SOFTWARE, if any, are limited
to ninety (90) days.

Customer Remedies

DrayTek’s and its suppliers entire liability and your exclusive remedy shall be, at DrayTek’s option, either (a)
return of the price paid, if any, or (b) repair or replacement of the SOFTWARE that des not meet DrayTek’s
Limited Warranty and which is returned to DrayTek with a copy of your receipt. This Limited Warranty is void if
failure of the SOFTWARE has resulted from accident, abuse, or misapplication. Any replacement SOFTWARE will
be warranted for the remainder of the original warranty period of thirty (30) days, whichever is longer. Outside
Taiwan, neither these remedies nor any product support services offered by DrayTek are available without proof
of purchase from an authorized international source.

No Other Warranties

To the maximum extent permitted by applicable law, DrayTek and its suppliers disclaim all other warranties and
conditions, either express or implied, including, but not limited to, implied warranties of merchantability, fitness
for a particular purpose, title, and non-infringement, with regard to the SOFTWARE, and the provision of or failure
to provide support services. This limited warranty gives you specific legal rights. You may have others, which vary
from state/jurisdiction to state/jurisdiction.

Please read the license screen in the installation wizard. You must accept the terms of the license in
order to install VigorAPM.
Be a Registered Owner

Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.

Firmware & Tools Updates

Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult the
DrayTek web site for more information on newest firmware, tools and documents.

More update, please visit www.draytek.com.
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Part | Installation

This part will introduce VigorAPM and guide to install
the software on your host.

Installation
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I-1 Introduction

VigorAPM, a central AP management software, is able to manage VigorAPs connected to
Switch/Router. With VigorAPM, an administrator can modify the wireless settings, perform
firmware upgrade, backup / restore settings related to VigorAP via a PC easily without

accessing into the web page of VigorAPs one by one.

The following figure shows how VigorAPM manages VigorAPs via switch or router:

VigorAPM

Support Model

Firmware Version

VigorAP 900
VigorAP 902
VigorAP 810
VigorAP 910C

FW:V1.1.8.2
FW:V1.1.7.3
FW:V1.1.7.2
FW:V1.1.7.2

System Requirements for VigorAPM:

0OS: Windows 7/ Linux

Switch or Router
VigorAP

VigorAPM can manage VigorAP more than 100 devices.

CPU: Intel Core i3-6300 Processor (4M Cache, 3.80 GHz)
Memory: 3 G memory (DDR4)
HDD: 400 G HD (STAT3 128MB Cache)
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I-2 Installation for VigorAPM

Follow the steps below.

1. Click Setup to run VigorAPM setup wizard.

s Dravtek_Fro_ 0.9 WWigorhdanage iV igorkd

2. When the following dialog appears, click Next.

CEX
Welcome to the Vigor APM Setup
Wizard
This will install Vigar APM an pour camputer.

It iz recommended that you close all other applications befare
continuing.

Click Mest to continue, or Cancel o exit S etup,

ue:-:w |[ Cancel
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3.  Set the maximum memory and minimum memory based on the physical installation for
guaranteeing JAVA operation. Default settings are “512” and “128”.

! Setnp - Yigor APM

Maximum And Minimum Memory " J
What iz your masimum and rinirurn memon? {'.-":3 3
e

Pleaze zpecify your magimurn and minimum memary, then click Mest.

b airnunn b emon;

E: |

b irirum b ermorny:

128 |

< Back ” Mest > l[ Cancel

4.  Setup HTTP port and HTTPS port, we'll suggest using other port number instead of
common ports (80 and 443) to prevent conflict.

! Setup - Yigor APM

Http And Httpz Port ” I
whhat iz your http and https port? AN

Pleaze zpecify vour hitp and https port, then click MNesxt.

Hitp Port:

Https Part:
8443 |

¢ Back ” Hest > ][ Caricel
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5.  Select the directory that VigorAPM should be installed and click Next.

5! Setup - Yigor APM

Select Destination Location " I
wihere zhould Vigor AP be installed? = |
(s
’J Setup will ingtall Yigor AP inta the following folder.
To continue, click Mext. IF pou would like to select a different folder, click Browse.
| C:%Program Filez'Sigor APM | [ Browse...
At least 339.3 MB of free disk space is required.
¢ Back ” Hest > ] [ Caricel ]

6. Determine the program name of VigorAPM for you to start up. Then click Next.

i Setup - Figor APM |:||E|rg|

Select Start Menu Folder "
wihere zhould Setup place the program's shartcuks? =l

Setup will create the program's shartcuts in the following Start b enu folder.

To continue, chck Mest. [F vou would like to select a different folder, click Browse.

| [ Browse. ..

< Back ][ Mest > ][ Cancel
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7. In this dialog, check the box of “Create a desktop icon” for your necessity. Click Next.

5! Setup - Yigor APM

Select Additional Tasks " I
wihich additional tazks should be perfarmed? 1N

Select the additional tazks vou would like Setup to perform while installing Wigor APk,
then click Mext.

Additional icons:
Create a desklop icoré
Other tazks:

Al Wigor AP access through 'Wwindows FirewallR ecommended)

¢ Back ” Hest > I[ Caricel

8. Now, the program is ready to install necessary features and files to your computer.

Please click Install to start.

5! Setup - Yigor APM

HReady to Install " J
Setup iz now ready to begin installing Wigor AP on pour computer. !

Click Inztall to continue with the installation, or click Back if you want bo review or
change any settings.

Destination location:
C:MProagram Filezhigor AP

Start kMenu folder:
igor APk

Additional tasks:
Additional icons:

Create a desktop icon
Other tazks:

Allov igor AP access through YWindows FirewallF ecommended)

< Back ]l Inztall |[ Cancel
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9. Please wait for a while to complete the installation.

5! Setup - Yigor APM

Inztalling " I
Pleaze wait while Setup installz Wigor AP on pour computer. 1N

Estracting files...
C:A\Program FilestWigor APkYrehbineerverjym. dil

10. Now the program has completed the installation of VigorAPM. Click Finish to exit it.

Completing the VYigor APM Setup
Wizard

Setup haz finizhed instaling Yigor AP on vour cormputer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup,
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I-3 Registering VigorAPM

Before making configuration for VigorAPM, the system will guide you to register VigorAPM in
MyVigor web site first.

1. Open any browser (e.g., Firefox) and type “localhost:port number” as URL; or double
click the shortcut of VigorAPM from your desktop.

£iPM

_ .-‘-.f.;h Fage

2. The login page of VigorAPM will be shown as the following:

Dray Tek com

QM

) 3 root

Q English E”

Copyright @ DrayTek Carp

3. Please type “root” as user name and “admin123” as password. Then click Sign in.

4.  When the following page appears, click Activate.

License Expire

Your license is invalid or expired.
Please go to license server to activate your license !!

"-I:ti.l‘l A

8 VigorAPM User’s Guide



5. Alogin page for MyVigor web site will pop up automatically.

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and

senices!

0Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement.

By joining MyWigor, your data will be handled carefully and not passed onto any 3rd party unrelated
organizations. Your data will only be used/accessed by DrayTek Corp and regional offices/agents within your
own country

LOGIN
Language ;| English v

UserMame : | cartieni |

Auth Code : II
_ 1.. neCAPTCHA™

Forgotten password? Login

Dan't have a Wywigar Account ? Create an account now

Password :

Become the MyVigor member, Yol can receive the e-newsistter update.
Please foin custamer survey after you are a mermber! Your opinian Is very appreciated.

Error Message : The username [] is not recognized or the account has
not been Activated

If you are having difficulty logging in, contact our customer service,
Customer Service : (286 3 597 2727 ar

email to : webmaster@draytek com

Info If you do not have any account, simply click Create an account now to
create a new one for using the service provided by MyVigor web site.

6.  MyVigor will verify and authenticate if the user account you typed is allowed to access
into the web site. If yes, the following screen will appear. Check the box of “I have read
and understand the above Agreement” and click “I am understand that later changed”.

Dray Tek 5 Login s carfnt (Logou) %

D nboutus =
@ My Information egal Notic T
5% Vigor Series
& p B The Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR) define rules about sending
roduct Registration
- achvertising and marketing by electronic means, such as by email, fax, picture, telephone, text, video messages, or by
B Customer Survey
using an automated calling system
The basic definition of consent also applies for PECR Regulation 2 (3) incorporates definitions from European
Directive 2002/56/EC (the e-privacy directive on which PECR are based), and the directive mentions that "consent by
a user or subscriber corresponds to the data subject's consent in Oirective 95/46/EC"
According to the Australian SPAM ACT 2003, the US CAN-SPAM AcCt of 2003, Ley Organica 15/1999, de 13 de
diciembre, de Proteccion de Datos de Caracter Personal in Spain, German Bundesdatenschutzgesetz, Japanese
v
regulations, TAMGAN reulations and directives as recards personal data protection in other countries. we shall -
I'have read and understand the above Agreement. (Use the scroll bar to view the entire agreement)
Update my privacy settings l ’ | am understand that later changed
Copyrights @ DrayTek Corp < >
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7.  Type a nickname for VigorAPM and click Add.

DrayTek

B Login User : carrieni (Logout)

D about us

@ My Information

igor Series
*. Product Registration

b customer Survey

Copyrights @ DrayTek Corp

gor

My Information - My Products

Registration Device :

* Ni : [Carrie_aPn

RegistrationDate:  08-12-2016

Serial number :  APM-00055DE4DBEE

Last login time : 20160912
13:50:35
Last login from : 111.251.222.175

Rows: |10 v Page

al Number / Host 1D Device Hame  Medd Mo |

111900326027 2130 Wigor2130
2013030811172602 vigor2760 Wigor2760
201502241557 1701 Wigor2132ac Wigor2132
2015030413341201 WVigor2925ac Wigor2925

8.  Type a name for identification in the field of Nickname and click Submit. You can see
the following screen. Click OK.

‘Your device has been successfully added 1o the database.

9. In this page, click the serial number link (in this case, it iS APM-XXXXXXXXXXXX).

DrayTek

5 Login User : carrieni ( Logout)

D aboutus

@ My Information

gor Series

B customer Survey

Copyrights ® DrayTek Carp

My Information - My Products

Last login time : 20160912
13:50:35
Last login from : 111.251.222.175

Fows e

| Soattmier /s> Decotame toa |t |
111900325027 2130 Wigor2130
2013030811172502 vigor2760 Wigor2760
2015022415571701 Vigor2132ac Wigor2132
2015030413341201 Vigor2925ac Wigor2825
APM-O0055DE4DBEE Carrie_APM WigorAPM

10
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10. You will get a device information page as shown below. If you are the new user of
VigorAPM, you can get a free charge of one year service of VigorAPM. Simply click the
Trial button.

b Login User : carrieni (Logout)

DrayTek

My Information - My Products o]

Device Infermation

D about Us

@ My Information

Device Name: Carrie_APM
HostID: apm-00055deddiee
Model: VigorAPM Series

= Vigor Series

B Customer Survey

Device's Service

After the trial period. contact your local DrayTek dealer/d|

mmtouch )

fragFINN

Blacklist Blacklist Whitelist

Type
(blacklistiwhitelis)

(customer can choose category to
block/pass.)

(some predefine website will be
blocked. Others will be passed.)

(only sorme predefine website pass,
others will be blocked.)

Region Global All German speaking countries All German speaking countries
Website hittp: S cyren. corms http: Awwe bundespruefstelle. def http: S fragfinn. de
Trial license One month Cne year Till 2014412731

Copyrights @ DrayTek Corp. Official license Agent/Draytek sales From Myigor Will issue later- po

11. Form the following screen, check the box of “I have read and accept the above....” and

click Next.

DrayTek ] Login User : carrieni { Logout)
o 2 00O

D aboutus
@ My Information

User Name : carrieni
b customer survey Serial Number : aprm-000a5deddiee
Model : WigorAPM

SELECT TS.CardName AS CardMame, DC.dstatus AS STATUS, SP.spname AS SPMAME FROM TmpSerCard AS TS,
DraytekCardTB AS DC, SeniceProvider AS 3P WHERE T3.DevSenice_DSID="137352' AND T3 DraytekCardTE_CID=DC.CID AND
DC.dstatus=Yvalid' AND TS SericeProvider_SPID=3RSPID

DrayT&k WigortAPM Series End-User License Agreement o]

IMPORTANT:

DrayTek IS WILLING TO LICENSE THE ENCLOSED SOFTWARE TO YOU ONLY UPON THE COMDITION THAT ¥OU ACCEPT
ALL OF THE TERMS CONTAIMED N THIS LICENSE AGREEMENT. PLEASE READ THE TERMS CAREFULLY EEFORE
COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE SOFTWARE WILL INDICATE YOUR ASSENT TO THEM
IF ¥OU DO NOT AGREE TO THESE TERMS, THEN DrayTek 1S UNWILLING TO LICENSE THE SOFTWARE TO YOU, IN
WHICH EVENT YOU SHOULD RETURN THE UNINSTALLED SOFTWWARE AND PACKAGING TO THE PLACE FROM WWHICH
IT WAS ACQUIRED, AND YOUR MONEY WILL BE REFUNDED.

BY JOINING MYWIGOR, ¥YOUR DATA WILL BE HAMDLED CAREFULLY AND NOT PASSED ONTO ANY 3RD PARTY
UNRELATED ORGANIZATIONS. YOUR DATA WILL OMLY BE USED/ACCESSED BY DRAYTEK CORP AND REGIONAL
OFFICES/AGENTS WITHIN YOUR OWN COUNTRY.

1. Grant of License far Personal Use

DrayTek grants you a nor-exclusive, non-transferable license to uge the program with which this license is distributed (the
"Software"), including any documentation files accompanying the Software ("Documentation”), for internal business use only, for
up to the number of users specified in sales order and invoice. You have the right to make one backup copy of the Software and
Documentation solely for archival, back-up or disaster recovery purposes. You shall not exceed the scope of the license granted
hereunder. Any rights not expressly granted by DrayTek to vou are reseved by DrayTek, and all implied licenses are disclaimed

2. Dwnership

You have no ownership rights in the Software. Rather, you have a license to use the Software as long as this License Agreement
remains in full force and effect. COwnership of the Software, Documentation and all intellectual property rights therein shall remain
at all times with DrayTek and its licensors. Any other use of the Software by any other entity is strictly forbidden and is a
violation of this License Agreement

3. Proprietary Motices

| have read and accept the above Agreement. { Please check this box ) ]

Copyrights @ DrayTek Carm
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12. In the page below, click Register.

DrGYTek & Login User: carrieni  (Logout) 3 My vigor
—_

Apply For A License Number

D about us
@ My Information
s Senvice Name APM
b customer Survey
STEP 2

Activation Date (MM-DD-YYY) 0 |09-12-2016

13. When the VigorAPM License Information page appears, the service is ready for you to use.
Click Login to APM to use VigorAPM service.

DrayTek

VYigorAPM License Information

Cperation 1000 License Key Ok
License id 00018615

Start date 2016-08-12

Expire date 2017-08-12

Max node 0opon1on

Trial license ‘fes

Login to APM

14. The login page will appear as follows.

>

DrayTek con o —

Username

3
i Password
Q

English v|

D e m

Copyright © DrayTek Corp

VigorAPM User’s Guide



I-4 Accessing Web Page of VigorAPM

1. Open any browser (e.g., Firefox) and type “localhost:8080” as URL; or double click the

shortcut of VigorAPM from your desktop.

2.  Please type “root/adminl123” as the Username/Password and click Sign In.

3.  Now, the Main Screen will appear.

iministratar

# Setting

DrayTekcon
Vigor\
W 2
2 Username
[ Password
Q English E
L
Copyright @ DrayTek Cor
= &% VigorAPM ,; DrayTek
® Logout d
rd U g d info
# Home »

# nagement

Unread Events

40 0

Loss Connection Profile Setting
Error

54 0

Firmware Reboot Error
Upgrade Failure

guratian

Traffic S0 @

Toral Tx: 737 Toral Rx: 12,64
GE GB

B TH(GE]
M RH(GE)

VigorAPM User’s Guide

Access Points

Vireless Clients

Rogue APs

6

4

: 1

o o

Rogue  Friendly  Unknown
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I-5 Start / Shutdown VigorAPM Service

After installing VigorAPM on your computer, you will have the following icons displayed on

your desktop.

Click such icon to start up VigorAPM service without
accessing into web page of VigorAPM.

Click such icon to terminate VigorAPM service. The
network connection among VigorAPM and APs
managed by VigorAPM will be terminated

\ Vi immediately. /

14 VigorAPM User’s Guide



-6 Dashboard

Dashboard shows the statistics of unread events, access points, rogue APs, traffic and wireless
clients.

Click Dashboard from the main menu on the left side of the main page.
.dministrator

£+ Sefting = Logout

# WigoraP Management

Dashboard
AP Status
AP Maintenance

Backup

A web page with default selections will be displayed on the screen. Refer to the following

figure:
= &% VigorAPM,,; DrayTek
Dashboard
Dashhoard gui
# Home » Das
Unread Events Access Points Rogue APs
40 0 20 - 3
Loss Connection Profile Setting ” [
Error : 1 4
mn a
P - |
0 - - o . o
54 0 OfFling Qreline  Unknown Rogue  Friendly  Unknown
Firrmware Reboot Error
Upgrade Failure
Traffic o 0 & Wireless Clients o 0 &
Total Tx: 7.37 Total Rx: 12,64 1 W24 GHz
GB B 5GH:z
6 W T=[GB)
4 W R=[GE)
2 S
o
I T A AT TN R L T S0 4
T EE YR IR S5 558253588F
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Part Il System Configuration
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lI-1 Account Management

This page allows you to configure account and password which will be used to access into
VigorAPM.

: Administrator = = Q \IigorAPM 007 DrayTek
& Setting = Logout

ccount Management

nagement

Role : System Administrator
Last sign-in time : 2016/09/3014.00:13

onfiguration

Click the icon on top right of root window to display Settings window. The account name and
role are fixed. Only the password can be changed.

Settings
Account Role
root Swstern Adrministrator

Old Password

Mew Password

Confirm Password

Please input wour new password again

18 VigorAPM User’s Guide



Current account will be displayed with an icon on the top-left corner of the window.

) Administrator

£ Setting ® Logout Role of current account

Click it to open the account
management setting page

VigorAPM User’s Guide
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lI-2 License Agreement

This page displays general information of name, author, and license page for current used
licenses for LGPL, Apache License, MIT, Eclipse Public License, and so on.

= g‘j VigorAPM .- DrayTek :

License Agreement

tilfe ment

Name Author License Fage

lasperReparts. http:ffcommunity jaspersoft. comfquestionsB02601 jasper-reports-sendar-community-license W

LGPLw2.1

Mame Author License Page
1o https:ijava.netfprojectssdic
IRobin AP1 http:ffoldway jrobin.orgflicense.html

JBoss-4.0.4.GA http:#idocs jboss.org/jbossas/admindevel326/html/apa. html

Hibernate http:ffwena hibernate. org/356.heml

SendTrap http:ffsendtrap.sourcefarge. netflicense tut

Mame Author License Page

Ais http:ffwwn.apache. orgflicenses/LICEMSE-2.0
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lI-3 License Information

Information for VigorAPM can be checked by opening VigorAPM System>>License
Information.

= @ VigorAPM,., DrayTek

License Information

License ID 00018615
Start Date 2016-09-12
Expire Date 20170812
Max Node 100

Trial Licenze YES

VigorAPM User’s Guide 21
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Part lll VigorAP Management




l1I-1 AP Status

Such page displays basic information for VigorAP discovered by VigorAPM, including status,
device name, IP address, SSID, encryption, channel and wireless clients allowed.

= & vigoraPM,,;

Adrministrator

£ Setting ® Logout

AP Status

nagement

DrayTek

Uncategorized
Show 10 v entries Search
Status  * | Device Name IF Address SSID Encryption Ch. WL Clients
[ ] ’%‘ APB1D_4FBDAL 17217310280 ap810-whpt VIPAZIPSK Channel_11,2462MHz 064
s
4 <= APADZ_3D4F0A 17217.3.202:80 202 2.4G_1 Mixed(WRAPWPAZYPSK.  Channel 1,2412MHz 064
o 202_5G_1 Mixed(WPA+WPAZ]PSK Channel 153,5765MHz 064
4 T« API10C_7F5450 17217.5.216:80  DrayTek Mixed(WPAHWPAZ)PSK.  Channel_11,2462MHz 064
- DrayTekdG Mixed(WPA+WPAZ]PSK Channel_36,5180MHz 064
4 - APA00_B00019 182,168.1.2:80 ROE_APM Mixed(WRAPWPAZYPSE.  Auto 0
o Mixed(WPA+WPAZ]PSK At undefinedf64
k4 - APA0O_B00017 182,168.1.2:80 RDE_APM Mixed(WRANWPAZYPSK.  Auto 06
- Mixed(WPA+WPAZIPSK Auto undefined/a4
& - APA0O_B0001k 182,168.1.2:80 RDE_APM Mized(WRATWPAZYPSE  Auto 0
nfiguration [ ] Mixed (WPAHWPAZ]PSK Auta undefined/d4
k4 - APA0O_800011 182,168.1.2:80 RDE_APM Mized(WRATWPAZYPSK  Auto 0
o Mized(WRAHWPAZYPSE.  Auta undefined/4

Available settings are explained as follows:

Item Description

Group Display all AP groups. Use the drop down list to specify one
group. The AP under that group will be displayed on this web

page.

Choose a number in this field. Such page will display the
number (you specified) of entries at one page.

Show... entries

Refresh Refresch current page.
Satus '+ =
B means the AP is online.
Q7

GIM8  means the AP is offline.
Click “+” to display the firmware version of the VigorAP.

Device Name Display the name of the device.

IP Address Display the WAN IP address of VigorAP.

SSID Display the SSSID representing VigorAP.

Encryption Display the encryption method used in VigorAP.

Ch. Display the channel (for 2.4G, 5G) used in VigorAP.

WL Clients Display the total number of wireless clients allowed to be

connected to VigorAP.
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l1I-2 AP Maintenance

VigorAPMr can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by VigorAPM. It is very convenient for the
administrator to process maintenance without accessing into the web user interface of the
access point.

[1I-2-1 Backup

VigorAPM can backup the configuration of the selected AP.

dministrator = g;‘g VigO rAPM .. DrayTek

™ Logout

Backup

gement

agemert » AP Mairtenance »

Backup

Backup Type : RoundRokin
Period{days): 1

Backup Time : Schedule
Start Day - 2016/01/01
Time : 00:00 ~ 23:99

anfiguration

How to configure backup profile for VigorAP?

1. Click the icon on top right of Backup Wizard window to display Edit Profile option.

Edit Profile
BACKUD "y e s v vmcnn snr s

Periodidays) ; 1
Backup Time : Schedule
otart Day  2016/01/01
Tirme : 00:00 ~ 23:59
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2. Click Edit Profile to display the Settings page for Edit Backup.

= & VigorAPM ;.

Edit Backup

Start Badkup

DrayTek

# Home » VigaraP Management » AP Maintenance » Backu

Backup Type:

Period{days):

Alwiays > 1

Type:

Orow @ schedue

Start Day: 2016/01501

Start Time: oo:00 @ | End Time: 2358 @

AP List:

APO02_902080, APE10_7DES14, APT10_F10016, APSN0_TEE7ES, APO0N_TEETEC, APON2_002030

onfiguration

Available settings are explained as follows:

Item Description

Backup Type RoundRobin - The file name will be tagged between 1 ~ 20.
The system can store 20 files at most; the 21th file will
overwrite the first file.

Always - The file name will be set by date. There is no limit of
the total amount for saving files.

Period(days) If you type “1” here, the backup configuration will be
performed every day.

If you type “2” here, the backup configuration will be
performed one time every two days.

Type There are two options:

Now - The configuration backup for VigorAPs will be
performed after clicking Finish.

Schedule -The configuration backup for VigorAPs will be

performed in certain day and time after clicking Finish.

®  Start Day - Specify the execution date.

® Start Time / End Time - Specify the starting time and
ending time. VigorAPM will perform configuration backup

for VigorAP specified in AP List at the specified day and
time.

AP List Click AP List to pop up VigorAP group window. Specify the
one(s) you want to backup operation and click Finish. All of
the selected VigorAP will be displayed in this field.

Finish Click it to save the configuration.

Cancel Click it to discard the configuration.

3. After completing the configuration, click Finish to save the setting.
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Backup

Start Backup

Backup Type : Always
Periodidays) : 1
Backup Time : Mow
Start Day : 201601401
Tirne : 00:00 ~ 23:59

4. Now, VigorAPM will perform backup according to the profile configured in this page.

lll-2-2 Restore

VigorAPM can restore the configuration for selected AP.

DrayTek

Administratar = ﬁ VigorAPM 087

Restore

ElaiEests # Home » Vigor®F Management » AF Maintenance » Re:

store

Restare Time : Schedule
Start Day : 201610101
Time : 00:00 ~ 23:59

® VigarAP Configuration

How to configure restore profile for VigorAP?

1. Click the icon on top right of Restore Wizard window to display Edit Profile option.

VigorAPM User’s Guide
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~ Edit Prafile
Festore Tiue .« coemone

otart Day - 201601101
Tirme ; 00:00 ~ 23:59

2. Click Edit Profile to display the Settings page for Restore.

Type:

Start Day: 201601101 =
Start Time: St D End Time: 259 @

Device File List Configure

[} ¥ Device File List

Available settings are explained as follows:

I[tem Description

Type There are two options:

Now - The configuration backup for VigorAPs will be

performed after clicking Finish.

Schedule -The configuration backup for VigorAPs will be

performed in certain day and time after clicking Finish.

®  Start Day - Specify the execution date.

® Start Time / End Time - Specify the starting time and
ending time. VigorAPM will perform configuration
restoration for VigorAP specified in AP List at the
specified day and time.

Device Click it to open VigorAP group window for selecting an AP.

File List Use the drop down list to choose the configuration file to be
restored.

Configure Add - Click it to add the device (typed in Device) and related
configuration file (typed in File List) onto this web page
below.

Not that a restore profile can execute configuration
restoration for different devices at one time.

Finish Click it to save the configuration.
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Cancel Click it to discard the configuration.

3. After completing the configuration, click Finish to save the setting.

4. Now, VigorAPM will perform restoration according to the profile configured in this page.
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[1I-2-3 Firmware Upgrade

VigorAPM can perform the firmware upgrade of the selected AP.

= ﬁ VigorAPM .., DrayTek

Firmware Upgrade

S FiTmE Tpei # Home » VigottP Management » AP Maintenance » Firmmare Upgrade

1. Access Points in the AP List are removed once the device updates successfully.
2. The profile entry is clzared when all Access Points have successfully updated.

nfiguration

How to create firmware upgrade profile for VigorAP?
1. Click +Add New.

2. The Settings page is shown as follows:
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Firmware Upgrade

Start Fimmuware Upgrade

# Home » VigorAF hManagement » AP Maintenance

Profile Hame

Enter your profile name

Model Hame: Version:

. x;&ﬂsmxe
O o @ schedule
= VigorAP Configuration s(an"mle: o000 © End Time: 23:59 e
Available settings are explained as follows:
Iltem Description
Profile Name Type a name for such firmware upgrade profile.
Model Name Use the drop down list to choose the model of VigorAP for
firmware upgrade.
Version Type the available firmware version for VigorAP selected in
Model Name.
Current File File - For the firt time using VigorAPM, nothing will be

displayed in this field.

After creating a new firmware upgrade profile by specifying
the required firmware, you can save the profile and exit the
web page. Next time, when you want to modify such profile
and choose Edit Profile menu item, the name of the firmeware
(driver) will be shown immediately.

Type There are two options:

Now - The firmware upgrade for VigorAPs will be performed
after clicking Finish.

Schedule -The firmware upgrade for VigorAPs will be
performed in certain day and time after clicking Finish.

®  Start Day - Specify the execution date.

® Start Time / End Time - Specify the starting time and
ending time. VigorAPM will perform firmware upgrade for
VigorAP specified in AP List at the specified day and

time.
AP List Click it to open VigorAP group window for selecting an AP.
Finish Click it to save the configuration.
Cancel Click it to discard the configuration.

3. After completing the configuration, click Finish to save the setting.

4. Now, VigorAPM will perform firmware upgrade according to the profile configured in this
page.
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[1l-2-4 Remote Reboot

VigorAPM can perform the remote reboot for the selected AP.

DrayTek

# Home # VigorAF Management » AF Maintenance » Remote Reboot

Period{days) : 1
Rehoot Time - Schedule
Start Day - 2015/01401
Tirng : 00000 ~ 23:59

anfiguration

How to create remote reboot profile for VigorAP?

1. Click the icon on top right of Reboot Wizard window to display Edit Profile option.

| |
) Edit Profile
Feriodiday -, . .

Reboot Time : Schedule
otart Day 20150111
Tirme ; 00:00 ~ 23:59
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2. The Settings page is shown as follows:

DrayTek

= & VigorAPM .,

Edit Remote Reboot

Stat Remote Reboot VigoraP Ma

» Remote Reboot

nagement » AP Maintenance

Periodidays):

1

Type:

Onaw @ schedue

Start Day: 2015/01401 =

Start Time: 1000 ] End Time: 358 o

AP List:

APB02_302080, APT10_FI10016, APD00_TEB7EE, APADI_TERTEC, APB02_502030

Finish Cancel

Available settings are explained as follows:

Iltem Description

Period(days) If you type “1” here, the backup configuration will be
performed every day.

If you type “2” here, the backup configuration will be
performed one time every two days.

Type There are two options:

Now - The remote reboot for VigorAPs will be performed after
clicking Finish.

Schedule -The remote reboot for VigorAPs will be performed
in certain day and time after clicking Finish.

®  Start Day - Specify the execution date.

® Start Time / End Time - Specify the starting time and
ending time. VigorAPM will perform remote reboot for
VigorAP specified in AP List at the specified day and

time.
AP List Click it to open VigorAP group window for selecting an AP.
Finish Click it to save the configuration.
Cancel Click it to discard the configuration.

3. After completing the configuration, click Finish to save the setting.

4. Now, VigorAPM will perform remote reboot according to the profile configured in this
page.
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This page is left blank.
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Part IV VigorAP
Configuration

VigorAPM can manage the access poin
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AP Map

AP Map is helpful to determine the best location for VigorAP in a room. A floor plan of a room
is required to be uploaded first. By dragging and dropping available VigorAP icon from the list

to the floor plan, the placement with the best wireless coverage will be clearly indicated
through simulated signal strength

AP Maintenance

Vigor router can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by the router. It is very convenient for the

administrator to process maintenance without accessing into the web user interface of the
access point.

Load Balance for AP
The parameters configured for Load Balance can help to distribute the traffic for all of the

access points registered to Vigor router. Thus, the bandwidth will not be occupied by certain
access points.
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IV-1 VigorAP Group

VigorAPM not only can manage VigorAP one by one; but also manage multiple VigorAPs at one
time. Administrator can specify several VigorAP devices and group them. Later, various
profiles configured for general settings, SSID, security, access control, bandwidth limit
respectively can be selected and applied to the VigorAP group. Thus, all of the VigorAP
devices within the same group will be written with new setting values.

VigorAP Group ]

Click Add New to get the following screen.

Settings

Group Name

Warketing

Finish Cancel

In the Group Name filed, type a name (e.g, marketing) for the new group. Next, click Finish
to save and exit this page. Below shows an example page with several groups:
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@ #pann_rE4180
@ aps10C_aFO0TE
@ 2pon0_soooos
@ apsno_snonos
@ ponn_snono?
@ #p3no_goonoc
@ apsno_=000i3
@ 2pono_soooig
@ apsno_snoniz

@ apsno_snono:
@ 2psno_soonoa
@ apsnn_znonnz
@ xpono_snoon
@ #p3no_goonog

Draytek

@ apanz_snz080 L @ ApE10_706514
@ Ap710_F10016
@ apanz_snznan

| @ ~pg10C_7FaF2N
| @ apsn0_7ER7ER
@ sponn_7esvec

How to apply profiles to specified VigorAP?

1. Select the group for applying profiles and click the icon on the top right of the group

window.

Ly @| Group Rename

| & @ ApplyProfiles

~
Change Group

The profile can be applied to one
group of VigorAPs; also can be
applied to a specified VigorAP

within a group.

2. Choose Apply Profiles to open the following page. This page contains all of the setting
profiles (including general settings, SSID, security, access control, bandwidth limit).
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2.4GHz Select Profile

General
Semting

5GHz

Default ’ Default ’ Select Profile " Select Profile *
2.4GHz o
o) (D ® ® ®

Selecr Profile ™ Select Profile ” Select Profile " Select Profile *

Select Profile " Selzct Profile ” Selecr Profile ” Selzct Profile "

| | Cancel

Available settings are explained as follows:

Item Description

General Setting Select Profile - Simply specify a profile related to general
settings from the drop down list.

Specify profiles for 2.4GHz / 5GHz and for SSIDs, separately.

SSID Select Profile - The number (1~4) within a green circle means
SSID (1~4). You need to specify SSID profile from the drop
down list for such profile.

Specify profiles for 2.4GHz / 5GHz and for SSIDs, separately.
A number with Green circle - Such SSID is enabled.
A number with Grey circle - Such SSID is disabled.

Security Select Profile - Simply specify a profile related to security
settings from the drop down list.

Specify profiles for 2.4GHz / 5GHz and for SSIDs, separately.

Access Control Select Profile - Simply specify a profile related to access
control settings from the drop down list.

Specify profiles for 2.4GHz / 5GHz and for SSIDs, separately.

Bandwidth Limit Select Profile - Simply specify a profile related to bandwidth
limit settings from the drop down list.

Specify profiles for 2.4GHz / 5GHz and for SSIDs, separately.

Load Balance Select Profile - Simply specify a profile related to load
balance from the drop down list.

AP Password Select Profile - Simply specify a profile related to AP password
from the drop down list.

Finish Click it to save the configuration.

Cancel Click it to discard the configuration.

3. Once apply the profile(s) to the specified group, VigorAPM will automatically write the
settings values in the profile(s) onto VigorAP devices under the group.
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V-2 Profiles

40

Functions such as SSID, security, access control, bandwidth limit related to VigorAP device
can be configured and saved as a profile. VigorAPM can apply these profiles to the managed
VigorAP through VigorAP group. Thus, it is not necessary for the administrator to access into
VigorAP respectively to change the settings. It is convenient and greatly saves your time.

IV-2-1 General Setting

Common settings such as wireless type, mode, channel, channel width, TX power and TX
Burst can be configured and saved as general setting profile.

= gj 'VigorAPM .. DrayTek

General Setting

# Home 3 VigarAP Configuration » Profiles  Genaral Setting

Default 24GHz Defaul 56Hz

Type: 2.4GHz Type: GGHz Type: 5GHz

Mode: bigin Mode: aln Mode: a

Channel: Auto Channel: Auto Channel: 38

Limit Client: disable f 64 Lirnit Client: disable / 64 Lirit Client: disable f 64

Tx Burst: disable Antenna: 2T2R Tx Power: 100% Tx Power: 100%

Tx Power: 100% Channel Width: Auto(20/40/80) Channel Width: Auto(20/40/80)

Charnel Width: Auto[20/40)

How to configure general settings for VigorAP proifles?
1. Click Add New.

2. The Settings page will be shown as follows:
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Profile Hame

@246 wireless O 56 Wireless
Mode: D/g/n ™

Channel; | AutoSelect %
[CJEnable Limit Client (3-64)

[« Burst

Antenna: [ 2T2R (v

Tx Power: | 100% (¥

(Default: 64)

Channel width: @ auto 20190 Mz C 20 Muz

hote: APK will send AutoSelect value when the AP doesn't support the channel

Camce'

Available settings are explained as follows:

Item

Description

Profile Name

Type a name of the profile.

2.4G Wireless /

Specify which bandwith will be applied to such profile.

5G Wireless

Mode Use the drop down list to select one connection mode for such
profile.

Channel Select one channel for such profile. The default channel is

“AutoSelect” which means Vigor system will choose the
suitable mode for VigorAP automatically.

Enable Limit Client

After checking the box, VigorAPM will limit the total number
of wireless client accessing into Internet.

Tx Burst

This feature can enhance the performance in data
transmission about 40%* more (by checking Tx Burst). It is
active only when both sides of Access Point and Station (in
wireless client) invoke this function at the same time. That is,
the wireless client must support this feature and invoke the
function, too.

Antenna

Vigor router can be attached with two antennas to have good
data transmission via wireless connection. However, if you
have only one antenna attached, please choose 1T1R.

Tx Power

Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

Channel Width

20- the router will use 20Mhz for data transmission and
receiving between the AP and the stations.

Auto 2-/40 MHZ - the router will use 20Mhz or 40Mhz for data
transmission and receiving according to the station capability.
Such channel can increase the performance for data transit.

Finish

Click it to save the configuration.

Cancel

Click it to discard the configuration.
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3. After finished the configuration and click Finish, a new created profile will be displayed
on the page of General Setting.

= @ vigorAPM.., DrayTek

General Setting

Type: 5GHz

Mode: a

Channel: 36

Limit Client: disable f B4

Tx Power. 100%

Channel Width: Auto(20/40/80)

How to edit VigorAP profiles for general settings?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.

T'_-.-'pe: EGHz Edit Profila
Mode: a Delete Profile
Channel; 36

Lirnit Client: disable £ 54
Tx Power: 100%
Channel YWidth: Autol20/40/80)

Available settings are explained as follows:

Item Description
Edit Profile Click it to open Settings dialog again to modify the profile.
Delete Profile The selected profile will be removed from current web page.
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2. Choose and click Edit Profile to open the following page for modifying the settings.

Edit General Setting

& Home » VigorAP Configuration # Profiles » General Setting

Profile Hame

5G

O2acwireless 56 wireless
Mode:
Channel: | Channel 36 | ¥

[enable Limit Client (3-64) (default: 64)

Tz Power:

Channel Width: & Auto 20/40:80 MHZ O Auto 20140 MHZ O 20 MHZ

Mote: AP will send AutoSelect value when the AP dogsn't support the channel

3. After finished the modification, click Finish.

IV-2-2 SSID

SSID Profile is mainly used to configure wireless mode (2.4G or 5G), enable or disable the
function of isolate member, and specify VLAN ID value for VigorAP managed by VigorAPM.

= .@J'VigorAPM.m
SSID Profile

DrayTek

® Logout

Wireless Mame :DrayTek Wireless Mame 111111111
Wireless Mode :2 4G+5G Wireless Mode 12 4G
Isalate Mermber :disable Isalate Mermber :disable
WLAMID 0 WLANID 0

© Add New

How to configure SSID Profile?

1. Click Add New to get the Settings dialog.
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2. The Settings page will be shown as follows:

Add SSID Profile

Profile Hame

Enteryour profile name

Wireless Hame :

Hide Isalate Member

VLAHID :

1

{0:Untagged)

LR d

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile.

2.4GHz /5G Hz

Press to enable 2.4GHz and/or 5GHz wireless channel.

Wireless Name

Type a name for such SSID profile. Such name is used for
identification.

Hide

Press the button to prevent from wireless sniffing and make it
harder for unauthorized clients or STAs to join your wireless
LAN. Depending on the wireless utility, the user may only see
the information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default, the
first set of SSID will be enabled. You can hide it for your
necessity.

Isolate Member

Press the button to make the wireless clients (stations) sharing
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with such SSID not accessing for each other.

VLAN ID Specify the value as the VLAN ID number. The range is from 0
to 4095.

After you specify a VLAN ID in such field, VigorAP will add
specific VLAN number to all packets on the WAN while sending

them out.
Finish Click it to save the configuration.
Cancel Click it to discard the configuration.

3. After finished the modifivation, click Finish. A new created profile will be shown on the
screen.

Add SSID Profile

#& Home » S3SID Profile

Programming

Wireless Marne :5F _mark
YWireless hMode (2.4G
Izolate Member disable
WLAM 1D 1

How to edit SSID profiles?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.

[ I
_ Edit Profile
Wyirele:
_ Delete Profile
Wylirelee - o . _
lzolate Member (disable
WLAM D1

Available settings are explained as follows:

Item Description
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Edit Profile Click it to open SSID profile again for modification.

Delete Profile The selected profile will be removed from current web page.

2. Choose and click Edit Profile to open the following page for modifying the settings.

Edit SSID Profile

SETTINES

Profile Hame
Frogramming

Wireless Hame :
SF_rmark

Hide lzolate Member

VLAHID :

¥

1

{0:Untagged)

3. After finished the modification, click Finish.

IV-2-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click Finish to save it.

= ‘_& 'VigorAPM .- DrayTek

Security Profile

Default -]

Encryption :Disable
RADIUS © Extarnal

© Add New

How to configure security profile?

1. Click Add New to get the Settings dialog.
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O Add New

2.  The Settings page will be shown as follows:

Add Security Profile

Profile Hame

Block

Encryption - - -[ WEF w

Dizable

WEP

WER/BDZ.1% Only

WRAED2.1% Only
KE¥1 WRAZ/B02.1% Only KEYZ
ixedWPAMNFAZE02. 1% Only
WPAP S,
WPAZ/PSE, Hex
HixedIWP AP A2WPSE

KEY3

KEY4

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile.

Encryption Choose one of the encryption mode for such profile.

Disable w

WEP

WEPFEOZ. T« Only

WRARDZ T Qnly
WRAZABDZ. TH Only
MixediWPAAPADEN2 1w Only
WHRAPSE

WRALIPSE

flis e diWP ASNP AP K

Disable - Turn off the encryption mechanism.
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WEP-Accepts only WEP clients and the encryption key should
be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only- Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.

WPA/PSK-Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the encryption key
should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WEP

KEY1 - KEY4 - For there is only one key will be used for such
profile. Click the key button you want to enable it and type
the encryption information.

All wireless devices (accessing into Internet via the same
VigorAP) must support the same WEP encryption bit size and
have the same key. Four keys can be entered here, but only
one key can be selected at a time.

Hex

- The keys can be entered in ASCII.
Hex

- The keys can be entered in Hexadecimal.

WEP/802.1x Only

Settings for such encryption are available for external RADIUS
only.

802.1X WEP - Click this button to enable the function.

Shared Secret - Specify a string as the encryption content for
such profile. Such key will be used as a verification code for
the authentication server (RADIUS) to authenticate the
request coming from VigorAP. That is, the encryption
information typed here must be that same as the content
specified on RADIUS server.

Session Time - Specify a value (default: 3600 seconds) of the
connection time which will be assigned to the client. The
default setting is 3600. That means the network connection
will be terminated if the client is idle until timeout.

IP Address - Specify the IP address of the authentication
server.

Port Number -Type a port number for authentication, ranging
from 0 ~65535. The default value is 1812.

WPA/802.1x Only /
WPA2/802.1x Only /
Mixed (WPA/WPA2)8

Settings for such encryption are available for external RADIUS
only.

TKIP / AES - Click the button to enable the encryption
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02.1x Only

function.

Shared Secret - Specify a string as the encryption content for
such profile. Such key will be used as a verification code for
the authentication server (RADIUS) to authenticate the
request coming from VigorAP. That is, the encryption
information typed here must be that same as the content
specified on RADIUS server.

Session Time - Specify a value (default: 3600 seconds) of the
connection time which will be assigned to the client. The
default setting is 3600. That means the network connection
will be terminated if the client is idle until timeout.

IP Address - Specify the IP address of the authentication
server.

Port Number - Type a port number for authentication, ranging
from 0 ~65535. The default value is 1812.

Renewal - WPA uses shared key for authentication to the
network. However, normal network operations use a different
encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the renewal
security time (seconds) in the column. Smaller interval leads
to greater security but lower performance. Default is 3600
seconds. Set 0 to disable re-key.

WPA/PSK /
WPA2/PSK /

Mixed(WPA/WPA2)/
PSK

Pass Phrase - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Renewal - WPA uses shared key for authentication to the
network. However, normal network operations use a different
encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the renewal
security time (seconds) in the column. Smaller interval leads
to greater security but lower performance. Default is 3600
seconds. Set 0 to disable re-key.

Finish

Click it to save the configuration.

Cancel

Click it to discard the configuration.

3.  After finished the modifivation, click Finish. A new created profile will be shown on the

screen.

How to edit security profiles ?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.
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Encryption Edit Praofile

ranius g Delete Profile

Available settings are explained as follows:

Iltem Description
Edit Profile Click it to open access control profile again for modification.
Delete Profile The selected profile will be removed from current web page.

2. Choose and click Edit Profile to open the following page for modifying the settings.

Edit Security Profile

# Home » Security Profile

Profile Name

Cantrol_1

Encryption - - -| WEP/E02.1x Only M BO2.1XWEP
Shared Secret | 12350414 Session Time 3600
IP Address 172163158 <o+ | PortMumber 1812

Mote: External RADILS Only,

3. After finished the modification, click Finish.

IV-2-4 Access Control

For additional security of wireless access, the Access Control facility allows you to restrict
the network access right by controlling the wireless LAN MAC address of client. Only the valid
MAC address that has been configured can access the wireless LAN interface. By clicking the
Access Control, a new web page will appear, as depicted below, so that you could edit the
clients' MAC addresses to control their access rights (deny or allow).
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= gj VigorAPM .. DrayTek

Access Control

#& Home » WigorAP Configuration » Profile:

Default o test

Fuolicy: Disable Folicy: ¥White List
MAC Address: O entries WAL Address: 2 entries

How to configure Access Control profile?

1. Click Add New to get the Settings dialog.

2. The Settings page will be shown as follows:
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Add Access Control

# Home » VigorAP Configuration » Profiles » Access Contr

Profile Name

For_Marketing

Paolicy: | White List *
MAC Address Filter {Limit: 64 entries)
Index MAC Address

Client's MAC Address

Add Delete Edit Cancel

Available settings are explained as follows:

Iltem Description

Profile Name Type a name for such profile.

Policy Select to enable any one of the following policy or disable the
policy. Choose White List to type in the MAC addresses for
other clients in the network manually. Choose Black List, so
that all of the devices with the MAC addresses listed on the
MAC Address Filter table will be blocked and cannot access

into VigorAP.

Any client outside the White List is not allowed to access into
the Internet.

Mac Address Filter

Display all MAC addresses that are edited before.

Client’s MAC Manually enter the MAC address of wireless client.
Address

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Finish Click it to save the configuration.

Cancel Click it to discard the configuration.

3. After finished the modifivation, click Finish. A new created profile will be shown on the
screen.

How to edit Access Control profile?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.
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Palicy: wihif Edit Praofile
maAC Addre Delete Profile

Available settings are explained as follows:

Item

Description

Edit Profile

Click it to open access control profile again for modification.

Delete Profile

The selected profile will be removed from current web page.

2. Choose and click Edit Profile to open the following page for modifying the settings.

# Home » Vig * Configuration » Profiles

Profile Hame

For_Marketing

T {LImi: 64 entries)

MMAC Address
L 00:50:7F:41:41: ~

Client's MAC Address:
00 |:50 [:7F 141 AT [0 B3

Add Delete Edit Cancel

4. After finished the modification, click Finish.

VigorAPM User’s Guide

Cancel

53



54

IV-2-5 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Bandwidth Limit to
make the bandwidth usage more efficient.

= & VigorAPM ., DrayTek

#& Home » Bandwidth Limit

Uplaad Limit: 0
Download Limit: 0
Total Upload Limit: 0
Total Download Limit - 0

How to configure bandwidth limit profile?

1. Click Add New to get the Settings dialog.

2. The Settings page will be shown as follows:
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Add Bandwidth Limit

Measuring and controlling the communications on a netwark # Home » Bandwidih Limi

Profile Hame

Enter your profile name

Enable Auto Adjustment
Upload Limit Total Upload Limit

User defined v 4 bps (Default unit : Ky User defined - K bps (Default unit : K)
Download Limit Total Dowenload Limit

User defined - k. bps (Default unit : K} User defined . K bps (Default unit : K}
Mote : 1. Download : Traffic going to any station.

2. Upload : Traffic being sent from a wireless station.

Available settings are explained as follows:

I[tem Description

Profile Name Type a name for such profile.

Enable Check the box to configure upload limit and downlimit
manually.

Upload Limit Define the maximum speed of the data uploading which will be
used for the wireless stations connecting to VigorAP with the
same SSID.

Use the drop down list to choose the rate. If you choose User
defined, you have to specify the rate manually.

Download Limit Define the maximum speed of the data downloading which will
be used for the wireless station connecting to VigorAP with the
same SSID.

Use the drop down list to choose the rate. If you choose User
defined, you have to specify the rate manually.

Auto Adjustment Check this box to have the bandwidth limit determined by the
system automatically.

Total Upload/Download Limit - VigorAPM will dynamically
assign the bandwith to all of managed VigorAP based on the
values specifed here.

Use the drop down list to choose the rate. If you choose User
defined, you have to specify the rate manually.

Finish Click it to save the configuration.

Cancel Click it to discard the configuration.

3. After finished the modifivation, click Finish. A new created profile will be shown on the
screen.

How to edit bandwidth limit profile?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.
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Upload Lml Edit Profile |
Cownload
Total Upload Limit: 0

Total Davenload Limit: 0

Delete Profile

Available settings are explained as follows:

[tem Description
Edit Profile Click it to open access control profile again for modification.
Delete Profile The selected profile will be removed from current web page.

2. Choose and click Edit Profile to open the following page for modifying the settings.

Edit Bandwidth Limit

uring and contralling the communic

# Home # Bandwidth Limil

Setings

Upload/Download limit should be larger than 64K and smaller than 1000

Profile Name
BL_M

¥ Enable Auto Adjustment

Upload Limit Total Upload Limit
1k - k. bps {Default unit : K) User defined

Download Limnit Total Download Limit
320 v [ bps (Default unit : K) Uzer defined

Note : 1. Dowenload : Traffic going to any station.

2. Upload : Traffic being sent from a wireless station.

3. After finished the modification, click Finish.

bps {Default unit : K)

bps {Default unit : K)
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IV-2-6 Load Balance

Load Balance can help to distribute the traffic for all of the access points (e.g., VigorAP 902)
registered to VigorAPM. Thus, the bandwidth will not be occupied by certain access points.

= & vigorAPM 4,

DrayTek

® Logout

Load Balance

gement ur Load

Default -]

Enahle

By Station:enable
Maxirmurm Murnber
2.4G3078G50

By Traffic:disable
Upload LimitG4k
Download Limit G4k

Force Overload
Disassociation:MNong

# Home » Wigors

> Configuration » Profiles » Load Balance

figuration

avasmriptvoid (1)

How to configure load balance profile?

1. Click Add New to get the Settings dialog.

2. The Settings page will be shown as follows:
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Add Load Balance Profile

Canfigure Your Load Balance Profiles

#A Home #» VigorAP Configuration » Profiles » Load Balance

Profile Name

Enteryour profile name

# Enahle Load Balance

¥ By Station Number

Wireless LAN (2.4GHz) |64 |(3-64)

Wireless LAN (5GHz) |64 [(3-64)
¥ By Traffic

Upload Limit: | 211 - | jad

Download Limit: | User Define ~ |64

bhps{Default unit: K,Range 64K~ 100K}

bps(Defauli unit: K,Range 64K~100M)

Force Overload Disassociation: | By |dle Time

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile.

Enable Load Balance

Check the box to enable such function for the profile.

By Station Number

Limit the number of the wireless clients to reach load balance.
It can avoid too many clients accessing Internet and resulting
network congestion.

Wireless LAN (2.4GHz) / Wireless LAN (5GHz) - Limit the
total number of wireless client (2.4GHz/5GHz).

By Traffic

Traffic load balance can be controlled through limitation in
upload and download.

Upload/Download Limit - Define the maximum speed of the
data uploading/downloading which will be used for the
wireless stations connecting to Vigor device with the same
SSID. Use the drop down list to choose the rate. If you choose
User defined, you have to specify the rate manually.

Force Overload Disassociation - Traffic overload might be
occurred if too many wireless stations connected to VigorAP
for data incoming and outgoing. Therefore, “Force Overload
Disassociation” is required to terminate the network
connection of the client’s station to release network traffic.

® None - Nothing will be done.

® By ldle Time - When VigorAP is overloaded and there is a
new connection request, VigorAP will end the connection
with the wireless station which idle the longest. Later,
the bandwith will be available for new connection
request.

® By Signal Strength - When VigorAP is overloaded (e.g.,
reaching the limit of station number or limit of network
traffic), it will terminate the network connection of the
client’s station with the weakest signal.

Finish

Click it to save the configuration.

Cancel

Click it to discard the configuration.
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3. After finished the modifivation, click Finish. A new created profile will be shown on the
screen.
How to edit load balance profile?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.

Upload Lin Edit Prafile
Downlogd  Delete Profile

Total Upload Limit: 0
Tatal Dovwenlaad Limit: 0

Available settings are explained as follows:

Item

Description

Edit Profile

Click it to open access control profile again for modification.

Delete Profile

The selected profile will be removed from current web page.

2. Choose and click Edit Profile to open the following page for modifying the settings.

Profile Name

BL_IM

¥ Enable Load Balance

# By Station Humber

Wireless LAN (2.4GHz) 54 |(3-64)

Wireless LAN (5GHz) |64 | (3-64)
By Traffic

Upload Limit: | User Define * | 564 bpsi{Default unit: K,Range 64K--100M)

Download Limit: | User Define = |64 bps(Default unit: K,Range 64K~ 100M)

Force Overload Disassociation: | NONE

Cancel

3. After finished the modification, click Finish.
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IV-2-7 AP Password

Such page is used to change the administrator account/password for accessing into web user
interface of VigorAPM.

= &% VigorAPM ,;

DrayTek

& Setting ® Logout

APPassword Profile

Default -3

Account :admin

© Add New

How to configure AP Password profile?
1. Click Add New to get the Settings dialog.

O Add New

2. The Settings page will be shown as follows:
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Add APPassword Profile

#& Home » AP

Profile Name

Parents

Account | admin

Password | =reereeee @

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile.

Account Type the name of the account which will be used for accessing
into Internet through VigorAP.

Password Type the password for the account which will be used for
accessing into Internet through VigorAP.

Finish Click it to save the configuration.

Cancel Click it to discard the configuration.

3. After finished the modifivation, click Finish. A new created profile will be shown on the
screen.
How to edit AP password profile?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.

Account at Edit Profile

Delete Profile

Available settings are explained as follows:

I[tem Description
Edit Profile Click it to open access control profile again for modification.
Delete Profile The selected profile will be removed from current web page.
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2. Choose and click Edit Profile to open the following page for modifying the settings.

Edit APPassword Profile

# Home » APFa

Profile Name

Parents

ACcount | admin

Password | seeeseses

3. After finished the modification, click Finish.

Cancel
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V-3 External RADIUS

This page can specify certain VigorAP (with built-in RADIUS server) managed by VigorAPM to
perform the job of external RADIUS server for other wireless clients.

= &% VigorAPM ;-

Dray Tek

s @t External RADIUS

# Home »

Default

User Profile ‘036
Authentication Client :0i16
AP

How to configure external RADIUS profile?

1. Click Add New to get the Settings dialog.

2. The Settings page will be shown as follows:
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Add External RADIUS

# Home » Exernal RADIUS

Profile Name

Test R

# Enahle RADIUS Server

User Profile Authentication Client AP
Username Password Confirm Password Configure

Brain e ey Add Cancel

1D *  Username Delete

Mote: Max. 96 users allowed

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile.

Enable RADIUS
Server

Check it to enable external RADIUS server.

User Profile

Username - Type a new name for the user profile.

Passoword/Confirm Password -Type a hew password for such
new user profile.

Configure
® Add - Make a new user profile with the name and
password specified on the left boxes.
® Cancel - Clear current settings for user profile.
ID - Display the index number of the profile.
Username - Display the user account name.
Delete - Click it to remove the selected profile.

Authentication
Client

The internal RADIUS server of VigorAP can be treated as the
external RADIUS server for other clients. Specify the client IP
and secret key to make the wireless client choosing VigorAP as
its external RADIUS server.

Client IP - Type the IP address of the client to be
authenticated by VigorAP when the user tries to use VigorAP as
the external RADIUS server.

Secret Key/Confirm Secret Key - Type the password for the
wireless client to be authenticated by VigorAP while the client
tries to use VigorAP as the external RADIUS server.

Configure -

® Add - Make a new client with IP and secret key
specified on the left boxes.

® Cancel - Clear current settings for the client.
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ID - Display the index number of the profile.
Username - Display the user account name.
Delete - Click it to remove the selected profile.

AP Select Aceess Points - Click here to select a VigorAP. The
internal RADIUS server of the selected AP will be treated as
the External Server for other clients.

Finish Click it to save the configuration.

Cancel Click it to discard the configuration.

3. After finished the modifivation, click Finish. A new created profile will be shown on the
screen.

How to edit external RADIUS profile?

1. Move your mouse cursor on the profile icon that you want to edit. Click the mouse cursor
on the top right of the profile icon. Then you will a drop down menu items.

Usar Prafil Edit Praofile
suthenticat  Delete Profile

AP APSO0_YESYBC

Available settings are explained as follows:

Iltem Description
Edit Profile Click it to open access control profile again for modification.
Delete Profile The selected profile will be removed from current web page.

2. Choose and click Edit Profile to open the following page for modifying the settings.
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Edit External RADIUS

# Home » External RADIUS

Settings
Profile Name:
Test_ R
# Enable RADIUS Server

User Profile Authentication Client AP

Username Password Confirm Password Configure

Cancel

1D * Username Delete

1 Carrie

Mate: Max. 86 users allowed

3. After finished the modification, click Finish.
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IV-4 AP Floor Map

This function is helpful to determine the best location for VigorAP in a room. A floor plan of a
room is required to be uploaded first. By dragging and dropping available VigorAP icon from

the list to the floor plan, the placement with the best wireless coverage will be clearly
indicated through simulated signal strength.

DrayTek

ng ® Logout

AP Floor Map

Start # Home » Tools » AP Floor Map

How to determine the best location for VigorAP in a room?

1. Click Add New to get the Settings dialog.

Settings

Profile Hame

Enter your profile name

Upload Map

BAEEE

Finish Cancel

2. Type a name for the floor map (e.g., London Office) in Profile Name and click Select in

Upload Map to specify the correct map file. After clicking Finish, the image icon will be
displayed on the screen.
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3. Click the iocn on top right to display a drop down menu.

Edit Map Profile

H
.'

ol Delete Map Profile

Edit Map & Plan

I e S B
gl ¥
P

2

5
N o

Available settings are explained as follows:

Iltem Description

Edit Map Profile Click it to open Settings dialog again to modify the map
profile.

Delete Map Profile The selected map profile will be removed from current web
page.

Edit Map & Plan To deploy VigorAP(s) in proper position, click Edit Map and

Plan to get Map & Plan window.
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4. Chooe Edit Map & Plan to get the following web page.

Start planning your environment AP sighal distribution # Home » Tools » AP Floor Map

Map & Plan

Actual Width :
250

Signal Range :
100

COBALT

aaaaa

aaaaaaa

3

meter

soM

BUSINESS
e PRE-FUNCTION
Ny F
E

|
[

Available settings are explained as follows:

Item

Description

Actual Width

Type the correct width to meet the actual width of the place

(displayed by the map).

Signal Range

Choose the signal strength (e.g., 100 in this case) from User
Define drop down list.

Apply Click it to confirm the signal range.
Save Click it to save the configuration.
Cancel Click it to discard the configuration.
Import Import VigorAP for placing on the map.
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5. Click “+ Import AP icon to pick VigorAP. A pop up window appears with several VigorAP
groups. Choose one of the device and Click Finish.

IS

|

Uncatagarized RDE n ivan_test

@ APa02_902080 &) W @ AP810_7D5514 8 || @ APQ10C_7FAF20 2

@ APoOD_7E4180 2
@ APS1DC_aFD0TE Sl L@ @ AP7i0_Fi0016 L. ] @ apano_7eeres
@ APoOD_800006 L. 7] @ APO00_7EETBC
@ APs0D_B00005

@ APo0D_800007
@ APs0D_B0000C

=
=
£
|3

issuegBO100

@ AP30D_B00003 e
@ APoOD_800004
@ AP30D_B000D2
@ APoO0_800001
@ ARS0D_B00000

<

Finish Cancel

6. The selected device will be shown on the AP list. Drag and drop an AP icon from AP List to
the map on the left side.

Map & Plan

Actual Width : Signal Range :
250 metar 40 v % Apply Q Q
~
i wigache
BUSINESS  PRe-runeTION
=
FRE-
--- BALLRBOH << ----- | PRe-FuncTION
hd

7. Change the signal strength (e.g., 100% in this case) from Signal Range drop down list.
Click Apply.
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Map & Flan

Actual Width : Signal Range :

250 meter 100 v % Q
~
Vigaskt
coBALT
"
g{
v
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IV-5 Rogue AP Detection

It displays the access point scanned by Vigor router. In which, the APs will be classified with
friendly APs, rogue APs and unknown APs in different colors. Below shows the detected APs.

tor

Rogue AP Detection

% Setting ® Logout

# Home

feftesh

show 10« entries search:

» Tools » Rogue AP Detection

Role v DeviceName BSSID 551D RSSI ch Last Detected
AP710_F10016 00:1dhaa7e:8 7.8 DrayTek 1% 1 2016/08/16 15:01:00
AP710_F10016 001 dhaa7es e DrayTek 86% 2 2016/08/16 15:01:04
APOOO_7EBTES oo dhaa7es7he DrayTekSG-LAN-A 1008% £ 2016/08/16 15:01:20
AP710_F10016 001 dhaa7faf.20 DrayTek 100% 1 2016/08/16 15:01:08
APOOD_7EB7ES oo dhaa7faf.22 DrayTek 100% £ 2016/08/16 15:01:31
APD0_7EATES 00:50:7F1:00:16 DrayTek L 11 2016408416 1501:26
APTI0_F10016 0zdaaTes?he DrayTek 868 11 2016408416 15:01:04
APS00_7ESTEC Dzidaatestha DrayTekSG-LANE 1005 E 2016/08/16 15.01:52
APTI0_F10016 DztdaaTesthe DrayTek L 2 2016/08/16 15:01:05

Showing 1to 9 of 9 entries Previous Next

~

Available settings are explained as follows:

Item Description
Refresh Click such link to refresh the web page immediately.
Apply Click it to open AP selection window to specify an Access

Point. After selecting, click Finish. The selected AP will
detect/scan the wireless APs near around. Later, information
for the detected access points will be displayed on this page.

Save Click it to save the configfuration.
Search Type the name of the device you want to search.
Role Specify the type that the access points are classified to it.

Later, click the Save button on the top to save the
configuration.

DeviceName Display the default name of the Access Point detected by
selected VigorAP.

BSSID Display the MAC address of the detected access point.

SSID Display the SSID specified for the detected access point.

RSSI Display the RSSI specified for the detected access point.

Ch Display the channel used by the detected access point.

Last Detected Display the date and time that such access point was detected

by Vigor router.

72 VigorAPM User’s Guide



IV-6 APM Logs

Time and event log for all of the APs managed by VigorAPM will be shown on this page. It is
userful for troubleshooting if required.

inistrator =  VigorAPM,;; DrayTek

£ Setting B Logout APM Logs

# Home » To

Event: Al - Show 10 » entries Search:

Event Status Time v Information

Lost Connection | Disconnected 0972172016 10:30:47  APS00_7ER7BC, D0MDAATESTBC

Lost Connection | Disconnected 0972172016 10:30:02  APS10C_7F4F20, 001 DAATFAFZ0

Login Successful 0972172016 10:20:24  root 172,16.2.221, 09/21/2016 10:20:34,
Login Successful 0972172018 1126 root 172163130, 09/21/2016 101836,
Lost Connection | Disconnected 0972172018 05:5:06  AP202_802080, 001DAAG02080
LostConnection | Connected 0872072018 125208 | APS00_7ESYEC, 001DAATESTEC

Lost Connection | Connected 0972072016 19:5%201  APS10C_7F4F20, 001DAATF4F20

Lost Connection | Connected 09/20/2016 185342 APSO0_7ES?BC, D01DAAYESTBC

Lost Connection | Connected 0972072016 185236 APS10C_7F4F20, 001 DAATF4FZ0

Login Successful 0972072016 18:50:10 | root, 172.16.3.133, 09/20/2016 18:50:10,

Fagel of 26 Rrevious 23 45 . 8 Next
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