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3. BB VigorAP 903 HEIR -

4.  WEEAMNRLEM LED KE5% - ACT LED %5 - LAN LED EE e EiEiE - ADSL BB Ehe
RthEaRE  BrAEECREEREREER

(BR8 LED B5RiRRE - FFE2%E 1-1-1)

(0]



|-2-3 HARELR
VigorAP 903 IJ IR B ERM AT - BB PR ADSL BigH - EMEsERRR - BRFIER
RS ERVERR -
1. ERACERESSN—mEHMERL AEFERZESR PWR BB -
2. BB VigorAP 903 HEIR -
3.  WEERLEA LED E5 - ACT LED EZES -
4. FIRSRAEEER VigorAP 903 & ADSL BB st 2R M -
(BF8 LED &SRiREE - &£ [-1-1)




I-2-4 POE 3E#%

VigorAP 903 oI Uit AR EmI IR ER MBI VigorSwitch P2260 EFFiEEIE ] - PoE (Power over Ethernet)
EEAZEEERHEENZIERE -

1

2.

NALKPBIEEBAR(R)-45)FEEIE LAN A4 (PoE) 1§ - EEEMEEIRER -

EEBEMERBERBIN VigorSwitch P2260) - TILUfER LAN A2 - A4 E—IB5E - TR E BN F4
& IP firsit B2 VigorAP 903 E3% IP #l¥N 192.168.1.X 2EEIH) -

BARY VigorAP 903 HUEE -

MEEM /Y LED $&5% - ACT LED FEsz18 5 - LAN LED TEE M STEE S - ADSL BB Eia
RtEgRE  BrAEECREERERZEER




NIRRT S 6.5 BER(1/4 W) -

R

-

- fEIEE%S 80 &K

(SRR

JOTEGEE 2

1

& E¥ o

EREENBHEE IR HE

2.

BEEER VigorAP BMER4 L -

e B2




-3 448 IP &2 7E

pu]]

AEERE % - MBI RRREST VigorAP 903 IS S8R E - LUERE VigorAP 903 BETEAIRIRIR &8
TEIRR) - R E R E B M AW ETREMFEZA - E’Jeaﬁ‘éw\,ﬁ EEBNENS IP Azt (L FRENAE IP firdlt) -
WMRENWEIEEANZEEE IP - NELFERENRE - FFIRBLUTNIERGR - RECHBMRAIRE
IP ik - R}EMERITRRR [P Udt% “192.168.1.2" 'Laﬁfﬁﬁﬁ "192.168.1.X (R 7 2 RERLIIN"

KETLIERSAVIREIRIE Windows 10 &4l -
BIZRRIRHMERIZBAUNRERNELI T A) KRR TEHEET -

Adobe

Adobe Acrobat DC

Adobe Acrobat Distiller DC
Adobe Bridge CS5

Adobe Creative Cloud

o FPWHITT - M.. @ Latest Firm...

7‘|
=
53
:l
ESS

(Network & Internet) -

Windows & 7E

L RN}
-“‘--. ....".
.
o e
] &% B = M == o ) EsinEmeEs s EA
' mEE a5 WS B s gme. e L o : L ; . N - ™
% 9
* *
. o
] . - = C B 8 T o . “‘ o
= AmEs ) wE T, WESIER T i L nmnns® . BRER
r..l Bt r-' i ERRATeE () mm
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#E  REENHEFEIE(Change adapter options) -

@ =A HA RS
[ Bruz o @R
REMARRE
O—7z—®
9 #e staffs
frh ]
e EEESRERRE
BECERNTHRESESR - U8 EBRAHBIREE
B ZAms ARERIAS -
= g
SN ) - EEEEEENg,
Ernmnne T,
3 AR idealls .,
* *
L] *
W T D) BETEHERE -
e 2 =4 HARE EEREESANE - o
* *
* *
© mEETE ~.%.mm oot
R e e
@ Proxy
A BISRERERR
BEREE i§5)
R AME 538 4R (local area connection) -
6 EE ik BE
| mrae o imEEREE AF S
BT — - o~
i B a X
@ T g:iis_r.fanmﬁms > e o
& WiFi ﬁﬁzﬁ' '0' =- o
: - 2nd E€ “ 3.1351 - Wi-Fi 2
2 e - =i - staffs 7
£ ZAm : % @ RealtekRTLO139/810xFa. W I @F Realtek PCle GBE Family C. Al o Link wireless MUV
L) Ll
= L
> e "‘ K
0 .
® VPN LT [ 3
2 MAES
) TR

11



BEEZEENIRAKRENRES 4 R (TCP/IPv4)iE - BIZTAZA -
| EmEs AE | =
SERETIRE |2

i
‘ ¥ Realtek PCle GBE Family Controller ‘

IEEER R TFIRE O

UxCIient for Microsoft Networks

. ngS HEHHERE
Eda.and?gmmrs}mmrgiforhimmsgf} Networks

.'E‘ ke %ﬂﬁ*%ﬂﬁﬁﬁ‘ﬂﬁ%ﬁ% 5 B (TCR/IPYE) ©

W i Link-Layer Topology Discovery Respon

v --'-'Lmlrha.}ie; qup].ogg waarﬁMa‘pbi‘I?O Driver
*

PELLLLLT 9%
L]

| [ meEEo K_AER |
* “

bl et s il T TCPHP i.gxeﬁusaﬁ’]
WAl R PR FIRE TR AR ATAE ST -

EEFERTIIMIP il - AREARAIREUPE AN TWEE - THERTEE -
IP firdik : 192.168.1.9

FH9IRE : 255.255.255.0

| I BHEYIE P firhko) e eEmmssssEEEEsssssEEEEEEEs
O AT [P (ke
IP firigh (D
FAREER )
HrEfiEo):

192.168. 1 . 9
255 .235.235. 0

EiBhEYi% DNS A IERR At )
Q EEF T 7Y DNS Al FREF ik E):
1A DS A EEE):

Al DNS {A]fERR(A):

R IEEL)

« .
RETT Y A

12



-4 B BV E It S RYA

bR
=
o

B SPTARNINRE AR EH I LIEBEBE N HAGETENRTE @ FAARET—E2E:
1. FEEECHNEREAR VigorAP 903 HEEES -

2. HEEKEREEAERLEA http://192.168.1.2 - tFEKESHIR—ERE  EXCBMASHES
£

AR - FEMEBBAEA "admin/admin” - &% T & A(Login) -

User Name

admin

Dray Te k Password

VigorAP903

@
EEI LIS BAGR E A S AP BUSEIAE IP ikt - SURH% B0 IP (IH 3872 A ER VigorAP 903 738 IP firkt
192.168.1.2 1HEIRIAIER :

MR _£327F8 DHCP EIARES - VigorAP 903 #§& A 192.168.1.2 1E%& IP firtlt
R4S 57 DHCP @Mk - FBEE VigorAP 903 &5i83:% DHCP AR:RIVEHE IP il -
MREEBEFEEMABEREMS - WO DUEBILES http://vigorap.com EABERENE -

13



3. EBEFE—REFEAVigorAP - BEREFIREREEE(Quick Start Wizard) BH - BREMEFSE
7 ARG ENS R -

DmyTek VigoraP 503 - . Admin

Quick Start Wizard
o G ~.
Cperation \ Finish
Moce
Operabon Mode Access Point
_ P | 1 Q
.

VigorAPS03

00:50:7F:F1:91:BC

Pure AP

4. R VigorAP BEELRES - EMLBENHEEMSNERNER -

DrayTek VigorAP 903 e Acmin

Dashboard
WIRELESS CLIENTS PER RADIO CHANNEL LOAD DEVICE OVERVIEW
Quick Start Wizard
VIgorAPS03 &
» 192.168.1.11
22400 0164 » Chil Moderate, 48%
Operation Mode 0 Moderate (via DHCP)
Clients o 5Savr 064 ® Ch36 Light, 15%
LAN 142
2d 20:51.58
Central AP Management
192.168.1.1 .
Wireless LAN (2.4GHz) > 00:50:7F:F1:91:BC
RADIO THROUGHPUT PORT STATUS
Wireless LAN (5GHz) 9594 _b77&c84%ea Thu
= . Jun 10 13:40:02 CST
RADIUS Setiing 246 L obps 0 bps . LW o i 2021
LANE LAN A4 A3 AIPOE PWAR T
Objects Setting . L obps 0 bos °
Applications > SYSTEM RESOURCE
Mobile Device Management > CPU Usage 7%
Last24 h . -
System Maintenance RECENT AGTIVITIES & ours
Memory Usage 25%
Diagnostics > 2.4 Gz = Throughput ® Clients
@ Support > 10 10
= = WIRELESS OVERVIEW
o
o 2.4GHz
N 0 Enable &
12PM 3PN 6PM 9PM 12AM 3AM 6AM GAM 02'50.7F-C1:91:8C
5o DrayTek-F191BC
SGHz
10 5
Enable &

ut
s

14



5. ROZEBEEALATNELREIBRFER AS2RRECHRGERER  BRFGHEHE L (Auto
Logout) - TMENEFREMRIERBER T - AARR AN ERBSREREEEH NEFEFAEBRE -

Auto logout v,

Auto logout
aff

1 min
Amin
3 min
Auto logout v
amin
Set Password

10 rmin
Log Out

OLEE
MBERAERBERENE - BRI AR BATE L 15 2 #R -
BT RCHRBTLUBRES - URATREYH - LALELTRBOTE  WETEANRRE -

15



-5 B BRI

1. FEBUEEEMaNRIEEE -

2. Bj%  EHRBZRGHEE(System Maintenance)IhEE - AR EELRAEIR S BRI (Administration
Password) -

System Maintenance => Administration Password

Administrator Settings

Account [admin |
Old Password [sonee |
MNew Password [sraasses |
Confirm Password [senasess |

Password Strength: w

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter.
2. Including non-alphanumeric characters is a plus.

Note : Authorization Account can containonly a-z A-Z0-9 , ~ " 1@ $% ~* () _-+={3[11]: < =.
?
Authorization Password can containonly a-z A-Z0-9 , ~ " 1 @ 2 3% ~&* () _-+=4{r[1]\

HES-

3. HEE(Password)EP - MAMKEAZE - ZER THEEOK)IZERHE -
4. BRE FNEBELEE  FT—REA BSEAFNEBEAEMSHRAERENH -

User Name

admin

DrayTek ffw‘““

VigorAP903

16



-6 EERM

BEMOULBRENS AR ERIRE - ARSEEZNAPHRE - ERAEEE - BB - B8R

HREE ~ SEARIEEAREE - EI24808 (backhaul network) ~ THIEE RGP AESS -
BHEAEFINEEE TR T &RMR(Dashboard) -

Dray:rek VigorAP 503

Admin
Dashboard
WIRELESS CLIENTS PER RADIO CHANNEL LOAD DEVICE OVERVIEW
Quick Start Wizard
VigorAP903 &
> 192.168.1.11
v24c 064 » Ch 11 Moderate, 48%
CREELIIILTLR 0 Moderate (via DHCP)
Clients ®5c 064 ® Ch3%6 Light, 15%
el ) 142
2d 20:51:58
Central AP Management >
182.168.1.1 .
Wireless LAN (2.4GHz] E
L : RADIO THROUGHPUT PORT STATUS BO-20TRF1:91.8C
= Wireless LAN (5GHz) 5 9594 _b775c849ea Thu

Jun 10 13:40:02 CST

et . 3=
RADIUS Setting ‘ 240 L obps 0 bps . W o o 2021
LANE LAN At A3 A2 AMIPOE PWR e
e .
Objects Setting 5o L obps 0bps
Applications SYSTEM RESOURCE
Maobile Device Management CPU Usage 7%
Last 24 h N -
System Maintenance RECENTACTIVITIES as| ours
Memory Usage 25%
Diagnostics 2.4 Gz » Throughput  ® Clients
Support > 10 10
5 n WIRELESS OVERVIEW
2 - =
2 2 4GHz
15
0 Enable Z
3P| 6PM 9PM 12AM 3AM 6AM SAM 02:50:7F-:C1:91:BC
5o DrayTek-F191BC
8GHz
10 0
- o Enable 4

17




JREY TEivm 22 (Quick Start Wizard)

RIEREBBR—D L5 EMRTE 246 BERTE - 56 BEREMUREMABRBRIRE -

I

DrayTek vmess o Sy

i

Quick Start Wizard

=]
» @
= Operation
& Mode
\‘,\
= Crparation Mode i ™
& | l
L
-
&-o-. RN
- - >
VigarAPaD3
5 .
00:50:7F-F1:91:BC
7 '
B 142
] Pure AP
Disable Wizard Cancel Mext Step
BREEXER

E & (Access Point)

4R F 2 (Mesh Root)

AR 2h(Mesh Node)

&5 i 8% (Range Extender)
REBREENER - FESEARRBIERRE

18



I-7-1 B 558 E (Access Point)

1. EEEME(Access Point) fEREIFRT - 2 F—D(Next Step) -

VigorAP903
00:50:7F:F1:91:BC
Firmware

142

Pure AP

Disable wizard

2. ENMMEED  REH 24GHz B 5GHz BRMNARERERE - RER T —H(Next Step) °

VigorAP903
00:50:7F:F1:91:BC

rmware
142
Operation Mode

Pure AP

< Back

ST ERRIT -

158
WiFi &1
(WiFi Name)

WiFi 21§
(WiFi Password)

®

Operation
Mode

Access Point -

Operation Mode

I
G- o-h N

NTERNET ROUTER

Cancel Next Step >

O0—0

Operation WiFi
Mode Setup

Your AP is under default config. Please setup first

WiFi Name:
WiFi Password: [seserenecnnes |

|DrayTek-F1918C |

Enable 2nd WiFi

2nd WiFi Name: |
2nd WiFi Password: [sessssesssses |

Enable Bandwidth Limit

Enable Station Control

Note: The WiFi settings will apply to all Wireless bands

Cancel Next Step >

B
FRERMYEIEE TSN EHE -

WA 8~63 AT - # 012345678..(32 64 B +/NEMUFMTES Ox KT

JC + %0 0x321253abcde...)

19




RASs_ARaEE ABLENRASTARGERRE - -

(Enable 2nd
Wireless)

R FASA B PRI
(Enable
Bandwidth Limit)

RA RIS & BRI
(Enable Station
Control)

UEThEEH IR B Wi-Fi IR B RIBH - SIS R A= FEE—/ SN
RBEGR -

%48 M(2nd WiFi Name) — 32 E—{EE VigorAP 903 BE40ERAEF
IS AP R A 2 7 -

% _#2%H5(2nd WiFi Password) - 227 8~63 @ ASCII T E R E Fln
FALLE A VigorAP 903 -

EIELBEER LB/ THERN ZESRE - EERHEZARNEBHEE
SSID 3&## Vigor REL B ARBEHNE Pl -

EERRFI(Upload Limit) - ‘RERIEZAFEZNEE -
T#EPRHI(Download Limit) — ‘RENZIIRZLRFTEZNEIE -
DEIELRES PiniEiE/BEERE Vigor RKEMNFHERR -
E4R 5[ (Connection Time) - RERIBEELTEZNEE -

E¥ELL B (Reconnection Time) — R IZMRZFCEEZNEE -

REFAER - AREBIZ T —H(Next Step) ©

VigorAP903
00:50:7F:F1:91:BC
1.4.2

Pure AP

< Back

O ERBMT :

HH
BB
(Admin Password)

&

(Confirm

ok

TR

Password)

O—00—=0B

Operation WiFi Admin
Mode Setup Password

Your AP is under default config. Please setup first.

Admin Password
Confirm Password:

Cancel Next Step >

AR
WAZNE -

BEBAZEE -

20



RERBERBNERE L - F%5H(Finish) -

O—0——~0—0

Operation WiFi Admin Finish
Mode Setup Password

Basic settings are completed. Press Finish button apply changes.

Operation Mode Pure AP

Fi Name DrayTek-F191BC
3 2nd WiFi Name Disabled
1 Bendwidih Limit  Disabled
- Station Control Disabled
Device
VigorAP903
VAC

00:50:7F:F1:91:BC
Firmware
142

Operation Mode
Pure AP

< Back cancel m

21



|-7-2 # 4% 3 Bh58 F(Mesh Root)
1. EEEZITE(Mesh Root) FRIRIFEI - 2T —%(Next Step) -

®

Operation
Mode

Operation Mode Mesh Root -
Group Nermo

IR

VigorAPS03

MTERNET ROUTER MESH NODE

1AC
00:50:7F:F1:91:BC
Firmware

142

Operation Mode

Pure AP

Disable Wizard Cancel NextStep >

2. GEWTNEED  REHA 24GHz % 5GHz BRERNAREENRE - REET—D(Next Step) °

O—0

Operation WiFi
Mode Setup

Your AP is under default config. Please setup first.

WiFi Name: [prayTek-Fia18C |
WiFi Password: [roesnnaniaeas ‘

Enable 2nd WiFi

Device 2nd WiFi Name: \ |
VigorAP903 2nd WiFi Password: [seesssessases |
IAC Enable Bandwidth Limit

00:50:7F:F1:91:BC
- Enable Station Control
Firmware
142
Note: The WIiFi settings will apply to all Wireless bands.

Operation Mode

Pure AP

oI AR ERRARA T -
IEE| AR
WiFi &1 RERMSEILEN SR -

(WiFi Name)

WiFi 215 A 8~63 E=FJT - 7% 012345678..(3 2 64 B+ /N EMRTES Ox =FE
(WiFi Password) JC + %0 0x321253abcde...) -
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RASs_ARaEE ABLENRASTARGERRE - -

(Enable 2nd HENAEE R 2 Wi-Fi BRESH RIS A3 - Al IR A T S SR — )\
Wireless) GBI -
%48 M(2nd WiFi Name) — 32 E—{EE VigorAP 903 BE40ERAEF
BB B BT -
% _#2%H5(2nd WiFi Password) - 227 8~63 @ ASCII T E R E Fln
FALLE A VigorAP 903 -
BUFSEER) TEEN EEE B/ FHAN Y BEASE - SERAEEMNEBER
(Enable SSID #% Vigor HEEMUBE ARBHNE K -

Bandwidth Limit) | gmey \ypload Limit) - EEiiz S B rES0nE -

T#EPRHI(Download Limit) — ‘RENZIIRZLRFTEZNEIE -

RA RIS & BRI WEIVELRER PlniERk/BEERE Vigor BRENFERE -
(Enable Station

ELR IR (Connection Time) — RENZHIEECRENWEE -
Control)

E¥ELL B (Reconnection Time) — R IZMRZFCEEZNEE -

3. EEERBMBLRTENNENE - BB T—% (Next Step) -

O—00——=0

Operation WiFi Admin
Mode Setup Password

Your AP is under default config Please setup first

Admin Password
Confirm Password:

VigorAP303
00:50:7F:F1:81:BC
142

Pure AP

< Back Cancel Next Step >

23



oI ERRAR T -

IEE| Bz

=i W AZEE -
(Admin Password)

] BEBARGE -
(Confirm
Password)

RERBRBRNESEE L - FR5TH(Finish) -

O—00——~0—0O

Operation WiFi Admin Finish
Mode Setup Password

Basic settings are completed. Press Finish button apply changes.

Mesh Root
DrayTek-F191BC
Disabled
Disabled
Disabled

VigorAP903
00:50:7F:F1:91:BC
1.4.2

Pure AP

< Back Cancel

%5 (Finish) 2% - I FEERE LR - VigorAP ERAEE P EEESHERET -

®

Mesh Node
Setup

Setup additional VigorAPs to Mesh netwaork?

Please power up and wait for us to find it

VigorAP903

le
00:50:7F:F1:91:BC -
142
Mesh Root

24



6. TJHAYVigorAP REEHBNEER L - EENMAUAREA NNERE(ERBRR) - WIAYE
RzxEHH -

@
Mesh Node nish
Setup

Setup additional VigorAPs to Mesh network?

Please power up and wait for us to find it

Select Model MAC Device Name
‘;.-"IQE)IAF’QDB Vigorargo3 00:50:7F:F1:92:16
ﬁd‘ﬁﬂ:?F:FthBC
142 .
Mesh Root
Sendmg settings 10 mesh node Search

7. BTIERApply)IEFRZ - BEETRHERGTMZREHMERE RO -

®

Mesh Node
Setup

Setup additional VigorAPs to Mesh network?

Please power up and wait for us to find it

VigorAP203
MAC

00:50:7F:F1:91:BC

0O ion Mode

Mesh Root

25



8.

HE  MEABW AR -

Device
VigorAP903

MAC
00:50:7F:F1:91:BC

Firmware
142

Operation Mode
Mesh Root

< Back

O—0O

Mesh Node Finish
Setup

Setup 1 Mesh Root and 0 Mesh Node completed.

VigorAP903

[ oo I VigorAP903

903_device
l b VigorAP903

26
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I-7-3 AR BHER E(Mesh Node)

1. EESEAZI(Mesh Node)FRRIEET - # F—% (Next Step) -

Device

VigorAP903
1AC

00:50:7F:F1:91
Firmware

1.4.2

( tion Mode
Mesh Root

Disable wizard

®

Operation
Mode

Operation Mode Mesh Node -

MTERNET ROUTER MESH ROOT

BC

Cancel Next Step >

2. REWERBNERSL - FRSEM(Finish) -

Uevice
VigorAP903

VIAC

O—

Operation Finish
Mode

Finish Setup this AP as Mesh Node

Please use Mesh Root or Mobile APP to search this
device and let it join one Mesh Group.

00:50:7F:F1:91:BC

Firmware
1.4.2

ion Mode

Mesh Root

< Back

27



I-7-4 £BE{E B2 E (Range Extender)
1. EEEHIRE(Range Extender) fERBRIFRET - #F—& (Next Step) -

®

Operation
Mode

Operation Mode Range Extender -

VigorAPS03
00:50:7F:F1:91:BC
142

Mesh Root

Disable Wizard Cancel Next Step >

2. EWMTEED  REHA24GHz B 5GHz BENEREERTE - AEET—F (Next Step)

O0—Q@

Operation WiFi
Mode Setup

Your AP is under default config. Please setup first

WiFi Name: |DrayTek-F1g1BC |

WiFi Password: [roenanenaaans ‘

Enable 2nd WiFi

2nd WiFi Name: [ |
VigorAP903 2nd WiFi Password: [sessessessass |

Enable Bandwidth Limit
00:50:7F:F1:91:BC
Enable Station Control

142
Note: The WiFi settings will apply to all Wireless bands

Mesh Root

< Back Cancel Next Step >

O ERRART -
HH Btz
WiFi &8 R E RIS E AR -

(WiFi Name)

WiFi 21§ A 8~63 BT - M 012345678..(F 2 64 B+ /NEMRES Ox E
(WiFi Password) 70 - #0 0x321253abcde...)
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RASs_ARaEE ABLENRASTARGERRE - -

(Enable 2nd
Wireless)

R FASA B PRI
(Enable
Bandwidth Limit)

RA RIS & BRI
(Enable Station
Control)

UEThEEH IR B Wi-Fi IR B RIBH - SIS R A= FEE—/ SN
RBEGR -

%48 M(2nd WiFi Name) — 32 E—{EE VigorAP 903 BE40ERAEF
IS AP R A 2 7 -

% _#2%H5(2nd WiFi Password) - 227 8~63 @ ASCII T E R E Fln
FALLE A VigorAP 903 -

EIELBEER LB/ THERN ZESRE - EERHEZARNEBHEE
SSID 3&## Vigor REL B ARBEHNE Pl -

EERRFI(Upload Limit) - ‘RERIEZAFEZNEE -
T#EPRHI(Download Limit) — ‘RENZIIRZLRFTEZNEIE -
DEIELRES PiniEiE/BEERE Vigor RKEMNFHERR -
E4R 5[ (Connection Time) - RERIBEELTEZNEE -

E¥ELL B (Reconnection Time) — R IZMRZFCEEZNEE -

REFAER - AREBIZ T —H(Next Step) ©

VigorAPS03
00:50:7F:F1:91:BC
1.4.2

Mesh Root

< Back

O R ERBMT :

LS|
EBZN
(Admin Password)

i

(Confirm

ok

TR

Password)

O—0—=0

Operation WiFi Admin
Mode Setup Password

Your AP is under default config. Please setup first

Admin Password
Confirm Password:

Cancel Next Step >

#EA
WAZNE -

BEBAZEE -
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4. EWMTEET  BEEH SSID - 578 - MR - MBRE  BRBMANRE - AELT—2H(Next

Step) -

VigorAP903
00:50:7F:F1:91:BC
142

Mesh Root

< Back

O ARERBUWT :
IEH
SSID
3838 (Channel)

ZEHER
(Security Mode)

Iz R
(Encryption Type)

Operation WiFi Admin Range
Mode Setup Password  Extender

© 2.4GHz WLAN 5GHz WLAN

O stafts_4F 02:50:7f:¢1:92:eb  52%(-69dbm) 1 AES WP3/WPA2Personal

® guests_4F 02:50:7f:d1:92:eb 52%(-69dbm) 1 AES WP3/WPA2Personal

O Default 14:49:bc:10:70:70  1%(-95dbm) 1 AES WP3/WPA2Personal

14:49:bc:10:70:74  1%(-94dbm) 1 AES WP3/WPA2Personal

O Toyota_Free 00:1d:32:06:53:88  1%(-93dbm) 3 TKIP/AES WPAZ/WPAPersonal

' Toyota_Sales 02:1d:32:00:5a:88  7%(-87dbm) 3 TKIP/AES WPAZEnterprise

O Toyota_Services 02:1d:aa:01:53:88  5%(-88dbm) 3 TKIP/AES WPAZEnterprise

02:1d:aa:02:5a:88  2%(-89dbm) 3 TKIP/AES WPA2/WPAPersonal

O DrayTek 16:49:bc:45:f1:38 1%(-93dbm) 6 AES WPA2Personal

O DrayTek 00:1d:aa:ed:38:40  7%(-87dbm) 6 AES WPAZPersonal

O DrayTek 16:49:bc:41:7b:60  50%(-70dbm) 6 AES WPAZPersonal

O draytek 16:49:bc:4d:8f:00 1%(-94dbm) & AES WPAZPersonal

O  RD8-Eric-2865-S... 02:1d:aa:41:df:18  23%(-81dbm) 11 AES WPAZPersonal

O DrayTek-424BB0 14:49:bc:42:4b:b0  68%(-63dbm) 11 NONE OPEN

D 00:1d:aa:5e:d9:58  5%(-88dbm) 11 TKIP/AES WPA2/WPAPersonal
Search
SSID Channel Security Mode Encryption Type
2412MHz (Channel 1) WPA2 Personal AES
Security Key
Cancel Next Step >

AR

RERMUYHEEM A EHE -

RERREIEEREER SECHNRBERIRENTE  TLIEAL
@R B E A AE -

BAREEEAILUEE  SERANSERESHEMAR -

JRANEERTEMRREEMHEXNARMBMER -

EEMM(Open) AL 2 MEIN :
EZESE(None) UFR WEP 1% - BEEEMESHNERETAEREAT
mnz -
WEP £#8(WEP Keys) — #REIF WEP IZ#TEREH - B8
WEP - WEBROIMERENASE E—REVEET—HASBER -2
WA IR%S 5 8 ASCIF7oai 2 10 B+ /NEME (L6 MITNBER)
FERHIZ% 13 18 ASCI Fyosk 26 fE-+/3EME(128 fImilESE
) -

EEHSE(Shared) B2 2 M EUIF :
WEP £88(WEP Keys) — #REIF WEP MNZETERHBEE® - 5EE
WEP - WEBROIMERENASE E—REVEET—HASBER -2
BB R%A 5 8 ASCI F7oai 2 10 B4 /NEME(1L6 NITNBER)
N ERHIS 13 18 ASCIL Fiusk 26 {81/ #EME(128 M E
) -

E1E WPA/PSK 22 WPA2/PSK LM ER IS :
#3Z TKIP (2 AES {ER WPA BB -
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L2 2#(Security Key) — #3F WEP - TKIP 5t AES #BNZEE
A e

A 8~63 fAFT - 7 012345678..(E 2 64 B+ EMRRES Ox
=T - #1 0x321253abcde...) °

RERBRBRESERE L - FR5TH(Finish) -

Operation WiFi Admin Range Finish
Mode Setup Password  Extender

Basic settings are completed. Press Finish button apply changes.

Range Exiender (2. 4GHz WLAN)
DrayTek-424BB0
DrayTek-F191BC

Disabled

Disabled

Disabled
VigorAPS03

00:50:7F:F1:91:BC
142

Mesh Root

< Back Cancel m
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11-1 BIEE R (Operation Mode)

AEEHEEES  ERPBLUEEARNRERY  BEEE —BEARER THEOK) - 2K 8

BRCERKNREE -

Operation Mode Configuration

O aAP:
VigorAP acts as a bridge between wireless devices and wired Ethernet network, and exchanges
data between them.

|
""L Q—- l N

Mesh :

Mesh Root:

AP connects to gateway with Ethernet cable. It would be other AP's uplink
connection.

Mesh Node:

Use wireless to connect to other Mesh Root when Ethernet cable doesn't exist.
A mesh network creates a set of links automatically and calculate the most optimal
wireless path through the wireless network back to a wired Mesh Root.

Range Extender :
VigorAP can act as a wireless repeater; it can be Station and AP at the same time.

AR ERBUT :

=] B

AP IEXAHEEAFPIREREZEENS Vol BBEEARER L 2 EBET
BRI

#AiK (Mesh) |43 E R (Mesh Root) - VigorAP BB KAKBRERE — SRS
2 .
f|4RZBh(Mesh Node) - VigorAP I I B B R AAKERZHMHRAE
2t (mesh root) - FARABEECIDIBEEY — AL  FARNSTELRELSETE
MEGREE SHRENERERRK -

0 E (2R VigorAP TIDMERMG PR EB AR BHER - EME T IER

(Range Extender)
AP ThEE - EHENESE A BEHPIHE HARRE -

34
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OLEE

BEBFAEBWLANRESREBGEENEFEAMZRAFORE -
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e

-2 BRI A (2.4GHZz/5GHz) 2 BE AR ER

VigorAP 903 E# S EE S EZF RN - WA 5GHz 802.11ac 8( 2.4 /5 GHz 802.11n WLAN FEF -
UEEMEATE 2.4 GHz 1+ 38 20/40 MHz BU3EBIR(F - 7£ 5 GHz F32i& 20/40/80 MHz RISREIRIE - £
802.11ac 80 MHz #R%EH « XIEZERHERE R &S 0] 867 MBps °

OLEE
* ERNERAREENERRAKIEENBERENNE  NAKRE EREANREE
ZEE

VigorAP 903 miEERHEEENSAP)AS - tERRINERA PN ZRMAFIA(STA) - FIEHN
P42 VigorAP 903 - #io] n EHRNARABISELR - BARTE (General Setup) ol i 4 & 1 MRARABES
PS8 S SSID - fRESIEEMERWEE -

ZEPHEHNE
BRI ERTAE(Wired Equivalent Privacy, WEP)E—T&BHM 7% - £ 64-bit 52 128-bit iREB

EQURERENRNEBESEERTE  BEEGENCESHTRE—MSNESRNVRTE - REEREP—
1B i A S E R AR A P I @ AT B s -

Wi-Fi 1R & 2BV E (Wi-Fi Protected Access, WPA)R T % FRMGEBRNZ S - oJ o — K48 .
WPA-personal 3% WPA Pre-Share Key (WPA/PSK) & WPA-Enterprise X 8% WPA/802.1x -

£ WPA-Personal #lh - EEA—EFEEEZNEHRMNBBZHPHER - WPA A Temporal Key
Integrity Protocol (TKIP) IIZ &M WPA2 B2 A AES - WPA-Enterprise AR&ESME I HIER
A& IIRE °

B WEP EWEREREHMN - BOUERER WPAERZEZER VA - AEZRBRIRIEEFEN
ZEWE - CRGEEN—ELEEER - BEEIBTUE UMM REEN 2 ERREMUR/EE
#E M - Vigor MREMSZHERAEMN - BEEERSLI WEP Ml WPA XESELZTER -

WPS &7

WPS (Wi-Fi Protected Setup) IRHEESEFRRE - EREAPARGEMS ZEL WPA M WPA2 21
BH - I AR ER -
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AP Router Connection

Wireless
via WPS

Client

e P Y H

Set SSID and PBC Wireless
Encryption . Card Installed
(WPA/WPA2)

BURRMAEERFE VigorAP ZEMERAREREGENS N - KREAFTESRELAEEMER -
FUATTRRNERUBIUIEGER - EHAERER NEGHPIR PR

—{&/ )iz - WPS THBER B &
fth/ 4t B BN X —EFRARIELR -

@ m:

IEIThEE B RAR M Plmth 32 3% WPS ThEER I A -

BREMRBRGMAP 2B WPS JOERERER - B_ESNILUET

- —EZBET Start PBCIZER -
—EZ2F A PIN Code ZK#E1T -

VigorAP 903 E— I - BBMEEAGEMES - IJZ | VigorAP 903 Etlk EAY WPS %1
FEEME LA Start PBC %l —RENT - MERRAFI—I% - (REEEFEELE
MEEEFTIRMH Start PBC #%8H -

—REYZEHER
#5e®) AR MR+

AP Router PBC Wireless

L mm— ———
by Lifg oLide
startPBC| or () @
Web Button on

Interface AP Router

37



MREGABERER PIN 85 - N RFMBEKAFFEERN PIN 1§ - ARSI ERERTEAGEEERN
VigorAP 903 -

AP Router PBC Wireless

L o — ——
WPS WPS
Start PBC| Or @ @
Web Button on

Interface AP Router
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11-3 AP 12 Z( MRYHEAR & 13 A B8 5% E (2.4GHz B2 5GHz)

EIEE AP EARREEAR - BEEREEBWLAN)EZHINEENT

anced Setting ed Setting

AP Dis Iy AP Discovery

Bandwidth Managememnt WD Status

Airtime Fairmess Bandwidth Management
Station Control Airtime Fairness
Roaming Station Control
Band Steering Roaming

Station List

Station List

@ st
FRARE BB (2. 4GH2) SR AR B BB (SGH2) T FIs E A BB - $BERIRI2(Band Steering) MR
B AR (24GHz) -

NEIBER VigorAP {E4& AP IRRVEEA T ¢

PG

MTERMET ROUTER AP DEVICI
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11-3-1 EAXEE(General Setup)

EEERRE(General Setup) 2% - AR S HIRAEER - FERE SSID BEFIFESS -

Wireless LAN (5GHz) == General Setup

General Setting { IEEE 802.11 )

Enable Wireless LAN

Enable Client Limit (3 ~ 64, default: 64)

Enable Client Limit per SSID (3 ~ 64, default: 64)

Mode : Mixed (11a+11n+11ac)
Channel : 5180MHz (Channel 36) (Active Channel: 36}
Details 20 MHz, 40 MHz (ExtCh: 40), 80 MHz (CentCh: 42)

Enable 2 Subnet (Simulate 2 APs)

Enable Bridge VLAN to Mash

Hide Isolate Isolate  VLANID
Enable SSID 5sID Subnet LAN Member (0:Untagged)

1 [DrayTek-F191BC | ]
2 | | |
3 | | |
] | | -
Hide SSID: Prevent SSID from being scanned.
Isolate LAN: Wireless clients (stations) with the same SSID cannot access wired PCs on

LAM.
Isolate Member:  Wireless clients (stations) with the same SSID cannot access for each .

other, &4 5GHz AP
Isolate Exception: Isolate Exception can be created by adding the MAC from Device Object, TP
Note: P Y g ! fE=(Access
To allow communication between clients with different SSIDs on different bands, disable the Point Mode)
Isol i | &otting

WDS Settings (PHY Mode : HTMIX)

1. Subnet 3. Subnet

Security : Security :

O Disabled WEP TKIP AES O Disabled WEP TKIP AES
kKey Key

Peer MAC Address : Peer MAC Address :
(I 3 I 1 I 3 B N I N 3 I 3 O

2. Subnet 4. Subnet

Security : Security :

O Disabled WEP TKIP AES O Disabled WEP TKIP AES
Key Key

Peer MAC Address : Peer MAC Address :
(I 3 I I 3 B N I N 3 I 3 O

Note: Enter the configuration of APs which APS03 want to connect.
Remaote AP should always use LAN-A or SSID1 MAC addrass to connect AP203 WDS.
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oI AR ERRAR T -

5B
R SRR RS
(Enable Wireless LAN)

ELARHEAE
(Enable Limit Client)

EYF&E1@E SSID ZFFR
#l(Enable Client Limit
per SSID)

= (Mode)

4878 (Channel)

ERIRE

(Extension Channel)

BRASEZFHE (5 28
Hiths)

(Enable 2 Subnet
(Simulate 2 APs))

R SSID
(Hide SSID)

SSID

T4

AR
TREILTS IR - RUEN AR AR TNEE

DB SRR EEBAA Vigor REZ ARKREBNEGRPIR&EAH

g o ANES 3364 -

BT RER EF A Vigor REBEARREE - 518 SSID BFfrVREAFE
I ABE - EIUBANER 3 E 64 -

Bl VigorAP 903 24t 7 giigfa =t .
%E (11b+11g)E4

B2EE 11b 2% 119 &% 11n-

&
RE(1lb+11g+11n) - FEELRS(11b+11g+11n)

ft °
11b Only
11g Only
11a Only
11n Only
11n Only (5G)
Mixed(11b+11g)
it 4 faan |
Mixed(11g+11n) Mixed (11la+11n)

Mixed(11b+11g+11n) A ;i Mixed (11a+11n+11ac)

(2.4 GHz) (5GHz)

BEEEBNEBEEE MIEBERIBRENTERNZ  CIJBT

BB EAERE -

CIRETE

£/ 802.11n WHE - BAE—EEIRIUNMNESEBEBENESR - RIBPIBL

ERRE - DEENTEHREREIREERAR -
TPEIETT LR E) BB FARRVTNEE - —ERUAILINEER - LAN-A 2
LAN-B Mg R2K - 3 - MOl DUfE LNA-A EREESEIMES - 72 LAN-B

BES ARG - BRAIOETEIRGREITE VigorAP 903 29« BIHEAE
BEARNES/FH -
ﬁD%‘WEFHJttIJJ“E

B MR RBEE

- BBEE LAN-A B2 LAN-B mE SR ARRAE - IR
—BEE( =12l LAN-A 8¢ LAN-B) -

/f»rE

RIS - IBIEt AR S SSID & - #UILEM &/ SSID —
FREIRRAR A PERSHEER - A% Vigor KERME - TJEERERE
VS - NEREETIEMESHIETRASHN 2B ERENER
[E] &P ERY SSID -

7 VigorAP 903 W5 73 H:8i A% - FERRAY SSID {875 DrayTek-LAN-A E2
DrayTek-LAN-B - ERYFA%E _F#(Enable 2 Subnet)s - f@ﬂuﬁrﬁﬁﬁ
SSID 1EEFHFRE(LAN-A 52 LAN-B) - SSID o] U2 EEIF  #HFak
ERRBRHKRFTT

s ¥E(E SSID FHEEFAMTE(LAN-A 3E LAN-B) - IRGEENZ
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(Subnet) LAN-A - BRI SSID HMmR M55 - £A5538 LAN-A SE:N, -

(39421 T IRFEE ARG SSID WEKA PRI ZGEIELER -

(Isolate Member)

VLAN ID B AL SSID B9 VLAN ID E1fE - U5 SSID FREE = LAN IRROSE - #g
LB ERERS -

RV ER VLAN - e s Ik4a:% VLAN —#8 SSID - B FinAkE
fERLE SSID W% E - BIJ#WALL VLAN #542 F - VLANID g E R 3 I
4095 - RF1ER 0 - FoRUE SSID B9 VLAN INEE 2 FRAS -

PHY #3 BfbEE HTMIX #E (-
& AP Z/EY EMER Ph Wi o
(PHY Mode) e AP #HERCEHER Phy X DL A
FiE {1 SSID w4 LAN-A Bi/E LAN-B -
FENHAY AP (] WDS B E(# ] LAN-A 382 VigorAP 903 -
(Subnet)
Z2H HEFE WEP, TKIP =2 AES fERhnassEEst -
(Security) i A 8~63 {[EASCIFyTAl 012345678..(2/E LA OX BHEHZ 64 {FE /AL
4N "0x321253abcde...") ©
#75 MAC fiiit i AL AP A E R 2 3 TR & 2 MAC firdk -
(Peer MAC Address)

ENTHABREZE  ERBREOKRERTE -
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11-3-2 Z & HEE E(Security)

RAEUECRERGBENEZEY - JoBIEH SSID 1, 2,3 MUK 4 RREABHREL - THKREER -

ZEE(OK)ZRHMAT -
BIEL 2 E (Security Settings) e 2% - WO MBERM THAER -

Wireless LAN (5GHz) == Security Settings

S5ID 1 551D 2 S5ID 3 S5ID 4
SsID DrayTek-F191BC
Mode WPAZ/WPAZ Persona

Set up RADIUS Server if 802.1x% is enabled.

WPA
WPA Algorithms TKIP © AES TKIP/AES
Pass Phrase |.....Illl.... |
Key Renewal Interval seconds
EAPOL Key Retry © Enable Disable
WEP
Key 1.
Key 2 .
Key 3.
Key 4.

SRR ERRARIH
EH Bz
t53{(Mode) I—EB B HE N o fHIUERE -

=R (Disable) - BARANNZHH]

WEP -

WPA/PSK 3% WPA2/PSK Bf Mixed (WPA+WPA2)/PSK - #5 WPA
FRE - &1 PSK P8 AME £$% - WPA TIEBSRMNESERE BEERE
RUEIUE - JEAEFENEA PSK - B2 802.1x BRE S REHNE -

WEP/802.1x - /) RADIUS BFINEEnI LEEE e mBhE R B AR P

MR AP RADIUS Rk ETEERBNENF - HTEEEERE £

<

PEHFIAIEREIFRE -

WPA FI < #8620 F 1 AR PSK (Pre-Shared Key)st 2548 802.1x &
BAR - RINBERMEZENFIE - FFRIE WPA - WPA2 BEI{E5S WPA
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X (Mode)

WPA3 Persona

: WPA3/WPAZ2 Personal
WPAZ Persona
WPA2/WPA Persona
WPA3 Enterpnise
WPA3/WPA2 Enterprise
WPAZ Enterpnise

WPAZ/WPA Enterprise

WPA E&E
(WPA Algorithms)

(Pass Phrase)

B -
WPA/802.1x - WPA T & i NE SEHR B RAAEME - IERRE
FEN#A PSK - S2#5H 802.1x BasE S ARBEEINE -

WPA2/802.1x - WPA2 Sl A E R NE SER B BAAEAAE - TJER
BFEEA PSK - s2FEMH 802.1x BRE A NAREEHME -

Ib—REREER N O HIEE -

AR AT DASE B s Y 2 P
WPAS3 Personal, WPA3/WPA2 Personal, WPA2 Personal,
WPA2/WPA Personal - #% WPA2/3 FIF - ERBARZEH S8
WUPWMALEHTE - WPA TJERTRNBESERBEEBFAEN
FHUAE
WPAS3 Enterprise, WPA3/WPA2 Enterprise, WPA2 Enterprise,
WPA2/WPA Enterprise - WPA3 5, WPA2 Tl &iain=S8ERL R
BERMEEEAIE - S25EM 802.1x BB H N RBEEINE - FFRHEEE
ZEREBBEUTIWALEHDE -

WPA2 Enterprise - WPA2 o] 2 & iR 1% SRR B AR A RTA
1E - SUEFEE 802 1x BB S TR B ENNE - FRMBEREMERE
UPWMAZEZHER -

OWE - WPA3 {5 F# Y B H Zr e hy 34, "Opportunistic
Wireless Encryption" (OWE). Tz o Ui 35 175 48 25 R A< s 1 7 2

o BHME A4S > R R R A E HARAY T = - ABERIAP
ZEREREZE BT -

THIHEASR R A 2 2
WPA Personal - #% WPA FIF - FREBZEHEBBUPHEA
ZEMEIH - WPA IR BINE B ERE REHBNE -
WPA Enterprise - WPA O] & H 417 S8R B B\ QAR -
B2 802.1x BBEHF KRB EBMNE - FRARZEMH BB UT
MALT MR -
WEP Personal -R#= WEP FIFLURE#ES I WEP £ ## A RN

ff(None) -BAEA MNZ ]

LtINBEZE Fl WPA3 Enterprise, WPA2 Enterprise, WPA Enterprise,
WPAS3 Personal, WPA2 Personal, WPA Personal, WPA3/WPA2
Personal, =2 WPA2/WPA Personal &3 -

#8412 TKIP AES 3§ TKIP/AES fE& WPA MENEEAR - JFEWIEELES
Vigor 828 5718 WPA3 3 - ZAM AR Vigor B H#3 71 WPA3
Personal/Enterprise f&={ > WPA JEEIARRE R AES »

A 8~63 ASCIl F7T - #1012345678... (8 64 fE-+/NEN - MRS Ox

Flan "0x321253abcde..."BE1#8) - tIHEEE A WPA Personal or WPA2
Personal or WPA2 / WPA Personal, WPA3 Personal =Z
WPA3/WPA2 Personal . -
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ZIREMER

(Key Renewal Interval)

EAPOL Key Retry
Zi|l-4

(Key 1 -Key 4)

7B 1% RADIUS falRR 2% (RADIUS Server)iEEA T AIEHE - ETEZH

FRANEZBERERBEZR LB TEENHERRED  HE2ERAE
WESWARMBZSE  LEREFNZRSTHER  AELEAEHNE
R EREEERE  ESRSNZE M - BRER 36007 - BE
#z 0 AIFR-REARAE ATHAE - LEINEE® A WPAS3 Enterprise, WPA2

Enterprise, WPA Enterprise, WPA3 Personal, WPA2 Personal, WPA
Personal, WPA3/WPA2 Enterprise, WPA2/WPA Enterprise,

WPA3/WPA2 Personal, = WPA2/WPA Personal &3 °

# TR (Enable) LB RER T RLENEH—R - BEZIELREN
ERTBEE -
ERTILBANARE - B—RREBE—ARERER - BLLRT
ASCI X SR 16 £ TFTTRSA - BERCBEROSBAR - BT
"B BISh - EftFITER ST - ULIHAE M WEP Personal
gt -

)lglll}‘
fil

'G- RADIUS Server Setup - Google Chrome
192.168.1.13/wireless/radius.asp

® Fz2

Radius Server

Use internal RADIUS Server

IP Address
Port
Shared Secret

Session Timeout

[=][=] = |

1]
1812
DrayTek

0 second(s)

SRR ERRARIH
I5H

£ A& RADIUS falfk
#&

(Use internal RADIUS
Server)

IP firdlk
(IP Address)

#EA

VigorAP 903 A2 —{& RADIUS fElfkss - ARG AR ERZE MR
HAP - I AELARMERRNEERES -

IESh - INREGARZ EASMNER RADIUS fElfiR=82REREE R - A2 I 5 3% -

2% IV-1-1 RADISU fal R &8 (RADIUS Server) - LIFE%E VigorAP 903 B9
NIEFIRERERE -

# A RADIUS falfR==#Y IP fizdlt -

%572 RADIUS falfk=sPRER 62 FAY UDP 1855 - Fas2187%5 1812 - LI RFC 2138

AR -
RADIUS ARz E PR E— B2 - ARRERIL ZENMESEIE - &
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(Shared Secret) BEVWAFERHEENZRIRES -

EREAR REEENRLZAIRBEERENRAREAM RER 0 U EERERERID
(Session Timeout) % BEETS—ERE - (BUEY) -

ESTHHEBEREZE - BIREE(OK)RFRTE -
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11-3-3 FHUZEFI(Access Control)

RTEMBIMIBEREFNZEN  EREHEE U RCEBRFEIEBENAR MAC AIIERRE B FE
B}F - REREANN MAC I SUFIVRRRISAENTH - FEFIESI(Access Control)iE4E - BARL
MMAR - MR FER - NS EL R E EARER P IR MAC i ZERIEHI EZEEN B -

Wireless LAN (5GHz) == Access Control

SSID 1 SSID 2 SSID 3 SSID 4
SSID: DrayTek-F191BC
Policy: Disable

MAC Address Filter
Index MAC Address Comment

MAC © Object

Device Group | MNone - | or Device Object| None

Add Limit:256 entries

Backup ACL Cfg : Backup Upload From File: Upload
OJARERBUT :
IHH AR
R8I EE—IERA - FHERA MAC il i8i8 23 (Activate MAC address
(Policy) filter) IEE T A F eI AEMAER MAC it ; $kESEHE MAC {8
& 2% (Blocked MAC address filter)ol L MAC {Ulit/EE R ER - BEESHE
oI mAREE AR -
Policy: Disable -~
Disable
Activate MAC address filter
Blocked MAC address filber
MAC it iBiE 28 BN Z AR T B8 MAC it -
(MAC Address Filter)
MAC BAEIR MAC fiIllt (Client’ s MAC Address) - :BF 818 A &4 BB

8 MAC Azt -
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I8 (Add) - #BHTR MAC ERBE E -
fiER (Delete) - MIERBEPEERN MAC iz -
#miE (Edit) - HRIEEBEPEERN MAC i -

¥1#4(Object) BT FEhm ASEER MA fizik LSk - BRI L
SEEFr4H(Device Group) - LA HYSEEEEAH RS —4H - # THTY
(Add) - BRI ZEA THEREISERTE MAC fibiBiIE:E (MAC
Address Filter)&1& o -
B Y4 (Device Object) -{¢RTAMNAEEY P EEE—4H - 5 THY
(Add) - Z3EE 7 MAC {irhHigERTE MAC firikBig28 (MAC Address
Filter)R1&h -

EE (Cancel) BRBEPFIAEBANAS -
%1 (Backup) BN IR R EEMAC AR B REPIMIURTE) REH—EESE -
= (Restore) BRI FRFEEPENCRZEERNVREEBMAC AHEBRRED

AALIERRRE) -

ESTHHEBEREZE - BIREE(OK)RFRTE -

11-3-4 WPS

FRUEZE ML > >WPS(Wireless LAN>>WPS) BE#THHERTE -

Wireless LAN (5GHz) >=> WP S (Wi-Fi Protected Setup)

Enable WPS

Wi-Fi Protected Setup Information

WPS Configured Yes
WPS S5ID DrayTek-F121BC
WPS Auth Mode UNKNOWN

WPS Encrypt Type

Device Configure

Configure via Push Button Start PBC

Configure via Client PinCode | | start PIN

Note: WPS can help your wireless client automatically connect to the Access point.

: WPS is Disabled.
: WPS is Enabled.
: Waiting for WPS requests from wireless clients.

oI ERRAR T -

EH Bl

EYF3 WPS (Enable WPS) = ‘A% 575 52RE WPS & 7E -
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WPS E&E
(WPS Configured)

WPS SSID

WPS EeE#ET

(WPS Auth Mode)
WPS N2 $EE

(WPS Encryp Type)
$£H Push 1REARERTE

(Configure via Push
Button)

(A B PinCode K&
%E(Configure via Client
PinCode)

EOEERTE  BESIER 2"

R HATEER SSID 2

#7R VigorAP 903 HATMEREE T - BT EEA WPA2/PSK 71 WPA/PSK
X8 WPS -

87K VigorAP 903 UMN&E R (F& - WEP - TKIP - AES %%5)

A 1% &) PBC(Start PBC)RIMIZE TR WPS RERT - B EREER 2
DIENSEGAPEZRBRN WPS F3K - & WPS EfFR - WLAN J&E5E#F
ZREPIE - 2 IEE - VigorAP 903 BREIE—MRAVEIF(IRIMEATE 2 D8
A& E WPS) -

BMAIEEERA RGPS ERN PIN 45 - TE1REIE) PIN %8 - 2
WPS ZE{Fl - WLAN (&SRS RELPTE - 2 77§81% - VigorAP 903 Z[0liE
—MRAVEBIF(IRINRTE 2 DEEANRE WPS) -

1-3-5 #EPE&E% F (Advanced Setting)

AEODRERMENERBERPERR S -

Wireless LAN (5GHz) »> Advanced Setting

Channel Bandwidth

Tx Power

Fragment Length (256 - 2348)

RTS Threshold {1 - 2347)

Country Code

Auto Channel Filtered Cut List

IGMP Snooping

Isolate 2.4GHz and 5GHz bands 0O

Isolate members with IP

WMM Capable

SRR ERRARIH

20 MHz Auto 20/40 MHz 'O' Auto 20/40/80 MHz
o 100% 80% 60% 30% 20%
10%
2346 | bytes
2347 | bytes
(Reference)
16 40 44 48 149 1532 157 161
165
© Enable Disable
Enable Disable
Enable © Disable
Enable © Disable

49



I5H

SEIERE
(Channel Bandwidth)

Packet-OVERDRIVE

K4 (Antenna)
(EPR 2.4GHz)

{EHI=E H(Tx Power)
HIERE
(Fragment Length)

RTS i&571E
(RTS Threshold)

A
(Country Code)

GlilE

20 MHz - EH2RER 20MHz (FAE e BEK AP 2 BERNERR
-

Auto 20/40 MHz - BsHz A 20 MHz 8¢ 40 MHz fEREith S B EE R
BZEBHNERNRE - IHEREIDUEME R EER MY -

40 MHz - Bz EA 40 MHz EREMM S RARGAF ZBBHNERE
E

Auto 20/40/80 MHz - B&EagsfE M 20 MHz 8¢ 40 MHz 8¢ 80 MHz 1%
S BRGAPZEERNERREE - IBERYLUBMERE@mA R -

EENED LB EE R EHNR - AR 40% E(FE N AE Tx
Burst) - REEESEMSEARE SRR ALIIRINEER - T EEL(F
R tiEREfR PR A B R ALLIEThEE

AR Vigor N6l EFEERIBILIAETNAE - FILE o UIER T LEE TN
BiE_ EDUERS Packet-OVERDRIVE R ZE(2E T & Vigor N61 &R T
BERE - IEE Option 2 AY TXBURST) -

Yigor N6l 802.11n Wireless OSB Adapter Diility. gl

Configmstion || Status |/ Option. | sbout
General Setiing Advance Setting

Auto Jamnch when Windows start up [1Dizsable Badin
[ Remember min status position Fragmentation Threshold 2348
[Jivto hide mini statos RTS Threshold 2347
[ et mind status always on top Frequency © B02.11h/gin - 2AGH »
[ Enable [P Setting and Prosxy Setting in Profile Ad hoe Chennel: 1 “w
[[] Group Roaming Adhoe Fower Save Mode: Disble

Tx Bust Disahle

WLAN type to comnect

(%) Infrastrocture and 4dhoe petwork
(O Infrastrocture network onky
(O sd-hoe netwark only

[ Avtomatically connect to non-preferred networks

VlgorAP OIER _RRG - MSREFNERBEUR - A8 IRRA
BE—RRG - BEMEZELITIR -

RRRES 100% - HESE  BRFREXEUREFBREENTHE -

RERREMOTERFE - IREAZRBREEIRNEE - FEMARARER
& 2346 BT -

RERVREEAFILENERENURMUT) - MUIRSHEEMEE
REMRMETRA RTS lRFE - IRCAZRBEERINEE - BEARKTR
%18 2347 BN -

VigorAP {3 802.11d IREEEEHEER - AMELEGHPIREHEE/
FHEBUBREETER NRZ/RILER  BEEAPERERIIES
I B EERRIER  FAIEHREERPRRS 7 IRISHERER - BN
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BENEECBIEEE
(Auto Channel Filtered
Out List)

IGMP Snooping

PHEt 2.4GHz and 5GHz
$EE

(Isolate 2.4GHz and
5GHz bands)

LUIP bREE R B
(Isolate members with
IP)

WMM BEEWMM
Capable)

MAC {h#
(MAC Clone)

(fZPR 2.4GHz)

ERTHREEREZE

EAMNEN -

EREEREIMAR> >BEXRRTE (Wireless LAN>>General Setup)® -
?%Eiﬂﬁﬂ%(AutoSelect)IE H A48 (Channel)21E - Al EE*E’]ﬂﬁiiiHE“*ﬁ
EMEWER -

EIZRUF (Enable) 5k L&) IGMP Snooping I8 - ZERERKWEEZZE
APEREROD A8 IGMP Snooplng EZERERIEBRERY

% -
R EERAL - TR ER 24GHz MRS R T LUEE S A 5GHz
SEERS R E - R2IA -

$+4 28724818 SSID BB WLAN 2.4GHz 81 5GHz FIS:

EEEEKEIHEE > > BEAXERE (Wireless LAN> >General Setup)
oh . WARETE L SSID By FREERL B (Isolate Member)IHEE - ARE iR
IEINEEREA R - S8 24GHz & SGHz W BRI EEEER

HZ  BEERKEEMAE> >EKZTE(Wireless LAN>>General
Setup)d - #H#f1E SSID B A FREERL B (Isolate Member)THEE - f4R4E
B 2.4GHz #1 5GHz WA BInM It Bm s Ea

kB FH(Disable) -
ERUFBLEINAE - VigorAP & kIBAFI%RY IP izt - [REtAEIWA S -

EEGERBERTER WMM 22 - BB (Enable)it -

EIZRIA (Enable) -
RE MAC TIERZE °

FHRAZEN MAC il - Efth SSID 89 MAC firit

FIBEOK) RFRE -
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11-3-6 I SZ AR E I S(AP Discovery)

VigorAP 903 TILlR 2 AR RVE B R BIRMA B EFPRRERENS - ERFHENER - £HESS
HMBEMMEEE ST AN - ILINE oI AREEIR WDS BETHESENES  TEEREBREPHSP) -
Ha—a8G AP AT LU E VigorAP 903 -

AEUARFEEESEEMAEPNESENSNEE - FBREH VigorAP 903 HERENEGEM ST
DA EIR - B IF#H (Scan) iz i BB ENEGETS -

Wireless LAN (5GHz) > Access Point Discovery

Access Point List

Select Index SSID BSSID RSSI Channel Encryption Authentication Mode Ch. Width
1 00:1d:aa:63:2c:11 55%(-68dbm) 36 AES UNKNOW 11la/nfac 80
2 DrayTek_5G 00:1d:3a:60:b3:d2  37%(-75dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 1la/nfac 80
Bl DrayTek06C 00:1d:aa:57:5d:39 20%(-82dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a 20
4 DrayTek0eC 00:1d:aa:04:f0:6d 34%(-7edbm) 36 AES WPAZ/PSK 11la/nfac 80
5 DrayTek_5G 00:1d:aa:be:fd:8a 29%(-78dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 1la/n 20
6 guests 06:1d:aa:04:f0:dd 42%(-73dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
7 DrayTek0eC 00:50:7f:f1:92:16 15%(-84dbm) 36 AES WPAZ/PSK lla/nfac 80
8 staffs_5G 00:50:7f:f1:91:ec 1%(-95dbm} 36 AES UNKNOW 11a/nfac 80
] DrayTek_5G 00:1d:aa:00:00:00 76%(-60dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
10 06:1d:aa:63:2c:11 55%/(-68dbm) 26 TKIP/AES  Mixed(WPA+WPAZ)/PSK lla/nfac 80
11 00:1d:aa:df:cf:b2 1%(-90dbm} 26 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
12 rd8rd8rd8 00:1d:aa:7e:87:be 1%(-85dbm} 36 TKIP/AES  Mixed{WPA+WPAZ)/PSK 11a/n 40
13 12:1d:aa:04:f0:dd 39%(-74dbm) 36 AES WPA2/PSK l1a/nfac 80
14 staffs_5F5... 00:1d:aa:3f:4f:87 1%(-96dbm} 26 AES Mixed(WPA+WPAZ)/PSK 11a/nfac 80
15 12:1d:aa:57:5d:39 20%/(-82dbm) 36 AES WPA2/PSK 11a/nfac 80
16 12:1d:aa:04:f0:6d 37%(-75dbm) 26 AES WPAZ/PSK lla/nfac 80
17 DrayTek_5G 00:1d:aa:41:df:18 1%(-90dbm} 26 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80
18 DrayTek_5G 00:1d:aa:95:b6:f0 1%(-56dbm} 36 NONE OPEN 11a/n/ac 80
19 12:1d:3a3:63:2c: 11 55%(-68dbm) 36 AES WPA2/PSK 11a/nfac 80
20 DrayTek_5G 00:1d:aa:cb:a3:12 37%(-75dbm) 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 1lla/n 40
21 12:50:7f:f1:91:ec 1%(-95dbm} 36 AES WPA2/PSK 11a/nfac 80
22 FAE-Wendy-... 00:1d:aa:f0:6d:f2 1%(-96dbm} 36 AES WPA2/PSK 11a/nfac 80
23 DrayTek_5G 00:1d:aa:41:df:78 1%(-96dbm} 36 TKIP/AES  Mixed(WPA+WPAZ)/PSK 11a/nfac 80

Note:  During the scanning process (about 5 seconds), no station is allowed to connect with the AP.

See Channel Interference

AP's MAC Address H : : : : AP's S5ID

Add to WDS Settings:

BEEBRBOT :
JETE| AR
SSID HE7R VigorAP 903 FriZ iRy &t & H SSID 27 -
BSSID FE7R VigorAP 903 FRiZ iR E it E MAC fuilt -
RSSI FANE5R54E - RSSI 2 Receive Signal Strength Indication (W ESk&E
BERNMER -
4838 (Channel) #87~ VigorAP 903 Fiis i E I & HmARIEE -
0% (Encryption) BB ENESMNINZE -

E27% (Authentication) BARNRIRENE SFTERRRERA -

#H((Mode) BN Z AP ERNERET -
B E [ (Ch. Width) BREHZ AP EARBRERE -
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{##i(Scan) ARSHAERENRGENS  ESERSETRRERE 7RG ES -

11-3-7 WDS AP 7k 85(WDS AP Status)

VigorAP 903 S AEE/RIA WDS Z i 2B Fh) AP ERMREEN - 10 MAC il - ERSERET - HisE
BIRRESE - iR N EBEEH(Refresh) NS EMAS -

Wireless LAN (3GHz) == WDS AP Status

WDS AP List
AID  MAC Address 802.11 Physical Mode Power Save Bandwidth

11-3-8 A E E3E(Bandwidth Management)

B FTP - HTTP st 2R L P2P BABEX M2 LEERRK BB ANIER - BREEMENREEF -5
ERAREEINEE - RBEREEEUERNER -

Wireless LAN (5GHz) == Bandwidth Management

SSID 1 SSID 2 SSID 3 SSID 4
SsID DrayTek-F191BC
Per Station Bandwidth Limit
Enable
Upload Limit M bps
Download Limit User defined - K bps (Default unit : K)
Auto Adjustment
Total Upload Limit 64K bps
Total Download Limit User defined - K bps (Default unit : K)

Note: 1. Download : Traffic going to any station. Upload : Traffic being sent from a wireless station.
2. Allow auto adjustment could make the best utilization of available bandwidth.

DR ERRARI T ¢
EH #RER
SSID BRULEER) SSID 278 -
EYF(Enable) B A RO ASEEEASEENINGE -
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L EBRHI EFFBEFAMERE SSID BEALKENRGAF LEENNENEEE -

(Upload Limit) EEA TR S ERERENERE - NRCRENEERE TS User
defined) - TN BB F8EHABTEE -

TEiBRH EEFAFIMAER SSID BALEBNESAS FHENNEAREE -

(Download Limit) EEA TR SEREMENEE  NRMRENSERSETER(User
defined) - EUBBFENMARTE -

EEE:E EMABILHR  A2FEeATEEIERENEEE -

(Auto Adjustment)

FEmRH %212 7 B EhE AT (Auto Adjustment) S - IbEFT B BB B BFE

(Total Upload fm 4% B S (1B FHARE SSID) AR EH S EAM FEEEAE -

Bandwidth)

T &R %53 T B 8iEER(Auto Adjustment) S - ILEFTEE BB IS HIRBHME

(Total Download 4% P B (B 1R SSID) AR EH S ERM FEEEAE -

Bandwidth)

ESTHHEBEREZRE - BIREE(OK)RFRTE -

11-3-9 4R

~,

$A = 19{E(Airtime Fairness)

EREMEED - BEIEEIE(Airtime Fairness) ¥ 2B 2 A QI SUIRRITNEE -
REDHNEREFHRANEFEES NERENMIFLEREN ; ERABFEUHESELQBEEXENER
EEER - BEEREEMAANS - FERREP LEREFEIESUEMSIIBPHIORE - B 7 HER
MBERFRAIMEL QoS BR#mE - W% 802.11n BEFAFFSLULFREEMNMAN L - SHEAVEN - &
ROEMIBRIEE  MAZREARSEARNSEZARESERRPRERER 7 ZERE - AZERE
RROAPAHERHERP -

A7 EABERI(ETRE - BEAPEAENRERE NERRBEZ2MERERMBEER -
B - ERREERNA—IEEAFPEFI -

IEEE802.11 SRE R HINFIEENBERGAFPHBEBHRMERREAIRE - ERGHAPIREESM
ENERBREERE - IHERITERATNER - £8EER T~ - APMASEYESHRNEBEARRE -

A8 - ERFKENERERERRLARRGIW 119, 11n) - ERMARAE Y - BEHAPK(11g)MUEER
BRERZEFEGLE FREZNEREE  MEEBROBRKQLINRMERKEMEE T -

2TERA - MFIn A 2B 218 VigorAP BEHERIE - R EBHEKREREGMAEESE - AP

I B11n)ERS PN EREEEAZRERFR - BAEAPK ALLg)tERSHHEREX—EHE - &
=2 ARG BIRER) WA Fin AVER)AIER S -
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R TUEEERRE - VigorAP #1187 BB RIEZINEE - SRENEERTEHERRE - €52 IkEE/
BrREATEEMAFKA/B) - B - tEiERFIE A(llg) - MFIE B11n)EERSHERREZRER
HE - BBEENS - AP BIRER)MSRATHNERRE - BEREASREIAPIK AMRER)R

PRI -

Packet

Packet

EREMENBEHARIRG - SERPREEARRG - RENREFNBFPHHBELEHRE 2IRME - F
R 2.4GHz B 5GHz B GIRRIIEEEIBUMN - BEAR SSID WRFE—EEF - RAthMEEER
HENEGEE  ERENREN - WHEJUREERRSRENARFE  HUXEZEESKMEN

mRL -
BEEBIE

(1) ZEEERE

(2) FrBMRRBPIRHMIET FEFXR

(3) MR EEEERRER L

Wireless LAN {2.4GHz) == Airtime Fairness

| | Enable Aitime Fairmess

Triggering Client Number (2 ~ 64, Default: 2)

MNote: Please enable or disable this function according to the real situation and user experience. It is
MOT suitable for all environments, ¥ou could check Diagnostics == Station Airtime Graph first.

TERERBMT
== $RER
T RG] ERTHERAE  WE—ARESEEEHRARNEHES -
(Enable Airtime MGSEE (b (Airtime Fairness) — 3% T Itb B4 T BER F kM SFEE -
Fairness)
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[ 172.17.3.110/wirelessfap_af_note.asp

Airtime Fairness Note:
* airtime is the time where a wireless station occupies the wirelees channel, Airtime Fairmess function

f" tries to assign similar airtime to each station by controlling TX traffic. IN SPECIFIC ENVIRONMENTS,
1 this function can reduce the bad influence of slow wireless devices and improve the overall wireless
| performance.

* Suitable environment @ (1) Many wireless stations. {2) All stations mainly use download traffic. (3)
The performance bottleneck is wireless connection.

* Triggering Client Number: Airtime Fairness function is applied only when active station number
achieves this number,

%53 A B i%8l(Triggering Client Number) - EERBrIBE P EEZI LSRR
RENSERT - BIORERRSEEIEINEE -

ENTHREEREZE - FREEOK)FEFRE -

@ Ffi 5%
AR SEEI9{E(Airtime Fairness)INBEE2SEE PRHI (Bandwidth Limit)ThEEER EAHEZEHIN - ALEREE
HAZEINIERMURFRE _EINsEA S RIRERLA -
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11-3-10 #4F A Flm e ¥ (Station Control)

AR H P InEE (Station Control) IR fEE BERAMFPERGEMSBR REMERNFE - WRAKMHA
UETHEE - AR P OEEE VigorAP BRI REIRA S LE -

HIR%E WIi-Fi BlRESRER - EEIBERBIBNA - RN ERHEX—E/\HBH%RE Wi-Fi RIHES
F - ERRBUMRER 1/N\E  ENEGRETRES 1 X - t—REFYUE—E/NFATTRET
fE - A S REBEGABEANE -

OLE2

VigorAP KRRV PinAC i &S 0l & 300 £ -

Wireless LAN {2.4GHz) > Station Control

SSID 1 SSID 2 SSID 3 SSID 4
S5ID DrayTek-LaN-A
Enable
Connection Time 1 hour -+
Reconnection Time 1day -~

Display All Station Control List

Note: Once the feature is enabled, the connection time quota will apply to each wireless client

{identified by MAC address).

O ERRART -
IEH AR
SSID BENERAR P IR FLUERE Vigor B/ SSID -
XA (Enable) ESEMREGRPREE -

BRI/ ENERERE FARTHUNEEEERRAPIRER/EMERE Vigor EMENRRE - 5
(Connection Time / SEEFERAETER(User defined) 4% B T8 ABEERIISR -
Reconnection Time)

HRENAEREREZE FAZEBISSID EREEgEanREAP R gRRESED -
(Display All Station
Control List)

ENTHHEBEREZRE - FIREE(OK)FHF -
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11-3-11 J23%(Roaming)

E-EATIERENBENNEERRNMBIEEZEE - FIt - IRCBEE—EAZRES LIEETE
RERGEENEZRE  ToUZEIeRGFRNERERES L  IRMASaEERZLEINNE - Hit—
R B DUER R E R RS R R ERAREE

BEGIEERIEZBHOREZE BB OREMEIIET  AEEUEGRMAEEINE - BRERSER
BEIINEE -

Wireless LAN (3GHz) »= Roaming
Fast Transition Roaming
Enable 802.11r

© over The DS

Qver The Air

AP-assisted Client Roaming Parameters

Minimum Basic Rate & ~ Mbps

O Disable RSSI Requirement

Strictly Minimum RSSI -73 dBm ( %) (Default: -73)
Minimum RSSI -66 dem ( %) (Default: -66)
with Adjacent AP RSSI over 5 dB {(Default: 5)

Fast Roaming(WPA2/802.1x)

Enable

PMK Caching : Cache Period 10 minutes (10 ~ 600, Default: 10)

Pre-Authentication

O ERRART -
L= Bl
FT thi’@ i (Fast BiFd 802.11r (Enable 802.11r) - ZJEELAERL A RIS IELIRE » AE2IEL 2 FH]

Transition Roaming) PR UM - 7 )T DI T RS -

#%i% DS(Over The DS) - [RERSRIREVEETE » i o] DUF] A
Action Frames (FT F55KEL FT [O]fE) AN AP BELE AR AP 3
1T -
#%3#8 OTA(Over The Air) - [RJERGEREIVET » F Ay o] DA A2
TEEE E B A E AN Y AP B S—(E AP oREmYEH
E5EE) -

SEREEEN AP DVHRESDE S DS/WDS KL E AH ping F#TT -
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AP BN ZRFIREEE - EREAPNEFRERNENZEW ZMITAER - VigorAP ZEENREH

i (BUB#R R R DK RSSI Fsk B E#E) W B ER - MEESRGRFESR
(AP-assisted Client EEtEEMS IS EFRE -

Roaming Parameters) g /\g A% (Minimum Basic Rate) - &It 7558 (B 15 F T HISL B &
BEEKRE(Mbps) - EREAPKIVEMRREENRIIEEER
VigorAP 1 & iz B4R F F RS 184 -

{=F RSSI &3k (Disable RSSI Requirement) - #3EIZ L5 VigorAP &
DA RSSI EREEPERBEAFNMAIER -
BR1&#E 2 &/ RSSI (Strictly Minimum RSSI)- VigorAP £ RSSI LUE
REPERGAPNRARKRER - EFRAEERILE 2R EMBE(dBmM) & -
VigorAP i &z B AR A PR RISER -
&/]\ RSSI(Minimum RSSI) -2 SR8 EER I E 2 EE(dBm) it
VigorAP ERIL EERSHHSTREEN" MREH AP 9 RSSI #18
(With Adjacent AP RSSI over” SEZ)NEH AP (W EERES AP Bih
Az EILINEE) - VigorAP VigorAP #§ & chlif sz 4R F PRI ES 18 4% - 7% -
i A PR El ol E s =AM BERE S ((RSSIERE) -
WMNRAEH AP B9 RSSI #8i(With Adjacent AP RSSI over) — 5 —&
BIERERE -

REBUE(WPA/802.1x) B (Enable) - ZEIL G R RE 2L -

(Fast Roaming PMK EZ R (PMK Cache Period) - % WPA2 PMK (Pairwise master
(WPA/802.1x)) key) B FsRIHRE  PMK BEEE O K&S /L RE B SSID /9 BSSID

AE - ILThEEE A WPA2/802.1 #1 -

EScEiE (Pre-Authentication) - RIFAEEBEOZEEMSRE  LUEE
PWELEERE - F A IEEE 802.11i RIEFAEERMEBRIEREBRE - oIfRET
EER BRI TIRAEE - Mt — R OB EHE MEE B E MAE ( BB
WPA2 ) -

4R (Enable) — BXF3 IEEE 802.1X ZERiIR:E -

£ (Disable) — fFF3 [EEE 802.1X EHR15#:E

EEEMEEREYE  ERREOKRERE -
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1-3-12 $EEIRIE(Band Steering)

RERBZERANENRSAPIRESHENETRR SGHz IRIF - WSHESIZZIER L - BENEETIUL
HER 24GHz SARREBAERNAF - ZBERERBNABRMNESERENEERE -

Disable
Bandsteering

EEEARTEE  BEEMS AP BEERESAPERZEBLAMEBRNERMAE LBZE SGHz - DUER %
AR EES -

Enable
Bandsteering

Q@ HizE:

57 RIERSRERE - 24GHz T8 SSID Uk Z 2 Wi E T /ABEfE S5GHz BiEEiE
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BRI AR B 408 (2.4GHZ) > > SEER 181 (Wireless LAN (2.4GHz)>>Band Steering) DB R T EEH

Wireless LAN {2.4GHz) => Band Steering

Enable Band Steering

15 seconds {1 ~ 60, Default: 15}

Check Time for WLAN Client 5G Capahility

-78 dBm (|29 |28} (Default: -78)

SGHz Minimum RSSI

{Only do band steering when 5GHz zignal is better than Minimum RSSI)
Note: Please setup at least one pair of 2,4GHz and 5GHz Wireless LaN with the same SSID and

security.

oI ERRIMT -
JEIE| AR
R PSR ER IR 122 EEMMA T ILTEE - VigorAP RSl R P A REALENEAERBIR

(Enable Band Steering) = &% -
BERMA...(Check Time....) - WIR\EHFFAFAES S5GHz FEEERAE

AARESFUREHMEFERELN 15 #)#E1T 24GHz BEER - AL
BIEEMERF—ERF VigorAP ERISEERAE -

5GHz &{& RSSI(5GHz Minimum RSSI) — #E4FHEBEHA S5GHz Bk ELR
BE7) - BHAMMANOBEAL ARE - ALEMRBERERIEERENEE
VigorAP #& 5% FA BimiE Rl 2.4GHz 4385 -

-

EMTHREEREZE - FREEOK)REFRE -
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NEBERERIRIERRIZ(FEE -

5G

AP receives probe
request from client

¢ZAG

Check whether SSID and
Security of 5G

is the same as 2.4G

i Yes

Check RSSI value

if 5G > 2.4G up to 30dBm

¢ Yes

Check 5G RSSI if it's larger
than 5G minimum RSSI

No

(configured by customer)

i Yes

Check if the client was No

Wait client 5G
connection request

connected to 5G before(*)

A

for check time(0-60 sec
decides by customer)

overtime

i Yes

Wait client 5G
connection request

overtime

for hold time(15 sec)

¢ Client send request

AP replies probe _Client send request

request on 5G

* AP will clear the 5G history station list every 2.5 mins.
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YN1o] i FA 8 ER #£42 (Band Steering)?
1. FREKRESEIZ(2.4GHz)> > SEER R (Wireless LAN 2.4GHz> >Band Steering) -

2. CERIRYEERIEZE(Enable Band Steering)ZEV A - EREREFABERERE

Wireless LAN (2.4GHz) »» Band Steering

Enable Band Steering

Check Time for WLAN Client 5G Capability 15 seconds {1 ~ 50, Default: 15}

EGHz Minirmum RSSI -78 dBm (|29 %) (Default: -78)

{Only do band steering when 5GHz signal is better than Minimum RSSI)
Note: Please setup at least one pair of 2,4GHz and 5GHz Wireless LAN with the same SSID and

3. BRAMEREZE  HEEEOK)BERE -

security,

4. FREEKEIEMAIE(2.4GHZ)>>BARERE(Wireless LAN (2.4GHz) > >General Setup) 4R E i 48
#&(5GHz)> > B X% %E (Wireless LAN (5GHz) > >General Setup) - #& Tt & SSID ERES

nco

ap903-BandSteering - £ MEE(OK)REFHRE -

Wireless LAN (2.4GHz) »> General Setup

General Setting ( IEEE 802.11)

Enable Wirslass LAN
Enable Client Limit |64 (3 ~ 64, default: 64)

(3 ~ 64, default: 64) Enable Client Limit per S5I10

Made : Mixed(11b+11g+11n) -
Channel : 2462MHz (Channel 11} -~
Extension Channel ; 2442MHz (Channel 71+~

Enable 2 Subnet (Simulate 2 APs)
Hide Isolate  VLANID
Enable 5510 SsID Subnet Member{0:Untagged)

[1 ap903-Bandsteering LAN-A] e Iu}

Wireless LAN (5GHz) => General Setup

eneral Setting { IEEE 802.11)

Enable Wireless LAl
Enable Client Limit |64 (3 ~ 64, default: 64

(3 ~ 64, default: 642 Enable Client Limit per S5ID

2.4GHz i

5GHz HEAIF
Mode : Mized (11a+11ln+1lac) -~
Channel : 5180MHz (Channel 367 -~

Details : 20 MHz, 40 MHz (ExtCh: 403, 80 MHz {CentCh: 42)

Enable 2 Subnet {Simulate 2 APs)

) Isolate YLAN ID
ble Hide SSID SSID Subnet Mambsr  (0:Untagged)
1 [ ap903-RBandSteering ] LAMN-8 - u]
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5. HREKREINMAK(2.4GHZ)> >R 2 4R E (Wireless LAN (2.4GHz) > >Security) DR SR4RE I 40E8
(5GHz)>>ZZ 4 5& % (Wireless LAN (5GHz)>>Security) - _BEHA T2 URER 1234567 17
THREOKREERE -

Wireless LAN (2.4GHz) == Security Settings

SSID 1 SSID 2 S51ID 3 SSID 4
SSID ap903-BandSteering
Mode WPA3/WPAZ Persona

Set up RADIUS Server if 802.1x is enabled.

WPA
WPA Algorithms TKIF @ AES TKIP/AES
Pass Phrase [senesananeees |
Key Renewal Interval 0o TEconas
EAPOL Key Retry © Enable Disable

WEP

Key 1:

Wireless LAN (5GHz) == Security Settings

2.4GHz #i SSID 1 SSID 2 SSID 3 SSID 4
5GHz % EAE[E SSID DrayTek-F191BC
Mode WPA2/WPA Personal

Set up RADIUS Server if 802.1x is enabled.
A

Ikip 0 AFS IKIP/AES

Pass Phrase

Key Renewal Interva [3600 | seconds
EAPOL Key Retry © Enable Disable
WEP
Key 1 :
Key 2 .
Key 3 .
Key 4 :

6. IRFE VigorAP 903 oliE R AP EREBA T ESNREBRIMEZFIL 5GHz KRG FHHEAEE -
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11-3-13 4R F P lm 5% (Station List)

|43 F BRI (Station List) Rt A BRIAEZ BEBFHREBE -

11-3-13-1 2ELEE(Connected Number)
AREHENAREIRERE > i LA S A Fin i E E R -

STATION LIST Last 24 hour

Connected Number Statistics

24 » Sace

Clients

s
Clients List Block List White List
Device Object list
Total Usage 1 597.81 14.2ce
Total Clients 4 3 5o I
Name/MAC Up Time Link Speed RSSI ssiD 05 Usage CH  Action
Unknown_52ACES N = T148.14 MB
1 5021:10:59 10 Mbps / 5 Mbps 100% (-45dbm)  AP912C_117_24G_1 @) 11 >
28:3A:4D:52.ACES 1296.73 MB
Unknown_72C6E2 - - 17.15MB
2 0d 01:48:06 50 Mbps /1 Mbps 62% (-65 dbm) AP912C_117_2.4G_1 & 11 >
0C:9D:92:72:C6E2 16017 MB
Redmi5-JemyLing T12.83 MB
3 0d 01:10:58 47 Mbps / 25 Mbps T1% (-62 dbm) AP912C_117_2.4G_1 1 1 >
20:47:DA25:A5:6B 128738 MB
RD3de-MBP 15013 KB
4 0d00:10:21 85 Mbps /6 Mbps 6% (-63 dbm) AP912C_117_2.4G_1 s 11 >
78:4F:43:53:2F1E +54.4TKB
Unknown_347CC8 T182.55 MB DeAuth

11-3-13-2 #i=f&ff(Statistics)

e T B4 B HE>> 555 (Mobile Device Management>>Policy) sl i (eI A5 B i H L i/
Wt E B > T LSRR AT -
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STATION LIST (1)

Connected Number Statistics

Device OS

Clients List Block List

Total Usage
Total Clients
Name/MAC
, Unknown_C84A46
00:BC:DAC8:4A 46
% Unknown_07B0C1
00:BC:DA:07:B0O:C1
. Unknown_C34F0A
00:BC:DA:C3:4F:0A
a Unknown_OCEEE9
00:BC:DA:0C:EEE®
5 Unknown_607C8F
00:BC:DA:60:7C8F
G Unknown_9D28C0
00:BC:DA:9D:28:CO
o Unknown_79E9C2
00:BC:DA:T9.E9.C2
G Unknown_9B07CE
00:BC:DA:9B:07.CE
o Unknown_AASAG3
00:BC:DAAABAE3
D Unknown_DD1FA2

00:BC:DA:DD:1F:A2

0% ® Android 0
0% ® i0s 0
0% @ Windows 0
0% ® Linux 0
@ Others 58
White List

Device Object list

156813 14589

0 24612 64 56

Up Time Link Speed

0d 03:41:17 270 Mbps / 6 Mbps

0d 03:41:17 270 Mbps / 6 Mbps

0d 03:41:17 270 Mbps / 6 Mbps,
0d 03:41:16 270 Mbps / 6 Mbps.
0d 03:41:16 270 Mbps / 6 Mbps.

0d 03:41:46 270 Mbps / 6 Mbps

0d 03:41:46 270 Mbps / 6 Mbps

0d 03:41:46 270 Mbps / 6 Mbps

0d 03:41:46 270 Mbps / 6 Mbps

0d 03:41:46 270 Mbps / 6 Mbps

66

Policy

50

RSSI

57% (-67 dbm)

55% (-68 dbm)

57% (-7 dbm)

62% (-65 dbm)

57% (-67 dbm)

55% (-68 dbm)

57% (-67 dbm)

55% (-68 dbm)

55% (-68 dbm)

57% (-67 dbm)

ssip

AA-903

AA-903

AA-903

AA-903

AA-903

AA-903

AA-903

AA-903

AA-903

AA-903

100
0%

N

[e]
«

@ ® @ @ & @ © @ © e

® Pass 58

® Block 0

Usage

18678
inre

T867B
17178

18678
L77s

178678
17178

18678
17178

18678
17178

18678
17178

18678
lm7B

18678
lnre

T903B
17178

CH

36

36

36

36

36

36

36

36

36

36

Last 24 hour

Action

DeAuth
Block

DeAuth
Block

DeAuth
Block

DeAuth
Block

DeAuth
Block

DeAuth
Block

DeAuth
Block

DeAuth
Block

DeAuth
Block

DeAuth
Block



11-3-13-3 FEwEE(Clients List)
F Pl BT g 2 At e P& -

STATIONLIST (1)

Connected Number Statistics
0% ® Android 0
0% ® i0OS 0
Device OS 0% ® Windows 0
0% ® Lnux 0
100: @ Others s8
Clients List Block List White List

-+ Access Control Device Object list

Total Usage
Total Clients

Name/MAC

Unknown_C84A46
00:BC:DA:C8:4A:46

Unknown_07B0C1
00:BC:DA:07:BO:C1

Unknown_C34F0A
00:BC:DAC3:4F:0A

Unknown_QCEEE9
00:BC:DAOCEEES

O ERRART -

L=
AR

(+Access Control)

Policy

100%

Last 24 hour -~

» Pass 58

® Block 0

1 58.13we 14589«
0 246tz 64 stz s
Up Time Link Speed RSSI SSID 0s Usage CH Action
T867B DeAuth
0d 03:42:47 270 Mbps / 6 Mbps 57% (-67 dbm) AA-903 @ 36 >
L7178 Block
T867B DeAuth
0d 03:42:47 270 Mbps / 6 Mbps. 55% (-68 dbm) AA-503 @ 36 >
L7178 Block
T867B DeAuth
0d 03:42:47 270 Mbps / 6 Mbps 57% (-67 dbm) AA-903 ®@ 36 >
L7178 Block
T867B DeAuth
0d 03:42:46 270 Mbps / 6 Mbps 62% (-65 dbm) AA-903 @ 36
L7178 Block
#RAA
Wi oo [ iz N
NRAEER A R LR E—REE - daa] (A -
1§
Add Access Control
Wireless LAN 5GHz
SSID Policy
1 Black list 2 Disabie Dicable 4 Disable
AA-903 AA903-2 AR-903-3 AR-903-4
From o list
Device MAC Name ApRIy to SSID
00:BC:DA07:B0:C1 Unknewn_07B0C1 Al 1 2 3 4
00:BC:DAC3:4F.0A Unknown_C34F0A Al 1 2 3 4
Total : 01256 Close Save changes

R AEEE(Wireless LAN) - 57 {7 HUZEH]
SSID 3RHE(SSID Policy) - %7l SSID HYHME Fy s

N T=I=]

P=p=sh

EHIBEE -

 BAUEBEA

4EEEE (Device List) - FURm] 2 FImLUEE L E RS -
EMZ SSID (Apply to SSID) - 7B ER(AIl) FEACEE 5 ERTARY
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+HEBEYH
(+Device Object)

KEMHEE
(Device Object list)

FFLRER
(Clients List)

B (Add)

SSID » s RS L B E SRS 2 884520 SSID -
BHEA(Close) - BEFAILHIA - MR ETEE -
B (Save changes) - {3175 S HERA L H i -

WRESHIAEE RV BB > SEAE R P g BB o —fE R E
DIRERBEY) 280 - 5 iBRRn  Hii

|

Add Device to Device Object
Cevice MAC Name
D0:BC.DAFSEE B4 Unknown_FSEB34
DO;BC:DAI.CCOT Unknown_34CCI7

fREHE EHYEE > ARE > iEE MAC (it sUE 440 - REEEIHEE
(OK)FZSTHEERE -

MHEEY e RN g EHE T -

DEVICE OBJECT

Device Object Profiles

RURH P2 2 IACEAY A P -

2 AR (Total Usage) - BUREZ/FT(TX/RX)HEARGE
Z2H A FN (Total Clients) - BUR{EHZE/FA(TX/RX)IREEHI P 4REL -
78/ MAC (Name / MAC) - SR ]S HY 1P (izk/MAC fiztk: -
E&REFEI(Up Time) - SEUREEZRFL] -

HCEERE (Link Speed)- HEURHHGTIATY

RSSI - 2 R~ RSSI {# -

SSID - HURH Pl AR LA S (E AR SSID -

OS - BURH Fim{E AR R4 -

Fi&(Usage) - BURH FImfy e A & (LA T E) -

BRIE(CH) - ORI (8 AR -

%ﬂ?(ACtion) - BURH PimfE AR ERE 750 DU B R EE a

RUCSHATIE H AT AR MAC AR FEEHIE L -
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11-3-13-4 BL4H

BT B T HOFR S AR AR -

STATION LIST (7

Connected Number Statistics

2.4 » §

Clients

Clients List Block List White List

Name / MAC

Unknown_457823
00:BC.DB:45:78:23

Unknown_A566C8
00:BC:DB:AS:6E:C8

Total list 2
O ERIBIT
5B

EEVHER
(Device Object list)

78/ MAC
(Name / MAC)

SSID
JERK(Reason)
E1{E(Action)

Last 24 hour
Device Object list
S8ID Reason Action
AA-903 ACL Unblock
AA-903 ACL Unblock
Bz
IR BV A LB S -
DEVICE OBJECT
Device Object Profiles

RUR P P ImH ) T TE/MAC firik -

BT PHRALERE IR SSID -
BRSSHEN -

BB PR LU T -

SR EFSA(Unblock) - 58RI B FIASETSARAE -
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11-3-13-5 G&E

AHBUREZE TR PHEBER -

Clients List Block List White List

Name/MAC

1 LiteonTe
CB8:FF:28:FC:2A:C1

z Unknown_A02925
3C:95:09:A0:29:25

Total list 2
oI AR ERRARA T -
EH

EEVHER
(Device Object list)

478/ MAC
(Name / MAC)

SSID
BhfE(Action)

Device Object list

SSID Action
mk-carrie Block
mk-carrie Block
Bl
HURRCREYFERIESS -
DEVICE OBJECT
Device Object Profiles
Profidx Mac

U P ImHy EATE/MAC firik -

RURIESY FH P imz (E ey SSID -

BURHIIL A P LI THYEIE -
BfgH(block) - 7 IEESRILIRE -
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I1-4 FRARAIARIR T, N AUER E(Mesh Mode)

EREEERMesh)EXERRIFEIE - M ZRENERRAT ¢

%o Mesh

Mesh Setup

Mesh Status

Mesh Discovery

Basic Config Sync
Advanced Config Sync
Support List

Mesh Syslog

BEAEE - VigorMesh 48RS -
AHENBET MBS 8 (ASEETRH)

PRI EAES 3
EEANEIN
o g o R R R N Mesh Node
e TR E hop 2
- - = - - .
+” MeshNode MeshNode "«
i hop1

Mesh Root
hop 0

*
L]

5GHz ; ‘.
Mesh Node, !
n
r

]
s | MeshNode €2
i ' hop 1 hop1

&

.’ MeshNode,’
hop2 «

*
' MeshNode -+
v« hop2

-------
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B/ VigorMesh AR EFAEE CRIBFARTE
WAR 1 ERAEE "0~7" BESFEMR
(BIE) RARMREATHNEEMABERRFR SSID/ZE=MRE
(fri8) RAEGERM I LUMB RS RN AIREF AP
(BIR) ERPETRRARS R BB ESERAR AP E A RESRE

| T B (Mesh Root) 1 42% B (Mesh Node)

AR LR VigorAP ZEME MM SR ETHEAAER - (FRMBAEER - VigorAP WATEB L KEEER
BEEREER  (FHRRERERNERS -

TERIRARSEL - VigorAP IIDUZBRGMENESERERNS N - ERIEF NS AR EFEREE
h EthAYAR SRS

TEER VigorAP {ER 4R £ B(MESH ROOT)ISHEEA R -

| |
oo !

STERMET IWUTER VIES MESH MODE

NEFE’R VigorAP {E & 4R #(MESH NODE) R RYZEF I = -

I |
‘*ﬂbﬂ .I ...l...

STERMET MESH ROOT MESH MODE DEVICE
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11-4-1 AR A AREL E(Mesh Setup)

IEO MR EBREBEMBEEEMA VigorAP WAS - HNEKIH  CUIESTIEERGSE -
R EBIASREF AR —8 -

Mesh == Mesh Setup

General Setup

Role O Mesh Root Mesh Node
Wireless Downlink Band Dedicate SGHz
Group Name [wigorMesh |
Auto Reselect
Log Level Detailed
Mesh Group
Select Index Role MAC Address Model CFG Sync CFG Check Device Name

1 Root 00:50:7F:F1:91:BC VigorAPQ03

Resat

Press Search button below to find and adopt the new node into Mesh group.

Add Mesh Node

Search

Backup Mesh Config

Backup Browse | |- |

SRR ERABINT :
IEH Bk
H A E(General Setup)
=] =:| =42 E 2i(Mesh Root) - VigorAP BB E 2 £ KIS ERERE R S Vigor
(Role) EHARNE - OIREREABEIEN  UEBHEGNRTEEEM
AP - ERERBRIHE  VWERSHHEERTIHHEERTHRTERRE

#RERTE -

|2 (Mesh Node) —1F A HR 2B - VigorAP BERS AR E RN SR E X
HEMMEGMEEERESEW PC - CPE - TEEFESS)

B8 - VigorAP TILUMR B4R 36 AP S SHUS WL AIA B T3 AP ROAAR 2%
A BRITMNRERNBTIUEREZREIE -

HitE#R(Log Level) - EEIEE A (Basic)sl 2408 (Detailed) - HRAER
1S E R EERKZH > > 24 B55(Diagnostics>>System Log) L -
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EEESSITH
(Mesh Root)H5

EEERSTH
(Mesh Node)l¥

EpsEd |
(Mesh Group)

iBmM RS
(Add Mesh Node)

B RAREIBRE
(Backup Mesh Config)

Basic -~

Basic
Detailed
AR T TR AT (MER TITHERRIEEY) - B T RS AR AR

4R - BRSNS N TR I S AR S BEFT A AR AR Y

Bf4H 4478 (Group Name) - FR H A4 IR A AHATATE
HEIEHZEE(Auto Reselect) - FHREZFIRTY > AU TEBIEBIEEE
ST E SUE [FP R ERME B TR TR - WRBUHILIIRE » WRERL
H > EEHERGAGIRMEMIRE Z (R (OETER - BidRSE) - 4drs TRV E e
BefE D) AR A IR AR o

B# L1T(Wired Uplink) - Bt EMESER KAKEREREZ—E LT
EETUHNE TSGR - BRIE -

|4z E17/ TR SRER (Wireless Uplink/Downlink Band) — E#iEM 4R
SRR DUEEE LT/ T T2 BTN E LT/ M TR -

& VigorAP R ERBETHAEZMARSEREAR - AEZBRELE
MEzEMENEE - MAC ARG -

AERZODERSEAR(1 EMATIE 7 ERmAETH) -

EE (Reset) - ZILBEREREREAZA -

kR (Delete) - FZILIZEREEENFRE -

E TS (Search) ZARERGARPE IS H O ANEESZE -

Add Mesh Node

Press Search button below to find and adopt the new node into Mesh group.

Search
Search List
Select MAC Address Model Operation Mode Device Name
00:1D:AA:22:33:08 VigorAP903 MeshNode(Wireless)
Apply

DB AN IR ERZ T ERApply) - BER AP S EI1A B RIRVEAR
FE -

173 (Backup) — ZULHHATFREE -

L#/iER(Upload/Restore) — 1z L& (Upload)izitisE—ERERE - &
% NiEE (Restore) I EF LS EE

SEEN MAC (DS BRI RERGANEA N5 - 2FBEEMINE
[REEF - BEE L HIRERFE" Device MAC is not in mesh group
list”
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YN1o] 58 7E R 4R 48R 48 B8 B4 (mesh group)?
NI ERRS B ERGANBERAE -

1. FREKER> > BERMAIREETE(Mesh>>Mesh Setup) - & T 431K 35 (Mesh Root) iz FHEE
(OK) - ¥ —EAER AR EES —ERRBEER(Mesh Root) °

Mesh => Mesh Setup

General Setup

Role

© Mesh Root Mesh Node
Dedicate 5GHz

Wireless Downlink Band

Group Name

[vigorMesh |
Auto Reselect
Log Level Detailed
Mesh Group
Select Index Role MAC Address Model

CFG Sync CFG Check Device Name
1 Root 00:50:7F:F1:91:BC VigorAP2032

Resat

Press Search button below to find and adopt the new node into Mesh group.
Search

Add Mesh Node

Backup Mesh Config

Backup

Browss ||~ I Restore

2. &S (Search) 1zih -

Mesh == Mesh Setup

General Setup

Role Mesh Root  © Mesh Nede
Uplink mesh wireless uplink  © Wired Uplink

Wireless Downlink Band Dedicate 5GHz

Log Level Detailed o

Mesh Group

Select Index Role  MAC Address Model CFG Sync CFGCheck Device Name
1 Root 00:50:7F:F1:91:BC VigorAPeo3

Reset

Press Search button below to find and adopt the new node into Mesh group.
Search 1.

Add Mesh Node

Backup Mesh Config

Backup

Browse | [ ... | Restore
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3. SREIESERIIWL -

Add Mesh Node
Press Search button below to find and adopt the new node into Mesh group.
Search
Search List
Select MAC Address Maodel Operation Mode Device Name
00:1D:AA:04:F0:D8  VigorAP1000C  MeshNode(wireless) [ |

00:1D:AA:3F:4F:86  VigorAP912C  MeshNode(wireless) [ |
00:1D:AA:E4:8E:80  VigorAP912C  MeshNode(wireless) [ |
00:1D:AAEE:27:E4  VigoraPgo2 MeshNode{Wireless) [ |
00:50:7F:F1:92:EB VigoraPo03 MeshNode(Wireless) [ |

Apply

Backup Mesh Config

Backup Browse | |... |

4. EELRENREERSENERFANKE SEXRBERERNEESE - £itsH6d  BhExR
BEEINR RN -

Add Mesh Node

Press Search button below to find and adopt the new node into Mesh group.

Search
Search List
Select MAC Address Model QOperation Mode Device Name
00:1D:AA:04:F0:D8  VigorAP1000C  MeshNode(Wireless) | |
00:1D:AA:3F:4F:86  VigorAP912C  MeshNode(wireless) | |
00:1D:AA:E4:8E:80  VigorAP912C  MeshNode(Wireless) | |
00:1D:AAEE:27:E4  VigorAP802 MeshMode(Wwireless) [ |
00:50:7F:F1:92:EB VigorAP903 MeshNode(Wireless) [ |
Apply

Backup Mesh Config

Backup Browse | |.. |
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5.

BT EMApply) BTSSR ARTERE

Add Mesh Node

Press Search button below to find and adopt the new node into Mesh group.

Search

Search List

Select MAC Address

00:1D:AA:04:FO:DE
00:1D:AA3F:4F:86
00:1D:AA:E4:8E:80
00:1D:AAEE:27:E4
00:50:7F:F1:92:EB

Apply &

Backup Mesh Config

Backup

SERAREEREZE 2 EHBEARAE > > BEMRIREE(Mesh> >Mesh Status)ig 84
AT A DER CRASE -

NE

Mesh == Mesh

Local Status

Device Name
MAC Address

Status

VigorAP903

Model
VigorAP1000C

Vigor&aPg12C
Vigor&APg912C
VigorAP802

VigorAP203

Erowse

00:50:7F:F1:91:BC

Model VigorAP903
Operation Mode MeshRoot
Wireless Downlink Band ~ Auto
Group Name VigorMesh
Link Status Connected
Hop Q
Downlink Number 1
Downlink 00:1D:AA:EE:27:E4 (VigorAP802)
Devices
MAC Address
e IP Address (Model)

1 VigorPd03 192.168.1.10 ?&;i‘:f;;g;;glﬂc

[ ] 00:1D:AA:04:F0O:D8
2 Offline roeml (VigorP1000C)

[ 00:1D:AA:3F:4F:86
3 Offline M00M2 (VigoraPo12C)

[ ] 00:1D:AAE4:8E:80
4 Offline roem3 (VigorAPe12C)

00:1D:AAEE:27:E4
5 online room4 192.168.1.11 oo i bo0a)
Online(sync ready Online @ Offline

77

Operation Mode

MeshMNode(Wireless)
MeshMNode(Wireless)
MeshMNode(Wireless)
MeshMNode(Wireless)

MeshMNode{Wireless)

Device Name

rooml

roomz

roomJa

roomd

'

1 Restore

g%

| Refresh |

Wireless 5GHz (Ch36) (-127dBm / 0%)

Hop Uplink Uptime
0 od
00:53:19
00:50:7F:F1:91:BC o0d
Wireless 5GHz 00:00:00

Total number of Clients: 0

Clients Speed Test Action

Disconnect

Last updated: --:--:--



11-4-2 AR AR AR BE(Mesh Status)

REBREA Vigor Bt (fERRAEMAZRAIR)NWRE - AR - UREBSERFEAPHENSEN
FEUNEAIRES ~ IP it - MAC fudlt - 3835 - £17 t%ﬁﬂ%F’aﬁl«){&‘ mAPENTERNEERL -

Mesh => Mesh Status

Local Status Refresh

Device Name VigorAPo03

MAC Address 00:1D:AAAB:26:01

Model WigorAP903

Operation Mode MeshRoot

Link Status Connected

Hop 0

Downlink Number 2

Downlink 00:1D:AA:32:BC:24 (VigorAP920RPD) Ethernet

00:1D:AA:22:33:55 (VigorAP903) Wireless 5GHz (Ch153) (-54dBm)
Devices Total number of Clients: 4
Index Status Device Name  IP Address mf;%g;idress Hop Uplink Uptime Clients
. 00:1D:AA:AG:26:01 0d
17.12. : 3
1 Root VigorAP903 172.17.12.117 (VigorAP903) 0 17:24:00
T A e 00:1D:AAIAD:I26:01
( 2 Online \ AlbertCSea... 172.17.12.10 00.'1D'AA'22'33'55 1 Wireless 5GHz (Ch153) o 1
(\VigorAPS03) 17:11:35
(-52dBm)
00:50:7F:F0:D4:B2
3 Online CleanBlock 172.17.12.11 00.'1D'AA'28'BO'72 3 Wireless 5GHz (Ch153) Od‘ . 0
(VigorAPg03) 03:12:16
(-65dBm)
00:1D:AA:7B:CO:20
: 00:1D:AA:7B:CF:BO . od
17.12. . 0
4 Online RD3Table 172.17.12.98 (VigorAPS20R) 3 Wireless 5GHz (Ch153) 06:30:59
(-56dBm}
00:1D:AA:78:C9:20
) 00:50:7F:F1:7E:ED : 0d
0
5 Online RubySeat 172.17.12.13 (VigorAPS03) 3 Wireless 5GHz (Ch153) 15:48:47
(-57dBm)
00:1D:AA22:33:55
: : : 00:50:7F:F0:D4:B2 : od
6 online BigMeeting... 172.17.12.15 (VigoraPS03) 2 Wireless 5GHz (Ch153) 00:42:56 0
(-62dBm)
; 00:1D:AA:32:BC:24 00:1D:AAAG:26:01 od
17.12. : 0
v Solne JELE e 172.17.12.167 \jigorAPS20RPD) O Ethernet 01:47:39
00:1D:AA:22:33:55
8 Online ExitDoor 172.17.12.12 DU.'ID'AA'?S'CQQU 2 Wireless 5GHz (Ch153) { 0
(VigorAPS20R) 15:50:12
(-68dBm)
Cnline(sync ready) Online Offline Last updated: Thu Dec 13 09:48:45 2018
IEH an AR
2N 1=t
AR AR BN ILEM e —MRER
(Local Status)

3 AN ~ =
®E BREMS(FREG I BEZZ BRI HNERZ I ZMBEN -
(Devices)

i FPimdEg(Total SEURFTAR mesh 58 -

number of Clients)
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1-4-3 AR 484K = (Mesh Discovery)

MMBILEMNSBENEERE

EEE

B & (Device List) FAMEMBE R MAC firil - BU5% - BAFRTLBBAEIRAE -

Mesh >> Mesh Discovery

Device List
Index MAC Address
1 Q0: 1D aA: 2880072
2 Q0:E0:7F:FL. 7E.EA
3 00: 1D AA:22:33: 558
4 Q010 ah: 78 CF:BO
E 00:E0:FF:F1.7E: D1
a} 00:50:7F:F1. 7E.ED
ri Q0 E0:VFFL7F: 1F
a8 Q0:E0:FF:FO.D4: B2
Q Q010 a4 78:C9: 20
10 Q01D aAE7EC:DE
11 Q010 a4 5D CA: 88
1z Q0:1D: a4 BEC: AG: C8
13 0010 a4 5C: AD: AR
14 Q0:1D: a4 E7:5D: 90
15 Q010 ah:68:D6: 68
16 Q0:1D: aA: EC: AG: 38
17 00: 1D aA:6F:51:70
1z Q01D as: 32:BC: 24

BN Ef#(Scan)iR I E/F—& - HERERSSBERMINETS

Model
YigoraPoo3
WigoraAP903
YigoraPoo3
YigoraPez0oR
YigorAaPo03
WigoraPoos3
YigoraPoo3
YigoraPoos3
YigoraP9zoR
YigoraP1000C
Wigor28a62
YigoraPazoR
YigoraP9Z0R
YigoraPazoR
YigoraP920RPD
WigoraP9ZoR
YigoraP9z0oR
WigoraP920RPD

Operation Mode
MeshMNode(Wireless)
MeshMNode(Wireless)
MeshMNode(Wireless)
MeshMNode(Wireless)
MeshNode(Wireless)
MeshMode{\Wireless)
MeshRoot
MeshMode{\Wireless)
MeshNode(Wireless)
MeshMNode(Wireless)
MeshRoot

AP
MeshNode(Wireless)
MeshMNode(Wireless)
MeshRoot

MeshRoot

AP
MeshMNode(wired)

Link Status
Connected
Connected
Connected
Connected
Connected
Connected
Connected
Connected
Connected
e

Connected

Connected
Connected
Connected
Connected

Connected

Neote: During the scanning process {about 10 seconds), no station is allowed to connect with the AP
and Mesh Metwork may disconnect,
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1-4-4 B K& 7E [E]2F(Basic Configuration Sync)

MRV ERGENREBFAPINE—ERGZR  BREIRHGERELAREEZRE L - AEUEPK
£ *n =N e=a g
BATHRELEEAFNREARTIEEZNEGME -
Mesh »>> Configuration Sync
System Maintenance
Index Mame Value
1 »_00807F_System.Management. SkipQuickStartWwizard Enable
2 »®_00507F_System, TROE9Setting. CPEENnahle 1
3 ManagementServer, URL http://192.168,105,141: 8080/ACSServer/services/ACSServiet
4 ManagementServer. Username acs
5 ManagementServer.Password ok kA
[&] ManagementServer. ConnectionRequestlsername wigar
7 ManagementServer, ConnectionReguestPassword ok kA
8 »_00807F_System. adminmodePassword. Admin admin
9 »_00507F_System. AdminmodePassword, Password kKo

Wireless LAN {2.4GHz)

Index Name
1 ®_00507F_WirelessLAN_AP.General EnableWwlLanN
2 ¥_00507F_WirelessLaN_aAP. General SSID.1.ESSID
3 X_00507F_WirelessLAN_AP.General . 55ID.1.Enable
4 ¥_D0507F_WirelessLAN_AP, Security, 1, \WPAPSK
E ¥_00807F_WirelessLAN_aP. Security.1.Mode
] ¥_00507F_WirelessLAN_AR. Security. 1, WPAENCMode
7 ¥_00807F _WirelessLaN_aP.Security.1 KeyRenewallnterval
g ¥_00507F_WirelessLAN_AP.General . 5510.2 ESSID
=] ¥_00507F_WirelessLAN_AP.General SSID.2 Enable
10 ¥_00B07F_WirelessLAN_AP. Security. 2 WRAPSK
11 ¥_00507F_WirelessLAN_AP.Security. 2. Mode
12 X_00507F_WirelessLAN_AP. Security. 2 WPAENRCMode
13 ¥_00507F_WirelessLAN_AP. Security, 2 KeyRenewallnterval
14 ¥_00507F_WirelessLAN_AP. StationControl. 2. Enable
15 ¥_00507F_WirelessLAN_AP. StationControl.2, ConnectTime
16 ¥_D0507F_WirelessLAN_AP. StationControl. 2, ReconnectTime
17 ¥_00507F_WirelessLAN_AP.BandwidthManagement.SSID. 2.Enable
1 ¥_00507F_WirelessLAN_AP.BandwidthManagement.SSID. 2. UploadLimit
19 ¥_00507F_WirelessLAN_AP.BandwidthManagement.SS10D. 2. DownloadLimit
20 ¥_D0507F_WirelessLAN_aAP. General SSID.3,ESSID
21 X_00507F_WirelessLAN_AP.General . 551D.3.Enable
22 ¥_D0507F_WirelessLAN_AP, Security, 3, WPAPSK
23 ¥_00807F_WirelessLAN_AP.Security.3 Mode
24 ¥_00507F_WirelessLAN_AR, Security. 3, WPAENCMode
25 ¥_00807F _WirelessLAN_AP.Security.3 KeyRenewallnterval
26 ¥_00507F_WirelessLAN_AP.General . 5510.4.ESSID
27 ¥_00507F_WirelessLAN_AP General SSID. 4. Enable
28 ¥_00B07F_WirelessLAN_AP. Security. 4 \WRAPSK
29 ¥_00507F_WirelessLAN_AP.Security. 4. Mode
30 X_00507F_WirelessLAN_AP. Security. 4 \WPAENRCMode
31 ¥_00507F_WirelessLAN_AP.Security. 4. KeyRenewallnterval

Wireless LAN {5GHz)

Index MName

1 #_00507F_WirelessLAN_SG_AP.General EnablewLAN
#_00507F_WirelessLaN_5G_AP.General 5510.1.ESSID
#_00507F_WirelessLAN_SG_AP.General SSID. 1.Enable
X_00B07F_WirelessLAN_SG_AP. Security. 1. WPAPSK
¥_00507F_WirelessLAN_SG_AP, Security.1,Mode
#¥_00807F_\WirelessLAN_SG_AP.Security. 1. WPAENCcMode
¥_00507F_WirelessLAN_SG_AP. Security. 1. KeyRenewallnterval
¥_00B07F_WirelessLAN_5G_AP.General S5ID.2 ESSID
9 #_00507F_WirelessLAN_SG_AP.General 5SID.2.Enable
pin) #¥_00507F_MWirelessLAN_SG_AP.Security.2, WPAPSK
11 ¥_00507F_WirelessLAN_SG_AP.Security.2 . Mode
12 #¥_005807F_MWirelessLAN_SG_AP.Security. 2, WPAENCcMode
13 ¥_00507F_WirelessLAN_SG_AP.Security.2 KeyRenewallnterval
14 #_00507F_WirelessLAN_SG_AP, StationControl. 2. Enable
15 #_00507F_WirelessLAN_5G_AR.StationContral.2.ConnectTime
16 #_00507F_WirelessLAN_EG_AP,StationControl. 2 ReconnectTime
17 ®_00507F_WirelessLAN_SG_AP.BandwidthManagerment.SSID. 2 Enshle
1a ¥_00507F_WirelessLAN_SG_AP.BandwidthManagement.SSID. 2, UploadLimit
19 ®_00507F_WirelessLAN_S5G_AP BandwidthManagement.SSID. 2, DownloadLimit
20 ¥_00507F_WirelessLAN_SG_AP.General 5510.3.ESSID
21 #_00507F_WirelessLAN_5G_AP.General S510.3.Enable
22 ¥_00507F_WirelessLAN_SG_APR Security. 3, WPAPSK
23 X_00507F_WirelessLAN_SG_AP. Security.3.Mode
24 ¥_00507F_WirelessLAN_SG_AP, Security, 3, WPAEncMode
28 ¥_00507F_MWirelessLAN_SG_AP.Security. 3. KeyRenewallnterval
26 ¥ _00507F_WirelessLAN_SG_AR.General 551D, 4, ESSID
27 ¥_00507F_WirelessLAN_5G_AP.General SSID.4.Enable
28 ¥_00507F_WirelessLAN_SG_APR. Security. 4 WPAPSK
29 #¥_00807F_WirelessLAN_SG_AP.Security.4. Mode
30 ¥_00507F_WirelessLAN_SG_AP. Security. 4. WPAEncMode
31 ¥_00507F_WirelessLAN_SG_AP.Security. 4. KeyRenewallnterval

Note: 1. Please wait for about 5 ~ 10 secs to load TR-069 parameters,
2. Mesh Root can apply above TR-069 parameters to Mesh Nodes,
3. apply button enable when any node is online and ready to sync{Mesh Status).
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Value
1
DrayTek-LAN-A
1

ok ko

WPAZ/PSK

AES

3600

DrayTek-LAN-B

1

e

WPAZ/PSK

AES

3600

[u]
0_days,1_hours,0_mins
1_days,0_hours,0_mins

m~m o

u]

ok ko
WPAZ/PSK
AES

3600

0

e
WPAZ/PSK
AES

3600

Value
1
DrayTek-LAN-4

oo
YWRAZ/PSK

AES

3600

DrayTek-LAN-B

1

Hok ko K

WRAZ/PSK

AES

3600

[u]
0_days,1_hours,0_mins
1_days,0_hours,0_mins

Ao

u]

Ak
WRAZ/PSK
AES

3600

0

FEE AR
WPAZ/PSK
AES

3600

R 54
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L= Bz
RipE/BREEERE 2 ESEETREFTNIER -

(24GHz)/ RIRBHMIE =M@ (Apply) - & T IS I RIS LR EERIRANREBR S
(5GH2) F TR IR EE RN A RERSERTBEIHTA -

(System Maintenance
/Wireless LAN (2.4Hz) /

Wireless LAN (5GHz))

AR AR RS E MBS
S0 EFIE 1T RSSI AR -65dBm HIBAEBIRETE -

BBEGANARBERENBEGSHNIERE - HLEHERENRER - 6110 - EREEMER
A2 - JCEEATIERA 1 KRN EATIERA 2 MRS -

VigorMesh #iE7ig&RE 0 E 3 BEGMANERIER - A BERERERQPREAHEHNRMED R
EFR 2 @80 -

EZET—EERSESERARERENG NSO THEARESE .
MR THEE GHYBRGEMASEL ~ X/ 3):
iPad EEERETR : 80Mbps
iPad E#EZRE 1 WEEZ R 49Mbps (£47 RSSI: -55dBm)
iPad EEZIRE 2 WA : 41Mbps (17 RSSI: hop2 -64dBm / hopl -55dBm)

iPad EEZIRE 3 ARSI E  26Mbps (L7 RSSL: hop3 -62dBm / hop2 -68dBm / hopl
-55dBm)

HPLARZERAOARBERERBEGHEREEMLE -
EREENRERGENEEER -
A" BER " BEME KR E ENRE
HASERFHSRTEWENRTE
HREZENRENRESR  FFHEHNRTE - JABAEEMTHNELMIBRAENRERHE

== oo

BE
EENRERGENEER -
S E ERH B IRES BGOSR
EIRANRR R B AL R AR
BEIHEBEABOIIEBESRR - ZHE MRSEIHABRETRRERSE -
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WRERBELS/EMEFBR - AZFIEQLER

MESH NETWORK

VigotAPRIZ
VigorAPH03

AlbenCSeat
VigorAPoO)
001DAAS23355

ExgMeatingRoom
VigorAPPO2
0050TFFOD4B2

CleanBlock
Vigar AP
MIDAAZER0TZ

ExitDoor
VigerAPP2OR
DOTDAATECI20

SEEEHERR:

IREEEIRA -

DOIDAAABZEOT 7 [}
Ethernet
Ch153
-50 dBm
= DOIDAAREZE0T
1% <

\Wireless SGiz

Ch153
001DAAZ2355

Wireless SGHz

-63 gBm

Bs% =

[REx]
050 7FFODLED
‘Wireless SGHZ

Ch153
001DAAZ2I35S
Wireless SGHz

- IERIRI R E KA

Memory Usage

WIRELESS OVERVIEW
Enabie
UZIDAACEZE0T
APS03_Fietd_117
Enable
00:10AAAB 26:01

AP03_Field_117

ZRIRE - LS

AR AR EHE PR AP 2R E A RIAVENEE RA

B8 OP(RIF)ET - MERHAVEAR IR L ARES DHCPIP HE R 7 AP 23

RERSEAE - HIIMERON M
VigorAP920R 4R <2 B -

MEREEHSE  BEAZEBE

CHANNEL LOAD

» Ch 11

Heavy

® Ch 153

REMPREEAR

B DrayTek Syslog 4.5 6

DrayTek

=

e
Sm o AN

70% °

AR EREHAESREUF D

Heavy, 75%
Light, 15%

fedmAE R 5G #8718 36 7Y VigorAP 903 4R X 3518

=1 g wan wiR
1A = || (>¢ O e W R
I AOR p— =

Log W il s

T * 0 WEte  EEE w1 (D) Wil P (B
EME: ] - 976 | 472% [ I
e awm Charnel | Roaming | wireless | ik

Clwe

Fmodi Ll L] zh e ot

20181108 19:01:16  Nov B10:58:05  sysiog [dmn] dene_pht_tecy Anncunce-Kespalve

Z018-11-08 19:01115  Nov BIDSE04  syskg [dmn] deney_pit_send Alve:

2018-11-08 19:001:04  Nov BI0:ST:52  syskog [dhon] dren_pht_send Abve

2018-11-08 19:01:01  Nov BIDST:S0  syske [am]:jm_pm_recvmu:nmun

2016-11-08 19:00:59  Mov BIDST:48  kernel il hiE | A6:C8

2018-11-08 19:00:53  Now B10:57:41  syshog [mn]ampx serd Rive

2018-11-08 19:00:47  Mov BI0ST:36  syskg [dhon] dhoen_pht_recv Announce-Keepaive

2016-11-08 19:00:41  Nov B 105730 sysiog [dmn] dimn_pht Alrve

2018-11-08 19:00:39  Mov BIOST:28  hemel 1 ER 1508

2018-11-08 19:00:33  Nov 8105122 syshog [unnjchn_w rmm.tc-toeoahe

2009-11-08 19:00:30  Mov B 105719 syl [dhm] devr_pht,

2018-11-08 19:00:19  Nov B10:57:06  sysiog [dmn] denn_pht_send M'\-e

2008-11-08 19:00:18 Mo B10:57:07  syshog L] dernr_pht_recy Anncance-Kespaive

2018-11-08 19:00.07  Mov B10S6:56 syskq [dmn] deney_pht_serd Alvve
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11-4-5 #EfEEE E [E]20 (Advanced Config Sync)

SES T E AR AR TP — IR AERS S8 - ABIRAERS LB KA R R - e 5
S | -

1

Mesh == Advanced Configuration Sync

Select All

Bridge VLAN to Mesh

Index Name Value

1 ¥_00507F_LAMN.GeneralSetup.BridgeVLANtoWDS Enable
Roaming

Index Name Value

1 ¥_00507F_WirelessLAN_AP.Roaming.APAClientRoaming.EnMinBasicRate a

2 X_00507F_WirelessLAN_AP.Roaming.APAClientRoaming.MinBasicRate 1Mbps

3 X_00507F_WirelessLAN_AP.Roaming.APAClientRoaming.RSSI Disable_RSSI_Requirement

4 X_00507F_WirelessLAN_AP.Roaming.APAClientRoaming.StrictlyRSSISignal 73

5 X_00507F_WirelessLAN_AP.Roaming.APAClientRoaming.MinRSSISignal 66

6 X_00507F_WirelessLAN_AP.Roaming.APAClientRoaming.AdjacentRSSISignal 5

7 X_00507F_WirelessLAN_AP.Roaming.FastReaming.Enable 0

] ¥_00507F_WirelessLAN_AP.Roaming.FastReaming.CachePeriod 10

9 X_00507F_WirelessLAN_AP.Roaming.FastTransitionRoaming.Enable 0

10 ¥_00507F_WirelessLAN_AP.Roaming.FastTransitionRoaming.DsOrAir 1

11 X_00507F_WirelessLAN_5G_AP.Roaming.APAClientRoaming.EnMinBasicRate i}

12 ¥_00507F_WirelessLAN_5G_AP.Roaming.APAClientRoaming.MinBasicRate 6Mbps

13 ¥_00507F_WirelessLAN_S5G_AP.Roaming.APAClientRoaming.RSSI Disable_RSSI_Requirement

14 ¥_00507F_WirelessLAN_S5G_AP.Roaming.APAClientRoaming. StrictlyRSSISignal 73

15 X_00507F_WirelessLAN_5G_AP.Roaming.APAClientRoaming.MinRSSISignal 66

16 X_00507F_WirelessLAN_5G_AP.Roaming.APAClientRoaming.AdjacentRSSISignal 5

17 X_00507F_WirelessLAN_5G_AP.Roaming.FastRoaming.Enable 0

18 ¥_00507F_WirelessLAN _S5G_AP.Roaming.FastRoaminag.CachePeriod 10

oI ERRART -

el 368
BEE 2 (Select All) SRR IE TR EREE -
o)

Bridge VLAN to Mesh 2 LI REEF O/ 1 VLAN FEER (S B AR IR R AR -

I1-4-6 7 % %5 B (Support List)

Mesh == Support List

The following compatibility test lists Draytek AP models supported by this AP Mesh,

Model

WigorAP 802
VigorAP 903
WVigorAP 912C
WigoraP 918R
WVigorAP 920R
WigoraP 920cC
WVigorAP 960C
WigorAP 1000C
VigorAP 1060C

(7]
—
[~']
=4
=
7]

Firmware Version
1.3.4.1
1.3.7

< g

¥:Tested and is supported.
MN:Mot supported.
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1-4-7 AR 4

Mesh == Mesh Syslog

BAR AR Syslog (Mesh Syslog)

Mesh Log Information

Clear

Refresh |

Line wrap |

May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

43
43

43:
43
43
43
43
43:
43
43
43
43
43:
43
43
43
43

220
220
20

20

=]
=N ek

L N ]
O

o
e

W
=i n

syslog

syslog:
syeleg:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
syslog:
kernel:
kernel:
kernel:

: [dmn] dmn_pki_send Declare-Update

[dmn]

[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]
[dmn]

[dmn] Mesh Root - Alive

Change state Discover -»= MeshRoot.
[dmn] set listen mode to NODE

Mesh
Mesh
Mesh
Mesh
Mesh
Mesh
Mesh
Mesh
Mesh

IE
IE
IE
IE
IE
IE
IE
IE
IE

Record
Record
Record
Record
Record
Record
Record
Record
Record

(Recover) 00
(Recover) 00
(Recover) 00
(Recover) 00
(Recover) 00
(Recover) 00
(Recover) 00
(Recover) 00
(Recover) 00

:50:7F
:50:7F
:50:7F
:30:7F
:50:7F
:50:7F
:50:7F
:50:7F
:30:7F

dmn_pkt_send Annocunce-Keepalive

Mesh |E Record (Recowver) 00:50:7F:
Mesh |E Record (Recowver) 00:50:7F:

Mesh |E Record (Recowver) 00:50:7F

cF1:92

F1:
cF1:92
"F1:82
F1:
F1:
F1:

cF1:92
"F1:82

F1:92
F1:92

cF1:92
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I-5 EBEER 2R MAY Universal Repeater 52 E

B EESHEEMEE(Range ExtendenERRFER - BEEEME(24GHz 22 SGH)INRERIBEEHER
EHARRE (General Setup) « & 1 (Security) - FEUEHI(Access Control) ~ WPS ~ # &5 E (Advanced

Setting) - S \EEME (AP Discovery) - WDS AP #R£&(WDS AP Status) * Universal Repeater - WMM
#®E(WMM Configuration) - & &2 (Bandwidth Management) - f4R58E 191 (Airtime Fairness) ~ f&
#R FA Bl (Station Control) - /&3 (Roaming) - #EEZ 125 (Band Steering)#A & 48 FA S lm 155 (Station List) -

KEEN 4B Universal Repeater BRERIERE °

HtESEEAERREER - fIINEARE(General Setup) ~ Z& M (Security) - WPS % - FF2E 11-3

Paxand
Bo °

Geheral Setup

al Repeater

Alrtime Fair|

Bandwidth Management

Station Control Airtime Fairness

Roaming Station Control
Band Steering Roaming

Station List Station List

TEEER VigorAP ER & E 23 (Range ExtendenEREFEA T ¢

|| ||

AP RANGE EXTENDER DEVICE
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BEiErAenlZRaTEE  TJFAEGIEERBTEETS - BRI MIAE Station INAEHE
EEGEI(root)Bie - WHEMR AP R RHAREAFPEMSHmART

OREE
69 Universal Repeater B0 - it S ERZERIANEY FREXERYNRELRRES
TE  AREFEEZERBREEE  BEINH HINER B AP BREHEE -

Wireless LAN (2.4GHz) == Universal Repeater

Universal Repeater Parameters

SSID | |

MAC Address {Optional) | |

Channel 2452MHz (Channel 11)
Security Mode WPAZ Personal
Encryption Type AES

Pass Phrase |

Range Extender Band Mone
Enable AP Function

Note: If Channel is modified, the Channel setting of AP would also be changed.
Universal Repeater IP Configuration

Connection Type DHCP

Device Name [aPg03 |

oI ERRIRT -

EH Bl

Universal Repeater 2%

SSID R VigorAP 903 REEHMWEM S BT -

MAC firiit GEIEIER) & A VigorAP 903 18 Z BB EM &R MAC Al -

(MAC Address

(Optional))

sEE EREEAKNBEEEE NRETWEBSIREVTENSE  ©£OUB8T
(Channel) tﬂ?ﬁ?’%ﬁ%*ﬁﬁ - ARNBRZERMIEEE - FEBERE

(AutoSelect) - FERFBITRTE -
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Z2E
(Security Mode)

R / HEEXTRIM
miRRY

(Encryption Type for
Open/Shared)

WPA Personal E2 WPA2
Personal &3 9022
HmE

Wzt ig

(Pass Phrase)
FEEPIIIAR

(Range Extender Band)

RZF3 AP IhgE
(Enable AP Function)

BHRENIHERE SREATTHRABNSERE (BN WEP Zif

WPAZ Personal

WPA Persona

ENEERMK/HEE(Open/Shared) B ZZE R (Security Mode)F - BIT]
R EULIRTNEE °

EiZ#(None)BI0JBARA WEP IIETNEE - ERMEXRIIEM S A S HME R
#£ - MRERE WEP BRI - 751E1E WEP -

WEP £i# - EEUJMUWMANEEEH  B—RREEE—ARITKER -2
LB LIE 5 18 ASCII XFE 2 10 AL 64 IR A2 16 EMTFTT
REIA ; 52 13 18 ASCII JXF 82 16 &L 128 fIMZ#RAIZ 16 EfT
FIT - BEELRERNEWAER - BFRTY 4 "B . DS Bt
FICEROIE R - UEIHEE(2 B WEP &5 -

E1{121F WPA Personal £2 WPA2 Personal BZ 218 (Security
Mode)is - BIBJF&E LIRINEE -

12 TKIP 52 AES 1ER WPA WIBEL -

A 8~63 ASCII =T - #1 012345678... (8% 64 {E-+/N#EA - FMEEA Ox
BN "0x321253abcde.."RIE58) -

BEUT H i VAR SEER (2.4G/5G) -
f##(None) - J¢E RS HLR -

WEEH > HAEY A P it A Rt A & - BIGE6E A IERERY SSID JR[E -
RIL > Zesth & m] DA RyEER 25 - RS -
EDIRE TR (R BB -

Universal Repeater IP £ 5%

ERERN

(Connection Type)

8 21 (Device Name)

IP firdlk
(IP Address)

£12 DHCP 3 2B E IP BEZET -

DHCP - E#FFi%iY IP fiiltH Vigor EHfER AR »

E%E IP(Static IP) - EZAFIHEIEE—HEE IP LUFEEB Vigor EHt&
WARMSNEZTE o UEHAMERE -

1678 & fE E 4R 1E T (Connection Type):R & A EE IP(Static IP)IFIA A E
-

BABEEMES LANIP R EMEMEER 2 IP Al - It IP B8 LAN IfEE—(E
IP E#AE -
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FRRES
(Subnet Mask)

FERRFEAE
(Default Gateway)

BN THEEREZE

It E TR EARE I (Connection Type):2 & 43 E % IP(Static IP)FF I8 A 1F
ﬁﬁ °

A BEEME LAN IR EARERN FRRIES -

b B E AR E R (Connection Type)iR E & ERE IP(Static IP)HAHB1E
ﬁﬁ °

WAEEME LAN IR EMFERFBHEENRE -

FIREEOK) REFRE -
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11-6 B A EE(LAN)

Local Area Network (LAN) &4 T 2R EEHATIEHIN 438548 -

== LAN

General Setup

Hotspot Web Portal

Port Control

11-6-1 EAXE&E(General Setup)

EFE LAN - 2B EIZEE AR E (General Setup) -

OREE
EESHERBRERTOTEMALMBE AFBENE AP B FSILKEER AP X T
THEARE -

N

)
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LAN == General Setup

Ethernet TCP / IP and DHCP Setup

LAN IP Network Configuration DHCP Server Configuration
Enable DHCP Client © Enable Server Disable Server
IP Address Relay Agent

Subnet Mask
Start IP Address

End IP Address
Enable Management WVLAN

VLAN ID Subnet Mask
Default Gateway
Lease Time 86400

Primary DNS Server

Secondary DNS Server

DNS Server IP Address

Primary [P Address

Secondary IP Address

OJARERBAOT :
IEE sRAA
LAN IP 483833 E(LANIP R F#(Enable DHCP Client)- EM&EIA 7 EINEER - VigorAP 903
Network BHERSELAFR - Vigor Eih& (BN V|gor286O)EDE_[?£§@E AP &8
Configuration) EIRR SR/ EH I RR RS -

IP {ir3it (IP Address) - & AE#E IP firdl - DUEER B IR E B AR
1E%M 192.168.1.2) -

FHAEEEE (Subnet Mask) - BB ARERBA/NWESEIERES
255.255.255.0/ 24) -

& [E38 (Default Gateway) - —#%5RER - VigorAP 903 I AEEEEET
F'EﬁLTﬂth C RBMABANE - REFEA VigorAP 903 #9 IP fiflt - BIOl&E
FLTERRRIE - $RREN Vigor B2 EIE X R (MNFE NTP EARES)
Kif - BEREZRAER -

Y &2 VLAN(Enable Management VLAN) - VigorAP 903 X i2#& 4 F
FinfFRZEE VLAN ZE Vigor Eithe - RAEHERH VLAN ID SRR
FAEZ BE49#E A VigorAP 903 -

VLANID - @ ASRAS{ERE SEH RN VLANID 5% - 0 RIRNFRRAE
fo] VALN 12 -

DHCP fEIRRSE DHCP 2 Dynamic Host Configuration Protocol K#4&% - DHCP fa1fR &z 0]
(DHCP Server LIEE8D B P REGTERETET—EERE  FXEREER
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Configuration) DHCP R Fl -

XA fAAR=%(Enable Server) - RUMREIMRSS - BB I LD IP t4E T
BIEAEBERNESEER

#E%A IP firilt(Start IP Address) - #i A DHCP {@fzgsRY IP it Ac & AY
HEERIEE IP Mt HEARE - MREIEHAVE —(E IP it 75
192.168.1.2 - ¥R IP MU OI IR 192.168.1.3 SEES—LE - BLL
192.168.1.254 /)\ -

%R IP f{ifit(End IP Address) - #A DHCP falfiR=s 2] AFZR 737K IP
Ry & — @At -

FHBHIEE (Subnet Mask) - 358 AR E 5 A/ OIS (TR 1ER
255.255.255.0/ 24) -

TERRIERR (Default Gateway) - %A DHCP fEAREEFTAAOREE IP i
it -

FHFAKFE (Lease Time) - REIEEEMMFTEMNME AR -

F*ZE DNS {3BR2E (Primary DNS Server) - &2 E7E L5 E DNS @R
2R IP i - AR AR ISP Bz =Rt —ELL LAY DNS GEARES -
NRIERY ISP MR 1R - Bi &G BB ERATERA DNS EARES [P it
194.109.6.66 - INTELLER -

RE DNS fAfRES(Secondary DNS Server) - &l ILIEESE A
DNS faElfkas IP firsit - (K% ISP #EE R M —ELL /Y DNS GRS -
NSRIEA ISP MR IR B S S EBRMATERAIE 4 DNS EAR:S
HIP it 194.98.0.1 - MELLEI -

fAl AR 23 L3 (Relay Agent) - 157 DHCP EAIR=SFIENFAMUE - UERIMR
22 GO LIS DHCP BsREMBREZIE -

DHCP $h#£{{2(DHCP Relay Agent) - ER 2% T R FAERREE
2% BEBEMRELIRMERTE - BFEERRIEHN DHCP GRS
B IP Azt AR b A - AR S HUIREEE 1T 882X DHCP #55KE DHCP 3
AR28 -

=R fAAR=Z(Disable Server) - {FRREIR O EAFENHEREM DHCP
ARERR DK IP it FRSME RS e £ -

WLAN {5%8#9 DHCP @R 28(WLAN Trusted DHCP Server) - ItE
a2 AN 2K IP Al PREREHAKRERSE - FBEOUISE
Hith Vigor Eit& 5 —EAMW DHCP ARRZRGEZRABAS
SEER IP Ak -

ATt & S EE — 8 DHCP falfk=s - VigorAP LAN I EHIRE 7 IP
I TOIEBIEEMNEARRES IP Al - SEMETHEREE—ERESE
s F2 % DHCP AR DK IP RE4ATIE -

DNS fal k23 IP firiit FEZ=IP fudlk(Primary IP Address) - 8 /R7E 538 E DNS fEliR=sAY IP it
(DNS Server IP it - RAEBERY ISP Bz g R — @1 Y DNS EfR=8 - tARAAY ISP

WARRHE MO T EEIRATERAN DNS [AKES IP ik 194.109.6.66 -
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Address) FEICE -

RZEIP itk (Secondary IP Address) - AU LIS ESE — 45 DNS @R
5 [P fidlt - A4 ISP EEFRMH—EL LAY DNS EARER - RAR) ISP IR
=Y BEMEEZEEIRAIARME A DNS Gk - HIP UitR
194.98.0.1 - WEELLES -

ENTHREEREZE  HEEOKRERE
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11-6-2 ZE{E A DAL E (Hotspot Web Portal)

BRI O#BEEE o] R L E ARG ZE & LAN If F 3 55— JOA MBS Fh 25 1L R R ARG IRE - m DA
EHr A BRI URL SR MRRIRERE - 6 B E IS5 A MERRAEREET o] 2 A1 7R SC Rl ll I AR BRI RN -
sEEERY - HAVEENARBESRERG - EEEMLUER AR -

R LAN BEEL LAN 3REEHm - ISR R A D815 E (Hotspot Web Portal) -

LAN == Hotspot Web Portal

Hotspot Web Portal Profile:
Index Enable Comments Login Mode Applied Interface

1 Mone

Mote: AP must connect to the Internet otherwise Web Page redirection won't work.

RS dmstiast (BrauApifey #1) PHRGE Hi

(1) FERLA OMILERLE(Hotspot Web Portal Settings)

LAN == Hotspot Web Portal

O,

Hotspot Web
Portal
Settings

Hotspot Web Portal

Enable
Comments |for test only
Portal Server Captive Portal URL |] |
Redirection URL http:ﬁ] portal.draytek.com |
Landing Page Fixed URL [www.google.com |
Applied Interfaces LAM LAN (Works on Universal Repeater mode)
WERIS S S5ID1 (ap203-BandSteering)
55ID2
55ID3
55ID4
WLAN 5GHz SSIDI (DrayTek-F121BC)
55ID2
55ID3
55ID4

MNote: AP must connect to the Internet otherwise Web Page redirection won't work.
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oI AR ERRAR T -

S|

EXF(Enable)
sfZ(Comments)
A4 uhfE R %

(Portal Server)
BEEHR
(Landing page)

ERNE
(Applied Interfaces)

REET—F
(Save and Next)

AR

L)L DR A U B A DI 40EEE @

Wi A\ LS E RS e

582 A URL (Captive Portal URL) - #j A URL

E &\ URL (Redirection URL) - 5 A FH i 8 &L =] & ARY URL -
& URL (Fixed URL) - & A URL i B ddp RIS EH H -

LAN - 3ty A LS8BT R R LAN AR -

SSID1 Z2 SSIDA - [-{iff) A L1435 A (E EE 2 WLAN SSID EE 445
Ho

BT AT —H -

SEREHBOE Z & > 14 MEFE T —F(Save and Next)# A\ T —HIf

94



(2) RADIUS %5E(RADIUS Settings)
s e/ ME RADIUS (FlfiRas el TR AR -

LAN => Hotspot Web Portal

O—®

Hotspot Web RADIUS
Portal Settings
Settings

RADIUS Setup
Enable

Comments |authenticatinn |

Primary Server

Primary Server [172.16.3.5 |
Secret [seevannes |
Autentication Port [1812 |

Retry [2 | times(1 ~ 3)
Advanced

MAS-Identifier | |
Mote: Secret can containonly a-z A-Z0-9 . <>+ =\]|?@ £~ "% &/ _-*[1{F"~1()

SR ERBM T
RS & AR
EXFi(Enable) L) EEIEAERH RADIUS falfl e85 iE -
Ff#(Comments) LTPNGEZEE IR
EEfEREE i A RADIUS f{afigés. 2 IP fiLf: -
(Primary Server)
TR RADIUS falflzes @i Fimdt = —H 20 » FLABRREEE 7 Z RS - B8
(Secret) SRR S8 > SRR 36 AT -
BeBiRgR RADIUS falflzgsff iy UDP &i5f » FHEZ(E R 1812055 RFC 2138) -
(Authentication Port)
EH(Retry) SE T ER B4R 2 RADIUS (AR 230V E S KE -
REET—F AT —H -

(Save and Next)

SR HBCEZ & » 12 T REFE T —2(Save and Next)# A T —HIH
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(3) A&EZEWhitelist Settings)
LS ET H A BN R S R L - AT IP A s | R HARAT4EnE(URL) -

LAN => Hotspot Web Portal

O—0o—=0

Hotspot Web RADIUS Whitelist
Portal Seftings Seftings
Seftings
Destination Domain Destination IP
Index Enable IP Whitelist Index Enable IP Whitelist
1 [192.168.1.11 | 2 | |
3 [19z.168.1.12 ] 4 | |
5 | |6 | |
7 | |8 | |
Back Cancel
OJHARERBAOT :
HH AR
HiY48ik(Destination Domain)
FF(Enable) BB TE DB R E -
CER SRR i A48 (URL) /1P firdk

(Domain Whitelist)

H#&Y IP(Destination IP)

ExFi(Enable) RJEETE DR E -

IP 5 AEFEN P firhl > HARFEAY LAN (&R LIS AGGIAERS » TS AH
(IP Whitelist) LA IS -

SERX(Finish) IR E -

SRR ERIE Z 1% > $% T SERR(Finish)iE AT —Hf -
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11-6-3 1B [11ZHl(Port Control)
BTBRARBBAANBERAN S XARBRENERNVER BAULUZBREREFAER LAN BOINEE-
LAN »> Port Control

Port Control

Enahle Part Contral

LaMN-B LaM-a4 LaM-43 LAM-42 LAM-41(PoE)
Disable Port
“ Clear Cancel
O ERIBIT
I5H R
B4 3R I 422 B MR OES - MREALINEE - SRl o DUE R 28R O AR BN %

=AEA BB AE LAN B[O -
(Disable Port)

EMTHREEREZER - FHREEOK)REFRE -
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A

-1 Z & #EE(System Maintenance)

MRENHE FHREEBEZEMEFTERREN | RMIREE - TR-069 - 2REES T - REHD - B/
ﬁﬂ“uﬁﬂ?ﬁ¥“*

TE% % & #% (System Maintenance) I =58 ETIEE

Maintenance

Time and Date

SNMP

Kanagement

Fehoot

Firmware Upgrade
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11-1-1 Z#ARER(System Status)

ZMRARAE (System Status) RIEERNWFEBRE - ESBREMEN WAN TEEFEN - BRSTJLUERS

BUBITRAVEN S AR A S 2 B S H th A ARRA &

System Status

Model : VigorAP303
Device Name : VigorAPS03
Firmware Version :1.4.2

Build Date/Time

System Uptime 1 3d 01:21:51

Operation Mode T AP
System
Memory Total @ 2548062 kB MAC Address
Memory Left 1 189648 kB IP Address
Cached Memory : 28016 kB / 254892 kB IP Mask

Wireless LAN (2.4GHz)
MAC Address :02:50:7F:C1:91:BC
SSID : DrayTek-F191BC
Channel t11
Driver Version :4.4.2.1

Wireless LAN (5GHz)
MAC Address : 00:50:7F:F1:91:BC
SSID : DrayTek-F191BC
Channel 1 36
Driver Version :4.4.2.1

1 9594_b778c84%ea Thu Jun 10 13:40:02 CST 2021

LAN

: 00:50:7F:F1:91:BC
:192.168.1.11
1 255.255.255.0

WARNING: Your AP is still set to default password. You should change it via System Maintenance menu.

ZEIEBRIBUT :
5H B
%2 (Model /Device BTRAFEENTISRZHE -
Name)
ENRRRR A BRAEENFERRA -
(Firmware Version)
BIIHER/ISE BRERFREEINH B -
(Build Date/Time)
Z iR Pt IR BRAFEREERNERE -
(System Uptime)
EIEE BREEFERANEREEIRS -
(Operation Mode)
Z#R(System)
e ER BRARET B BCIEBN /NGO -
(Memory total)
DIl BRRARR R RER/ NG -
(Memory left)
LAN-A/LAN-B
MAC firiit #8~ LAN 7T ER MAC fitt -
(MAC Address)
IP firtik R LAN 7Y ERY IP firdl -
(IP Address)
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IP B=E

(IP Mask)
FEAR(2.4GHz/5GHz)
MAC firilt

(MAC Address)
SSID

saE
(Channel)

BN LAN MTEAVES AL -

BUNEANTEN MAC it -

BN E B SSID -

BUNERARERRS R FIRFT & HrYRE -
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I11-1-2 TR-069

IR & 18 TR-069 1224 - WEIE A E2K5E1E ACS (B0 VigorACS 2) REME TR-069 KEZHEHE
By -

System Maintenance >> TR-069 Settings

ACS Settings

URL [ Wizard

Username | |

Password | |

Test With Inform  Event Code PERIODIC -

Last Inform Response Time :.
CPE Settings
Enable

SSL(HTTPS) Mode

on LAN-A .

URL

port

Username |vigor |
Password sesesees |

Note: SSL{HTTPS) Mode only works when Vigor ACS SIis 1.1.6 and above version.

Please set default gateway, no matter choose LAN-A or LAN-B.

Periodic Inform Settings

Enable

Interval Time second(s)

STUN Settings
Enable © Disable

Server Address

Server Port
Minimum Keep Alive Period second(s)
Maximum Keep Alive Period second(s)

XMPP Settings

Enable

oI ERRAR T -
EH Bz
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ACS #&7E

(ACS Settings)

CPE 37

(CPE Settings)

EHBAERE
(Periodic Inform
Settings)

STUN &%

(STUN Settings)

XMPP Settings

ENTHEEREZRE -

RENEE (Wizard) — 2 M ULHHLIES A VigorACS RIRESAY IP il - |]5%
HEEE -

URL/{E & &1/ #(URL/Username/Password) — L&A E KR
BTBLER ACS RBREA - FFLE ACS EREISHMANEN - URLE
BRI 2B I UZ IP fudl -

L& RIE (Test With Inform) -0 CPE 8582 VigorACS SI fal iRz 8% -
RIEEEUSHRBEEREENNSET -

E#HR#(Event Code) - AT BERESHUBAEZE -
EZRIEHNE FERSE (Last Inform Response Time) — 7R VigorACS @R
g _F XU CPE BAH S LM B R BRI R -

IEENTEZZRMHS ACS FRFSEEHRN -

EYFA(Enable) — ZE LTI - RUALLRRTE -

SSL(HTTPS) #(SSL(HTTPS) Mode) - ‘A#EIL1E:E CPE A F 038 SSL
¥ VigorACS -

7T (On) — VigorAP 903 ###ZE VigorACS RIRZRRATERNNE -
#Z LAN-A ¢ LAN-B -

1255 (Port) - AFRHE - AR OESELRRER - RRRSERE - BOsE
TN CPE AP IRAVIRSE -

£ & B 18/ Z 1 (Username/Password) — #i A VigorACS ALIFEULE
BENEREREARE -

ok
It
pistd

FERRE AR (Enable) - AR EHEIRR BN E2HERE  EEMSEER
2% VigorACS fElfRES - 2 FH(Disable) BB BN -

ffREFE (Interval Time) — WA BRRRERBIRE - EULHT -

fark B 25 (Disable) - (IR & #1E 7T RYH(Enable) - B A Nt E
wl

Al BR 28 fir ik (Server Address) — @i A STUN fafR=8RY IP il -

El AR 2% 3R 3% (Server Port) — B A STUN fER=:AVIRSE -

B/NMERFEZIEE(Minimum Keep Alive Period) MNREIAT STUN -
CPE WEBZEHETKEARES  UEARERERENEE - FRART
ERE/NAERISRE - FARER 60 % -

BRA 4 ELRIER (Maximum Keep Alive Period)- #13REIA T STUN -
CPE WEBZEHETKEARES LEARERERENETE - FRART
EREANERRE - 8E-1 T REERARRFRRE -

XMPP is an abbreviation of Extensible Messaging and Presence

Protocol. If your AP register to XMPP server, it could help VigorACS to
manage the AP under the NAT at any time, without obstruction.

FIEEOKRFRE -
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111-1-3 24 & E 25 (Administration Password)

REHCREMNE -

System Maintenance >> Administration Password

Administrator Settings

Account admin

COld Password

MNew Password

Confirm Password

Pazzword Strength:

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter.
2. Including non-alphanumeric characters is a plus.

MNote : Authorization Account can containonly a-z A-Z0-9, ~ "1 @ % ™~ * () _+ = {
authorization Password can contain only a-z A-2 0-9, ~ ° @ #E %R
=7

oI ERRAR T -
EH AR
#R3%(Account) FRAEAREERE T EOEAER -

E 25 (Old Password) BEABWAERE -
2 8E(New Password) | BEXREEAFZRE -

R 2B (Confirm BEEREANBBLER -
Password)
RIEE ZHEBABBIRERRSS - Mo/sRIIER) -

(Password Strength)

EETEREOKE  BARERHETLIR  BEAFTNEBUEBERFINAEREEH -
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111-1-4 & Z M (User Password)

REHCREMNIRTEZD  UENERAEEANSABARERETH -

System Maintenance >> User Password

User Password

Enable User Mode

Account admin
Fassword TITTTITILY
Confirm Password T TTTTTT]
Mote: Authorization Account can containonly a-z 4-Z0-9, ~ " 1@ ¢ ~* O _+={}0I;<=.7
Authorization Password can contain only a-z 4-Z20-9, ~ " 1@ # %~ * O _+={}[11]%\;
=T
AR ERBUT :
156 BT
RFRERAEER HEWEZE ROLEBAILLERANEBEAREERE T ETEHS
(Enable User Mode) RE
BEREFERENENRTERE  HEREEEBBEANTEERETE
LA -
1R 5% (Account) MABRESHE -
25 (Password) MAFERERE  ELCCERE 31 BFcHAERA -
oA BEBAZRGLIUERERS -

(Confirm Password)

ENTHMEEREZE - BREEOK)FEFRE -
EAEEATHREROREREEN - BILEFNEEREERE -
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11-1-5 & E & 7 (Configuration Backup)

IEThEES] R 1D/ %E R VigorAP 903 &2 E -

System Maintenance > Configuration Backup

Configuration Backup / Restoration

Restoration

Select a configuration file.

Upload

Please enter the password and click Restore to upload the configuration file.

Passwoard {optional): Restore

MNote: 1. You will need the same password to do configuration restoration.
2. The configuration file from the supported model list would be adopted.

Backup
Please specify a password and click Backup to download current configuration as
an encrypted file.
Protect with passward
Password (Max. 23 characters allowed)
Confirm Password
Backup
OJRRERBAOT :
I5H Ll
28 (Restoration) L& (Upload) - #ZILHHEEEIRIESE -
2 (Password (optional)) - BIABELIBIREER -
iE[F (Restore) — 1ZILLUEIRREEZEZE VigorAP -
&1 (Backup) RITAKRENRERD -

LIz {Ri& (Protect with password)- EEZ2 7] - BEEMNRERSE
gj]”’z 1%:1: °

5 (Password) — BIAFTTIERMNER EREENEE -
#3285 (Confirm Password) - BEBMAZHE -
&3 (Backup) — ZUIEUB DR EESR
BB TILRENCHES
1. T Z#GH#E(System Maintenance)IaEF= F1ZERE H 13 (Configuration Backup) -
2. WMBRE  AELZEBRE(Protect with password) F1E - W8 A R -

3. =B (Backup)iZthiE AT —EER - i T REF(Save)izih - REFELIE R config.cfgBE T &
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OLE:

BRBHAUS—RBAIARMESE AORELAEZRESRM -

KB TITRERANEMSRTE -
1. EZRAHEINGERPIREREHD(System Maintenance >> Configuration Backup) -
2.  EE#H(Upload)iZ i IBIE MR ERE LB LBZEMS -

3. 1ZE[R(Restore)iZ il EHENEE -
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11-1-6 Syslog/FBHZE(Syslog/Mail Alert)

SysLog IhaE 5 EE & B& 2 VigorAP -

System Maintenance > Syslog / Mail Alert Setup

Syslog Access Setup

Enable
Server [P Address

Destination Port

Log Lewvel
Mail Alert Setup

Enable

SMTP Server
Mail To

Mail From
User Name
Password

Use TLS

Enable E-Mail Alert:

When Admin Login &P

oI ERAR T -

EH

Syslog & ARE

(Syslog Access Setup)

BEEERE

(Mail Alert Setup)

514

all

Cancel

AR

B4 (Enable) — Z#ERIMA (Enable) LIEIED Syslog IHAE -

{EIAR 88 IP firilt(Server IP Address) - Syslog fEARERHY IP Al -

B #9125% (Destination Port) — 5% Syslog &l E R TR ES 514~
Btk (Log Level) - IEEMEREMSHM 2 ACHBWAH TR -
D¥ERYF (Enable) DIRENEIHEETNEE -

SMTP faElfR28(SMTP Server) - SMTP falfRag#Y IP firdlt -

B = (Mail To) — FEEBAHEE LA BOBAALLLE -

BB (Mail From) — 157 R EISMNME R ERVFAHIEE -
fER&EBE(User Name) — B ARBNFEREZHE -

Z W5 (Password) — & A BREE ARV -
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ERTHREREREZE -

£/ TLS(Use TLS) — ZEILELMBESHH - BEEUEEER SMTP
AREASZIE TLS HE - WEARRAZEWSNBEEMNE S -

R EFEHEESE(Enable E-Mail Alert) - EFEFAZEBRENZ Telnet
BAERENER - VigorAP i$EZEFEH4FH K -

EF"-S‘ LUEEE A AP(When Admin Login AP) - BXF/=RLLIhEE - ERF
REFAFERNEEEZWEREE A VigorAP - A S HE T
TqiiA%HSZTQ:%ITET#J: ANERAS -

FIREEOK RERE

111-1-7 HEREARFE(Time and Date)

RFFEEEMERSEMSRE -

System Maintenance >> Time and Date

Time Information

Current System Time

Time Setting
Enable NTP Client
Time Zone
NTP Server
Daylight Saving

MNTP synchronization

OIHRRERRIRET -

I5H

EETES RS

(Current System Time)

RYF NTP B F %
(Enable NTP Client)

ISE(Time Zone)

NTP fEl ARz
(NTP Server)

B¢eEnsaksfE

2019 Dec 16 Mon 10:42:20 Inguire Time

(GMT+08:00) China Beijing, Chongging

pool.ntp.org Use Default

1 day

AR

ZEBIERE (Inquire Time)Z $HEVS B ISR -
FREENENRE  BHEFER CNSEEREFEEEENFEEN -

EEEMAMENRE -

B AR RS E A= ad IP ALk -
fEATRER{E(Use Default) — 2 ILEZETRRRAY NTP EAK=S -

TEI TR B B ENRE - aREME - EEBEEERERERN -
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(Daylight Saving)
B R EERSBERLM NTP EiREEHRZH -

(NTP synchronization)

ZERRETMZE - FIRERE(OK) R EAIRRE -

111-1-8 SNMP

KREZEMEE SNMP B SNMP3 iRFEHIBRERE -
FEHARMREAN(BINZIEE MD5) - SNMPv3 BERR#tEE SNMP EMMZ 2 MBS -

System Maintenance > SNMP

SNMP Agent
Enable SNMP Agent

Enable SNMPV3 Agent

UsM User
Auth Algorithm Mo Auth

Auth Password

Note: SNMP V1/V2c is read-only and SNMP V3 is read-write.

DR ERRARIT ¢
RS BLil
FZF SNMP {382& DB IAELUERBILINEE -
(Enable SNMP Agent)

EYF SNMPV3 {I2& TPE AL B RUA L TNEE

(Enable SNMPV3

Agent)

USM fEFZ&E USM =REREZEMER (user-based security mode) -
(USM User) BWARMRRENERESE RRAZES 23 @FT -
REEEAR BMIABEREEEEESLA -

(Auth Algorithm)

BREER BWARBRENEN  ERAZEBE23EFT -

(Auth Password)

ZERRETMZE - FIRERE(OK) R EAIRRE -
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11I-1-9 & (Management)

RECEMIEE HTTP 22 HTTPS FARZRAVIESE -

System Maintenance >> Management

Device Name |vigoraP203

Access Control

Allow management from WLAN HTTP Fort g0

Enable Telnet Server

Port Setup

{ Default:£0 )

HTTPS Port 443 { Default: 443 )

Access List

Enable access list

Panel Control

Dizable WLAN button

List IP Mask Disable LED
1. 255.255.:255.255 { 32 Enable Default Configuration Wizard
2. 255255255255 32
3. 255.255.255.255 { 32
4, 255.255.255.255 / 32
5. ?55.255.255.255 { 32
“ Cancel
O ERRNM T
I5H B
RESE % (Name) - FEERER VigorAP 903 - NENECJEEZE -

(Device Name)

FEREH

(Access Control)

EEUEE
(Access List)

A EREKENMIRER(Allow management from WLAN) - BiALL
MEEZEAAEEETEEZARGEEMABEAEMS -

E4FA Telnet f@BRZE(Enable Telnet Server) - BB E/FAEB T LI ENR
EALEENESTMTEETRERS -

FYFEEUS B (Enable access list) — AEIELUBEIRERFEIEEREER
BEEFHIESABEALRE  SZULRELHAIP/ES -

IBIRERTE HTTP 1255 /HTTPS 1£5% (HTTP port/HTTPS port) - I8EFREEEN
(Port Setup) IS SEEE HTTP 22 HTTPS ARSE -
EiR s R ERSEATER A0 LED LUR WLAN B OMT AT IR ERBZ B -

{¥F WLAN #z$R(Disable WLAN button) - 8:&ik88 T~ WLAN 212 RY
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(Panel Control) FBRY -

IR 1F A AR IR RS2 HI WLAN B2 WPS THEERIEE S - B AEUHAE -
= A IL % $R E Tl B LE 4% 2RI HI WLAN IHEE -

{£F3 LED (Disable LED) - VigorAP BRI - LED ESREFENE - BrIA
O REREBE - UL LED FIMINEETILIFEIER - EARBRAEFED
A2TE - AE % - FiBR LED BsREE12BNREE -

R FAf8:% s B8 E (Enable Default Configuration Wizard) — 8 E=Z
RUEIRY - SRENICINEERS - RERMERTRTENTE L7519 DrayTek B1EE -
L4185 B ERIEREIEE (Quick Start Wizard) EE -

EMMERTEREET - WLAN> >EXFRE(WLAN> >General Setup)
WLAN > >3EE & (WLAN> >Bandwidth Management) - WLAN >>
EAIE S HEEFI(WLAN> >Station Control) =2 &4 #E> > SRR
(System Maintenance>>Administration Password)f - EI8EE 178
=R -

EHRETHZE - FREEOK)HFHEARE
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111-1-10 ERIE I & (Reboot System)

PRFRETE2E  AENMEBEME - 58 &4M4#(System Maintenance) i ERE & (Reboot
System)FHRBUW NEH -
Sy=tem Maintenance >+ Reboot System

Reboot Systemn

Do You want to reboot your AP ?

Using current configuration

© Using factory default configuration

MREBEFEFABEAINARREFMEEMS - A EZEFERBRIZELR(Using current configuration) - %4
BETHEE NREFHEREREFMEBEMS - FEEFERFEMIERARE(Using factory default
configuration) - AL THEE(OK) - EMEHSTEERVERMEI A -

@ sk
ERGEATAASR TN ERENAMEE  BEUR TRREOKNUENBBDENS - BEBE
SRR RAMIRIEES - BOIR G ARBER TR -
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11-1-11 BNEEEF(Firmware Upgrade)

UM B Z B AIRAS I SEEMEEE - ERULEHLAZE Windows EIFEZ4E N -

BEESAIAE FTP 14 FESMNVBIERAE - FES4I4% www.draytek.com - FTP I58IZ2

ftp.draytek.com -

BB R A M IR BE T (System Maintenance> > Firmware Upgrade) MUERIEIENEEEH TR -

System Maintenance == Firmware Upgrade

Firmware Update

Select a firmware file.

Browse

Click Upgrade to upload the file. Upgrade

Firmware Version Status

Current Firmware Version 1 1.4.2

The Latest Firmware Version 1 1.4.2

Refresh Latest Firmware |

Download

1% T BB (Browse) BB EEHAVFNERIER - RER FEM(Upgrade)iZilt - TEEMAIEARE - F2REF

EMEER -

Systemn Maintenance > Firmware Upgrade

Firmware Update

Firrmware Upgrade is in progress... It must NOT be interrupted!

Firmware VYersion Status

| Refresh Latest Firmware |

Current Firmware Yersion 0 1.3.3

The Latest Firmware Versian C NSA

Crown o ad
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11I-2 AP REIE(Central AP Management)

EEIHEETIRRE VigorAP K& - ISEMA Vigor BEHRZMEEZT -

Q}.\ Central AR Management

Status of Settings

11I-2-1 E K& E(General Setup)

Central AP Management == General Setup

Management by VigorRouter / RootAP
Enable NodeaP

Enable Auto Provision

Manage other VigorAPs

Enable RootAP

Note: |LAN-B cannot support APM feature,
RootAP cannot support AP700/APB00/AP200 as MNode.

Maximum support 20 APs.

OJFHRERBNT
I5H B!
F4F3 AP EE HEIEREYE APM EIRINEE -
(Enable AP
Management)
B ERREE E&ER8E Vigor2860 %ATIUE A AP hREIRHHIZRIZESI VigorAP 903 -

(Enable Auto Provision) & Vigor2860 %3581 VigorAP —EEEBIIEINEE - —B AP EiaE
Vigor2860 SeAl 8% - HBEETE Vigor2860 %5 IE Sk E MR R TR
(WLAN profile) Fi&IIBIERZE VigorAP L - EX— KM ARERBINER
7 VigorAP 7 -

116



F4F3 RootAP DENAERENA AP EI2I08E - IEEMMEM A B S "Root".
(Enable RootAP)

ENSTHEBEREZRE - BIREE(OK)RFRTE -
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11-2-2 APM HAH(APM Log)

AEREGERE VigorAP & AP hAEIRERNWELK A IHARKN BEEN -

HEAEMERBMER E Vigor IEEZS (M0 Vigor2860 =2 Vigor2925 %)l o] #/RE 2R AP hRE
12>>5#4H (Central AP Management>>Event Log) £ -

Central AP Management >> APM Log

APM Log Information | Clear | Refresh | Line wrap |

Aug 24-13:02:54 syslog: [APM] Regquest done.

Aug 24-10:47:27 syslog: [APM] Get Traffic data.

Adg 24-10:47:27 syslog: [APM] Regquest dane.

Adg 24-10:582:28 syslog: [APM] Geat Traffic data.

Adg 24-10:582:28 syslog: [APM] Regquest dane.

Adg 24-10:42:268 syslog: [APM] Geat Traffic data.

Adg 24-10:42:26 syslog: [APM] Regquest dane.

Adg 24-10:47:27 syslog: [APM] Geat Traffic data.

Adg 24-10:47:27 syslog: [APM] Reguest dane.

Adg 24-10:52:28 syslog: [APM] Geat Traffic data.

Aug 24-10:52:28 syslog: [APM] Request done.

Aug 24-10:87:29 syslog: [APM] Get Traffic data.

Aug 24-10:57:29 syslog: [APM] Request done.

Aug 24-11:02:30 syslog: [APM] Get Traffic data.

Aug 24-11:02:30 svyslog: [APM] Regquest done. v
Aug 24-11:07:31 syslog: [APM] Get Traffic data. p
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11I-2-3 (@& EIE(Overload Management)
SHTHTHDHRABREFRETHE Vigor BRBHREEIS b - EIEE R SRS EORIE S
K -

BER  MRBASHELSKAFIMEEE VigorAP ETERNNER - MEAFUESRERSBENES -
HUEEF A "BERE B (Force Overload Disassociation) " #&1FE4RF PInHI AR ER U EEN
HEERRE - BRI 7 EHAEN "BEEHE AR (Force Overload Disassociation) ” IheE - SIARZER
NESAFPEEIMARESRHEREMEN -

THPAERARREESFBPIROREHEZE -

Central AP Management >> Overload Management

Overload Management

MAC Address Filter of Force Overload Disassociation

Index MAC Address Cormment

White List

Black List

Client's MAC Address
Apply to WWhite List

Comment :

Add Celete Edit Cancel

Note: ‘When force overload disassociation is enabled, clients in black list will be disassociated first,
Clients in white list will not be disassociated.

OIHRRERRRET -
E]E| GlilE
BREAERRE BrER/BREANMBIAEEM(BERSIMRNE - MAC it E2RIAS) -

(White List/Black List)  pinessonmemsreereeaiasinE o @ Fore
Overload Disassociation) " tEIBERARRL T - KB DEELR -

BFE& MAC firilt 15 E &I/ AR P Ini MAC it -

(Client’ s MAC

Address)

EHA(Apply to) BH& & (White List) - £ FIH MAC It AN ER oK RERBRER
FHRE -
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BB E (Black List) - EAFIR MAC itE AR ER I WEREERBRER

A -
#HBA(Comment) HEIEERAPIRZ MAC il - SlE A SRR -
#i8(Add) BURAREREEN MAC il -
fBR(Delete) MEREEBREPEEN MAC it -
#mEE (Edit) AR BB REEN MAC il -
EXjE(Cancel) MERE °

ENSTHHEBEREZRE - FIREE(OK)RFRTE -

111-2-4 5% & AR B&(Status of Settings)

BHFHIURREDIREIFIEEE Vigor2860 2L2 Vigor2925 35 A E & (B4 VigorAP
903) - AAEFA/REA VigorAP 903 B & FEEMNREEN - HPEAREGH PRI (By Station
Number) - #HR = (By Traffic) - BB & & (Force Overload Disassociation)&R8 Vigor2860 =2
Vigor2925 3P HBANEREAS -

Central AP Management >> Status of Settings

Function Name Status Value
Load Balance
Station Mumber Threshold x
Max WLAN{2 4GHz) Station Murmber 64
Max WLAN{EGHZ) Station Mumber 64
Traffic Threshold X
Upload Limit MNone bps
Download Limit MNone bps
Force Cwverload Disassociation X
Disassociate By Mone
RSSI Threshold -E0 dBm
Rogue AP Detection
Rogue AP Detection XK |

X" FRRZINEEM ARRBYAELZ VigorAP &R E #: 21T Vigor B

TEEH Vigor2860 32 Vigor2925 & # FHLARR TN E -
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Central Management >> AP >> Load Balance

AP Load Balance By Station Murnber or Traffic |+

Station Number Threshold

Wireless LAN (2.4G5Hz) B4 (3-128)

Wireless LAN (EGHz) B4 (3-128)

Traffic Threshold

Upload Limit Lizer defined | [0k bps {Default unit: K}

Dawnload Limit| User defined | [0k bps {Default unit: K}

Action When Threshold Exceeded

® Stop accepting new connections
O bissociate existing station by longest idle time
O bissociate existing station by worst signal strength if it is less than -|0 dBrn {100
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111-3 1TEI R E EIE(Mobile Device Management)

LEThEE T DU/ B IRFHL VigorAP HEZMIETEIRE « VigorAP KIBEENICRREHATERE -
PC FIF - MAC AFE 2R MR R BN RFMAERE -

TEIRHERENRENEIRE :

Q Mobile Device Management W

Station List

Station Statistics

Station Nearby

Policies

Station Control List

I11-3-1 FH P B (Station List)

FF %5 (Station List) IRt EIER T L EMSMNREAPMIERAEN - @2 FEHAEE AP REREA
MAMETER - 104 - FREYMUBUFEUEHIRE - REYHHEREELRE -

111-3-1-1 #H438H (Connected Number)

AEFI AR [EIRF S B e 2 L A S a3 B 2 (Bl -

Connected Number Statistics

24 » S5ace

Clients List Dilock List White List

Davice Cbjest list

Total Usage 1 597.81 142
Total Clients 4 2965 3 n 2
Mame/MAC Up Time Link Speed RSS! S50 05 Usage CH  Action
Uinknown_52ACES 2 T148 14 M8 DeAuth
1 502110059 10 Mbps [ 5 Mbps 100% (-45 dbmy) APRIZC 117 724G 1 ()] "
28.3A4D52ACES = 41206 TAMB
Unknown_T2CEE2 T745MB D
2 0d 01.40.06 50 Mbps /1 Mbps G2% (-65 dbm) APHIZC_1T_24G 1 L " >
08D e T CR'ER L8017 MB Hiork
Redmis-JemyLing T1283MB JeAun X
3 0d 011058 47 Mbps [ 25 MDps 71% (-62 dbm) APRIZC 117 724G 1 * " >
2047 DA 25 ASER 128728 MB Block
RD3de-MBP 15013 KB DueAulh
1 00001021 BS Mbps /6 Mbps 68% (-63 abm) APF12C_117_2.4G_1 Fo TN 1 p)
TEAF 4353 2F1E « 5447 KB Hiork
Uinknown_347CCE P e e s e e s e aa e = T 182.55 M8
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11-3-1-2 &iE1&k(Statistics)

KIETESEEEE>>RIE(Mobile Device Management>>Policies) s E RIS - HAGECHIHIZR
AT R SR SR A B R -

STATION LIST (1) Last 24 hour -

Connected Number Statistics

0% ® Android 0

0% ® i0S 0
. . 100% ® Pass 58
Device OS 0% ® Windows 0 Policy
0% ® Block 0
0% @ Linux 0
100% @ Others 5 s
Clients List Block List  White List

Device Object list

Total Usage 158.13ks 14589k

59 < - 2 3/4|5 |6 |7

55
kh

Total Clients 0 246+

Name/MAC Up Time Link Speed RSSI sSID Os  Usage CH  Action
Unknown_CB4A46 18678 DeAuth

1 0d 03:41:17 270 Mbps / 6 Mbps 57% (-67 dbm) AA03 () 6 >
00:BC:DA.CB:4A:46 L7178 Block
Unknown_0780CA 18678 DeAuth

2 0d03:41:17 270 Mbps / 6 Mbps 55% (-68 dbm) AA03 (D) 36 >
00:BC:DA:07:80:C1 L7178 Block
Unknown_C34F0A 18678 DeAuth

3 0d 03:41:17 270 Mbps / 6 Mbps 57% (-67 dbm) AAGDS  (9) 36 >
00'BCDAC34F0A L7178 Block
Unknown_0CEEE9 18678 DeAuth

4 - 0d 0341116 270 Mbps / 6 Mbps 62% (-65 dbm) AA03 () 6 >
00'BC DAOCEEES L7178 Block
Unknown_607C8F 18678 DeAuth

5 0d03:41:16 270 Mbps / 6 Mbps 57% (-67 dbm) AAO3 () 6 >
00:BC:DA60:7C:8F L7178 Block
Unknown_9D28C0 18578 DeAuth

6 0d 03:41:46 270 Mbps / 6 Mbps 55% (-66 dbm) AAGDZ (D) 6 >
00:BC:DA:9D:28:C0 L7178 Block
Unknown_79E9C2 18678 DeAuth

7 - 0d03:41:46 270 Mbps / 6 Mbps 57% (-67 dbm) AA903 () 6 >
00'BCDATIEYC2 L7178 Block
Unknown_9B07CE 18678 DeAuth

8 00 03:41:46 270 Mbps / 6 Mbps 55% (-68 dbm) AA03  (3) 6 >
00:BC:DA9B:07:CE L7178 Block
Unknown_AASAB3 18678 DeAuth

9 . 0d 03:41:46 270 Mbps / 6 Mbps 55% (-68 dbm) AAS0Z (D) 6 >
00:BC:DAAASAE3 L7178 Block
Unknown_DD1FA2 79038 DeAuth

10 0d03:41:46 270 Mbps / 6 Mbps 57% (-67 dbm) AA903 () 6
00'BC'DADD 1FA2 L7178 Block
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I-3-1-3 FELRFE(Clients List)
FH i 7 B T 28 I B S Ui F P

STATION LIST (1) Last 24 hour -

Connected Number Statistics

0% ® Android 0

0% ®i0S o0
. . 100% = Pass 53
Device OS 0% ® Windows 0 Policy 0 o Slock
M% lock 0
0% ® Linux 0
100% @ Others s
Clients List Block List White List
Total Usage 1 568.13ke 1 45.89
5 ¢ 2 3 4 5 6 7
Total Clients 0 246H 64 scitz ¢ - N il s
Name/MAC Up Time Link Speed RSSI SSID 0s Usage CH Action
Unknown_C84A46 T867B DeAuth
1 0d 03:42:47 270 Mbps / 6 Mbps 57% (-67 dbm) AA-903 @ 36 >
00:BC:DA:C8:4A:46 L7178 Block
Unknown_07B0C1 T867B DeAuth
2 0d 03:42:47 270 Mbps / & Mbps 55% (-68 dbm) AR903  (3) 36 >
00:BC:DA:07:BO:C1 L7178 Block
Unknown_C34F0A 18678 DeAuth
3 - 0d 03:42:47 270 Mbps / 6 Mbps 57% (-67 dbm) AA-903 ®@ 36 >
00:BC:DA:C3:4F:0A L7178 Block
Unknown_0CEEE9 T867B DeAuth
4 0d 03:42:46 270 Mbps / 6 Mbps 62% (-65 dbm) AA-903 @ 36
00:BC:DA:0C:EE:ES L7178 Block
oo .
O ERRART -
L= Bz
WO [ iz N
+HF B RS IS LR GRHEE > arE -
(+Access Control)
Add Access Control
Wireless LAN 5GHz
SSID Policy
1 Black list 2 Disable 3 Dicable 4 Disable
AA-903 AA-903-2 AA-902-3 AA-903-4
From to list
Device MAC Mame Apply to SSID
00:BC:DA07:BO:C1 Unknewn_07B0C1 Al 1 2 3 4
00:BC:DAC3:4F.0A Unknown_C34F0A Al 1 2 3 4
Total : 01256 Close e —

IRGREIFYEER (Wireless LAN) - 57E (7 HUZEHA B _LAUSHE -

SSID #H&(SSID Policy) - 5% 7E & SSID HSKRES = f - BALEHEREA#
B o

4EE/EH (Device List) - ZURm] 2 P UEE LRGSR -
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+EBEYE
(+Device Object)

KEVHEE
(Device Object list)

FFLRER
(Clients List)

ZEHZ SSID (Apply to SSID) - ZjisE&E(All) :#EEE RIS ERATAN
SSID » sl R S F SR 5 8845 SSID -

BAEA(Close) - BB EN » i fs{R e (L -
B8 (Save changes) - ({54 i EBAIL ET -

WRFHPEEEFEEY)TEET - 5515 P A B B H o —(E R
H - DREEEEY e - 1% R T R

|

Add Device to Device Object
Cevice MAG Name
00BC:DASSEE B4 Unknown_FSEB34
00 EC DA CCOT Unknown_94CC0T

A HE LA - AEFRE > A8 E MAC i iks2 i - B kg
TE(OK)F SR -

MHEEYRE BN g EHE T -

DEVICE OBJECT

Device Object Profiles

RURH P2 2 IACEAY A P -

2R (Total Usage) - BUREZ/FEUT(TX/RX) ARG E
Z2H A FN (Total Clients) - BUR{EHZE/FA(TX/RX)IREEHI P 4REL -
7%/ MAC (Name / MAC) - BEDRE BT =AY 1P izik/MAC firtk -
E&REFRI(Up Time) - BUREBERHE] -

A RE (Link Speed)- BRI -

RSSI - 2 R~ RSSI {# -

SSID - HURH Pl R LE R S (E AR SSID -

OS - HURH Filim(E AR E R -

FI&(Usage) - BRI FimeIsa s R (L EE TH)

BRIE(CH) - ORI (8 AR -

BhfF(Action) - BT SIHERINERETTR « DU A B4R L%
Blef o
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11-3-13-4 £$&555 (Block List)
AREBUREHEE TR FIHERIEE -

STATION LIST (7

Connected Number Statistics

2.4 » §

Clients

Clients List Block List White List

Name / MAC

Unknown_457823
00:BC.DB:45:78:23

Unknown_A566C8
00:BC:DB:AS:6E:C8

Total list 2
O ERIBIT
5B

EEVHER
(Device Object list)

78/ MAC
(Name / MAC)

SSID
JERK(Reason)
E1{E(Action)

Last 24 hour

Device Object list

S8ID Reason Action
AA-903 ACL Unblock
AA-903 ACL Unblock

S
IR BV A LB S -

DEVICE OBJECT

Device Object Profiles

RUR P P ImH ) T TE/MAC firik -

BT PHRALERE IR SSID -
BRSSHEN -

BB PR LU T -

SR EFSA(Unblock) - 58RI B FIASETSARAE -
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I-3-1-5 448 (White List)

AHBUREZE TR PR -

Clients List Block List White List

Name/MAC

1 LiteonTe
CB8:FF:28:FC:2A:C1

z Unknown_A02925
3C:95:09:A0:29:25

Total list 2
oI AR ERRARA T -
EH

EEVHER
(Device Object list)

78/ MAC
(Name / MAC)

SSID
BhfE(Action)

Device Object list

SSID Action
mk-carrie Block
mk-carrie Block
Blis
HURRCREYFERIESS -
DEVICE OBJECT
Device Object Profiles

U P ImHy EATE/MAC firik -

FEURERAR ] Iz (s IRy SSID -

BB FE 5 4T LB B -
Eigs(block) - HHEEILIEH -
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11I-3-2 A Pim#tst &kl (Station Statistics)

AH A FIARERSS - BT R E S R R B e e 2 A -

STATION STATISTICS Hourly

Show Chart: Nearby & Connected Number

Hourly & Connected Number (.

2.4G Nearby 24G Connected ® 5GNearby ® 5G Connected
O FRRERRABIA T
1HH B!
BRER BEHG—EBEEHBRRREAPRNFRITER -
(Show Chart)

Nearby & Connected Number
Yisiting & Passing Mumber

Yisiting Time

T3P 2 =% 8B (Nearby & Connected Number) — 2L IR O B~
EHE AP 903 52 API03 M A BRIL S Mt & -

EEhELE BB E (Visiting & Passing Number) — B2 I IE O] BRI
AP 903 523548 AP 903 B EMMBRILESHTEMN -

SRR (Visiting Time) - BEZULIR OIS AP 903 HWERIL S S#ET
G
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111-3-3 #PI AR UL & (Station Nearby)

KEEURILAM G E TR EGE 2 — &R -

STATION NEARBY Hourly -

Nearby Number

24cze S5Grze

2.4G list 5G list

MAC Vendor Distance RSSI SSID Up Time
1 & CB:FF:28:FC:2AC1 LiteonTe 261.84m 1%(-84dbm) N/A 0Od: Oh:0m:32s
2 @ 3C:95:09:A0:29:25 158.49m 2%(-89dbm) N/A 0d: Dh:24m:39s
3 30:5A:3AAB18:F2 ASUStekC 56.23m 24%(-80dbm) N/A 0d: Dh:0m:22s
4 80:00:0B:04:CE:5A Intel 199.53m 1%(-91dbm) /A 0d: Dh:24m:0s
5 2E:79:6B:6C-6E:21 158.49m 2%(-89dbm) N/A 0Od: Dh:0m:0s
6 02:1D-AASE:D7:10 79.43m 17%(-83dbm) N/A 0d: 19h:47m:37s
7 50:3E:AAEB-A1:CH 19.95m 47%(-71dbm) N/A 0Od: Dh:24m:11s
8 28:6C:07:BC:D4:4D 158.49m 2%(-89dbm) N/A 0d: 1h:33m:46s
9 02:1D-AASE:DS:58 79.43m 17%(-83dbm) N/A 0d: 7Th:18m:48s
10 02:1D:-AA62.EB:50 35481m 1%(-96dbm) N/A 0d: Oh:34m:43s

<-: '

(1) 1.approx. Distance is calculated by actual signal sirength of device detected. Lnaccuracy might occur based on barrer encountered.
2.Due ot the difference in signal strength for different devices, thd calculated value of approximate distance also might be different.

TEF DS HE— ARG S > 241 T +HFRUERI(+Access Control) DUEES T HMIE & W] 7 i i ALt 5550
preiidles SRS eI

Add Access Control

Wireless LAN
SSID Policy
1| Disable - 2 ‘White list 3| Disable - 4| Disable
mk-angelz-903-1 mk-carrie N/A NIA
From to list
Device MAC Name Apply to SSID

CBFF28FC2ACT LiteonTe DA @1 @203 @4

3C:95:09:A0:29:25 @ Al 1 2 @3 4
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oI AR ERRAR T -

I5H Bz

SSID SRig BERIR(EH - ORRENERAE)EME SSID(1 £ 4) -
(SSID Policy)

FERH 458 MAC(Device MAC) - HIREEEMARLEGHY MAC firk: -
(Device List) %% (Name) - BUREEEILSHAATE -

EHZ SSID (Apply to SSID) - 2 ER(All) FEEEER RIS EATEH
SSID » s E R B TR A B I TR 2 8845 SSID -

BHEA(Close) - Bt BT - LR (E T -
{778 T (Save changes) - {3745 5 f B BF I B A -

111-3-4 ZKB&(Policies)

AEERLEEMBEIRE(ITE - PC - MAC S Z2E ) SLUEM VigorAP ETHRELR - 3Z W VigorAP
HEASETRRER -

Policies
Block Mabile Connections (0S:Android,iOS...)
Block PC Connections (OS:Windows. Linux iMac._)
Block Unknown Connections (OS:Others)
WIFi(2.4GHz) @ SSID1E@ SSID2@ SSID3 @ SSIDd
WIFi(5GHz) (@ SSID1E SSID2 @ SSID3 @ SSID4
n Cancel
AR EMRIBUT :
158 Bl
HEETTENEAR (Block FRERMTEN SRS EH - A FFEB VigorAP B A HEIE4EE -

Mobile Connections)

HEHER PC E#R(Block  FrEER PC- MAC 502 Linux & LEfTROA R B AR ARG 1 £ 55 B oh & -
PC Connections)

HEHARAELR (Block RERMMEER (Vigor B E AR SR HEE P& -
Unknown Connections)

WiFi(2.4GHz) 8 SSID UERIRE -

WiFi(5GHz) 8 SSID UERIRE -

TEHAEREZE - FiR NEE(OK)ZEH - VigorAP i & SR U E B 2RI BN ARV SRS -
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I11-3-5 IS & B EE (Station Control List)

A H BN R 2 I S ARG P AR EGER -

STATION CONTROL LIST

Reset @ Online Offline
SSiD MAC Connection Time Reconnection Time
1 [ ] APS12C_117_2.4G_1 28:3A4D52ACES 0d 00:58:50 0d 00:00:00
2. [ ] AP912C_117_2.4G_1 20:47:DA25:A5'6B 0d 00:48:22 0d 00:00:00
3 [ ] AP912C_117_5G_1 A0:4E:36:5E:3F AT 0d 00:59:55 0d 00:00:00
4 [ ] AP912C_117_5G 1 D0:37:45:34.7C.C8 0d 00:56:02 0d 00:00:00
J This page is available when St. Control is enabled
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IV-1 RADIUS 5% (RADIUS Setting)

RADIUS Server

Certificate Management

IV-1-1 RADIUS falfizz8(RADIUS Server)

VigorAP 903 =R #Ea RADIUS fEikes - DUESRFERZEE VigorAP 903 ERHEGHAF - EthaR g
REBRENRGHR -

RADIUS Setting »» RADIUS Server Configuration

Enable RADIUS Server
Authentication Type

Radius EAP Type PEAP -

Users Profile {up to 96 users)

Username Password Confirm Password Configure
Add Cancel
NGO, Username Select
Delete Selected Delete All

Authentication Client {up to 16 clients)

Client IP Secret Key Confirm Secret Key Configure
Add Cancel
NG, Client IP Select
Delete Selected Delete All

Backup Radius Cfg :  Backup Upload From File: | ypigad
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oI AR ERRAR T -

EH

R4 RADIUS falfRz3
(Enable RADIUS Server)

BREEE

(Authentication Type)

ERERERE

(Users Profile)

iR B
(Authentication Client)

5 Radius =5E
(Backup Radius Cfg)

SR AR
(Upload From File)

AR
T)EIL TS YRFARRUETNRE -

B EIRIE RADIUS ERREE 2 BB % -
Radius EAP ##%Y(Radius EAP Type) - B _i&454Y PEAP X EAP TLS O]
DUERE - INRIEIFNZE EAPTLS - I LZERBNEZRRZRE 2O HRIER
fY -
EMAE BT (Username) - BAGREREENSTE -
ZH#(Password) - WA EREREEMBHEE -
TSRS (Confirm Password) — B A ILFAIBRHE -
FiB(Add) - Z T IHOEIENERERER(E 2B RER)ER
EEEFRD -
BUH(Cancel) - BREREREEERNREAS -
MiIBREEY (Delete Selected) — MR ERERAERTERE -
B 2 &8 (Delete All) - MR ERIEREREHE -
VigorAP 903 KIAIER RADIUS falfR 28 o] UE R E fth = FIRI9MET RADIUS 13

ARes - IEER PR IP A AR B AR i - B0 EG P EE VigorAP
903 F%9MERAY RADIUS RS

F & IP(ClientIP) — i A% FIA VigorAP 903 fEA ST RADIUS fal
AR2EAF - VigorAP 903 MEFTERE AT RY IP firdlk -
& (Secret Key) — & AERERA VigorAP 903 fE%9MEB RADIUS falAk
2205 - VigorAP 903 E TR IR EIRRE -
T2 #8(Confirm Secrete Key) - BREARIE -
#i8(Add) 2 T ISR ORISR PR (B12 IP Al KRB 8) BRE A
B -
BXHE(Cancel) - BRAFIKERINREAS -
fBREEEX (Delete Selected) — MR EEWAEIRREER -

fER =80 (Delete All) - MBRZ=ENWAFIHREER -
Htr(Backup) - 7L A HSOE B -

E[Z5 (Browse) - {7151 RADIUS 35 7E7 1 # [ 8% VigorAP I -
#/E(Restore) - %L1 RADIUS 2 EREZEIEH % VigorAP I o

ENSTHHEBEREZRE - FIREE(OK)RFRTE -
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V-1-2

‘=78 & (Certificate Management)
EAMAERERAREHYESORERIRS MITM X% - MESETRERE (AW Radius
EAP-TLS 83%) B - B{SHBAUIREE(Root CA)EBHE R ARRE B IRHOBAIES -

RAB - #EERNEERESERRIIERNARALERRILERYE - Bt Vigor EaRHt—iE
%%U%h\fﬁaﬁaﬁ CA(Root CA) M S B RIEFI— RIS - 2 & It—ME S RERSBHMEENEET
LUETAMRBNSRHEE -

1RBEE CA(Root CA) I MBS 4 4RSS - MRMIBEEIEAR RS CA(Root CA)MIRTE - SIS ELMIE -
A6 F B AEHRIRE CA(Create Root CA)I% RS 31 BUF —EIR:E -

RADIUS Setting == X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA --= --- Create Root CA

Note: 1. Please setup the "System Maintenance > Time and Date" correctly before you try to generate
a RootCa,

2. The Time Zone MUST be setup correctly.

BT EEWRERE CA(Create Root CA)ZSRFMM N EH - MANZEEMBALENE

RADIUS Setting »> Create Root CA

Certificate Name Root CA

Subject Name
Country (C) I:I

State (5) | |

Location (L) | |

COrganization {0 | |

Crganization Unit {OUY) | |

Cammon Name {CN) | |

Email (E) | |

Key Type

Key Size 1024 Bit -~

Apply to Weh HTTPS

oI ERRART -
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IER GlilE

THEHE WANBERLUEEEREE CA -
(Subject Name) B (Country () — L8 AR HAB(Z BTT) -

State (S)/ Location (L)/ Organization (O)/ Organization Unit (OU)
/Common Name (CN) - B ARRE CAWBBEEN REABE 32 8
FIT -

Email (E) - BIARERE CA WEBFIAAL - REABE 32 BF7T

SiRER BAIEZIE RSA(NZEER) -

(Key Type)

AN RESBA/) - FEATHUXNBEREEREN—TE -
(Key Size)

ERZEHE HTTPS VigorAP BERFLUENRHE HTTPS B H 8R4I -

(Apply to Web HTTPS) ey o1 . 238495 HTTPS UM MAE TEAEE CA B8
EEBIEE -

OLE:

“Common Name” MNEREREAZ N WANIP Uits 2R & -

ENTHABREZE  ERBREOKRERTE -
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IV-2 FEFH(Applications)

TMEBRERINEIRR

Schedule
Apple 05 Keep Alive

Wi-Fi Auto OndOff

Temperature Sensor

IV-2-1 HE#Z(Schedule)

Vigor EETIAHFAFEEN - FANAREEEIHENTP)EMEE  AESARULRSIEMSERE
RS EMARARE - EERFINTS ERBATINARAERER - it —RERE REERERB(ER £
) BB - REBFRT T RE M IR R ER -

IRNETEREFZRISCRE T ISR - £ 244 (System Maintenance>)# % - BiZREEMBE(Time
and Date) M BRI EIR EEH - RIS RBZANGHEEMESARER) —RWRRE - —BEREEASEE
WMREEEMES RENREBOEENM/E - EE3 @A EUMURERE - SOMUERKRER _EFEK NTP
EREER—ERREERSE) MRS EEMSHNRE - SEAEZRETEESARERETRAEEER -

Applications > Schedule

Schedule : Current System Time |2020 Jan 6 Mon 11:20:52 \ | System time set | Setto Factory Default

Index Enable Name Action Time Frequency

o] AR ERIBIT
IHH Bl
B Al % 45 BB RIERNERE -

(Current System Time)

5|43k (Index) BRAIREREENFEFEARE -
R4 F3(Enable) TPELI R A LEHERR -
##(Name) BRAIEREESHE -
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E){E(Action) BRAIERE ST IRENAVENTF -

FEfE(Time) BRAHENIERERE -
$8Z (Frequency) BREEHRENEREE -

EEZOLIRRE 15 EHE - SHIE—EHE -

1.  DERAHEE(Enable Schedule) 51 -
2. BT EEAd)LERM T IER :

Applications == Schedule

Add Schedule

Enable

Name Formkt

Start Date 2020 -~ - 1 -~ - 1 -~ {Year-Month-Day)
Start Time 0 -~ : 0 -~ {Hour: Minute)

Duration Time : { Hour : Minute }

End Time : { Hour : Minute )

Action Auto Reboot -

WIFi(2.4GHz) Radio 55ID2 S5ID3 55104

WiFi{5GHz) Radio S5ID2 S5ID3 S5ID4g
schedule how Once
often N
Monday Tuesday Wednesday Thursday Friday Saturday
Weekday

Sunday

Note: 1. If we set WiFi schedule "Start Time” and "End Time" at exact same time, AP will execute the
schedule without an end time.

2. "Internet Pause” will add Mac into ACL, 50 please make sure ACL isn't full befors applying
schedule. If ACL policy is "Disable”, AP will change it to "Blocked™.

O ARERPBATF :
1HH AR
FEZF(Enable) TEIIEE B HEE -
BEYA B HA IEEHERWBHEE -
(Start Date)
I A B R IEEHER RIS -
(Start Time)
KBRS IEEHIRENFERE -

(Duration Time)
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FE R
(End Time)

E
(Action)

WiFi(2.4GHz)/
WiFi(5GHz)

E{F(Acts)

¥ H(Weekday)

3. THEEREZE -

Applications >> Schedule

Index Enable Name

EE R R -

EEHFERANS

& Wi-Fi UP 2 Wi-Fi DOWN 3&1Z 8% Action iF - 8T 1A% Radio 3
2 SSID 2~4 #ZEF (DRI 2.4GHz K SGHz) LIBERHIIZR EERE
AR -

FifzE: &3 Radio B - SSID2 - SSID3 £2 SSID4 Wi AR - RZIMA -
LE4h - %5 SSID2 -~ SSID3 B SSIDA RESERIA « AISATEILERE -

EEARERNRHER -
—XR(Once) - WFFEINRERA—
BH(Routine) - FEE—BEPMPLEH FHEERITULIBHFZIFE -

ERTEE(FEELEE Routine BFOJ A -

nlllr

EETAERNTHARNEBERE SR

AR NREOK)ZE - FTWIEREEREEET B ESEH L -

Schedule : Current System Time 2020 Jan 6 Mon 11:23:12 System time set Set to Factory Default
Action Time Frequency
LED DISABLE 200 Once @ x

1 Formkt
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IV-2-2 Apple iOS #5535 #R(Apple iOS Keep Alive)

RHTEIOS £E HHRIFELEZ(H WIi-Fi) - VigorAP LS 5 #EBIRSE 5353 2% UDP B RIS
By IP fizdlt | -

Applications >> Apple i0S Keep Alive

Enable Apple i0S Keep Alive
Apple i0S Keep Alive:
Apple 105 Keep Alive can keep Wifi connection of i0S device by sending UDP port 5353 packets every
5 seconds.
Index Apple i0OS Keep Alive IP Address Index Apple i0OS Keep Alive IP Address
1 2
3 4
5 6
Cancel
O] R ERRMT :
I5H GilE!
FYF Apple iOS #ifsE  ZPEULAELIRIALETNRE -
#%(Enable Apple iOS
Keep Alive)
K545 (Index) BN EEAE - W MNEEE YRR E IP A Em -

AppleiOS ##FEHZIP | BE/RIP Airdl -
firilt (Apple iOS Keep
Alive IP Address)

ENTHREEREZE - FREEOK)FEFRE -
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IV-2-3 4R Wi-Fi B2 RUH/1F H(Wi-Fi Auto On/Off)

& VigorAP EE/REE ping IEEEHE - AT LIBEBRUR/FR Wi-Fi IhaE - TZHMZE B R R PImE
ERFAFIEREENERS E -

Applications »> Wi-Fi Auto On/Off

Wi-Fi Auto On/Off

Enable Auto Switch On/Off Wi-Fi

Ping Host

Auto Switch On/Off Wi-Fi:

Turn on/off the Wi-Fi autamatically when the AP is able/unable to ping the host.

oA ERIBT

5B Bl

R et Wi-Fi /B DZEIERFLILINGE -
(Enable Auto Switch

On/Off Wi-Fi)

Ping E#%(Ping Host) & A IP itk (BN 8.8.8.8)5L 24815 = (HIMN google.com)UE R Eith &

EERE -

EMTHREEREZE - FREEOK)REFRE -
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IV-2-4 ;2 E L fE=: (Temperature Sensor)

BAI USB mEst DI R L ENES BAERBEER - BEMEEZEARENEREIRE - WEGKRSREHE
g EERENKE BRI A -

AHEEEX - BRARSREISENEIRERELTR AR AXNMELBNEES  RRESN
—% -
USB BT E Vigor BEIBIAS - IS BETHEMEBEEENRES(L - HEHEARENPILER - &

RIS BEF BN ZENEN - RCERDBENITE -

Temperature Sensor Settings

Applications »> Temperature Sensor Setting

Temperature Sensor Graph Temperature Sensor Settings

Display Settings
Temperature Calibration Offset "-‘C {-10C ~ +10C)

Temperature Unit O celsius Fahrenheit
Alarm Settings
Enable Syslog alarm

Mail alert
Temperature High alarm |D.DD |°C
Temperature Low Alarm |D.DD |°C
O ERNM T

I5H L]
BARERE R ¥R = (Calibration Offset)- W ABIERERERINRIEE -
(Display Settings) BEB{I(Temperature Unit) - EZBENZERX -
EEREAlarm F4FA Syslog & (Enable Syslog Alarm) — ERIEILLINEE - BRESAE
Settings) HRE BN EECIHE Syslog F -
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ERFELE (Mail Alert) - BSZEMB I BEHF USRS RERE
SREL/R] %.:.(nghAIarm/LowAlarm)— BMACBREMN ETRE - L

A E B FE 23 E R (Temperature Sensor Graph)
TEBENRERERNEREEA -

Applications »> Temperature Sensor Graph

Temperature Sensor Graph Temperature Sensor Settings

Temperature Sensor Graph Display time interval : | 1 | Refresh |

min{s)
I Centigrade
29
28
27
26

25
24 I—I
23

22
21
20

® ® © ® © K
NS o & @

e}
%,
2}
7

Current Temperature: 26.1°C
Maximum (24 hours): 26.1°C
Minimum (24 hours): 23.09°C
Average Temperature: 24.05°C
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IV-3 #1458 E(Objects Setting)

TEERYISEN RS -

Device Object

Device Group

IV-3-1 ZEEY){4-(Device Object)
VigorAP FT I =i Ry—E W » DAFIEAER -
Objects Setting »= Device Object

Create from Wireless Station Table

Create from Wireless Neighbor Table

Create from ARP Table

Device Object Profiles |  Set to Factory Default |

Index MAC Name Index MAC Name
1 17
2 18
3 19
4 20
5 21
[ 22
7 23
8 24
9 25
10 26
1 27
12 28
13 29
14 30
15 3
16 32

<< 132 | 33-64 | 65-96 | 97-128 | 129-160 | 161-192 | 193-224 | 225-256 > > Next =

Backup ACL Cfg:  Backup Upload From File: | Browss | |... |

AR ERBUT :
E]=| Bl

B R4 PRI L HEEER R N H -

(Create from Wireless
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Station Table)

(Create from Wireless
Neighbor Table)

B ARP JEE#17(Create
from ARP Table)

[E{E R THER [E (Set to
Factory Default)

%2 |4sk(Index)
MAC

%8 (Name)

Dibjects Setting v Device Otject

Create Device DBect from Wirsless Station Tabla 255 Objects profies Left

Sedect Al

Mo Hisl Wame _ Device MAC

Host Name _ Devioe MAC Wamo

BIEREAHF > 12 THERB(OK) - BEEHYIH H & 7 LBV ERE A
i o

2 LSRR T H -

Objects Setting 3» Device Object

Create Davice Object from Wireless Neighbor Table 253 Objects profiles Left
Select Al
M. HO&1 Namb Dovice MAL Wama No. HOSE Nama Divice MAL Nama
1@ UteonTe 2
i@ ASUSEEkT 4 Intel
Raspberr
] 5
[ 10
12
13 14

FIEREAAF > 12 THESB(OK) - BEEHYIH H R &y BV e A
i o

2 LSRR T H -

Obiects Setting >> Device Object

Create Device Object from ARP Table 252 Objects profiles Left

Select All

No. 3
1

Device MAC Name No. P
192_168_1_10

“ Wi

PB4 TRESR(OK) < S B I B
I:Ij °

P EHE T - EERFTARVIIEOE

Device MAC ~ Name

TERA

BUNEBEYITSRERIES Rk -
BURNEBYIITROEREATTE R MAC izt -
BBV SEREHINES -

bR T 1SR S S5 APEUR ARP SRARBEEELISN » AT AR NME— (RS [4RSHE B YIER -

Objects Setting >> Device Object

Profile Index : 1

MName :

Mac Address :

Attribute :

fTEST_1
00 | (1D [: |AA |2 Q0 |2 |00 [ |00 Select
Isolate Member/LAN exception
“ Clear Cancel
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oI AR ERRAR T -

IEH L]

4fB(Name) i \BEAEVAES -

Mac firiit I A PRy MAC fizhl:

(Mac Address)

&% (Attribute) ) EEILAE R PR LAN/R B F AL -
€ (OK) EFRE ©

FEkx(Clear) MEREE -

H4(Cancel) FEERCEN A FEIRT— HIH °

IV-3-2 ZZER¥#H(Device Group)

Sl FH = g T DABE Sl — (R ERE - DAFIHARER] -

Objects Setting >> Device Group

Device Group Table | Setto Factory Default |
Index Name Index Name
1 17
2 18
3 19
4 20
5 21
6 22
[ 23
& 24
9 25
10 26
11 2T
12 28
13 29
14 30
15 31
16 32
Backup ACL Cfg : Backup Upload From File: | Browse |
o] ERABUT ¢
158 Bl

[B1{8 H B THE {E(Set to F I EE TR TR - BRATA RSB R AHRE -
Factory Default)

R5 [4w5k(Index) BUNRERRHSCERERVERS [4RT -
%% (Name) BN BB CE R AT -

o MEERS 4R R B AR -
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Objects Setting »> Device Group

Profile Index : 1

MName :

Available Device Objects
3 - LSUSt=kC

aJatTe

4 - 192_165_1_10

OIHRRERRART -

I5H

£f%(Name)
B S B

(Available Device
Objects)

BEEEEYG

(Selected Device
Objects)

HEE(OK)
Bk (Clear)
HU #(Cancel)

2F

Selected Device Objects
1 - TEST_1
Z = LiteonTe

AR
B AHTEEAH R EREHIRE 4 -

EURHATA HHVEEY:
BEFR(E P B A% >>158 > BEhEErH H 2R E BV 7 -

BRI -
SRR B T <<tegll BBREEE - (R A S BT
TH -

BATEE -
BT -

FERESOE N B F T — H I -
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V-1 BF&2Ef(Diagnostics)

EEEHHEHEEN  NURRECALZENREEMSRKATRE LBNEE  FRUTHE—F—F
HETIRE -

BREEMAREERREZEIES
REMEBROAEERREE SRR
A BBEGLEM ping FIEME
RE ISP REZRLER
DERREREM S REETAR LR
MR ESRNBEBRTNEE - CREEHERNEZNSE—SNHE -
B2l (Diagnostics) TERH—EFFE AN - FERBLEHRRAZZEHEMSRIET -

B Diagnostics

System Log

Speed Test

Traffic Graph

WLAN (2.4GHz) Statistics
WLAN (5GHz) Statistics

Interference Monitor
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V-1-1 Z#4CEE(System Log)

AR HRRZETIR B & 448k (System Log) -

Diagnostics >> System Log

System Log Information

Aug
Aug
Aug
Aug
Aug
Aldg
Aldg
Alg
Aug
Aug
Aug
Aug
Audg
Aldg
Aldg
Aug
<

V-1-2 3R E R

27
27
27
27
27
27
27
27
27
27
27
27
27
27
27
27

I3

04
04
09
09
09
09
09
04
04
04
09
09
09
09
09
04

(26
(26
230
131
131
(36
(36
A0
41
41
41
41
46
4B
50
51

28
26
01

(2B
(2B

27
27
01

128
128
138
138

29
29
01

130

syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
syslog:
kernel

kernel

syslog:
syslog:
syslog:
syslog:

| Clear | Refresh | Line wrap |

[APM] Get Traffic data. e
[APM] Request done.

@ORAY_BAND_INFO : Mon Aug 27 09:30:01 2018 (1535333401)*t
[APM] Get Traffic data.

[APM] Request done.

[APM] Get Traffic data.

[APM] Request dane.

@ORAY_BAND_IMFO  Mon Aug 27 09:40:01 2018 (1535334001t
[APM] Get Traffic data.

[APM] Request done.

APPeerProbeReqgAction{d:shiang! PeerProheReqgSanity failed
APPeerProbeReqgAction{d:shiang! PeerProheReqgSanity failed

[APM] Get Traffic data.

[APM] Request dane.

@ORAY_BAND_IMNFO © Mon Aug 27 09:50:01 2018 (15359334601t
[APM] Get Traffic data.

i(Speed Test)

BN AENRE (Start) RSB clE TR E AR - BRI UEB S HEIER VigorAP 25 ithE -

Diagnostics >> Speed Test

Speed Test

Welcome to YigorAP903 Speed Test.

This test allows you to find out the best place for YigoraP903, You can execute the speed test at
different places of the building and select the best location for it. The performance test result is anly
far your reference.
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V-1-3 =B ZK(Traffic Graph)

%N REEIR(Traffic Graph) FREREMAE - Mo/PkE LAN-A 3¢ LAN-B - SHEZ2FBAMURKRERE
B - BER N EMEE (Refresh)BITTEVS R EM -

Diagnostics »> Traffic Graph

| Refresh |

Show Chart: LAN-A -/ Craily
LAMN-A

G LaM-B

a0

40

30

20

10

’\%'b qu'b S,J'b kﬂgpé ,5'-3@% (\(_3%

TX (Kbps) Ry (Kbps)
k] k] ko] ko] ko]
& & 8

KFEHRERISE - EESMARERZER(kbps) -

VigorAP 903 User’s Guide
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WEFEZREENATIEASRER -

Diagnostics »> WLAN {2.4GHz) Statistics

V-1-4 WLAN (2.4GH2)# st ERBH(WLAN (2.4GHz) Statistics)

Auto-Refresh ‘

Tx success 0| Rx success 552948008
Tx retry count 0| Rx with CRC 131326725
Tx fail to Rew ACK after retry 0| Rx drop due to out of resource 106121
RTS Success Recv CTS 0 Rx duplicate frame 0]
RTS Fail Rcw CTS 0)| False CCA (one second) i)
TransmitCountFrom0QS 24773546| MulticastReceivedFrameCount 0|
TransmittedFragmentCount 0| RealFcsErrCount 131326725
TransmittedFrameCount 0| WEPUndecryptableCount 0]
MulticastTransmittedFrameCount 0| MultipleRetryCount 0|
Transmitte dAMSDUCount 0| ACKF ailureCount 0|
TxAMSDUCount 0| RxAMSDUCount 0]
Transmitte dMPDUsInAMPDUCount 0 MPDUInReceived AMPDUCount i)
TransmittedQctetsinAMPDUCount 0| fAnyStaFortylntolerant 0|
35101 SSID2 SSID3 SSID4
{DrayTek-LAN-A) {DrayTek-LAN-B) (N/A) {N/A)
Packets Received 0 0 0] 0]
Packets Sent 0 0 0) 0|
Bytes Received 0 0 0 0]
Byte Sent 0 0 0) 0|
Error Packets Received 0 0 0| 0|
Drop Received Packets 0 0 0) 0]
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V-1-5 WLAN (5GHz) #&stER(WLAN (5GHz) Statistics)

WEFEZREENATIEASRER -

Diagnostics »» WLAN (5GHz) Statistics

Auto-Refresh ‘ ‘

Tx success 0] R% success 0
Tx retry count 0| Rx with CRC 0
Tx fail to Bcv ACHK after retry 0] B drop due to out of resource 106291
RTS Success Rcv CTS 0] Rx duplicate frame 0
RTS Fail Rey CTS 0] False CCA (one second) 0]
TransmitCountFrom05S 0| MulticastReceivedFrameCount 0|
TransmittedFragmentCount 0] RealFcsErrCount 131418513
TransmittedFrameCount 0| WEPUndecryptableCount 0
MulticastTransmittedFrameCount 0] Multiple RetryCount 0]
Transmitted AMSDUCount 0| ACKFailureCount 0|
TxAMSDUCount 0] RxAMSDUCount 0
TransmittedMPDUsInAMPDUCount 0| MPDUInReceived AMPDUCount 0|
TransmittedOctetsinAMPDU Count 0 fAnyStaFortylntolerant 0]
SSID1 SSID2 SSID3 SSID4
{DrayTek-LAN-A) {DrayTek-LAN-B) (N/A) (N/A)
Packets Received 0 0 T/ 8 N8
Packets Sent 0 0 /2 N/ 8|
Bytes Received u] u] N7 M
Byte Sent 0 0 A8 R
[Error Packets Received [ 0| | A M/ 8]
[ Drop Received Packets [ [l | /A M/ 8]

VigorAP 903 User's Guide
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V-1-6 THEE#Z(Interference Monitor)

ERTEEAZ - VigorAP T #t R ERENZFMANEMABEERIBERENTEEE -

B #i3EE (Current Channel)

EAWEEAS B2 BREERNRGIER - 78 - BHES -

Diagnostics => Interference Monitor

Current Channel

All Channels

AWML BERS - DURIRERAE -

Auto-Refresh

Band 2.4G Country Code FR
Channel 11 Made Mixed{1lb+11g+11n)
Tx Power 100% Bandwidth Autofactive: 20 MHz)

Channel Utilization
Channel Energy

FalseCCa

The history of

1-5 minutes

o S T n

]

o o L W L Y Yo P Y
Yy

Mo A Ao s b a
PY N LN Y Y

M Utilization

Energy

173158 17:32:59

17:33: 539 17:34:59 17:35:59
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ZERSEE(All Channels)
KERR 24G/5G FRAERBRIEERMERER AR I TEMEHE (Refresh) B ROV TERT -

Diagnostics =» Interference Monitor

Band 240G -

Recommended channel for usage: 2

Channel Ene

Last updated: 12/13 14:47:20

Note: During the scanning process, no station is allowed to connect with the AP,
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V-1-7 X 3B &(Support)

S0 N Z4EE (Support) FINEEIRE - BHRZWESI ZES54 - FHEMERENER -

(?) Support

Knowledge Base

Product Registration
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V-2 mEREMSBIEmEES LS

RO T LR EIERRARAE
1. WEERELUK LAN fEE - FAEMFSE" [2@ERLR" -
2. FREME - ER ACT BREEASEVRH%—R - DIRBEHEN LAN FrEZRERSE -

3. MRRERE  ERFEMSNERPREA[E - IPEFLQE -2 @ERE" - EFRT—RE
Lk - REBEHE -
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K

V-3 BB ERRE S G LR

BAERRRILBERASPERERREERMEMRN  BERXB LAENTE  RARFEERMI - FIEMU
MO REDEBEEESEIER -

V-3-1 81 Windows &4t

@ mx:

NIREHIZL Windows 7 fFEZGAERMEM - BANNEIRAEMNIEERSE - FLRALUN
STERHE www.draytek.com.tw B RIABRER T ST EERAR -

1. FREXSE>>EFHE  RABRMNHEAPO -

W =m/)T18

] BAma
|7 mwsze

BEMER PO

2. HEFRBMEBL RTESEEEHBREES -

ERI=ER BETETHRABRENIATES
~ Y o
= FR AL
BEEEZHRE A1000381 5 3
(EIER)
ERIERTPRIERE
HE 3
P =mEn
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3. HEEKENREENEES L FEESMARERKEN LR TAR  REQTBHHMEAS -

HeEE - FREEERES EEEEES EfHS5HE:

= R R
3

ST Intel(R) 82579V Gigabit Nety =R
HREE(U)

2ED
) SEEE80)

EIEEES)
FElER(D)
@' EH&HZM)

& RER

4, EABRGEFEANTEHE  BERBERBNGESENMRTCP/IPVE) - BIZ TARRE -
(@ =5
HAREThEE

EER AT
l_-? TnteliR) 82579V Gigabit Network Connection
EEERERTRFEAO):

& Client for Microsoft Networks
JBl es HEHEER
gFﬂe and Printer Sharing for Microsoft Networks
i SEREERIRE B TR TE 88 0 bR (TCRIPvE)

¥ TR 4 bR (TCRIPvd)
W i Link-Laver Topology Di er
i Link-Lawer Topology Disovery Responder

wrzzn | [ AEw
teaam
{EETH RS R AR s e (TCRP) - 32278
%E@Eﬁ?ﬁﬂ%ﬁ%ﬂbﬂﬁ * 12 {#-F (Rl - RAAsEs AR

[ @t || ®mA |
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5. EAPRERENHBESIANABTEEE - BEEEEIE IP it & BEES DNS EARSF i -
BN REREBTNRE -

FEEEFAETE 4 5 (TCP/IPA) - A (| ——

—¥ | HiE

INF G S IEETRTEE O NS BaERE IF 3R7E - T
Bl = AR08 S Rlifid Fimer 18 | IR R 1P SR0E -

@ B&hKTi8 IF (kD)

IF {furdkIo:

FHERE RS ()
ERGED):

@ B&hHTiS DNS {s]fRaa it (B)
O ERTFIF) DN {alHR S5 4k (E):

B DN {alARE8(F):
Hit DN {alARas(A):
FE R (L) SERHT)...

[ ®% || mE |
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V-3-2 81K Mac &4

1. AERELEZBRFTEAR Mac OS IR BE T -
2. BARBREFREFEEEEET -

-~ BB B O g

—f HEEER Dock Mission EoathE R2MEEF

R Control

BUReR RERERATRE i AR fmithEiE B
EiEit
C, ®
iCloud Internet g
BR&k

3. EAHEEE - EREIPv4EIRD - EEZER DHCP -

== Wi-Fi
Wi-Fi  TCPAP DNS WINS 802.1X R @
BEIPv4: {EM DHCP <
IPv4 ffit :  192.168.1.11 37 DHCP 4
FEBHER :  255.255.255.0 DHCP Fl i RIS :
(RmE)
#Bhgg . 192.168.1.1
BmEIPE: BE <
HRFEE -
IPVB itk :
AR
) 3 7
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V-4 £ Ei&_E Ping Bt

EIMANTERMES 19216812 MIMER "ping " HSHEBIARMANEARE - IRBKA
WA E 192.168.12 §) ping BIfE - FnEIAIRMARERRT) - MREH - HREEABH L
1Ptz - BASEHCEMISERER AT REBELS P {1kt - (RS V-2 RECEABEANG TR
HEEEER) - ARBUTOSBER ping EiE -

V-4-1 5 Windows &4t

1. FRSLRTAFTRE EREERGB>>TT ) -
2. ®A cmd (BRI Windows NT/ 2000/XP/Vista/7) - DOS i L IRRF L RERFE LR -

e+ Command Prompt

Microsoft Windows XP [Version 5.1.268081]
{C> Copyright 1985-2881 Microsoft Corp.

D:~Documents and Settings:fae’ping 192.168.1.2

Pinging 192.168.1.2 with 32 hytes of data:

Reply from 192.168.1.2: hytes=32 time<ims TTL=255
Reply from 192.168.1.2: bytes=32 time<{ims TTL=255
Reply from 192.168.1.2: bhytes=32 time<ims TTL=255
Reply from 192.168.1.2: hytes=32 time<ims TTL=255

Ping statistics for 192.168.1.2:

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bmsz,. Maximum = Bms,. Average = Bms

D:~Documents and Settingssfael_

3. EiA ping 192.168.1.2 3% Enter - AREBAEMNT) - SIS WEIZKE 192.168.1.2 K[OfE
“Reply from 192.168.1.2: bytes=32 time<1lms TTL=255"

4. WRBHEKRY - FHEDEASIENIP ARESERR - RILH ipconfig IEL R EEIENS
Y IP It 2 & IERE -

V-4-2 ¥ 52 Mac OS (421m14) 2 4t

1. #ERELEEZBRFTEAN Mac OS #ifk - W FEZBE_T -

N
i

#1Z Applications #EZ R AJ Utilities &35k -
3. JBE®RIT Terminal ; #IFMNREEERLLFREEEL -

4. ®A ping 192.168.1.2 It E1Z ™ Enter # - MMREFILE - LInRETLIR "64 bytes from
192.168.1.2: icmp_seq=0 ttI=255 time=xxxx ms" KL -
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SESNE) Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seg=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeq=2 ttl=2E6 time=A.71E ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 time=A.72 mz
B

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8,.723/8.756 ns

Yigori@:~ drovtekd ||
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BAE & (System Maintenance> > Reboot System) - 3212 {55 FI R By FEa% 40 85 (Using factory default
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Systern Maintenance => Rebhoot System
Reboot System

Do You want to reboot your AP ?

© Using current configuration

Using factory default configuration

V-5-2 i@ BS BN E
EEMATEEEER (ACT BB ) - MEMELE Factory Reset 41318 5 WLLE - BEH ACT B

SEFIIARIEPIMEN - F5REF) Factory Reset i%8h - IEHS - EMMEZEHER - ERGCHE - KEREE
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